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ZUSAMMENFASSUNG

Digitale Signaturen sind ein Eckpfeiler moderner Kryptographie und ein vielféltiger
Baustein. Diese Arbeit untersucht ihre Anwendungsfelder und ergénzt neue Konzepte
und Konstruktionen zur Nutzung in adversariellen, verteilten Systemen.

Ein erster Beitrag ist die Studie wuniverseller Ring-Signaturen (URS). Im Kon-
text von Whistleblowing wurden Ring-Signaturen (RS) eingefiihrt, die anonyme At-
testierung einer Sendergruppen-Zugehorigkeit erlauben. Wahrend bisherige RS Sender-
schliissel kompatibler Signaturschemata erfordern, erlauben URS die Kombination
beliebiger Schliissel und erméglichen anonymes Whistleblowing in unkooperativen
Umfeldern. Unsere Standardmodell-Konstruktionen basieren auf superpolynomiellen
Standardannahmen, Zeugenverschliisselung oder Ununterscheidbarkeits-Obfuskation
(i0).

Zweitens fiihren wir signaturbasierte Zeugenverschlisselung (SWE) ein, bei der
Entschliisselung eines Chiffrats durch eine Mindestzahl von Signaturen ausgewahlter
Parteien moglich wird. Auf Basis bilinearer Abbildungen entwickeln wir effizientes
SWE fiir BLS-Multisignaturen im Zufallsorakel-Modell. Wir integrieren SWE mit
einer Blockchain, um effiziente zeitbasierte Verschliisselung ohne vertrauenswiirdige
Initialisierung zu realisieren.

Wir reduzieren zudem die asymptotische Komplexitdt von SWE und stellen im
Standardmodell basierend auf iO und punkturierbaren Signaturen das erste kompakte
SWE-Verfahren vor, dessen Chiffratgrofle sublinear in der Zahl Signierender wéchst.
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ABSTRACT

Digital signatures are a cornerstone of modern cryptography and a versatile build-
ing block. This thesis explores their versatility and contributes novel concepts and
constructions for their use in adversarial, distributed settings.

Firstly, we introduce the study of universal ring signatures (URS). Ring signa-
tures (RS), introduced to enable whistleblowing, allow to anonymously certify that a
message originates from some member of a signer group. While previous RSs rely on
signers’ keys to belong to compatible signature schemes, a URS works for arbitrary
key combinations from any combination of potentially different signature schemes, en-
abling whistleblowing in uncooperative settings. Our standard model constructions
rely on superpolynomial standard assumptions, witness encryption, or indistinguisha-
bility obfuscation (iO).

Secondly, we introduce signature-based witness encryption, where decryption re-
quires a threshold number of signatures from selected parties. Based on bilinear maps,
we develop efficient SWE for BLS multi-signatures in the random oracle model. We
integrate SWE with a blockchain to realize efficient time-release encryption without
a trusted setup.

Thirdly, we reduce the asymptotic complexity of SWE and present the first com-
pact SWE with ciphertext size growing sublinearly in the number of signers. This
standard model construction is based on iO and puncturable signatures.
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Chapter 1

Introduction

Trust is a necessary condition for communication, but in digital settings, it cannot
simply be assumed. Where trust in the real world is interpersonal, in the digital
space, trust is carefully constructed in an interplay of protocols and cryptographic
means.

One of the core guarantees necessary in online communications is the authenticity
of messages — namely, we want to ensure that the people and services we talk to
are who we think they are. This already becomes apparent in everyday settings like
group messaging, but in a society that increasingly moves infrastructure, commerce,
and decision-making into the digital sphere, trust in our digital communications has
become a ubiquitous but often silent requirement.

We do not check by hand whether we are connected to the correct server when
logging into an online service and sharing private information, but rather, we trust
our browser to alert us to an insecure connection.

The unsung hero of authentication processes is, more often than not, a digital
signature scheme. A user of a digital signature scheme produces a public verification
key vk alongside a signing key sk, allowing them to publicly distribute vk. When
sending a message, they use sk to produce a signature that anyone can verify using
vk to confirm it was indeed created by this user for that message. The idea of digital
signatures dates back to the seminal proposal of Diffie and Hellman in 1976 [DH76],
which envisioned public-key cryptography as a means to secure open networks, a
concept that has now become a part of everyday life.

The ease with which we navigate the digital world is enabled behind the scenes by
vast and layered public-key infrastructures (PKIs), providing hierarchical assurances
of trust. When we connect to a website, the browser verifies that its credibility is
backed by a valid certificate chain, which authenticates the site’s identity via a path
of digital signatures up to a trusted root CA. This certificate chain ties the website’s
identity to public key material, which can be used to establish a secure, encrypted
communication channel with the underlying server using TLS. Certificates are used
in messaging apps to authenticate users and establish end-to-end encrypted channels
between them. When your operating system performs software updates, it checks for
valid vendor signatures. Critical emails and documents may be signed. Indeed, the
very notion of “trust” in the digital sphere is often synonymous with the presence of
a valid signature.

Despite authenticity being the guarantee most commonly associated with signa-
tures, many variants and use cases of signatures exist that go far beyond this property.
In this work, we want to shine a light on a fraction of the many possibilities that make
signatures one of the most versatile and most widely deployed cryptographic schemes
today.



2 Chapter 1. Introduction

1.1 Historic View on Digital Signature Schemes

Foundations. To set the stage, let us recall the origins of digital signature schemes
and retrace some of the important historical developments in the field. After Diffie
and Hellman [DH76] laid the groundwork for this area of study in 1976 by conceptu-
alizing digital signatures and providing a blueprint of how they could be instantiated
from trapdoor functions, it took only two years for the first practical instantiation of
digital signatures to be proposed: Rivest, Shamir, and Adleman presented in [RSAT78]
the RSA public key encryption scheme and its accompanying RSA signature scheme,
whose security relies on the presumed hardness of factoring large integers. The RSA
signature scheme is compellingly simple and efficient to implement and still enjoys
widespread use today; as of September 2025, roughly 75% of current PKI certificates
employ RSA signatures as reported by Cloudflare [Clo25]. Another early alterna-
tive that remains influential today is the ElGamal signature scheme [EIG85], which
is based on the discrete logarithm problem and served as the basis for the Digital
Signature Algorithm.

While these early signature proposals are still relevant today, it is important
to note that their original proposal predated the formal cryptographic definition of
security for signature schemes that we consider standard now. In 1988, Goldwasser,
Micali, and Rivest [GMRS88] introduced the notion of existential unforgeability under
chosen message attacks (EUF-CMA), which continues to be the security notion of
choice for modern signature schemes. To fulfill this notion, an efficient attacker, who
is given a public verification key vk and access to an oracle that provides it with
valid signatures under vk on messages of its choice, should be unable (except with
negligible probability) to provide a valid forgery, consisting of a valid signature under
vk on any message not previously queried to the signing oracle. In [GMRS&S], it is
discussed that previous signature schemes, including the early textbook variants of
RSA and ElGamal, fail to achieve EUF-CMA security. Over time, however, both
schemes were modified to meet this definition.

Introducing Hashing. A decisive step in this evolution was the introduction of
the Fiat-Shamir transform [F'S87], which is applied to an interactive identification
protocol, where a prover needs to prove their identity by correctly responding to
random challenges given by a verifier. This notion of an identification protocol was
inspired by advances in zero-knowledge proof systems due to Goldwasser, Micali, and
Rackoff [GMR&5], but the term was coined in [FS87]. The transform turns such a
scheme into a non-interactive one, effectively yielding a digital signature scheme. This
is done by replacing the random challenges the prover would receive from the verifier
by computing a hash of the prover’s own transcript.

This has led to a shift from ad hoc algebraic constructions, such as the early
RSA or ElGamal proposals, to a streamlined paradigm of providing an interactive
identification scheme, applying the Fiat-Shamir transform, and receiving a signature
scheme. A canonical example of this approach is the Schnorr signature [Sch90], as
Schnorr first introduces an identification scheme based on the discrete logarithm
(based on such a scheme presented by Chaum, Evertse, and van de Graaf in [CEG88])
and then derives signatures by applying the Fiat-Shamir transform. The resulting
scheme is another discrete-logarithm-based scheme that is conceptually similar to
ElGamal signatures, but yields much smaller signature sizes.

The key to achieving provable security for signatures based on the Fiat-Shamir
transform was the introduction of the random oracle model (ROM) by Bellare and
Rogaway [BR93], which idealizes cryptographic hash functions as truly random func-
tions that are revealed only through oracle queries. In the case of RSA, EUF-CMA



1.2. Versatility of Digital Signatures 3

security is achieved in the ROM for variants that sign padded and hashed messages.
Specifically, Bellare and Rogaway present both RSA-FDH [BR93], which requires
a full-domain hash and employs a hash-then-sign approach, and the more practi-
cal RSA-PSS [BR96], which introduces randomized padding to allow for the use
of standard cryptographic hash functions. For discrete-logarithm-based schemes,
Pointcheval and Stern [PS96] showed that Schnorr signatures and hashed versions
of ElGamal signatures are EUF-CMA secure in the ROM.

Standardization. The practical importance of digital signatures was soon recog-
nized at a standardization level, marking an early point of real-world adoption: In the
early 1990s, the U.S. National Institute of Standards and Technology (NIST) pub-
lished the Digital Signature Standard (DSS), in which they initially standardized the
“Digital Signature Algorithm” (DSA), essentially a variant of ElGamal and Schnorr
signatures.! In the current version of the DSS [Nat23], the standardized signatures
are RSA and elliptic-curve variants of DSA, specifically ECDSA [JMV01] and EdADSA
[BDLSY12]. Regular (finite-field) DSA has been deprecated due to its need for bigger
key sizes and signatures for similar security levels as compared to its elliptic-curve
counterparts.

Looking forward, it is important to note that the schemes standardized in [Nat23]
are all based on the hardness of integer factorization or discrete logarithms in elliptic-
curve groups. These assumptions, however, are rendered insecure against adversaries
running large-scale quantum computers, as Shor’s algorithm [Sho94] solves both prob-
lems in polynomial time. While such quantum computers may not be available yet,
the impending vulnerability has led to an international effort towards the standard-
ization of post-quantum signature schemes.

In particular, NIST initiated a competition in 2016 [Nat] with the aim of standard-
izing different types of post-quantum public-key cryptography. Regarding signature
schemes, the lattice-based scheme CRYSTALS-Dilithium [Duc+18] and the hash-
based scheme SPHINCS™ [Ber+19] were standardized in 2024 in NIST publications
[Nat24a; Nat24b]. Furthermore, the lattice-based FALCON [Pre+22] was selected for
standardization. New candidates are also continually being considered to diversify
the assumptions on which we base post-quantum signatures. A shift towards these
schemes can be expected in real-world usage in the future.

1.2 Versatility of Digital Signatures

The modern digital landscape is increasingly decentralized, and the need for authen-
ticity in digital systems often exists in the interplay with other guarantees such as
anonymity or confidentiality.

While the canonical definition of digital signatures presented above ensures the
authenticity of messages in protocols where a single signer needs to convince a receiver
of their identity, the primitive has evolved over time to be remarkably versatile.
Many variants of signatures have been studied, with some focusing on extending
the notion of authenticity to distributed settings and others incorporating additional
functionality and security goals beyond authentication.

1.2.1 Distributed Signatures

As we have previously outlined, trust in the digital world is often synonymous with
signatures. While the single-signer notion of signature schemes discussed thus far

'The reason that the efficient Schnorr scheme was not standardized is commonly believed to be
an active patent held by Schnorr at the time.
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is very powerful, as evidenced by its role in enabling authenticated communication
on the internet via hierarchical PKI, a natural goal for researchers is to capture the
nuances of distributed trust in a decentralized digital world.

Threshold Signatures. In 1987, Desmedt [Des88] posed multiple questions on how
to construct cryptographic schemes that account for groups of receivers or senders.
Specifically, he asked how we can distribute the ability to sign among multiple parties.
This idea evolved into what we now call threshold signatures: a secret signing key
is divided among n parties such that only subsets of size at least ¢ can collaborate
to produce a valid signature under a shared verification key. This directly addresses
scenarios with distributed trust, as no single entity holds the signing key in its entirety,
but a qualified subset can sign. For instance, in corporate settings, it might be
desirable to require multiple parties to sign off on a contract before it goes into effect.

The first threshold signature was given by Desmedt and Frankel in [DF92] for RSA
signatures, but many subsequent instantiations have been proposed. For example,
threshold Schnorr schemes exist from a line of work on distributed key generation
due to Pedersen [Ped91] and Gennaro, Jarecki, Krawczyk, and Rabin [GJKR99], and
a very efficient threshold ECDSA was suggested by Gennaro and Goldfeder in [GG18]
and has been used in practice for securing Bitcoin wallet keys by offering custodial
wallet services.

Multi-Signatures and Aggregate Signatures. Before the formal notion of thresh-
old signatures was developed, Itakura and Nakamura [IN83] proposed one of the ear-
liest forms of collective signing, introducing what they called multi-signatures. In
their construction, multiple users cooperate to produce a single joint signature on a
common message, which can be verified against all of their public keys. The goal
was collective authorization — ensuring that a document is endorsed by all intended
signers — rather than distributing trust among a signer set.

Modern incarnations of this notion focus on efficiency as they allow for compress-
ing multiple signers’ independently generated signatures on the same message into
a single signature verifying for that set of signers. In contrast, aggregate signatures,
introduced by Boneh, Gentry, Lynn, and Shacham [BGLS03], extend this concept by
allowing signatures on different messages to be compressed into a single aggregate
signature.

In their original proposal of this notion, a construction is given based on BLS
signatures due to Boneh, Lynn, and Shacham [BLSO1]. These signatures rely on
bilinear pairings and provide elegant algebraic homomorphism properties. The con-
struction in [BGLS03] required signatures on distinct messages, but this restriction is
somewhat artificially introduced for technical reasons. The authors themselves sug-
gest that it can be overcome by prepending users’ verification keys to the message
before signing. Alternatively, the plain BLS aggregation scheme can be shown to be
secure when used as a multi-signature in a key-registration setting. This is shown
under the strong assumption that all secret keys are known by Boldyreva [Bol03], or
under the weaker assumption that signers provide proofs of possession of their keys
by Ristenpart and Yilek [RYO07]).

BLS signatures are commonly used in blockchain applications as they yield espe-
cially compact aggregate signatures. BLS signatures are employed, for example, in
Ethereum or Chia to drastically reduce bandwidth and verification overhead, making
large-scale consensus protocols practical. In Bitcoin, Schnorr-based multi-signatures
are used, which date back to an early construction due to Bellare and Neven [BNOG]
and have been optimized for efficient blockchain use (compare [BDN18; MPSW19]).
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1.2.2 Privacy-Preserving Signatures

Two security goals that cryptographers have integrated with signatures early on are
privacy and anonymity. At first glance, these appear to be in tension with authentic-
ity, which aims to bind a message to an identity. However, combining the authenticity
of a signature with message privacy or signer anonymity opens up new use cases, as
we will elaborate.

Blind Signatures. In the seminal work of Chaum in 1982 [Cha82], he introduced
the notion of blind signatures. In such a scheme, a user can obtain a valid signature on
a message from a signer without the signer learning the message itself. The real-world
analogue that he likens this scheme to is signing a message inside a charcoal-lined
envelope. Signing happens without visibility of the content, but the signed document
can later be retrieved by opening the envelope.

As an application, Chaum suggests that this scheme can be used towards es-
tablishing anonymous digital cash. Banks could issue digital coins by blindly signing
user-chosen serial numbers, ensuring both unforgeable currency and payer anonymity.

This line of work has evolved into a broad research area and inspired anonymous
credential systems, introduced conceptually by Chaum [Cha90] and realized efficiently
in later works such as those of Camenisch and Lysanskaya [CLO1]. These schemes
allow users to obtain credentials attesting to some attributes (e.g. being of voting
age, residence in a certain country), which can be presented to services while revealing
only the relevant attributes and staying pseudonymous as opposed to showing an ID
card which discloses unnecessary personal information. An interesting sub-category is
that of anonymous tokens such as Privacy Pass [DGSTV18], introduced by Davidson
et al., and deployed today by major web providers. Privacy Pass allows users to
obtain blindly signed tokens when solving CAPTCHA challenges, which can later
be redeemed anonymously to bypass further challenges, resulting in a better user
experience without linkability across sessions.

Group Signatures. While blind signatures protect the privacy of the message,
another line of work has aimed at protecting the identity of the signer. This ambition
was first formalized in the notion of group signatures by Chaum and van Heyst [CHI1].
In a group signature scheme, any member of a group can sign a message on behalf
of the group. The resulting signature can be publicly verified to have originated
from one of the group members, without publicly revealing the identity of the signer,
providing anonymity within the group.

Crucially, group signatures are designed with cooperating groups in mind — they
typically rely on a trusted setup for members’ key material, and accountability is
added by having an opening authority, which can reveal signer identity in case of
disputes. This makes them suitable for corporate settings, where employees sign
contracts on behalf of a firm.

Ring Signatures. In contrast, ring signatures, introduced by Rivest, Shamir, and
Tauman in 2001 [RSTO01], remove the need for any group setup or trusted author-
ity. Instead, a signer can form an ad hoc ring composed of public verification keys
and produce a signature that proves only that the message was signed by one of
them, without revealing the signer’s identity. Crucially, a ring signature can be made
without any cooperation or consent of other ring members.

This notion targets decentralized or adversarial environments, and the authors
of [RSTO1] envisioned its primary application to be whistleblowing, where trust is
minimal and privacy must be preserved even against in-group members.
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Ring signatures have become a standard tool for anonymous attestation, with
constructions developed for many widely-used signature schemes. While the original
[RSTO1] was instantiated over RSA keys, ring signatures have, for instance, been
proposed for BLS by Boneh, Gentry, Lynn, and Shacham [BGLS03], and a generic
construction was given by Abe, Ohkubo, and Suzuki in [AOS02| for Fiat-Shamir style
signatures, such as Schnorr.

Further, several extensions of ring signatures have been proposed to make them
suitable for different use cases. One notable variant is that of linkable ring signa-
tures, introduced by Liu, Wei, and Wong in [LWW04], which allow public detection
of whether two ring signatures were issued by the same signer, while otherwise main-
taining anonymity. Use cases encompass the prevention of double voting in anony-
mous electronic voting systems and double spending in anonymous e-cash. Notably,
the Monero blockchain employs a variation of linkable ring signatures introduced by
Goodell, Noether, and Blue [GNB19] to conceal from which account a transaction’s
funds originate.

1.2.3 Confidentiality and Conditional Access

Another central notion in cryptography is confidentiality, which is typically associated
with encryption but can also be combined with signatures. In such settings, either
the signatures or even the underlying signed messages themselves are only available
to targeted recipients or under certain conditions. We will introduce some of these
notions and related concepts.

Signcryption. A straightforward question is how to achieve confidentiality and au-
thenticity for a message sent in one go. This can be achieved in a natural way by
combining signing and encrypting the signature alongside the message. As an alter-
native, Zheng suggested Signcryption [Zhe97], which focuses on integrating signing
and encrypting into one operation that enjoys lower computation and communication
cost than the sign-then-encrypt approach. This is useful in bandwidth-constrained
environments such as secure messaging or the Internet of Things.

Verifiably Encrypted Signatures. Another notion that targets the confidential-
ity of a signature rather than the underlying message is a verifiably encrypted sig-
nature. The term was coined by Boneh, Gentry, Lynn, and Shacham [BGLS03], but
the notion dates back to work on fair exchange of signatures by Asokan, Shoup, and
Waidner [ASWO98]. In such a scheme, a signature is only published in encrypted
form, accompanied by a proof that it decrypts to a valid signature on a given mes-
sage under a known verification key. This is used in optimistic fair exchange settings
like fair contract signing. In the presence of an intermediary, two parties send each
other verifiably encrypted signatures that the intermediary could reveal. Afterwards,
they exchange the actual signatures. Neither party has to risk exposing its signature
first, and the intermediary only needs to step in if one party aborts, ensuring fairness
without being otherwise involved in the exchange.

Timed Signatures. Another primitive that was motivated by fair exchange of
signatures is that of timed signatures as proposed by Boneh and Naor [BN00]. Build-
ing on the idea of time-release encryption, which was pioneered by Rivest, Shamir,
and Wagner [RSW96], the notion of timed signatures allows a signer to publish a
commitment to a signature. Later, the signer can either open this commitment by
releasing the signature, or the receiver can execute a forced opening phase to retrieve
the signature independently. The security guarantee is that forced opening takes a
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predetermined time, while no information is leaked to the receiver before that time
has passed. Intuitively, this ensures that a signature, if not voluntarily disclosed by its
signer, remains hidden until a specified time has elapsed, at which point it inevitably
becomes available.

1.3 Our Contributions

After we have seen how digital signatures have evolved into a remarkably versatile
primitive, we want to now give some high-level motivation and an overview of our con-
tributions in the further study of possibilities provided by digital signature schemes.

In this introduction, we provide a brief overview of the directions covered in
this thesis. We will begin each chapter with a more formal list of our respective
contributions, including theorem statements and individual authors’ contributions,
before delving into each chapter’s technical overview and comparison to related work.

1.3.1 Anonymous Whistleblowing in Adversarial Settings

As we have previously identified, there are a plethora of ring signature schemes avail-
able for use today. These are based on a wide variety of signature schemes such
as RSA, Schnorr, or BLS signatures, and each scheme comes with its own struc-
ture, assumptions, and intended applications. The fact that many deployed signa-
ture schemes support compatible ring signature constructions reinforces the idea that
anonymous certification is broadly achievable — at least in principle.

The real-world deployment of ring signatures in Monero demonstrates the practi-
cality of such schemes, albeit in a setting where users actually want to give each other
anonymity, as they mutually benefit from the anonymous transaction ledger. In such
a setting, users will naturally adopt a common signature scheme, and an efficient ring
signature based on that scheme is sufficient to achieve anonymous attestations.

However, the question we ask is: what happens to ring signing capabilities in a
setting where users object to being used in an anonymity ring?

We consider again the whistleblowing scenario discussed by Rivest, Shamir, and
Tauman [RSTO1]: A government official wishes to anonymously leak sensitive in-
formation to a journalist, while convincing them that the message originated from
someone within an authorized department. In such a setting, ring signing can be seen
as an adversarial act against the other members of the department.

Crucially, such a whistleblower cannot assume that other members of the depart-
ment are willing to cooperate. In the modern world, with its plethora of signature
schemes, the other officials to be included in an anonymity ring may have chosen
public keys from vastly different signature schemes, and we cannot assume that they
had ring signatures in mind when choosing their keys. From the perspective of a gov-
ernment agency, it would even make sense to mandate that employees refrain from
using digital signature schemes that lend themselves to ring signing.

In such a setting, the unavailability of compatible ring signing schemes for even
one underlying signature scheme can allow to prevent leaks via this anonymity tool.
Moreover, even in more benign settings, an adoption paradox can arise: the very
knowledge that a signing scheme supports ring signing may deter users from adoption,
as they might want to avoid being framed.

This raises a natural question: can users protect themselves from being used in
an anonymity ring?

Universal Ring Signatures. We answer this question negatively in our paper
[BDW22], a joint work with Nico Déttling and Pedro Branco, and introduce the
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study of Universal Ring Signatures (URS). A URS scheme allows a user to construct
a ring signature over any set of public verification keys vky, ..., vky, without requiring
these keys to originate from a common signature scheme or making any structural
assumptions on the keys or their associated signing schemes.

We note that prior works such as Abe, Ohkubo, and Suzuki [AOS02] and more
recently Goel, Green, Hall-Andersen, and Kaptchuk [GGHEK22] also sought to gener-
alize ring signatures beyond a single underlying scheme, focusing on Fiat-Shamir style
signatures. These works target efficient ring signatures for many commonly deployed
schemes, but still require some structure and rely on the random oracle model, pri-
oritizing efficiency over full universality. We refer to our related work section § 3.2.4
for more details.

In Chapter 3, we present our findings from [BDW22] by introducing a formal
definition of our new notion of universal ring signatures and providing several con-
structions of URS in the standard model — that is, without use of the ROM or a
trusted setup:

e We construct a URS scheme based on signature schemes with superpolynomial
security via complexity leveraging. The resulting signature is compact in the
sense that its size grows only logarithmically in the size of the ring.

e We present a non-compact URS construction under standard polynomial-time
assumptions, using witness encryption.

e Finally, we show how to achieve compact URS under polynomial assumptions,
albeit relying on the potentially even stronger tool of indistinguishability ob-
fuscation.

These results demonstrate that universal ring signatures are not only a natural ex-
tension of existing ring signature notions but also achievable under a range of crypto-
graphic assumptions. We establish that ring signing is possible, albeit not concretely
efficiently, even in maximally non-cooperative settings.

1.3.2 Conditional Release in Signature Ecosystems

The second line of work introduced in this thesis explores new ways of combining
the trust and authenticity provided by signatures with confidentiality. Specifically,
we investigate how signatures themselves can serve as the mechanism that enables
controlled access to encrypted information. In contrast to verifiably encrypted or
timed signatures, our goal is not to use encryption to protect signatures, but rather
to use signatures as a trigger that allows decryption.

The notion we are targeting is conditional release of information, where data is
encrypted to remain hidden until some condition is met. This is a common setting
in cryptography with examples of meaningful conditions ranging from data being
released only when 1) a judge authorizes disclosure, 2) a specified amount of time
has passed (as in sealed-bid auctions) or 3) a real-world event has occurred (such as
winning a bet or the activation of a dead-man switch).

We observe that many processes that happen in the digital world will already be
recorded and attested with a signature. In this vein, we want to build a conditional-
release encryption in which the availability of signatures directly serves as a decryption
condition.

Signature Witness Encryption. With this goal in mind, in our paper [DHMW23],
a joint work with Nico Déttling, Lucjan Hanzlik, and Bernardo Magri, we intro-
duce the notion of Signature Witness Encryption (SWE), in which a message m
is encrypted with respect to a reference message T and a set of verification keys
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(vki,...,vky). Decryption is possible if and only if signatures on 7" under a threshold
number ¢ of verification keys vk; are available. In case such a threshold number of
signatures is not available to an adversary, ciphertext-indistinguishability should hold
for our SWE ciphertexts.

Comparison to Similar Notions. This can be likened to the notion of Witness
Encryption, introduced by Garg, Gentry, Sahai, and Waters [GGSW13], where a
message is encrypted under an NP statement and can only be decrypted with the
help of a witness for that statement. In our case, the statement would be that a
number of signatures of a known message exist. This connection inspired the name
of our primitive. However, the security notion differs, as classical witness encryption
guarantees security of the ciphertexts only if the statement is false.

The security notion we target is conceptually closer to threshold encryption, which
was first introduced by Desmedt and Frankel [DF90]. In threshold encryption, data
is encrypted towards multiple decryption servers, out of which a threshold number
needs to collaborate to decrypt. Our scheme can be viewed as an instance of threshold
encryption, where collaboration consists of providing signatures.

A major difference is that we require no trusted setup, whereas traditional thresh-
old encryption typically involves a common setup phase in which the servers jointly
generate key material. While our SWE constructions rely on specific signature
schemes, our notion allows users to bring their own keys as long as the keys belong to
the supported scheme. Consequently, the set of trusted parties can be selected freely
at encryption time.

To go even further, we propose a conceptual shift: We envision relying on sig-
natures that are already inherently produced within digital ecosystems to build a
threshold-encryption scheme that operates transparently in such environments. In
systems where it can be expected that satisfying certain conditions will result in
signatures being published by designated parties on specific messages, these parties
can be chosen ad hoc as the trusted entities for SWE encryption. This can happen
without their active participation in decryption and, more strikingly, without them
even being aware of SWE encryption happening around them. We will see that this
assumption is not only reasonable, but that this approach also opens up additional
use cases of threshold encryption.

Applications. We originally proposed the notion of SWE in our paper [DHMW23]
to facilitate time-release encryption based on blockchains, which can in turn be ap-
plied to settings such as closed-bid auctions or to mitigate front-running. This is
facilitated by repurposing the work that committees perform in the maintenance of
proof-of-stake (PoS) blockchains. These committees periodically vote on and sign
blocks, which appear at roughly regular time intervals. Our aim is to turn these
block signatures into time-release decryption tokens. More than just an application
of SWE, we consider this a contribution in its own right, and more information on
the underlying assumptions and system model will follow after further considerations
on SWE.

Another notable application was proposed by Madathil et al. [Mad+23], who
introduced a system called verifiable witness encryption based on threshold signatures
(VweTS), which is similar to SWE, to perform payments conditioned on real-world
events. They achieve this by essentially SWE-encrypting transactions to so-called
oracles on the blockchain, which are third-party providers that attest to real-life
events such as weather data or outcomes of sports games by signing them.
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Asymptotic Bottlenecks. These envisioned use cases require support for poten-
tially large signer sets due to their decentralized nature. However, the previous
SWE/VweTS constructions produce ciphertexts whose size grows linearly with the
number of potential signers, which might constitute a bottleneck.

In our follow-up paper [ADMSW24], a joint work with Gennaro Avitabile, Nico
Dottling, Bernardo Magri, and Christos Sakkas, we therefore studied the existence
of compact SWE schemes, where ciphertext size grows sublinearly in the number of
potential signers.

Overview of our SWE Constructions. In this thesis, our study of signature-
based witness encryption (SWE) proceeds along two complementary directions.

On the one hand, we study the practicability of SWE and provide a scheme
which is optimized towards concrete efficiency and integration with blockchain sys-
tems. This first construction is based on our work in [DHMW23] and described in
Chapter 4.

Reflecting our choice to target blockchain-deployment, the SWE scheme is based
on BLS as its underlying signature. We make our practical SWE scheme compatible
with multi-signatures, albeit for a slightly modified aggregation algorithm than stan-
dard BLS multi-signatures. Our security proofs are in the ROM and the size of an
SWE encryption grows linearly with the number of potential signers.

We add a layer of non-interactive zero-knowledge (NIZK) proofs to provide verifia-
bility to our practical SWE scheme, which ensures that a given ciphertext consistently
opens to a plaintext with claimed properties (e.g., we can make sure that we receive
a signed transaction). This opens up more varied use cases on the blockchain.

In the same chapter, we also introduce our McFly protocol, which integrates BLS-
based SWE with a proof-of-stake blockchain to achieve time-release encryption. Some
more intuition will follow.

On the other hand, we study the theoretical feasibility of compact SWE in
Chapter 5, which is based on our paper [ADMSW24].

We present an SWE construction in the standard model with ciphertexts growing
only polylogarithmically in the number of potential signers. Our construction relies on
Turing-machine indistinguishability obfuscation and strongly puncturable signatures.
Compared to regular signature schemes, these allow for an alternate punctured key
generation algorithm, such that a specific message cannot have a valid signature under
a punctured key.

Time-Release Encryption on the Blockchain: The McFly Protocol. We now
discuss our contribution to time-release encryption in a little more detail.
Time-release encryption, as first introduced by Rivest, Shamir, and Wagner in
[RSWO6], refers to the setting in which a user encrypts a message, not with a decryptor
in mind, but such that the message is hidden for a fixed time and may be decrypted
only after that time has passed. Traditionally, time-release is achieved either through
long non-parallelizable computation, which results in a waste of computational power,
or via a trusted third party, which helps in decrypting once the time has passed.
The idea of implementing time-release by using a blockchain with its inherent
trust assumptions as a drop-in replacement for a trusted third party is not novel.
In fact, already in 2018 Liu, Jager, Kakvi, and Warinschi [LJKW18] proposed us-
ing a blockchain as a reference clock for time-release encryption. Their construction
employs extractable witness encryption to enable decryption once, relative to the
encryption time, a specified number of new blocks have been published in a proof-
of-work chain. Further papers suggesting some variation of encryption to the future
using a blockchain include [CDKKN22; Ben+20; Gen+21]. However, this previous
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line of work relies either on impractical tools or large online communication complex-
ity, rendering it infeasible in practice. Additional details are provided in our related
work section § 4.2.3.

What makes our work stand out is that it is the first in this line of work with
demonstrable practicability, as we showcase in our paper [DHMW23] that the BLS-
based SWE scheme on which McFly hinges is implementable and runs in a reasonable
time.

To achieve time-release functionality, we integrate SWE with a proof of stake
(PoS) blockchain, as described in [DHMW23]. In such blockchains, consensus is
typically reached by selecting a subset of users as a committee, which jointly decides
which blocks are to be included in the chain. Such a committee is usually selected by
a lottery with winning probability proportional to the coins owned by each user on
the chain or by eligible committee members applying by locking away large amounts
of collateral on the chain, which they are not allowed to spend.

Our observation is that committees naturally select and sign blocks as part of
maintaining these blockchains. We aim to reuse the trust assumptions and effort that
is present in this ecosystem and piggyback time-release encryption on it: messages
are SWE-encrypted to the committee keys responsible for signing a future block, such
that the corresponding signature(s) become available when that block is published,
enabling decryption.

This approach combines the benefits of trusted-party-based and computation-
based time-release: Compared to regular time-lock puzzles, where computation needs
to be continuously run, here users receiving a ciphertext can simply wait for the
correct signature to appear on chain and then decrypt efficiently. However, we will not
require any active communication with the parties maintaining the chain. Encryption
and decryption using McFly are possible transparently, and users only require read-
access to the chain. Otherwise, much like time-lock puzzles, the only communication
necessary is sending a single ciphertext.

There are, however, several additional considerations that we need to take into
account to make our approach work.

First, at encryption time, we need to already know the committee at decryption
time, thus leading to a relatively short horizon of how far into the future we can
encrypt.” Moreover, SWE requires predictable messages, yet blocks are typically not
fully determined in advance. Hence, we suggest that a predictable block header be
signed by the committee in addition to the block.

On a technical note, McFly is not compatible with all PoS chains. Specifically,
McFly relies on byzantine fault tolerance (BFT) blockchains or blockchains with a
finality layer (e.g. Ethereum’s Casper [BG19] or Afgjort [DMMNT20]), as these
guarantee that blocks that consensus has been reached on are final in the sense that
there can not be a fork of the blockchain later on, replacing this block by a different
one. Finality is important to us, as we want time to roughly equate to the number
of blocks published, but in case of a fork this becomes less well-defined.

A detailed description of our blockchain model and the McFly protocol can be
found in Chapter 4, and in particular in § 4.7.

*We notice that concurrent work [GMR23] deployed an almost identical BLS-based scheme in
the context of a randomness beacon with a relatively fixed committee using a distributed key-setup.
This deployment allows to achieve encryption arbitrarily into the future from the same techniques
by using the joint committee key, albeit tolerating a setup phase.
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1.4 Additional Work

I want to highlight that I have also worked on other interesting topics during my
PhD, which are beyond the scope of this thesis. One such line of work resulted in the
paper Constrained Verifiable Random Functions Without Obfuscation and Friends
[BCGUW25], which was accepted to TCC 2025 and is joint work with Nicholas
Brandt, Miguel Cueto Noval, Christoph U. Giinther, and Akin Unal.

A constrained verifiable random function (CVRF) is an extension of pseudo-
random functions (PRFs), which combines two additional properties often useful
in distributed systems: While a PRF is a keyed function whose outputs are compu-
tationally indistinguishable from random, a CVRF additionally provides verifiability
and constrainability. Verifiability was introduced in the context of VRFs® by Mi-
cali, Rabin, and Vadhan [MRV99]. It requires the inclusion of a public key that
enables public verification of claimed PRF outputs without revealing information
about outputs at any other points. Constrainability, introduced in the context of
CPRFs [BW13; KPTZ13; BGI14] allows the key generator to partially delegate the
ability to evaluate the PRF on a constrained subset by generating a constrained key
that enables evaluation on the chosen subset without revealing information about
function values outside it.

While prefix-constrained PRFs can be directly constructed from the GGM PRF
due to Goldreich, Goldwasser, and Micali [GGM84] and VRF constructions exist from
well-studied and simple assumptions (e.g., pairing-based VRFs exist due to Lysan-
skaya [Lys02] or Dodis and Yampolskiy [DY05]), bringing both properties together
has long been known to be a delicate task. Although a rich body of work on CVRFs
exists [Fucl4; CRV14; LLC15; LZW19; Z1.X23; DDM17; Dat20], all prior construc-
tions rely on heavy tools such as multilinear maps, indistinguishability obfuscation, or
functional encryption. Our work resolves the long-standing open question of whether
CVRFs can be built from simpler assumptions in the plain model.

In [BCGUW25], we construct a prefit-CVRF that can be viewed as a verifiable
version of the classic GGM PRF [GGM&4]. Our construction relies only on degree-2
algebraic pseudo-random generators (PRGs) and bilinear pairings. Delegation works
natively for GGM PRFs by outputting intermediate evaluation values of the tree-
based scheme. The key idea to add verifiability is that using a degree-2 polynomial
as a PRG allows us to run proofs of correct evaluation of intermediate GGM states
“in the exponent”, which can be efficiently verified via pairings since only degree-2
polynomials are evaluated.

The main work towards our result lies in its security proof: Within Maurer’s
Generic Group Model [Mau05], we base security on the Multivariate Quadratic (MQ)
problem and a newly introduced variant (MQ+), leveraging new proof techniques.

Regarding potential applications, we note that our construction instantiates the
notion of exponent VRFs recently proposed by Boneh, Haitner, Lindell, and Segev
in [BHLS25] without relying on the ROM. The authors of [BHLS25] propose appli-
cations in distributed key generation and hierarchical key derivation for blockchain
wallets. Another use case we suggest is off-chain stake-pooling, which may help mit-
igate centralization in PoS blockchains, which stems from users with little stake in
the system rarely winning leader elections and thus being disincentivized from con-
tinuously running a computer towards maintenance of the system, leaving committee
duty to users who concentrate a large share of on-chain wealth.

3In the context of versatility of signatures, we note that unique signatures, i.e., signatures that
have exactly one valid signature per signer-message pair, already fulfill the somewhat relaxed notion
of being a verifiable unpredictable function (VUF) as observed already in [MRV99].
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Chapter 2

Preliminaries

2.1 Notation

Throughout this work, we will use some common notation.

A € N denotes the security parameter. For n € N, we use the notation [n] to
denote the set {1,...,n}.

We write 2 < A(in;r) to denote that x is the output of running the randomized
algorithm A on input in with randomness r < {0,1}*. We omit this randomness
when it is obvious from context or not required explicitly.

Let S be a (finite) set; then we denote by z <—s S that the element x is sampled
from the uniform distribution over S. Likewise, if D is any distribution over a set S,
then x <—s D denotes that the element x € S is sampled according to D.

Sometimes, when working with vectors, we use boldface as a shorthand, e.g.,
x=(T1,...,2p).

For two algorithms A and O, A® means that A is run with oracle access to O.
That is, during its runtime, it may query O on any inputs in of its choice, and receives
only the outputs O(in) in a black-box way.

Further, PPT stands for probabilistic polynomial-time and poly(z), negl(z) re-
spectively denote any polynomial or negligible function in parameter . To elaborate
further, a function f(z) in z is negligible if it vanishes faster than the inverse of any
polynomial in x.

Given two distributions D; and Dy, we write D1 =, D> to denote that they
are computationally indistinguishable, that is, any PPT distinguisher has negligible
probability to tell them apart.

In the following, we will present the cryptographic primitives, models, and as-
sumptions necessary for our main constructions. Note that the following definitions
are mostly taken verbatim from [BDW22; DHMW23; ADMSW24].

2.2 Signature Schemes

First, fittingly for a work on signature schemes, let us formally define a standard
EUF-CMA secure signature scheme, as informally outlined in the Introduction.

Definition 1 (Signature Scheme). A signature scheme Sig is composed of the follow-
g algorithms:

o (vk,sk) < KeyGen(1*;r) takes as input the security parameter \ and random
coins r € {0,1} (whenever r is omitted, it means it is chosen uniformly at
random). It outputs a pair of verification and signing keys (vk,sk).

e 0 < Sign(sk,m) takes as input a signing key sk and a message m. It outputs a
signature o.

o b «+ Verify(vk,o,m) takes as input a verification key vk, a signature o and a
message m. It outputs a bit b € {0,1}.
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A signature scheme needs to have the following properties.

Definition 2 (Correctness). We say that a signature scheme is correct if for all A € N
and every message m we have that

A
Pr {1 <+ Verify(vk,o,m) : (vk; sk) < KeyGen(17) } =1

o < Sign(sk,m)

Definition 3 (Existential Unforgeability against Chosen Message Attacks). We say
that a signature scheme is existentially unforgeable against chosen message attacks
(EUF-CMA) if for all A € N and all adversaries A we have that

(vk, sk) < KeyGen(1*)

Pr [1 + Verify(vk,o*,m") : (m*, 0%) ASig”(Sk")(vk)

} < negl(})

where m* was never queried to the oracle Sign(sk, -).

2.3 Hash Functions

Hash functions compress arbitrary-length inputs to fixed-length digests and are de-
signed to behave like “random-looking” maps while remaining efficiently computable
and publicly verifiable. They are a cryptographic staple used, for example, in commit-
ment schemes or hash-and-sign signatures. The modern security definition of collision
resistance for hash functions dates back to its formalization by Ivan Damgard in 1987
[Dam88|.

Definition 4 (Hash Function Family). A keyed family of hash functions H consists
of the following functions:

o k< KeyGen(11): The key generation algorithm takes a security parameter and
outputs a key k.

e h <+ Hy(m): The hash algorithm takes as input a key k and a message m €
{0,1}". It outputs a hash h.

We expect a hash function family to be collision resistant.

Definition 5 (Collision Resistance). A family of hash functions is collision resistant,
if for any PPT adversary A

my # mgo and Hig(my) = Hi(me) :

Prl e KeyGen(12); (my, ma) < A(k)

< negl(\)

In the following, for convenience we will omit the key and assume it has been
handed out as a public hash function H = Hj,.

2.4 Idealized Models

We will utilize two well-established idealized models in our security analyses and
provide an overview here.

2.4.1 Random Oracle Model

We will be using the random oracle model (ROM), inroduced by Bellare and Rogaway
[BR93], in which a hash function can only be evaluated by directly querying the
hashing oracle. The output on a message that has not been queried yet is uniformly
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sampled from the hash functions co-domain and determined at the time of the query.
This is a heuristic for the behaviour of hash functions that allows us to simulate the
hashing oracle ourselves in our reductions.

2.4.2 Common Reference Strings

Another idealized model, which was initially introduced by Blum, Feldman and Micali
in [BFMS88] in the context of removing interaction in zero-knowledge proofs, is the
common reference string (CRS) model. In this model, we assume that all parties
participating in a protocol have access to a shared, typically short, reference string,
which was generated in a trusted setup. If the CRS is sampled as a uniformly random
bit string, as in the original work of Blum, Feldman, and Micali [BFMS88], we refer
to it as an unstructured CRS. Alternatively, the CRS may be generated to satisfy
certain algebraic properties or to embed hidden trapdoor information, in which case
we speak of a structured CRS.

2.4.3 Standard Model

We speak of the plain or standard model, when there is neither a trusted setup
nor a random oracle required for our security proofs. Standard model constructions
are generally preferable, as they provide more sound guarantees, however not all
primitives used today exist in the standard model (e.g. NIZK proofs, see § 2.11.2).

2.5 Proof Technique: Rewinding

Rewinding is a technique used to prove the security of many protocols. In particular,
it is often used when analyzing zero-knowledge proof systems.

The main idea is that if we have a simulation interacting with an adversary A
in multiple steps, then if the simulation gets stuck at some point, it is admissible to
revert the 'internal state’ of the adversary to an earlier point in time and try again.

For example if A sends a message aq, the simulator responds with a challenge ¢;
which is followed by a message as from A, then if we do not like this response or
need to know an additional response, we can ’go back in time’ and rerun the same
execution of A from the point in time when it had output a; and we simply input a
different challenge ¢ to receive a different output a).

This is useful in conjunction with the random oracle model, where a challenge
might consist of the value output by the random oracle on the previous inputs. We
might want to rewind and reprogram the random oracle to receive a different output
behaviour in our reductions.

2.5.1 Expected-Time Forking Lemma

To model the success probability and runtime of a rewinding procedure, we will use
the elegant and powerful forking lemma that was proven secure by Bellare and Neven
in [BNOG6]:

Lemma 1 (Expected-Time Forking Lemma). Let H be a set of size h > 2, ¢ > 1
an integer and A a randomized algorithm, that on input x,h1, ha, ..., hy returns an
integer from 0,...,q in at most T 4(|z|) time steps. Let B be a brute-force algorithm,
that takes input x and halts after at most Tg(|x|) steps, outputting 1.

Let the accepting probability Pa(x) be defined as the probability of the following
experiment outputting 1:

Randomly choose coins p for A
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Pick hy, ..., hg <s H and set i < A(z, hy,..., hg; p)
If i > 1, return 1, else return 0.

Then it holds that the forking algorithm F4(x) given as:

Randomly choose coins p for A

Pick hy,...,hg <—s H and set i < A(x,h1,...,hqg;p)
If i =0, return 0.

Repeat, in parallel with B(x):

Pick hl, ... hj<s H
Set] — A(x7h1)'"7h7;_17h;""’h:1;p)

Until (i = j and hl; # h;) or B has halted.
Return 1

returns 1 with the same probability P (x) in expected time Tp, (|z|) < (4g+1)T4(|x])+
47,
A B(|x’)

2.6 Bilinear Group Setting and Assumptions

Bilinear pairings were introduced as a new assumption to cryptography by Joux in
[Jou00] and enabled a multitude of constructions. Galbraith, Paterson, and Smart
[GPS08] put forth a good reference framework for the blackbox use of bilinear pairings.
Following their nomenclature, we use Type-3 pairings, which are commonly called
asymmetric bilinear groups. Since we only use this type of bilinear groups, we will
often simply refer to them as bilinear groups.

Definition 6 (Asymmetric Bilinear Groups). An asymmetric bilinear group, is a
triple of cyclic groups G1, Ga, Gr of prime order p with their respective generators
g1, g2 and gy and a map e: Gy x Gy — Gr s.t. the following holds:

e The map e is bilinear, i.e., e(g%, g5) = e(g1, g2)® for all a,b € Z
e [t is non-degenerate, i.e., €(g1,g2) # 1.

We further assume that the group operations in all of these groups as well as e
can be computed in one time step.

Parameter Settings. We usually work with a security parameter A to parametrize
security. In terms of our groups, we will commonly assume that they have a common
prime order p, where p is a A-bit prime. In particular, this allows us to treat 1/p as
negligible in A throughout this work.

2.6.1 Assumptions

We will generally assume asymmetric bilinear groups of Type-3 to fulfill both the
computational Co-Diffie-Hellman and the decisional bilinear Diffie-Hellman assump-
tion as defined below, but we will explicitly state in our theorem statements, which
assumptions are required for individual results.

Definition 7 (Computational Co-Diffie-Hellman, (compare [CHKM10]: co-DHP*)).
The computational Co-Diffie-Hellman (co-CDH) assumption for a pair of groups
(G1,Gz) states that the probability

PrlA(g1,97,92,935,h1) = hi : <=8 Zyp, hq s G1]

is negligible for polynomial adversaries A, where g1 € G1, g2 € Gy are generators.
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Definition 8 (Decisional Bilinear Diffie-Hellman (compare [CM11]: DBDH-3)). The
bilinear Diffie-Hellman (BDH) assumption for a triple of groups (G1,Ga, Gr) of order
p states that the following distributions are computationally close:

(gl,gfag?a927g§aggag%$r) e (gl’gfag?ag%ggag;vg%)a

where x,y, 0,1 s Zy and g1 € Gi,92 € Go,97 = e(g1,92) € Gr are generators.
e: Gy X Gy — Gp is a bilinear map.

2.7 Symmetric Encryption Schemes

Symmetric Encryption is an essential building block of cryptography: Two parties
with a shared key can securely send messages in the presence of an eavesdropper.
We consider schemes achieving IND-CPA security, a standard security notion for
confidentiality under chosen-plaintext attacks; see, for example, chapter 3 in the well-
known Introduction to Modern Cryptography by Katz and Lindell [KL14] for formal
definitions and discussion.

Definition 9 (Symmetric Encryption). A symmetric encryption scheme SKE is a
tuple of three efficient algorithms SKE = (SKE.KeyGen, SKE.Enc, SKE.Dec) such that

e K « SKE.KeyGen(1*): The probabilistic key generation algorithm on input the
security parameter 1 outputs a key K € {0, 1}/\.

o ct <~ SKE.Enc(K,m): The probabilistic encryption algorithm takes as input the
key K and a message m € {0,1}* and outputs a ciphertext ct € {0,1}*.

e m < SKE.Dec(K,ct): The deterministic decryption algorithm takes as input
the key K and a ciphertext ct and outputs a message m.

We require a symmetric encryption scheme to fulfill correctness, IND-CPA secu-
rity and pseudorandom ciphertexts as defined below:

Definition 10 (Correctness). We say that a symmetric encryption scheme is correct,
if for all A € N and all m € {0,1}*, we have

Pr |SKE.Dec(K,SKE.Enc(K,m)) = m | K + SKE.KeyGen(1*")| = 1.
Definition 11 (Security). We say that a symmetric encryption scheme is IND-CPA
secure, if no adversary A has more than negligible advantage in the following experi-

ment Expinp.cpa (A, 1Y)

o The experiment samples b +s {0,1} and K < SKE.KeyGen(1%).

o A gets access to an encryption oracle O(K, -), which on input m outputs Enc(K,m),

which it may use during the whole experiment.
o A chooses two challenge messages mg, my with |mg| = |mq]|.
e The challenger sends ct «— SKE.Enc(K,my) to A.
o A outputs a bit V.

The advantage of A is defined as

A —
AdviNp.cpa =

1
Pr [EXPIND—CPA(Aa 1A)} - 2‘ :
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2.8 Pseudorandomness

2.8.1 Pseudorandom Generators

We recall the definition of pseudorandom generators (PRG). They take a short truly
random key sometimes also called seed and generate a polynomial number of pseu-
dorandom bits, that is bits that are indistinguishable from truly random bits. They
can be instantiated based on one-way functions [Lev85; HILL99].

Definition 12 (Pseudorandom Generators). Let a = a(\) and B = B(N) be two
polynomials. A pseudorandom generator PRG : {0,1}* — {0, 1}5 s a function such
that for all PPT adversaries A we have that

s s {0,1}*
v < PRG(s)

Pr [1 — A(v) : ] —Pr [1 — A(v) v s {0, 1}‘1 ‘ < negl()).

2.8.2 Pseudorandom Functions

Pseudorandom functions (PRF) were first introduced by Goldreich, Goldwasser and
Micali in [GGM84], where they show how to construct them from PRGs. The idea
of a PRF is that it behaves like a random function given a short truly secret key —
in contrast to PRGs which stretch a random key to a polynomial amount of pseu-
dorandom bits, such a function can be queried on exponentially many inputs, thus
encoding a larger space of pseudorandom bits out of which a PPT adversary may
query polynomially many in a random access manner.

Definition 13 (Pseudorandom Functions). Let a« = a(\) and 5 = B(A\) be two
polynomials. A keyed family of functions PRF : {0,1}* — {0,1}? for keys K €
{0,1}* is a pseudo-random function (PRF) family, if

e given K,m the function PRFg(m) is efficiently computable and
e for every PPT distinguisher D, it holds DPRF() ~, DFO) where K +s {0,1}*
and F is chosen randomly from all functions from {0,1}*X) to {0,1}50).

We also write PRF(K, m) for PRF g (m).

2.8.3 Puncturable Pseudorandom Functions

A useful variation of pseudorandom functions are puncturable pseudorandom functions
(PPRFs). They add a puncturing algorithm which takes a PRF key K and a set
S of up to polynomially many points in its domain and outputs a punctured key
Kg which allows one to evaluate the PRF on any input x ¢ S. This notion has
been demonstrated by Sahai and Waters in [SW14] to be an excellent tool to be
used together with indistinguishability obfuscation, a notion formalized by Barak et
al. [Bar+01]. For more information on indistinguishability obfuscation, we refer the
reader to § 2.14.

Definition 14 (Puncturable PRF). Let a = a()) and 5 = B(\) be two polynomials.
A puncturable PRF (PPRF) scheme PPRF, 3 = PPRF is composed of the following
algorithms:

o K < KeyGen(1?) takes as input a security parameter . It outputs a key K.

o y < Eval(K,z) takes as input a key K and z € {0,1}*. It outputs y € {0,1}".

e Kg <« Punct(K,S) takes as input a key K and a subset S C {0,1}. It outputs
a punctured key Kg.

e y < EvalPunct(Kg,z) takes as input a punctured key Kg and v € {0,1}*. It
outputs y € {0,1}".
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We expect such a scheme to be pseudorandom and correct.

Definition 15 (Correctness). A PPRF scheme PPRF is said to be correct if it pre-
serves functionality under puncturing. That is, for all X € N, for all S C {0,1}“, all
x ¢ S we have that

K + KeyGen(1?)

Pr |Eval(K,x) = EvalPunct(Kg, ) : Ks + Punct(K, S)
S ’

=1.

Definition 16 (Pseudorandomness). A PPRF scheme PPRF is said to be pseudo-
random if for all A € N we have that:

1) PPRF.Eval is a PRF with respect to keys drawn from PPRF.KeyGen, i.e., for every
PPT distinguisher D, it holds DF@ ) ~, DFO) | where K + KeyGen(1*) and F is
chosen randomly from all functions from {0, 1}*X) to {0,1}¥P),

2) PPRF is pseudorandom at punctured points. That is, it holds for all PPT adver-
saries A = (A1, A2) that

A). A
Pr [1 e Ao(Ks, 8, T aux): (aw) < Ai(1%); K « KeyGen(1”) } _

Kg < Punct(K,S); T «+ Eval(K,S) < negl(\)

(S,aux) < A;(1); K + KeyGen(1*) = NEEIA)-

Pr |1« Kg, S, T :

: [ A2(Ks: S, Taw) s pnet(K, S); T s {0, 1199

Puncturable PRFs that can be punctured at |S| = poly(A) points can be con-
structed from one-way functions. The size of the punctured key is O(|S| - poly(A)).

This is argued to hold, e.g., by Boyle, Goldwasser, and Ivan in [BGI14] where it is

observed that such a construction can be made by altering the GGM PRF [GGMS84].

2.9 Linear Secret Sharing

Linear secret sharing (LSS) allows a dealer to divide a secret among multiple parties
such that only authorized subsets can reconstruct the secret, while unauthorized sub-
sets learn nothing. In this work, we use threshold LSS, where any set of at least t out
of n parties can jointly reconstruct the secret. The archetypal example of an LSS is
Shamir’s secret sharing [Sha79], which is not only a foundational construction, but
further, as observed by McEliece and Sarwate [MS81], illustrates the connection be-
tween secret sharing and error-correcting codes, specifically its shares form codewords
of Reed-Solomon codes.

We will first give an abstract definition of a linear secret sharing scheme, followed
by a detailed treatment of Shamir’s original scheme.

Definition 17 (Linear Secret Sharing). Let t < n. A (t,n)-linear secret sharing
(LSS) LSS scheme is composed of the following algorithms:

® (S1,...,8n) < Share(m) takes as input a message m. It outpuls n shares
(S1,--+,5n)-

e m < Reconstruct(s;,,...,s;,) takes as input t shares (S;,,...,S;,). It outputs a
message m.

® (Si_ 1s---55,) < RemainShare(m, s;,,...,s;,) that takes as input a message m

and uniformly chosen shares s;; <s {0, 1} for j € [2] with z < t, and outputs
the remaining shares (s;_,,...,Si,).

Definition 18 (Correctness). A LSS scheme LSS is said to be correct if for all
messages m and all subsets {i1,...,i;} C [n]

Pr [m = Reconstruct(s;,,...,si,) : (S1,...,5p) < Share(m)] = 1.
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Moreover, for z < t, the following probability is 1:

si; <10, 13 for j € [2] }
.,Siz) ’

Pr |m = Reconstruct(s;,,...,s;,) : .
(8i2, -5 i) (8iss1s---+5i,) < RemainShare(m, s;,, ..

Definition 19 (Privacy). We say that a (t,n)-LSS scheme LSS is t-private if for all
subsets {i1,...,i.} C [n] where z < t, all pairs of messages (mg, m1) and all PPT
adversaries A we have that

‘ Pr [1 — .,4(8071'1, Ce 750,2'2) : (5071, cey So,n) < Share(mo)] — ‘ < ne |(/\)

Pr [1 — A(Sl,iu ce 81@) : (8171, e ,Sl,n) — Share(ml)] = nee .
Remark. The existence of a RemainShare algorithm that takes less than ¢ shares
and a target message m and outputs additional shares to complete the input shares
to a sharing of m is not typically required in the definition of a linear secret sharing
scheme and we will sometimes omit it, when not required for a specific construction.
However we will see that Shamir’s secret sharing already naturally supports such a
functionality, illustrating feasibility.

2.9.1 Shamir’s Secret Sharing

Let Z,, be the finite field of prime order p and fix distinct elements { = &1,...,&, € Zp.
Shamir.Share(m) picks a random degree t — 1 polynomial f with f(0) = m and
sets s; = f(&;) for i € [n] as its shares.
To reconstruct, we use Lagrange Interpolation: For a set of supporting points

&1, ..,& from a finite field Z,,, where p € N is prime, the Lagrange basis polynomials
are given by L1,..., L, where
Li(z) = : — ”;{ :
jelklsizi > Y

These are chosen such that L;(§;) = 1 iff ¢ = j and 0 otherwise. Consequently,
given a set of k data points (§;,y;), we can output a polynomial f1(v) = Xjcpy Li() -y
that will run through these points and which has degree at most k-1. This process
is called Lagrange Interpolation. Hence, if & > t — 1, we will get back the original
polynomial used in sharing and can evaluate f(0) = m.

2.9.2 Relationship with Reed-Solomon Codes

We will introduce Reed-Solomon Codes [RS60] and their relationship with Shamir’s
secret sharing very briefly; a more in depth explanation can be found in [Hall0].
Let Z, be the finite field of prime order p and parameters n,k with 1 <k <n <
p. Fix distinct elements & = (£1,...,8,) € Z;. The Reed-Solomon code RSy, [€]
encodes messages of length k into codewords of length n and consists of all vectors
c=(f(&),...,f(&,)) for any polynomial f(X) = f:_()l a; X" of degree k — 1.
This code is generated by the Vandermonde matrix G € Z;LX'“

G =

& & g
1 & & ... &

1 & & . gt
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(n—k)xn

and has a parity-check matrix H € Z, with the property that a vector
c € Zy is a codeword of RSy, 1[£] if and only if He =0

U1 (%) ce Un
v - &1 vy - &2 cee o Un - &p )
2 2 2
H= v1 - & v2 - &5 Un - &, where v; = ———.
: : : Hj;éi(fj - &)
(I ?_k_l Vg - g’_k_l cee Up - ﬁfk*l

We see, that a set of shares from Shamir’s secret sharing scheme for k£ out of n
shares can be computed as (s1,. .., 5,) = G(m,r2,...,r;) | where the r; are randomly
chosen. This represents evaluating the random polynomial f(z) = m + ZLQ rixt !
on the points &;. Hence, any correctly generated set of shares lies in RS, ;[§]. This
relationship was pointed out in [MS81].

The fact that H is a parity-check matrix for this code implies that we can check
whether a set of shares (sy,..., s,) forms a correct Shamir sharing by testing whether
H(si,...,s,) =0.

This description of Shamir’s sharing also lets us easily see that we can com-
pute RemainShare as outlined before. If we are given an incomplete set of shares

(Siyy--+» i) 2 < k and a desired encoded message m, then we know we must find
ro,...,rp and s1,...,S, such that
m 51
T2 52
G =
Tk Sn

Additionally we require s;; = s;; for the given shares.

Given that all §; are distinct, the Vandermonde matrix has rank k. We impose
at most k linear constraints by fixing z shares and the message m, thus we can solve
this system for the remaining shares.

2.10 Commitment Schemes

Commitment schemes are a versatile tool in cryptography. They allow a user to
publicly commit to a value, such that this value is hidden, but the user may later
reveal that value and provide a convincing proof, that it was indeed the committed
value. This is for example useful in online bidding, where the bids should remain
secret until the bidding phase is over.

We will regard commitment schemes in two settings: With a setup producing a
common reference string and without setup.

2.10.1 Commitment Schemes in the CRS Model

Definition 20 (Commitment Schemes). A commitment scheme CS = (Setup, Commit,
Vrfy) is composed of the following algorithms:

e CRS « Setup(lA): The setup algorithm takes the security parameter \ and
outputs a common reference string CRS.

e (com,vy) < Commit(CRS,m): The commit algorithm takes as input a common
reference string CRS and a message m. It outputs a commitment com and
opening information .
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e b« Vrfy(CRS,com,m,~): The verification algorithm takes as input a common
reference string CRS, a commitment com, a message m and opening information
v. It outputs a bit b € {0,1}.

It is expected to fulfill correctness and (computational or perfect) hiding and (compu-
tational or perfect) binding.

Definition 21 (Correctness). We say that a commitment scheme is correct if for all
A € N, CRS ¢ Setup(1?) and every message m we have that

Pr[1 < Vrfy(CRS, com, m,~) : (com,~) - Commit(CRS, m)] = 1.

Definition 22 (Computational Hiding). We say that a commitment scheme is com-
putationally hiding if for all A € N, CRS <« Setup(1*) and all PPT adversaries
A = (A1, A2) we have that :

(mo, m1, auz) < A;(CRS)
b<s {0,1} 1 B
(com, ) < Commit(CRS,my) | ~ 3| ~ "8V
b+ Ag(com, auz)

Definition 23 (Perfect Hiding). We say that a commitment scheme is perfectly hiding
if the probability in Def. 22 is zero for any unbounded adversary A = (A1, Az).

Definition 24 (Computational Binding). We say that a commitment scheme is com-
putationally binding if for all X € N, CRS <« Setup(1*) and all PPT adversaries A
we have that

(com, mo,~0,m1,71) + A(CRS)
Pr|mo#miAb=1V =1: b + Vrfy(CRS, com, mg, 7o) = negl(\).
b+ Vrfy(CRS, com,mq,7y1)

Definition 25 (Perfect Binding). We say that a commitment scheme is perfectly
binding if the probability in Def. 24 is zero for any unbounded adversary A.

2.10.2 Non-Interactive Commitment Schemes

Sometimes we wish to use commitments in a setting that does not allow us to use a
common reference string. In that case, we want to skip the Setup phase and instead
directly create a commitment for a given message. A commitment scheme allowing
to do this is called non-interactive.

Definition 26 (Non-Interactive Commitment Schemes). A non-interactive commit-
ment scheme is a tuple CS = (Commit, Vrfy) with

e (com,v) < Commit(1*,m): The commit algorithm takes as input the security
parameter A and a message m. It outputs a commitment com and opening
information .

e b+ Vrfy(com,m,~): The verification algorithm takes as input a commitment
com, a message m and opening information 7. It outputs a bit b € {0,1}.

for which the tuple (Setup(1*) = id(1*), Commit, Vrfy'(CRS, com, m, )) with verifica-
tion defined as Vrfy'(CRS,com,m,~) = Vrfy(com,m,~) forms a commitment scheme
with CRS in the sense of Def. 20. Here, id denotes the identity function, which
outputs exactly its input.
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2.10.3 Noteworthy Commitment Schemes
2.10.3.1 Non-Interactive Scheme Based on Goldreich-Levin Hardcore Bits

It is folklore knowledge that there exists a perfectly binding, computationally hid-
ing non-interactive commitment scheme assuming only injective one-way functions
(mentioned e.g. in [LS19; BDHKS19]). In [LS19] non-interactive key agreements are
further discussed, and it is shown that they follow also from any secure key agreement
protocol.

To the best of my knowledge, the idea for this folklore result dates back to work
due to Blum [Blu81], where the notion of a completely secure one-way function was
informally described. Today we would consider that to be a one-way function' f(z)
which has a one-bit hardcore predicate B(x). Such a function should informally be
one-way (i.e., given z, the value f(zx) is efficiently computable, but given f(x) the
pre-image x should be hard to compute) and additionally, given only f(z) a PPT
adversary should only be able to determine B(x) with advantage at most negligibly
higher than guessing a bit randomly.

In [Blu81] it is argued that an injective completely secure one-way function can
be used to securely compute shared randomness between two parties in the sense that
neither party can undetectedly skew the bias of the outcome bit. To choose one bit,
the first party chooses some input x and sends f(x) to the second party, who must
guess B(xz). The first party will after receiving this guess reveal x and whether the
guess was correct will determine the joint random bit.

This implicitly makes use of the fact that f(x) binds the first party to the input
x, due to the injectivity and the fact that it is hiding x (and B(x)) from the second
party due to the completely secure one-wayness, thus making the connection to what
we consider as a commitment scheme.

In [GL89] Goldreich and Levin showed that any one-way function can be modified
to a one-way function which has a hard-core one-bit predicate. Specifically, if f(z) is
one-way, then so is f'(z,r) = f(z)||r (with |z| = |r|) and B(z,7) = (z,r)2 = >_,(i73)
is shown to be a hard-core bit of f’.

Thus, we get a non-interactive commitment scheme from assuming only one-way
functions.

2.10.3.2 Pederson Commitments

A concrete commitment scheme that is geared more towards practical efficiency is
the Pederson commitment scheme [Ped92], which uses a CRS and is perfectly hiding
and computationally binding under the discrete logarithm assumption.

Definition 27 (Pedersen Commitment). As public parameter we require a group G
of prime order p in which computing discrete logarithms is hard.

e Setup(1?): Output (g, h) <s G?
o Commit(CRS = (g,h),m):

— Randomly draw r <s Zj,
— Output commitment com = h"g™ and opening v =r

e Vrfy(CRS = (g, h),com,m,~y): Check whether com = hYg™ holds. If so output
1, else 0.

There are two properties of this scheme which are interesting for our work:

!The first formalization of one-way functions was given by Yao in [Yao82]. One way functions are
widely considered to be a minimum viable assumption to build meaningful cryptography.
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1. The Pedersen Commitment is homomorphic in the sense that for scalars o, 8 €
Zp, CRS « Setup(1}), messages my,mo € Z, and randomness 1,72 € Z,
it holds Commit(CRS,my;71)® - Commit(CRS, ma;r9)? = Commit(CRS, am; +
pma, ary + fr2)

2. Pedersen Commitments are highly compatible with an efficient zero-knowledge
proof system called Bulletproofs. Specifically, Bulletproofs enable us to prove
NP statements over the committed value of a Pedersen commitment. For more
information see our introduction on Bulletproofs in § 2.11.5.2.

2.11 Proof Systems

We will require different sorts of proof systems for our constructions.

We regard a set X of potential statements and £ C X an NP language with witness
space W and witness relation R, i.e., L={z € X : Jw € W s.t. R(z,w) = 1}.

Now to show that a statement x is part of the language L it suffices to provide
a verifying witness w. However, when proving cryptographic statements, the witness
might often be privacy-sensitive.

The common point of the cryptographic proof systems we will discuss, is to show
that a statement z is true, while providing some level of privacy for the witness w.

We only regard non-interactive proofs, that is a prover wishing to show a statement
x is in a language £ merely sends one message with a proof 7 to the receiver, which
that person may use to verify membership of z in £ with no further communication
required.

2.11.1 Non-Interactive Witness Indistinguishable Proofs

The notion of witness-indistinguishability means that if there are different witnesses
w1, wy for the same statement z, then the receiver of a proof should be clueless as to
which witness was used in making a proof for z.

Definition 28 (Non-Interactive Witness-Indistinguishable Proofs). Let £ be an NP
language. A non-interactive witness-indistinguishable (NIWI) proof system NIWI for
language L is composed of the following algorithms:

o 7 < Prove(1*,z,w) takes as input a security parameter \, a statement x € X
and a witness w € W. It outputs a proof .

o b« Verify(z, ) takes as input a statement x € X and a proof w. It outputs a
bit b € {0,1}.

We expect such a NIWI scheme to be perfectly correct, perfectly sound and witness-
indistinguishable.

Definition 29 (Perfect Completeness). We say that a NIWI proof system is perfectly
complete if for all X € N, all statements x € X and all witnesses w € W, if R(z,w) =

1, then

A

Pr |1 < Verify(z, ) : m < Prove(1", z,w)| = 1.

Definition 30 (Perfect Soundness). We say that a NIWI proof system has perfect
soundness if for all X € N, all statements x ¢ L and all proofs = we have that

Pr [0 < Verify(z,m)] = 1.

Definition 31 (Witness-Indistinguishability). We say that a NIWI proof system is
witness-indistinguishable if for all X € N and all adversaries A = (A1, A2) we have
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that

2

Prlb=1b: (2, wo, wr, auz) + A;(1%); b s {0,1}
T m = Prove(1, z,wp); b < As(m, auz)

1
- ‘ < negl(A).

NIWT schemes can be constructed from pairing assumptions [GOS06a], iO [BP15]
or derandomization assumptions [BOV03].

Proof size. Let C; be the verification circuit for statement x and a certain relation
R, that is, 1 < Cy(w) if and only if R(z,w) = 1. Known NIWI schemes for a relation
R achieve a proof size || € O (|C,| - poly(\)) where 7 <— NIWI.Prove(z, w).

2.11.2 Non-Interactive Zero-Knowledge Proofs in the Random Or-
acle Model

There is a stronger notion of privacy called zero-knowledge which demands that the
receiver of the proof learns essentially nothing about the witness used — this is formally
modelled in terms of a simulation game.

It is commonly accepted that NIZK proof systems for general NP languages cannot
exist in the plain model® and thus NIZK proofs are constructed in the ROM or com-
mon reference string (CRS) model. Blum, Feldman and Micali pioneered the study
of NIZK proofs for a single statement in the presence of a common reference string
(CRS) [BFM88] and later Blum, De Santis, Micali, and Persiano gave the first NIZK
proof system in the CRS model for multiple statements [BDSMP91]. Both construc-
tions follow from the hardness of deciding quadratic residuosity modulo composite
numbers. In the ROM, the Fiat-Shamir transform [FS87] can be used to turn a
Y-protocol®[CDS94] into a NIZK proof, which yields more efficient proofs for many
practically relevant languages.

We will focus on definitions in the ROM and allow our algorithms to have access
to a hash function H, which will be modelled as a random oracle. Definitions are
partially taken from [FKMV12; Fis05].

Definition 32 (Non-Interactive Zero-Knowledge (NIZK) Proofs). A non-interactive

zero-knowledge proof system for an NP language L defined by an efficiently verifiable

binary relation R via x € L < Jw s.t. (x,w) € R consists of the following functions,

which have access to a hash function H:

o 1 « Provel (z,w): The proof algorithm takes a statement x and a witness w.
It outputs a proof .

o b« VrfyH(ac7 m): The verification algorithm takes as input a statement x and a
proof w. It outputs a bit b.

We require such a proof to be perfectly complete, computationally sound and zero-
knowledge.

Definition 33 (Perfect Completeness). A proof system (Prove, Vrfy) is perfectly com-
plete, if for any (z,w) € R, any hash function H, it holds

Pr [VrfyH(x, Prove (z,w)) = 1] =1.

2Otherwise our assumption on the computational hierarchy would collapse, as in [G094] it is
shown that if a NIZK proof system exists for language £, then £ is in the computational class BPP
If we had a NIZK scheme that works for all of NP this would imply NP C BPP.

3 A ¥-protocol is essentially a three-round/two-message zero-knowledge protocol.
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Definition 34 (Computational Soundness). We say that a proof system (Prove, Vrfy)
has computational soundness if for all X € N, every collision resistant hash function
H, every x € L and PPT adversaries A, it holds

Pr[ Vrfy(z,7) = 1: 7« AH (1M 2) | = negl(N).

Definition 35 (Zero-Knowledge). We say that a proof system (Prove, Vrfy) is zero-
knowledge in the random oracle model, if there exists a PPT simulator S such that
for all PPT distinguishers D the following distributions are computationally indistin-
guishable:

e Let H be a random oracle, set 1o = 0, 69 = 1. Repeat fori=1,...,n until D
stops: (xz;,w;, 6;) « DH(i,m;_1,6;_1), where w; + ProveH(:L‘Z-,wi) if (i, w;) € R
or m < L otherwise. Output D’s final output.

o Let (Hy, 1) < S(0,1%), set my = 0, 8o = 1*. Repeat for i = 1,...,n until D
stops: (xi,wi,éi) — DHi*l(i,Fi_l,(Si_l), where (Hi,Tl'i,TZ‘) — S(i,a}i,Ti_l,YES)
if (zi,w;) € R or (H;,m,1;) < S(i,2;,7,-1,N0) otherwise. Output D’s final
output.

The fact that the Fiat-Shamir transform yields such a NIZK proof scheme when
starting with a 3-protocol has been formally treated e.g. in [BR93; FKMV12].

Remark. In some parts of the literature, such a scheme is actually called a Non-
Interactive Zero-Knowledge Argument, as some authors require a Proof to have
Perfect Soundness, where the probability of accepting a proof for a statement = & L
is zero instead of negligible. Unless explicitly specified, for this work a NIZK proof is
considered to be only computationally sound, which is in line with the nomenclature
in [BR93; FKMV12].

2.11.3 Non-Interactive Zero-Knowledge Proofs of Knowledge

A proof of knowledge represents a strengthening of the soundness guarantee. In a
proof of knowledge, intuitively, the prover wants to convince the verifier not only,
that the statement is true, but also, that the prover also knows a witness for this
statement. Formally, we want there to be an extractor algorithm, which allows our
reduction proofs to obtain a valid witness for = from interaction® with a prover that
can convincingly prove z € £. The intuitive argument is then, that the prover could
have in the same way computed the witness and thus “knows” a witness already.

Definition 36 (Non-Interactive Zero-Knowledge Proofs of Knowledge (NIZKPoK)).
A non-interactive zero-knowledge proof of knowledge for an NP language L defined by
an efficiently verifiable binary relation R via x € L < Jw s.t. (x,w) € R consists of
two algorithms (ProveH, VrfyH) as in Def. 32, which should fulfill perfect completeness,
zero-knowledge and weak simulation extractability.

Definition 37 (Weak Simulation Extractability). A proof system (Provel®,Vrfy®)
for language L with witness relation R is weakly simulation extractable if there is
a negligible extraction error u such that the following holds: Let S be the simulator
from the zero-knowledge definition, then for every PPT algorithm A, there exists an
efficient (expected polynomial time) extractor algorithm E4 with full black-box access
to A including the power to rewind, such that the following holds:

We define the following algorithm (x*,7*, Hy, Qa,TA) < SimA75(1>‘; p):

4Usually, this includes the power to rewind.



2.11. Proof Systems 27

o We set A’s random tape to p.

o Let (Hy, 7o) + S(0,1%), set m9 = 0, 0o = 1*. Repeat for i = 1,...,n until A
stops: (xi, w;, 6;) « AHi=1(i,7;_1,8;_1; p), where (H;, m;,7;) < S(i, 2,71, YES)
if (xi,w;) € R or (H;,m, ;) < S(i, 4, 7i—1,N0) otherwise.

o Let (x*,7*) be A’s final output, Q4 be the queries that A made to oracles H;
and Ta = (i, Ti)ie[n) be the transcript of proofs provided to A.

Then let

acc = Pr[(z*, 7", Hp, Q4, Ta) < Simas(1%; p) :
(z*,7%) & Ta A VrfyHr (2%, 7))

ext = Pr[(a*, 7", Hy, Qa, T4) + Simas(1%; p);w* = Ea(a*, 7, Qa, Ta; p) :
(", 1) & Ta N (2%, w") € R]

Then, there exists a constant d > 0 and a polynomial p such that whenever acc >
d

i, it holds ext > %(acc — ).

For context: It was shown in [FKMV12] that the Fiat-Shamir transform of a -
protocol is already weakly simulation extractable and therefore a NIZKPoK, under
the condition that the underlying Y-protocol has an extra property called quasi unique

responses5 .

2.11.4 Online-Extractability for NIZKPoKs

In some scenarios, we can not assume that we can fully access and rewind adversarial
code. In fact, if we are to model real-life online communication, we usually only get
access to other parties’ outputs, not their code and we have to assume that any party
is stateful and will remember prior communication. In this scenario, we ideally want
to be able to run the extractor only on a given message-proof pair. This is exactly
what is captured by the notion of online-extractable NIZKPoKs.

An alternative compiler from Y-protocols to NIZK proofs, which achieves online
extractability is the Fischlin-transform [Fis05]. The downsides of this transform is
that it leads to bigger proofs than the Fiat-Shamir-transform and achieves only com-
putational completeness. We capture this in our definition.

Definition 38 (Online-Extractable Non-Interactive Zero-Knowledge Proofs of Knowl-
edge). An online-extractable non-interactive zero-knowledge proof of knowledge for
an NP language L defined by an efficiently verifiable binary relation R wvia x €
L < Jw s.t. (x,w) € R consists of two algorithms (Prove?, Vrfy™) as in Def. 32,
which should fulfill computational completeness, zero-knowledge and full simulation
extractability.

Definition 39 (Computational Completeness). A proof system (Provef Vrfy?) is
computationally complete, if for any (z,w) € R, any hash function H, it holds

Pr [VrfyH(x, Prove (z,w)) = 1] =1 — negl(\).

Definition 40 (Full Simulation Extractability). A proof system (Prove! Vrfy™) is
fully simulation extractable (or: online extractable) if the following holds: There exists
a PPT extractor £, such that for every PPT algorithm A and the simulator S from
the zero-knowledge definition, it holds:

5This means that in the three-move proof system, it should be hard to find a statement x, first
message a, second message 3 and third round messages 7,7’ such that both (a, 3,7) and (o, 3,7")
are accepting transcripts for x. The authors argue that this is a mild assumption.



28 Chapter 2. Preliminaries

Let (Ho,19) + S(0,1%), set my = 0, 09 = 1*. Repeat for i = 1,...,n until A stops:
(xi,wi,éi) — AHi*l(i,ﬂi_l,éi_l), where (Hi,ﬂi,Ti) — S(i,m‘i,Ti_l,YES) if (.ZL"wi) ER
or (H;,mi, 1) < S(i,2i,7i—1,N0) otherwise. Let (z*,7*) be A’s final output and
QA be the queries that A made to oracles H;. Let w* < E(x*,71*,QA). Then, if
(x*,7*) # (x;,m;) for alli € [n],

Pr[(z*,w*) ¢ R A Vrfyfn (2%, 7%) = 1] < negl()).

For context: The Fischlin transform also has some additional requirements on the
Y-protocol for the transformation to work. Specifically, the X protocol needs to have
quasi-unique responses and their second message must be a uniform challenge. We
are actually only interested in this work in using the Fischlin transform on a specific
>-protocol, the Schnorr proof, which fulfills these prerequesites. We will detail this
scheme next.

2.11.5 Noteworthy Non-Interactive Zero-Knowledge Proofs
2.11.5.1 Schnorr’s Proof of Knowledge for Discrete Log

We define the discrete logarithm problem due to Diffie and Hellman [DH76] for com-
pleteness:

Definition 41 (Computational Discrete logarithm). The discrete logarithm assump-
tion states that the probability

Pr{A(g,¢9%) = x : x s Z;)

is megligible for polynomial adversaries A and generators g € G of a group G of prime
order p.

We recall the three-message proof of knowledge for discrete logarithms due to
Schnorr [Sch90] for the language induced by the relation R = {(¢%,z) : € Z,}
where g is the generator of a group G of prime order p.

It consists of a proof algorithm Schnorr.P and a verification algorithm Schnorr.V.
Its proof algorithm is defined on input (h,x) for h € G and x € Z,,.

Schnorr.P(h = ¢*, z) Schnorr.V(h)
T s Ly
u<—g"
UIN
c<s Ly
&
24T+ cx
LN

check whether g?=uh*®.
If so, return 1, else 0.

TABLE 2.1: Proof of Knowledge for Discrete Log

Fischlin [Fis05] discusses that this proof scheme fulfills all requirements for the
Fischlin transformation to be applied. That means, that there exists a non-interactive
online-extractable version of this zero-knowledge proof of knowledge for the relation
R ={(¢9",z) : © € Z,}. In the following, we will refer to these transformed algorithms
with the syntax m <— Schnorr.Prove(h, z) and b <— Schnorr.Valid(h, 7).
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2.11.5.2 Bulletproofs

Bulletproofs introduced by Biinz et al. [Biin+18] are a particularly efficient zero-
knowledge proof of knowledge system, which is uniquely compatible with Pedersen
commitments [Ped92] (see § 2.10.3.2). They allow to prove statements about the
messages contained in Pedersen commitments.

The definitions in [Biin+18] are given with respect to interactive zero-knowledge
proofs of knowledge in the CRS model, but they explain how a NIZKPoK proof in the
ROM in the sense of Def. 36 can be obtained by applying the Fiat-Shamir transform
[F'S87] and retrieving the CRS from a hash of a fixed seed using the RO itself. In
this thesis, we will always assume the CRS for bulletproofs to be instantiated in
such a way and therefore only briefly mention the results that [Biin+18] achieve for
interactive proofs in the CRS model without formally defining them.

Let COM = (Setup, Commit, Vrfy) be the Pedersen commitment scheme in a group
G of prime order p.

Lemma 2 ([Biin+18], Section 5.2, simplified). Given a relation (x,w) € R with a
membership test circuit for this relation of multiplicative complexity n.

Under the discrete logarithm assumption, there exists a perfectly complete, weak
simulation extractable and statistically zero-knowledge interactive proof for statements
that are (partially) encoded in Pedersen commitments.

The proof consists of 2 [logy(n)] + 8 elements of G and 5 elements of Z,.

This construction can be turned into a NIZKPoK in the ROM with proof size
O(logs(n)) wvia the Fiat-Shamir transform. Specifically, for a fized CRS there exists
a NIZKPoK in the ROM for the Pedersen commitment scheme COM for the CRS-
dependent language

((comy,...,comy), ") € Lcrs € 3w, v1, ..., 00 p1,---,pe S-L.
Viepg(com; = COM.Commit(CRS, vs; p;)) A ((vi]|vz . . . [|ve]|2"), w) € R.

Further, more explicitly, bulletproofs allow us to prove that the value embedded
in a Pedersen commitment is in a certain range. Such a proof of knowledge, is also
called a range proof.

Lemma 3 ([Biin+18], Section 4.2 and 4.4, simplified). There exists an interactive
zero-knowledge range proof (P,V) for the Pedersen commitment scheme COM with
range [0,2"™ — 1] where the proofs m consist of 2 [logy(n)] + 4 group elements and
5 Zy elements. This scheme can be transformed into a NIZKPoK in the ROM via
Fiat-Shamir.

Specifically, there is a NIZKPoK in the ROM for the language induced by the
CRS-dependent relation RERS

range *

((com, n), (z,p)) € RERS < com = COM.Commit(CRS,z;p) A0 < 2 < 2"

range
with proof size in O(logy(n)).

This can be aggregated; proving for m commitments (comi)ie[m] that each com;
commits to z; with z; € [0,2" — 1] has total proof size only O(logy(nm)).

2.12 Somewhere Statistically /Perfectly Binding Hashing

Somewhere statistically binding (SSB) hashing is a cryptographic primitive that al-
lows us to hash an input vector into a small digest such that the output is statisti-
cally binding at a specific, hidden position. That is, there should not be two different
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databases that are hashed to the same digest, but disagree on the position where
the hashing key was chosen to be binding — that is except with negligible probability
over the choice of the hashing key. SSB hashing was first introduced by Hubacek and
Wichs in [HW15], where a construction is given that relies on combining Merkle-style
Hashing with Fully Homomorphic Encryption.

Okamoto, Pietrzak, Waters, and Wichs [OPWW15] introduce a strengthened no-
tion that allows

e a local opening: Similarly as in commitments an opening can be created to show
that the value in the database underlying a hash h at index ¢ is indeed some
claimed value D;.

e and perfect binding: In an SPB scheme honestly created keys are always binding.

Several constructions were given, including ones from the hardness of assumptions
such as DDH and DCR (decisional composite residuocity, proposed by Paillier [Pai99]).
We will use as our standard notion of SPB hashing the notion of somewhere
perfectly binding hashing with private local opening as introduced in [BDHKS19] by
Backes, Doéttling, Hanzlik, Kluczniak, and Schneider. Their notion does not require
the key to be chosen honestly for the binding to hold, but introduces a secret key
shk created with the hashing key, which is needed to create openings to values in the
underlying database. The authors argue that the DDH and DCR based constructions
mentioned above can easily adapted to fullfill their notion, thus the primitive given
here can be instantiated from the hardness of assumptions such as DDH or DCR.

Definition 42 (Somewhere Perfectly Binding Hashing (with private local opening),
[BDHKS19]). A somewhere perfectly binding (SPB) hashing scheme SPB is composed
of the following algorithms:

o (hk,shk) < Gen(1*,n,i) takes as input the security parameter X\, n € N and an
index i € [n]. It oulputs a pair of hashing and secret keys (hk,shk).

e h < Hash(hk, D) takes as input a hashing key hk and a database D of size n.
It deterministically outputs a hash value h.

e 7 < Open(hk,shk, D,i) takes as input a hashing key hk, a secret key shk, a
database D and an index i. It outputs a proof T.

e b < Verify(hk, h,i,z,7) takes as input a hashing key hk, a hash value h, an
index i, a value x and a proof T. It deterministically outputs a bit b € {0,1}.

We require that a SPB hashing scheme fulfills the following efficiency guarantees:

1. The hashing key hk and the proof 7 are both of size O(poly(}) - log n);
2. The Verify algorithm can be represented both by a circuit of size O(poly(A)-logn)
and by a Turing machine of description size and runtime O(poly(}\) - logn).

Additionally, an SPB hashing scheme fulfills the following properties.

Definition 43 (Correctness). We say that a SPB hashing scheme is correct if for all
A €N, all n = poly(N), all databases D of size n, all indices j,i € [n] we have that

(hk, shk) < Gen(1*,n, 5)
Pr |1 < Verify(hk, h,i,2,7) : h < Hash(hk, D) =1.
7 < Open(hk, shk, D, i)

Definition 44 (Somewhere Perfectly Binding). We say that a SPB hashing scheme
is somewhere perfectly binding if for all X € N, all n = poly(X), all keys hk, all
databases D of size n, all indices i € [n|, all database values x and all proofs T we

have that
h < Hash(hk, D)

Pr|D;=ux: 1 <« Verify(hk, h,i,z, )

=1.
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Definition 45 (Index Hiding). We say that a SPB hashing scheme is index hiding
if for all X € N and all PPT adversaries A = (A1, As) we have that

(n7i07i17 aux) A Al(l)\)
Pr | b < Ax(hk, auz) : b<s{0,1} -
(hk, shk) < Gen(1*,n,1p)

—_

< negl(A).

An alternative with a weaker binding guarantee is SSB. We now present the syntax
of SSB which is almost identical to the one of SPB, but omits the private key. The
binding guarantee of an SSB scheme only holds with respect to honestly generated
keys, and there is a negligible probability that such a key fails to be binding.

Definition 46 (Somewhere Statistically Binding Hashing, [OPWW15]). A some-
where statistically binding (with local opening) (SSB) scheme SSB is composed of the
following algorithms

o hk < Gen(1*,n,i) takes as input the security parameter X, n € N and an index
i € [n]. It outputs a hashing key hk.

e h < Hash(hk, D) which is the same as above.

e 7 <+ Open(hk, D, i) takes as input a hashing key hk, a database D and an index
i. It outputs a proof T.

o b <« Verify(hk, h,i,2,7), which is the same as above.

An SSB scheme also satisfies correctness, index hiding and the same efficiency
requirements as above. These definitions can be straightforwardly adapted to SSB.
Additionally, SSB must be somewhere statistically binding as defined below.

Definition 47 (Somewhere statistically binding w.r.t. Opening, [OPWW15]). We
say that a hashing key hk is statistically binding for index i € [n] if there are no values
h,x # o' w,7" such that Vrfy(hk, h,i, 2, 7) = 1 = Vrfy(hk, h,i,2/, 7).

An SSB hashing scheme is somewhere statistically binding if for oll A € N, all
n = poly(X), all indices i € [n] we have that

Pr |hk is statistically binding for index i : hk < Gen(1},n, z)} > 1 — negl(\).

We remark that [OPWW15] also introduce and construct a perfectly binding
version, which is achieved when the probability in Def. 47 is 1. This notion might be
useful in some of our constructions to achieve lower security loss in our reductions,
but we think it is conceptually easier for the reader to follow when we use only one
type of SPB and one type of SSB in this thesis.

2.13 W.itness Encryption

Witness encryption was introduced by Garg, Gentry, Sahai, and Waters [GGSW13].
It is a special type of encryption where a message is encrypted with respect to an NP
statement. Decryption is only possible for someone holding a corresponding witness.

Definition 48 (Witness Encryption). Let £ be an NP language with relation R. A
witness encryption WE scheme for L is composed of the following algorithms:

o ct < Enc(1*,2,m) takes as input the security parameter X, a statement x € X
and a message m. It outputs a ciphertext ct.

e m « Dec(ct,w) takes as input a ciphertext ct and a witness w € W. It outputs
a message m.

We require such a scheme to be correct and soundness secure.
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Definition 49 (Correctness). We say that a WE is correct if for all N € N, all x € L
and all messages m we have that

Pr [m < Dec(ct,w) : ct + Enc(l)‘,x,m)] =1

where w € W is such that R(x,w) = 1.

The standard security definition for witness encryption is soundness security and
we use the game-based version of this definition due to Bellare and Hoang [BH15].

Definition 50 (Soundness Security). We say that a WE is soundness secure if for
all X € N, for all adversaries A = (A1, A2) and for all x ¢ L we have that

(mo, m1, aux) < Ap(11)
Pr | b < Ax(ct, aux) : b+s{0,1} —
ct « Enc(1*, z,myp)

—_

< negl(A).

WE can be constructed from multilinear maps [GGSW13] or ¢O [Gar+13].

Ciphertext Size. Let C, be the verification circuit for a statement z and a relation
R, that is, 1 + C,(w) if and only if R(x,w) = 1. The cited WE schemes for a relation
R achieve a ciphertext size |ct| € O (|Cy| - poly(\)) where ct +— WE.Enc(1*, z, m).

For reference, Garg, Gentry, Halevi, and Zhandry [GGHZ14] implicitly define a
WE scheme from multilinear maps for circuit satisfiability with the claimed ciphertext
size. Ciphertext size scales with the number of gates in the underlying circuit.

2.14 Indistinguishability Obfuscation

Indistinguishability obfuscation (¢Q) was introduced by Barak et al. [Bar+-01] as an
alternative to previous (unachievable) notions of obfuscation. It refers to an ob-
fuscation where, given two functionally equivalent circuits of the same size, their
obfuscated versions are computationally indistinguishable. Indistinguishability ob-
fuscation is commonly regarded as the “best possible” obfuscation notion that we
can hope to achieve, following a discussion by Goldwasser and Rothblum [GRO7].
While early works rely on specific classes of functionalities to obfuscate, in [Gar+13]
Garg et al. gave a candidate construction for 7O for any polynomially sized circuits
based on multilinear maps in 2013. A construction from more well-studied assump-
tions is given by Jain, Lin, and Sahai in [JLS21], where (subexponentially secure) iO
is constructed from LWE, LPN, PRGs and SXDH. However despite these theoretical
advancements concrete efficiency of ¢{O remains elusive to date.

Definition 51 (Indistinguishability Obfuscation, [Gar+13]). Let iO(1*,C) be a uni-
form PPT algorithm that takes as input a security parameter X and a circuit C and
outputs a circuit C. i0 is called an iO obfuscator for a circuit family € if the following
properties hold.

Definition 52 (Correctness). We say that an iO obfuscator iO is correct if for all
AeN, all C € €, all inputs x we have that

Pr|C(z) = C(z) : C « iO(l’\,C)] =1

Definition 53 (Security). We say that an iO obfuscator iO is secure if for all A € N,
all pairs (Cy,C1) such that |Co| = |C1| and Co(x) = C1(x) for all inputs x, and all PPT
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adversaries A we have that

Pr [1 C A@C):C iom,co)] _Pr [1 C A@C):C iom,cl)} ‘ < negl(\).

2.14.1 Indistinguishability Obfuscation for Turing Machines

Besides indistinguishability obfuscation for circuits, the notion has been adapted to
the Turing Machine computation model. Indistinguishability obfuscation for Turing
Machines was constructed by Koppula, Lewko, and Waters [KLW15] as well as Garg
and Srinivasan [GS18] from O for circuits additionally assuming either One-Way
functions and PRGs or somewhere statistically binding hash functions. Their con-
structions are succinct in the sense that the time required to obfuscate a machine
grows only with its description size and does not depend directly on its run-time or
space complexity, which would be the case if the machine was represented as a circuit
first and then obfuscated with regular iO for circuits.
We recall the notion of O for Turing Machines (almost verbatim) from [GS18]:

Definition 54 (Succinct Indistinguishability Obfuscator). A succinct indistinguisha-
bility obfuscator for a machine class { My} oy consists of a uniform PPT machine
iOM as follows:

e obM «+ iOM (1)‘, 1™, ¢, M): iOM takes as input the security parameter 1%, a
description M of the Turing machine to obfuscate, and a unary encoded input
length n and time bound t for M. The output of iOM is a machine obM , which
s an obfuscation of M corresponding to input length n and time bound t. obM
takes as input x € {0,1}" and a run-time t' < t.

The scheme should satisfy correctness, security and efficiency requirements as defined
below:

Definition 55 (Correctness). A uniform PPT machine iOM as above is correct, if
for all security parameters A € N, for all M € My, for all inputs x € {0,1}", time
bounds t and t' <t, let y be the output of M on t' steps, then we have that:

Pr[obM (z,t') = y: obM « iOM (11,171, M) | = 1.

Definition 56 (Security). A uniform PPT machine iOM as above is secure if for any
(not necessarily uniform) PPT distinguisher A, there exists a negligible function negl
such that the following holds: For all security parameters A € N, time bounds t, and
pairs of machines My, M1 € My with the same size and identical output behaviour
(i.e. for all running times t' <t and for all inputs x, My(x) = My(x) when My and
M, are executed for time t'), we have that:

‘Pr [1 A (z’OM (1& 1. ¢, Mo))] _Pr [1 “A (z’(’)M (1& 1”,t,M1)>} ‘ < negl(\).

Definition 57 (Efficiency and Succinctness). We require that the running time of
1OM as well as the length of its output, namely the obfuscated machine obM , is
poly(|M],logt,n,\). We also require that the obfuscated machine on input x and t'
runs in time poly (|[M|,t',n,logt, \).
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Chapter 3

Universal Ring Signatures

In this chapter, we will formally introduce the notion of Universal Ring Signatures
(URS) and provide multiple constructions thereof in the standard model.

To remind the reader, the idea of a URS is to allow a user to produce a ring
signature with respect to a set of public verification keys R = (vki, ..., vky), without
requiring these keys to originate from the same signature scheme or adhere to a
common structure. In other words, each vk; can be a verification key from a (possibly
different) signature scheme, and most importantly, none of the verification keys is
required to be compatible with known ring signature schemes.

The chapter is taken almost verbatim from [BDW22], which is joint work with
Pedro Branco and Nico Déttling published at Asiacrypt 2022.

3.1 Structure and Contributions

The structure of this chapter is as follows:

e In § 3.2 we will provide a technical outline detailing the high-level ideas of our
constructions as well as comparisons to related work and a discussion of our
results.

e In § 3.3 we introduce definitions that formalize the requirements for a universal
ring signature as informally outlined before.

e Then in § 3.4, § 3.5 and § 3.6 we proceed to present three standard model
URS constructions, offering different trade-offs between signature size, security
guarantees and necessary assumptions. Our schemes are fully universal, in the
sense that no assumptions on the structure of verification keys are made.

We now outline our constructions in a little more detail:

Compact URS using Complexity Leveraging. Our first construction in § 3.4
is a URS scheme with compact signatures, i.e., its signature size depends only log-
arithmically on the number of users in the ring and on the number of signature
schemes. This scheme relies on superpolynomial hardness of standard assumptions.
Specifically, we rely on superpolynomially secure signature schemes, a (polynomially
secure) perfectly binding non-interactive commitment scheme, perfectly sound non-
interactive witness-indistinguishability (NIWI) proof systems for NP and somewhere
perfectly binding (SPB) hashing scheme. All of these primitives can be instantiated
using standard hardness assumptions. We get the following theorem.

Informal Theorem 1 (Construction 1, Thms. 1 to 3). Assuming the existence of
perfectly binding non-interactive commitment schemes, perfectly sound NIWI proof
systems for NP and SPB hashing schemes (all three with polynomial security), there
exists a universal ring signature scheme in the standard model with compact signa-
tures under the condition that the underlying signature schemes are superpolynomially
secure.
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While this construction provides the baseline for our investigation, it raises a natu-
ral question: is superpolynomial hardness inherently necessary to construct standard
model universal ring signatures?

Non-Compact URS from Witness Encryption. We answer this negatively in
§ 3.5, where we provide a construction based on polynomial and falsifiable hard-
ness assumptions. Concretely, we rely on the existence of a witness encryption (WE)
scheme for NP, a perfectly sound NIWI proof system for NP, an SPB hashing scheme,
and a pseudorandom function (PRF). In terms of compactness, the size of the sig-
natures of this scheme depends linearly on the number of users in the ring. Further,
this scheme fulfills a slightly relaxed notion of anonymity, which we call {-anonymity,
requiring that at least ¢ verification keys in the ring be honestly generated. The
standard notion of anonymity corresponds to 2-anonymity.

Informal Theorem 2 (Construction 2, Thms. 4 to 6).  Assuming the existence
of a WE for NP, a perfectly sound NIWI proof system for NP, an SPB hashing
scheme, and a PRF, there exists a (non-compact) universal ring signature scheme
in the standard model with t-anonymity, where t is a parameter depending on the
signature schemes involved.

For all conceivable purposes, the parameter ¢ here is a small constant. Concretely,
t depends on the entropy k of the honest verification keys involved. Asymptotically,
any such key must have entropy at least k = w(log()\)). Otherwise, it would be
trivially insecure. Our only requirement on ¢ will be that t- x > A. In terms of
concrete parameters, £ would have to be at least 50 bits (or else the underlying
scheme would be trivially insecure). Setting ¢ = 3 or ¢ = 4 will be sufficient for this
parameter choice.

This leaves open the question of compactness. Is perhaps any standard model
URS necessarily non-compact?

Compact URS from Indistinguishability Obfuscation. We can also resolve
this question negatively, yet under still a (potentially) stronger assumption: We pro-
vide a construction of a compact WE scheme from polynomial hardness assumptions
for a special type of languages that we call (¢, N) threshold conjunction languages,
which together with the previous construction will imply a compact URS scheme from
polynomial hardness assumptions.

A (t, N) threshold conjunction language is the set of statements (z1,...,zy) for
which there are at least ¢t valid statements x; among them. The size of the ciphertexts
we receive when encrypting under such a statement is compact in the sense that it
only depends logarithmically on N. Our WE construction requires indistinguisha-
bility obfuscation (iQ), puncturable pseudorandom functions (PPRF), somewhere
statistically binding (SSB) hashing schemes and (¢, N)-linear secret sharing (LSS).
We obtain the following theorem.

Informal Theorem 3 (Construction 3, Thms. 7 and 8). Assuming the existence of
an iO for all circuits, a (non-compact) WE for NP, a PPRF, an SSB hashing scheme,
and a (t, N)-LSS, there exists a compact WE scheme for (t, N) threshold conjunction
languages, when N —t € O(log N).

Combining the previous Construction 2 with this compact WE, we obtain our final
URS construction. This URS construction achieves compact signatures. Specifically,
we will show:
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Informal Theorem 4 (Thm. 9). Assuming the existence of a compact WE for (N —
1, N) threshold conjunction languages, a perfectly sound NIWI proof system for NP,
an SPB hashing scheme and a PPRF, there exists a compact universal ring signature
scheme in the standard model with t-anonymity.

Individual Contribution. The initial idea of making Universal Ring Signatures
was given by Nico Doéttling, who also largely wrote the introduction and technical
outline of [BDW?22]. Constructions were jointly discussed in research meetings. The
main body was mostly written by Pedro Branco and myself, where contributions
to writing were roughly equal, taking turns writing and correcting each other. My
Master’s thesis already borrowed the technique of combining SPB hashing and NIWI
proofs to achieve efficient proofs of OR statements from [BDHKS19], so I took care of
porting these techniques to the URS setting, while Pedro was more experienced with
witness encryption and O and kindly shared his knowledge with me. The definition of
URS and Construction 1 based on complexity leveraging including underlying proofs
was primarily written by me. Construction 2 based on WE was written with roughly
equal contribution between Pedro and me, and I distinctly remember that the idea of
using a PRF instead of a PRG originated from Nico after we received kind feedback
from reviewers on a first draft of this paper pointing out that the yes- and no-instances
of the PRG based language are potentially not properly separated. Construction 3
of a witness encryption for threshold conjunction languages was primarily written by
Pedro. In the paper, an alternative construction of a witness encryption for threshold
conjunction languages with polynomial security loss was written by Nico and Pedro,
without my involvement, which I have included a short summary of for context in
§ 3.2.3.

3.2 Technical Overview

In this section, we provide a high-level overview of our URS constructions. We further
provide context for their novelty by adding a discussion on folklore constructions in
the ROM or using a CRS and the limitations of these idealized models in the context
of universal ring signatures in § 3.2.5, as well as a comparison to related work in
§3.2.4.

Before presenting our constructions of URS, we briefly recall the ring signature
scheme of Backes et al. [BDHKS19].

In the scheme of [BDHKS19] (which is itself based on [BKMO6]), verification keys
are composed of VK; = (vk;, pk;) where vk; is a verification key of a standard signature
scheme Sig and pk; is a public key of a public-key encryption (PKE) scheme that has
pseudorandom ciphertexts'.

To sign a message m with respect to a ring R = {VK};c|q, the signer i first
generates a signature o < Sig.Sign(sk;, m) and then encrypts o using pk;. That
is, ctg < PKE.Enc(pk;,o). The signer then samples ct; <s {0,1}>‘. One crucial
point is that, if the underlying PKE has pseudorandom ciphertexts, then we cannot
distinguish well-formed ciphertexts from uniformly random strings. In particular,
this means that cty contains (computationally) no information about the public key
under which it was encrypted.

The signer now proves that either ctg or ct; encrypts a valid signature under one
of the verification keys in the ring using a non-interactive witness-indistinguishable
(NIWTI) proof system. If off-the-shelf NIWIs were used in this construction, the size of
the proof would scale linearly with the size of the ring. This would lead to signatures

!'Examples of such PKE schemes exist from the LWE or DDH assumption.
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of size O(|R|-poly(\)), where X is the security parameter. To circumvent this problem,
[BDHKS19] employed a new strategy.

Compact NIWI Proofs. The main ingredient to compress the size of the NIWI
proof is a somewhere perfectly binding (SPB) hashing scheme’?. An SPB hashing
scheme allows one to hash a database such that the hash perfectly binds to the
database item at index ¢, while the hashing key hides the index i¢. The size of the
hash depends only logarithmically on the database size. For more details, we refer to
§ 2.12 and the works [HW15; OPWW15; BDHKS19].

Given ctg, cty, the signer can now use a NIWI proof system together with a some-
where perfectly binding (SPB) hashing scheme to create a compact proof 7 that either
ctp or ct; encrypts a valid signature under one of the keys in the ring. The basic idea
here is that instead of proving a statement over all verification keys in the ring, it
is sufficient to prove a statement about just two SPB hashes. More concretely, to
compute the proof 7, the signer first generates an SPB pair of hashing key/secret
key (hkj,shky) «— SPB.KeyGen(1?,i) that binds to position 4, for b € {0,1}. Then,
it hashes R into a digest hy « SPB.Hash(hk,, R) for b € {0,1}. Finally, the signer
proves that there exists an index 4 such that one of the two statements is true:

1. ctp encrypts a valid signature under vk; and hky binds to 4;
2. ct; encrypts a valid signature under vk; and hk; binds to .

The signature is composed of (cto, ct1, hky, hk;, 7). By the efficiency requirements of
SPB, the signature has size O(log|R| - poly(})).

Finally, to verify that a signature is valid, one just needs to deterministically
recompute h; as the hash of R under hk,, for b € {0,1}, and check that 7 is a valid
proof.

Security. Let us retrace the proofs of unforgeability and anonymity provided in
[BDHKS19]. To argue unforgeability, the security of the scheme is reduced to the
security of the underlying signature scheme. To do this, the reduction receives a
verification key vk;= from the challenger, creates the remaining verification keys vk;,
for i # i*, and also the public keys pk; for all i € [¢]. Importantly, the public keys pk;
are created such that the reduction knows the corresponding secret keys.

Upon receiving a (ring signature) forgery from the adversary, the reduction pro-
ceeds as follows:

1. Decrypt both ctg and ct; to obtain ¢ and o1, respectively;
2. Check if either oy or o7 is a valid signature under vk;+. If one of them is valid,
the reduction outputs it as the forgery.

By the perfect binding of the SPB hashing and perfect soundness of the NIWI, the
reduction outputs a valid forgery with non-negligible probability.

To prove anonymity, one relies on the witness-indistinguishability of the NIWI
and the fact that the underlying PKE has pseudorandom ciphertexts. Concretely,
given two honestly generated verification keys vk;, and vk;,, we can build a sequence
of hybrids to prove that a signature created under vk;, is indistinguishable from a
signature created under vk;,. The sequence of hybrids starts by replacing ct; with
an encryption of a valid signature under vk;,, and this change goes unnoticed as a
result of the pseudorandomness of the underlying PKE. Next, change the index in the

2In more detail an SPB scheme with private local opening is chosen, where a secret key is created
alongside the hashing key to later assist in creating an opening to show that an element  was indeed
at position ¢ in the database underlying a given SPB hash. The advantage of this definition is that
the binding property does not hinge on honest creation of the hashing key.
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witness used to create the proof 7 from 7y to i1 using the witness-indistinguishability
of the NIWI scheme.

3.2.1 Compact Universal Ring Signatures from Signatures with Su-
perpolynomial Security

The construction of the Backes et al. scheme [BDHKS19] serves as the starting point
of our first construction. Observe that the ring signature verification keys of the
Backes et al. scheme have a special format: each verification key VK; is composed of
a standard verification key vk; and a public key pk;.

The public key pk;, which can be chosen by the unforgeability reduction, is what
enables this reduction to extract a valid forgery. In a URS, however, verification keys
are not required to have any particular format. In particular, they are not required
to include an independently chosen public key of a PKE. How can we facilitate the
extraction of a forgery by an unforgeability reduction in the setting of URS?

Commitments instead of Ciphertexts. Our first observation is that the cipher-
texts in the scheme of Backes et al. [BDHKS19] are never decrypted in the actual
scheme. In effect, ciphertexts in this scheme act as extractable commitments. Thus,
a natural approach is to rely on non-interactive commitments instead of ciphertexts
in this construction. The main reason for using commitments instead of ciphertexts
is that we can choose non-interactive commitment schemes that are keyless.

Using a commitment scheme CS, we can build a URS as follows: To sign a message
m under a ring of users R = {vki,...,vky} (where each vk; is from a possibly different
signature scheme), a signer first creates a signature o < Sig.Sign;(sk;, m) using its
signature scheme Sig;. Then, it commits to (comg, o) + CS.Commit(1*,¢) and to
(comy,71) < CS.Commit(1*,0) (where 7, is the opening information). Using SPB
and NIWI exactly as before, the signer can create a compact proof 7 that one of the
commitments hides a valid signature under one of the keys in R.

Anonymity follows by essentially the same argument as before, where the hiding
property of the underlying commitment is used instead of the ciphertext pseudoran-
domness of the PKE in [BDHKS19].

Unforgeability from Superpolynomial Hardness. Next, we show how the un-
forgeability reduction can extract a valid forgery from the adversary. Assume that
the hiding property of the commitment scheme CS holds against polynomial-time ad-
versaries but that CS can be extracted in superpolynomial-time. We can then use
complexity leveraging to prove the unforgeability of the scheme, assuming the under-
lying signature schemes are unforgeable against superpolynomial-time adversaries.

Concretely, given a PPT adversary A that breaks the unforgeability of our URS,
we can construct a superpolynomial-time reduction against the unforgeability of one
of the Sig;. The reduction, after receiving a forgery ¥* = (com{, com}, hkg, hki, 7*) by
A, opens both comy and com; by brute force to recover o and o} respectively. Since
the commitment scheme CS is extractable in superpolynomial time, the reduction
succeeds in recovering oj and o]. Now, as before, the reduction tests if there is a
b € {0,1} such that 1 < Sig.Verify,(vk;, m, o}) and outputs o} if that is the case.

3.2.2 Non-Compact Universal Ring Signatures from Witness En-
cryption

Considering both the construction of Backes et al. [BDHKS19] and our construction in
the last paragraph, the question emerges of how one could possibly efficiently extract
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a signature, even if we cannot embed an extraction trapdoor into the protocol by
either utilizing a CRS or augmenting the verification keys.

Extracting via Witness Encryption. Our way out of this dilemma starts with
the observation that by relying on a sufficiently strong tool, namely standard witness
encryption (WE) [GGSW13], we can repurpose any sufficiently cryptographic object
as a public key. In our case, these objects will be the verification keys of the honest
parties.

Recall that a WE scheme for an NP language £ (with relation R) allows an
encrypter to encrypt a message m with respect to a statement x. If x € £, then a
party in possession of a witness w such that R(xz,w) = 1 can recover the encrypted
m. But, if x ¢ L, then indistinguishability of encryptions holds. Currently, we
have constructions of WE from indistinguishability obfuscation (:0) [Gar+13] or
multilinear maps [GGSW13], but WE is potentially a weaker assumption than either
of these. Specifically, [GMM17] shows that black-box constructions of iO from WE
are impossible.?

To use the security of WE, we need to craft a language £ with distinct true
and false statements, such that witnesses of true statements allow for decryption,
whereas ciphertexts under false statements hide the encrypted message. Ideally, true
and false statements should be indistinguishable. Our design-choice of true and false
statements will be informed by the following consideration: Consider two distribu-
tions of (honest) verification keys, one where each honest vk is generated using truly
random coins, and another one where each honest vk is generated using (possibly cor-
related) pseudorandom coins. It is clear that these distributions are computationally
indistinguishable, however under the right circumstances we can also make them sta-
tistically far, meaning that one of them can serve as a distribution of true statements,
while the other one will be the distribution of false statements.

More concretely, let PRG be a pseudorandom generator (PRG). We say that a
verification key vk is malformed if it is created using random coins coming from a
PRG, instead of using truly random coins. That is, for some seed s

(vk, sk) < Sig.KeyGen(1*; PRG(s)).

Similarly, a well-formed key vk is created using truly random coins.

Consider the language £ parameterized by ¢ distinct verification keys {vki}ie[@.
The yes instances of £ are the instances {vk; };c(q where all but one of the verification
keys are malformed. In other words, there exist {s;};c[g\(i+} With 7* € [¢] such that
for all i € [¢] \ {i*}

(vki, sk;) < Sig.KeyGen,(1*; PRG(s;)).

Looking ahead, the dichotomy between all but one key are malformed vs at least
two keys are well-formed will enable us to prove unforgeability and anonymity respec-
tively. In the former case, the statement under which the WE ciphertext is created
is true and, thus, we will be able to decrypt it. In the latter case, the statement is
false. Therefore, we can use the security of the WE scheme.

At first glance, this approach seems to work. However, there is a caveat: when
the reduction wants verification keys to be well-formed, it might accidentally choose
keys that are malformed. As an example, consider a signature scheme Sig whose
verification keys have less min-entropy than the underlying PRG. Say the key gener-
ation algorithm Sig.KeyGen(1*,r) only uses the first A\/3 bits of » whereas the PRG

3More precisely, the authors rule out constructing i@ from WE in an extended black-box model,
which additionally allows the reduction to use the underlying primitive’s own subroutines as callable
gates inside its inputs.
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seed has A/2 bits of entropy. In other words, the distributions of well-formed keys
and malformed keys might not be sufficiently statistically far. Then, there is a non-
negligible probability that a key chosen from the well-formed distribution is actually
malformed. We could assume that the underlying signature schemes have exponential
security (e.g., verification keys have A bits of min-entropy), but this would to some
degree defeat the purpose of URS.

Replacing the PRG by a PRF. The solution for this problem is to use a pseudo-
random function (PRF) instead of a PRG to sample malformed keys and to require a
number ¢ > 2 of honest keys in the ring, which depends on the minimum min-entropy
that we expect our signature schemes to have. Instead of generating malformed keys
individually, we now generate them in a correlated fashion: A set of keys {vk;} is
malformed iff a PRF key K exists such that

(vk;, sk;)  Sig.KeyGen,(1*; PRF(K,1)).

Note that now, all malformed keys are correlated via the PRF key. This construction
ensures that the distribution of ¢ malformed keys has only A bits of min-entropy,
because as soon as we choose the PRF key, all malformed keys are fixed. On the other
hand, when sampling ¢ well-formed keys independently, the resulting distribution will
have tx bits of min-entropy where k is the min-entropy of each verification key. By
setting tk > A, we ensure that the two distributions are statistically far apart.

This fact will allow us to prove t-anonymity by making the number of honest keys
in the ring just large enough.

Given this, we redefine the language £ in the following way: yes instances of £
are the instances {vk;},cq where all but one of the verification keys are malformed

with respect to a single PRF key K. In other words, there exists K € {0, 1})‘ such
that for all 4 € [¢] \ {¢*} it holds

(vk;, sk;) < Sig.KeyGen,(1*; PRF(K,1)).

The Scheme. Armed with a WE scheme WE for the language £ described above,
we now outline how we can construct a URS scheme.

The scheme is essentially the same as above except that we use the WE scheme
for language L as a drop-in replacement for the commitment scheme.

To sign a message m with respect to the ring R, the signer encrypts a valid
signature o created using its own signing key. Then, it encrypts o using WE under
the statement z = R, that is, cty < WE.Enc(1*,2,0). Additionally, it creates the
ciphertext ct; <~ WE.Enc(1*,z,0). Finally, the signer can again use NIWI and SPB
to prove compactly that one of the ciphertexts encrypts a valid signature.

We first analyze the size of the signature. In most known WE schemes, the
ciphertext size is proportional to the size of the verification circuit for the language
L. Since the statement is of size O(|R| - poly(\)), then the ciphertexts output by WE
are of size O(|R| - poly(A)). This implies that the signature is of size O(|R| - poly(})).

Security. We now sketch the security proofs of the scheme. As mentioned be-
fore, we will set all but one key to be malformed in order to prove unforgeability.
Whereas in the t-anonymity proof, we set none of the keys to be malformed (recall
that t-anonymity requires that the challenge ring has at least ¢ honestly generated
verification keys).
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To prove unforgeability, we design a reduction that sets all verification keys, but
the challenge key vk;« to be malformed. That is, {vk;};c(g\ fi+} are malformedly cre-
ated using a PRF key K. By the security of the PRF, the adversary is not able to
distinguish the case where the verification keys {vk;};c[\ (i} are well-formed from
the case when they are malformed.

The crucial observation now is that the reduction has a valid witness w = K for
the statement = R under which WE ciphertexts are encrypted. This means that,
upon receiving a URS forgery

¥* = (ctp, ct, hkg, hkT, )

by the adversary, the reduction can use w to decrypt both ctj and ct]. An analysis
identical as for the previous scheme shows us that, if ¥* is a valid URS signature,
then there is a non-negligible probability that one of ctj and ct] decrypts to a valid
signature ¢* under vk;«.

In the t-anonymity proof, we set none of the verification keys to be malformed,
from which the adversary chooses t of them, say, vk;,,...,vk;,_,. If the parameters
of the PRF are chosen properly, then there is a negligible probability that x € £. As
explained above, since all ¢ verification keys are sampled independently, it is unlikely
that ¢ — 1 share correlations via a PRF key K. This is because the distribution of
t—1 honestly generated keys has significantly more min-entropy than ¢ — 1 malformed
keys. Thus, there will be at least two well formed verification keys in the challenge
ring R* with overwhelming probability. We conclude that WE encryptions of o are
indistinguishable from WE encryptions of 0 by the security of the WE.

Given this, we can easily build a sequence of hybrids in a similar fashion as for the
previous schemes. That is, given two honestly generated verification keys vk;,, vk;,
and a signature ¥* = (ctg, ct], hkg, hki, 7*) for a message m* with respect to the ring
R* where vk;,,vk;, € R*:

1. We first replace ct] by an encryption of a valid signature ¢’ under vk;,. By the
security of the underlying WE, this change is undetected by the adversary.

2. We switch witnesses from iy to i1, using the witness-indistinguishability of the
NIWT scheme.

3.2.3 Compact Universal Ring Signatures from Indistinguishability
Obfuscation

At first glance, the techniques that we employed in the previous construction seem
hopeless in our ultimate goal of building a compact URS from falsifiable hardness
assumptions. On the one hand, for all known WE schemes that we know of, the size
of the ciphertexts grows with the size of the statement. On the other hand, trying to
reduce the size of the statement of the language £ leads to challenges that undermine
security.

The reason for this is that to be able to extract a valid forgery, the reduction
needs to set up all verification keys but the challenge one in a special mode. In our
case, the special mode is when keys are malformed. If the reduction sets just a few
of them in this special mode, anonymity breaks down: An adversary could employ
the same strategy as the unforgeability reduction to extract a signature from the
challenge URS signature since, in the anonymity game, all but two verification keys
may be adversarially chosen.

Given this state of affairs, it seems implausible that we can achieve a compact
URS scheme just from general WE.

Our final contribution is to build a WE scheme for a special type of NP languages
that we call threshold conjunction languages. A threshold conjunction language £’ is
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a language of the form
L ={(x1,...,xN) : I(@Tiyy -y Tiy_,) Sty ELA ANz, €L}

In other words, given an instance z = (z1,...,2ZN), Z is a yes instance of £ if all but
one of the x; are instances of L.

Compact URS from Compact WE. Suppose that we have a compact WE
scheme for threshold conjunction languages. That is, ciphertexts of such a scheme
scale only logarithmically with N. Then, plugging this WE scheme into our construc-
tion from the previous section immediately yields a compact URS.

Compact Witness Encryption for Threshold Conjunction Languages. It
remains to show how we can obtain such a scheme. For simplicity of this exposition,
we focus on the case where we have N instances x = (x1,...,2y) and z € L' iff
x; € L for all i € [N]. The case where all but one of the statements x; must be true
can be easily obtained by additionally using a secret sharing scheme.

The high-level idea of the construction is as follows: We build an obfuscated
circuit C that receives an index i € [N] and outputs non-compact WE ciphertexts
WE.Enc(1*, x;, ;) for uniform 7; <—s {0,1}.* The ciphertext of our new WE scheme
for a message m € {0,1} is composed of C and ¢ = m + > r;.

If one is in possession of witnesses for all statements z;, then by the correctness of
the underlying non-compact WE scheme, one can recover all r;. On the other hand,
if one of the statements x;« is false, then we can build a sequence of hybrids where
we replace WE.Enc(lA, x;,7;) by an encryption of 0 and then replace ¢ by a uniform
value.

Although the idea seems to work at first glance, there is a critical issue: The
scheme is not compact. This is because all the statements x; must be hardwired into
C, otherwise how does the circuit know under which statements it must encrypt each
;7 To circumvent this problem we again use a somewhere statistically binding (SSB)
hashing scheme in a similar way as [HW15].° That is, the circuit only has a hash
value h <— SSB.Hash(hk, {z1,...,zx}) hardwired. Now, when it receives (i, z;,;), it
first checks if 7; is a valid opening with respect to z;, h. Since {z1,...,zy} is public,
anyone can compute a valid opening

~i < SSB.Open(hk, {z1,...,zn},17)

for every i € [N].

Recall that the verification algorithm of an SSB hashing scheme can be imple-
mented in size O(log N - poly(X)). As a result, the circuit meets the desired efficiency
bounds and has size O(log N - poly(})).

We thus obtain a WE scheme that outputs ciphertexts that depend only logarith-
mically on N.

4To make the circuit size independent of N, we use a pseudorandom function (PRF) to succinctly
describe all the r;. This PRF has to be puncturable in order to use the puncturing technique of Sahai
and Waters [SW14].

5In this construction, we use the statistically binding variant. The reason we use this over an
SPB scheme, is that our notion of SSB does not rely on a private key for generating openings. In the
scheme we will give, it is crucial that openings are publicly computable, while we do no longer have
to account for adversarially chosen hashing keys. This makes SSB suitable, where the somewhere
binding guarantee hinges on the hashing keys being honestly generated.
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How to Avoid the Exponential Security Loss of Current :0O Schemes. We
note that known indistinguishability obfuscation schemes typically suffer from a se-
curity loss that scales with the size of the obfuscated circuit’s input domain [AJ15;
BV15; BGLPT15]. This implies that the construction presented above suffers from
an exponential security loss when we instantiate the ¢ scheme by any known con-
struction since the circuit being obfuscated receives as input an index ¢, a statement
z; and an SSB proof v; and consequentially has an exponentially-sized domain. To
address this, we refer the reader to our joint work [BDW22|, where we present an
alternative construction of compact witness encryption using ¢O for Turing machines,
following the framework of Garg and Srinivasan [GS18] and laconic oblivious trans-
fer techniques from Cho et al. [Cho-+17], which keeps the obfuscation domain size
polynomial and the security reduction efficient.

3.2.4 Related Work

Ring signatures have been extensively studied in the last two decades. Constructions
in the random oracle model (ROM) include [RSTO01; AOS02; BGLS03; DKNSO04;
LPQ18]. Ring signatures in the CRS model were studied in [SWO07; Boy07], where
Boyen [Boy(07] solves the interesting, but orthogonal, problem of how to include users
in a ring whose public keys are not posted publicly by using a PKI structure. We can
also find standard model constructions for ring signatures in works such as [BKMO06;
BDHKS19; PS19a].

All works presented above assume some form of structure on the verification keys.
For example, the work of [RST01] assumes that ring verification keys are RSA keys or
the work of [BKMOG6] assumes that ring verification keys are composed by a standard
verification key and a uniformly random string.

The only exceptions we are aware of are the works of Abe, Ohkubo, and Suzuki
as well as Goel, Green, Hall-Andersen, and Kaptchuk [AOS02; GGHK22]. In these
works, ring signatures that support different signature schemes are presented. How-
ever, these works are only somewhat universal in the sense that there are signature
schemes that are not compatible with their schemes. More precisely, the scheme of
[AOS02] is compatible with trapdoor-one-way and three-move signature schemes. The
scheme of [GGHK?22] is compatible with certain sigma protocols. Any scheme outside
of these classes is not compatible with their ring signature schemes. Moreover, these
schemes are only secure in the ROM, whereas we work in the standard model. In
essence, the focus of these works is different from ours as they sacrifice universality
for efficiency. In this work, we take the opposite direction.

A construction of a universal primitive from ‘O has previously been given for a
notion called signature aggregators by Hohenberger, Koppula, and Waters [HKW15].
This allows to combine signatures from different users using arbitrary signature
schemes into one signature to succinctly store and verify. The application and tech-
niques used are however different and can not be transferred to ring signatures triv-
ially.

3.2.5 Discussion and Interpretation of our Results

Interpretation of our Results. Our results focus on the feasibility of fully uni-
versal ring signatures, but they also underscore a negative result: Namely, that no
signature scheme can prevent users’ keys from being misused in a ring signature,
unless it is too weak to be considered secure in the first place.
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Needless to say, the heavy cryptographic tools used in our constructions (e.g., wit-
ness encryption, indistinguishability obfuscation) are not currently practical. How-
ever, they provide the first rigorous foundation for URS in the standard model, and,
crucially, without relying on trusted setup or heuristic models.

An open question we face nonetheless is whether we can construct (compact) URS
from polynomial assumptions without relying on strong tools like witness encryption
or 1O, or if perhaps a universal ring signing scheme can be shown to already imply
such primitives.

A case can be made that URS are simpler to construct via Non-Interactive Zero-
Knowledge proofs, if one is willing to employ either a common reference string (CRS)
or the random oracle model (ROM). We will discuss such a construction and the
potential problems arising when using CRS or ROM in an adversarial setting like
ours.

Folklore URS Constructions via Non-Interactive Zero-Knowledge Proofs.
Non-interactive zero-knowledge proofs of knowledge (NIZKPoK) offer a direct route
to building URS. This type of proof system ensures that any convincing proof not
only certifies the truth of a statement but also implies that the prover possesses a
corresponding witness, specifically by making it possible for a reduction to extract
the witness from the proof.

Given a ring R, a message m, and a commitment ¢, a NIZKPoK proof 7 can
assert that ¢ hides a signature o such that (o, m) verifies under some verification key
vk € R. Extractability of the NIZKPoK ensures that the security can be reduced
directly to the unforgeability of the underlying signatures.

There is a rich literature on constructing NIZKPoK proofs from standard as-
sumptions in the CRS model [BFMS88; FLS90; GOS06b; PS19b; BKM20; JJ21], or
alternatively in the ROM [BR93]. If the goal was to construct a practically useful
URS protocol for a set of compatible but independently designed signature schemes,
then a construction using succinct NIZKPoK arguments would be preferable. In such
a scenario, one could reasonably assume cooperation between users, including trust
in a common reference string and in the involved signature schemes.

Challenges of Using CRS or ROM in our Setting. Our setting is different:
users may be included in a ring adversarially, without their consent or cooperation.
In this setting, using a CRS could give users who have been forced into a ring against
their will a means of plausible deniability, e.g., by claiming that they do not trust the
CRS that was used to generate a universal ring signature, as the party who generated
such a CRS may also forge such a signature.

On the other hand, if we consider URS in the random oracle model, then the
ROM-heuristic could cause issues. When protocols in the ROM are instantiated, we
replace the random oracle with a concrete hash function H. As shown by Goldwasser
and Kalai [GK03], this heuristic can lead to unsound proof systems if the underlying
language already depends on this (concrete) hash function H.

This issue also comes up in the context of universal ring signatures, as one of the
signature schemes could be chosen depending on the hash function H. Somewhat more
concretely, assume we wanted to build a signature scheme ¥* which makes a URS
relying on a random oracle unsound, in the sense that if any verification key of >* is
used in a ring R, then universal ring signatures can be forged, while ¥* is still EUF-
CMA secure. We could achieve this by taking any EUF-CMA secure signature scheme
3 and modifying it to ¥* by additionally including into the verification keys vk* of ¥*
an obfuscated program O which lets anyone publicly generate URS of rings involving
vk*. Note that this obfuscated program O needs to know a succinct description of
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the hash function H, but this is feasible as we assume H to be instantiated, rather
than a random oracle. The same can, in fact, be argued for any fixed static common
reference string CRS, i.e. the CRS can be hardwired into O. Note that while for
such a scheme the size of the verification key would increase, both generation and
verification would remain essentially unchanged.

Looking ahead, if such a transformation from ¥ to X* was done starting relative
to one of our standard-model secure URS, then ¥* would be necessarily insecure. But
for a URS whose unforgeability rests on the CRS model or the random oracle model,
we would generally expect such a ¥* to be unforgeable (once the CRS or the RO has
been instantiated).

The bottom line of this discussion is that it seems hard to argue that URS
constructions in the CRS model or the ROM would be robust against signature
schemes which undermine the unforgeability of the URS by depending on the concrete
CRS which is used or the concrete hash function which instantiates the Fiat-Shamir
paradigm.

3.3 Defining Universal Ring Signatures

In this section, we introduce the definition of universal ring signatures®. We will com-
pare our security definitions to the definitions in Bender, Katz, and Morselli [BKMO06],
who provide a classification of security definitions for standard ring signatures.

Definition 58 (Universal Ring Signature). A universal ring signature (URS) scheme
URS is composed of a signing and a verification algorithm:

e ¥ « Sign(1*,sk;,m, R,i,S) takes as input a security parameter 1%, a signing
key sk;, a message m, a ring of keys R = (vky,...,vky) an index i € [{] and a
list of signature schemes S = {Sig; = (Sig.KeyGen,, Sig.Sign;, Sig.Verify,) }ic(n],
where each vk; is a public verification key under exactly one’ of the schemes
Sig;. It outputs a signature X.

o b« Verify(X,m, R, S) takes as input a signature o, a message m, a ring of keys
R and a list of signature schemes S. It outputs a bit b € {0, 1}.

We expect a URS to fulfill correctness, unforgeability and anonymity.

Definition 59 (Correctness). We say that a URS URS = (Sign, Verify) is correct if
for all X € N, all £, M = poly(\), all correct signature schemes Sig’, all j € [¢], all
messages m and all (vk,sk) < Sig’.KeyGen(1), we have that

Pr [1 + Verify (Sign(l/\,sk,m, R,j5,5),m, R, S)} =1

for any R = (vkq,...,vke) such that vk; = vk and any S = {Sig; }ic|rr) such that
Sig' € S. That is, the remaining elements in R, S may be arbitrarily chosen.

We now define the unforgeability of a URS. A URS scheme should be compatible
with any signature scheme. Hence, we would like to let the adversary choose signa-
ture schemes for the URS scheme. However, the adversary could choose an insecure
signature scheme and, in this case, we cannot guarantee unforgeability. Hence, the
experiment should provide a list of secure signature schemes and verification keys
at the beginning of the experiment. The forgery given by the adversary must be

SWe remark that the term universal ring signatures was also used by Tso [Tsol3] to refer to a
completely different property of ring signatures.

"In practice, keys/certificates are usually annoted with their respective schemes and we assume
such a labelling here.
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with respect to these verification keys. We note that, in the unforgeability definition
for standard ring signatures in [BKMOG6] a similar situation happens: The forgery
of the adversary must be with respect to verification keys created honestly and not
with respect to maliciously chosen verification keys. Our definition is similar to the
one of unforgeability with respect to insider corruption for standard ring signatures
[BKMO6], which is the strongest unforgeability definition.

Definition 60 (Unforgeability). Let A be an adversary. We denote by Ls a list of
challenge signature schemes

Ls = {Sig, = (Sig.KeyGen;, Sig.Sign;, Sig.Verify,) };c -
Consider the following experiment, denoted by EpoEfS(Ls,A, 1Y):

1. The experiment provides Ls to A.
The adversary outputs a list of indices {ind;}ic(y-

e

8. For all i € [l], the experiment computes (vk;,sk;) < Sig.KeyGenj,q (1) and
outputs R = (vki,...,vky) to the adversary. Also it initialises a set K = () and
remembers the indices ind;.

4. The adversary may now make three types of requests®:

e Corrupt(i), which the experiment answers with the secret key sk;. Also it
adds vk; to K.

e URSSign(m, R,i,S) takes as input an index i € [¢], a message m, a Ting
of keys R (not necessarily contained in R) and a list of signature schemes
S. If vk; € R, we denote its position as i*. If additionally Siging, € S, the
experiment answers with ¥ < URS.Sign(1*, sk;, m, R, 4*, S).

e Sign(m,i) takes as input an index i € [£] and a message m. The experi-
ment answers with ¥ < Sig.Signing, (1%, ski, m).

5. A outputs (X%, m*, R*, 5*).

6. If 1 < Verify(X*,m*, R*,S*), R* C R\ K, S* C Ls and the message m* was
never queried in a URSSign or Sign request, the experiment outputs 1.7 Else,
1t outputs 0.

We say that a URS URS = (Sign, Verify) is unforgeable, if for all A € N, M =
poly(X), all lists of EUF-CMA secure signature schemes Ls = {Sig; }ic(ar) and all PPT
adversaries A we have that

Pr (1 « ExpJR®(Ls, A, 1’\)] = negl(\).

In the anonymity experiment, the goal of the adversary is to guess which user
created a given signature. We give a general definition called t-anonymity, which
mandates that at least ¢ honest keys in the anonymity set must be honestly chosen
for anonymity to hold. The adversary may include at least ¢ honest and additional
maliciously chosen verification keys (potentially from insecure signature schemes) in
a challenge ring. It should still be unable to determine which of the honest parties
signed a given URS under that ring.

8Note that as the key generation algorithms are publicly available, the adversary may honestly
generate key pairs itself. The corruption oracle simply serves to corrupt the initial honest keys.
Arbitrary additional adversarially chosen keys can be included in ring signature queries, as we do
not require R C R.

We can consider the stronger notion, where a forgery is valid, if no query of the form
URSSign(m™, R",-,-) or Sign(m™||R",1) for vk; € R* was made. This can be achieved by the standard
trick of signing the message (m*||R*) instead of m* or a hash H(m"||R") thereof for compactness.
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The case of 2-anonymity coincides with the definition of anonymity against full key
exposure of [BKMO6]. This is the strongest anonymity definition for ring signatures
and is even known to imply unrepudiability, meaning that a member in the ring
cannot prove that they did not sign the message [PS19a]. As it is the standard case,
we will refer to 2-anonymity as anonymity throughout this work.

Definition 61 (t-Anonymity). Let A = (A, A2, A3) be an adversary. We de-
note a list of challenge signature schemes by Ls = {Sig; = (Sig.KeyGen;, Sig.Sign,,
Sig.Verify;) }ic[u)-

We define the t-anonymity experiment EprRS (Ls, A, 1*) as follows:

Anon;

1. ({indi}ie[é]; auxl) — .Al(lA, LS).

2. For all i € [{], the experiment computes (vk;,sk;) ¢ Sig.KeyGen;,4 (1*; coins;)
with random coins coins; and sets R = (vki,...,vky).

3. (m*, R* = (vki,...,vky), S* = (Sigy,...,Sigy), (jr)kepy, auzs) < As(R, (coinsy,
..., coinsy), auzy) where vk € R for k € [t| with indices Iy in R (i.e. vk} =
vk, ). Additionally, the signature schemes corresponding to these public keys,
Sigindlk, must be in the set S*. If these conditions are violated, the experiment
aborts.

4. X% «+ URS.Sign(1*,sk;, , m*, R*, ji, S*) where k «s [t].

5. K+ A3(X*, auzs).

6. If k =K', then output 1. FElse, output 0.

We say that a URS URS = (Sign, Verify) is t-anonymous, if for all A € N | all sizes
M = poly(A), all lists of signature schemes Ls = {Sig; };cns] and all PPT adversaries
A = (A1, As, A3) we have that

‘Pr {1 « Exparon, (Ls, A, 1)‘)] — 1‘ = negl(A).
Efficiency of URS. We remark that URS inherits the efficiency of the most ineffi-
cient signature scheme in the ring. For this reason, it is unlikely that we can construct
a URS with good and practical parameters and efficiency. We consider a URS to be
compact if its signature size grows only logarithmically in the number of keys in the
ring as well as the number of signing schemes used.

3.4 Universal Ring Signature from Signature Schemes
with Superpolynomial Security

In this section, we present a construction of URS that is based on signature schemes
that are superpolynomially hard to forge. From this hardness, we can prove security
of the URS scheme using complexity leveraging.

3.4.1 Construction

We start by presenting the construction of this URS scheme.

For simplicity, we assume, that there is an upper bound on the size of all descrip-
tions of signature verification circuits. Also, for public keys vk < Sig.KeyGen(1%),
we assume that they are labeled with their respective schemes. That is, there is a
function tag(.,.) which takes vk and a signature scheme Sig and outputs 1, iff the
key vk was made under Sig, but 0 for any other signature verification scheme as in-
put. Sig.Vrfy should only accept keys vk with the corresponding tag to Sig, that is
tag(vk, Sig) = 1.
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4
Security )

In the scheme below, we use a non-interactive commitment scheme whose hiding
property holds against PPT adversaries, but can be broken in superpolynomial time
T'(X\) € w(poly(A)) Additionally, we assume that all used signature schemes are un-
forgeable against adversaries running in O(T'()) - poly(A)). A signature of our URS
for a message m includes a commitment to a signature of m in one of the underly-
ing signature schemes. This will give our reduction, that runs in superpolynomial
time, an advantage in the unforgeability experiment, where it may extract the com-
mitments and provide a forgery against the underlying signature scheme. However,
this opening strategy cannot be used by an adversary against anonymity, as they are
running in polynomial time.

Construction 1. Let:

e CS be a non-interactive commitment scheme such that the hiding property holds
against polynomial-time adversaries but can be broken in superpolynomial-time
T'(A) € w(poly(A)).

e SPB be a SPB hashing scheme;

o L be a language such that

(m, com, hk, h, rhk,rh) : 3(vk, i, Sig.Verify,ind, 7, p, 0,7) s.t.
1 < SPB.Verify(hk, h, i, vk, T)
L= 1 <= SPB.Verify(rhk, rh, ind, Sig.Verify, p)
1 < CS.Verify(com, o, )
1 < Sig.Verify(vk,m, o)

where Sig.Verify is a description of the wverification algorithm of a signature
scheme Sig. We assume that for all schemes, |Sig.Verify| is bounded by a poly-
nomial B(N).

o NIWI be a NIWI scheme for the language

r o (m,como,coml,hko,hkl,hg,hl,rhko,rhkl,rho,rhl) :
OR b € {0,1} s.t. (m,comy, hky, hs, rhky, rhy) € £

We now describe our scheme in full detail.

Sign(1*, sk, m, R = (vkq,...,vke),i,S = {Sig; Yiepan)

e Determine an index ind such that tag(vk;, Sig;,q). Parse Sigj,q = (Sig.KeyGen,
Sig.Sign, Sig.Verify). Set S" = {Sig.Verify, };c(ar to be the list of verification
algorithms in S.

o Compute o <+ Sig.Sign(sk;, m).

o Compute (hky,shk,) < SPB.Gen(1*,/,4) and hy, < SPB.Hash(hk,, R) for
b e {0,1}. Also, compute the proof T < SPB.Open(hkg, shko, R, 7).

o Compute (rhky, rshky) < SPB.Gen(1*, M, ind) and rhy, <+ SPB.Hash(rhk;, S")

for b € {0,1}. Also, compute the proof p < SPB.Open(rhkg, rshkg, S’,ind).

Compute (comg,Yp) < CS.Commit(1*, ) and (comy,v;) < CS.Commit(1*,0).

Set x = (m, comgp, comy, hko, hkl, ho, hl, I’hko7 I’hkl7 Tho, T'hl).

Set w = (vk, i, Sig.Vrfyi g4, ind, 7, p, 0, 7%0).

Compute the proof m < NIWI.Prove(z, w).

Output ¥ = (comg, comy, hko, hky, rhkg, rhky, 7).

Verify(3, m, R, S = {Sig; }icm) :

e Parse ¥ as (comg, comy, hko, hkyi, rhko, rhky, 7). Set S" = {Sig.Verify, };c
to be the list of verification algorithms in S.

e Compute hy, < SPB.Hash(hky, R) for b € {0, 1}.

e Compute rhy + SPB.Hash(rhky, S") for b € {0,1}.



50 Chapter 3. Universal Ring Signatures

o Setx = (m, comgp, comy, hk[), hkl, ho, hl, I’hko, I’hkl, T‘ho, Thl).
e If 1 < NIWI.Verify(z, ), output 1. Else, output 0.

We remark, that in order to verify a URS signature, we only require a descrip-
tion of the verification algorithms of the underlying signature schemes, not the whole
description of the signature scheme. Therefore, we only include the verification algo-
rithms in S’, which is hashed down by SPB and provided to NIWI. This is to reduce
size. Essentially, our verification algorithm URS.Vrfy could only take the list of sig-
nature verification algorithms S’ as an input, but we state the full list of signature
schemes to fit our more general definition.

Signature Size. A signature for a message m with respect to a ring R (of size £) and
a list of schemes S (of size M) is composed of ¥ = (comg, comy, hkg, hky, rhkg, rhky, 7).
Both comg, com; are of size O(poly(\)) and independent of ¢ and M. The size of
the hashing keys hkg, hk;, the proof 7 and the circuit SPB.Verify(hk, h,i,vk, ) can
be bounded by O(log(¢) - poly()A)). Analogously, rhkg,rhky, p and the runtime of
SPB.Verify(rhk, rh, ind, Sig.Verify, p) are bounded by O(log(M) - poly())). This holds,
as we assumed, that we can bound |Sig.Vrfy| by a polynomial G(\) for all signature
schemes Sig.

Given that, we conclude that the circuit that verifies the relation of language £ has
size at most O((log( ) +1log(?)) - poly()A)). Hence, the proof 7 has size O((log(M) +
log(?)) - poly(A)). We conclude that the total size of the signature is O((log(M) +
log(¢)) - poly(A)). Thus, it grows only logarithmically in the number of users in the
ring and logarithmically in the number of signature schemes.

3.4.2 Proofs

We now show that the construction presented above fulfills the required properties
for a URS due to Def. 58. We start by showing correctness. Then we proceed to prove
unforgeability and anonymity. Our proof of unforgeability uses a superpolynomial-
time reduction.

Theorem 1 (Correctness). The scheme presented in Construction 1 is correct, given
that NIWI is perfectly complete and SPB and CS are correct.

Proof. Let A € N, ¢, M = poly()), j € [¢], message m and a correct signature scheme
Sig’ be given. Let keys be constructed by (vk,sk) « Sig’.KeyGen(1*). Let a ring
R = (vki,...,vke) be chosen with vk; = vk and S = (Sigy,...,Sigy) such that
Sig’ € S. Now we need to show, that

Pr [1 <« Verify (Sign(l)‘,sk, m, R,j,5),m, R, S)} =

As SPB is deterministic and all other values are explicitly given, the input statement
(m, comg, comy, hko, hky, ho, h1, rhkg, rhky, rhg, rh1) to NIWLVrfy is the same as what
was originally input to NIWI.Prove. So by the perfect completeness of NIWI, we only
need to show that w < (vk,i,Sig.Vrfy,.q,ind, 7, p, 0, 70) was in fact a valid witness.
The statement 1 < CS.Verify(comg, o,7p) holds by construction and the correctness
of CS. Also note, that by assumption there exists an index ind such that Sig,q is
the scheme corresponding to vk, so such an index can be chosen in URS.Sign. The
conditions in Logr are then fulfilled for the first disjunct by construction and using
the correctness of SPB and Sig;.4. O]

Theorem 2 (Unforgeability). We assume, that our non-interactive commitment
scheme allows extraction in superpolynomial time T'(\) € w(poly(N)), but is se-
cure against PPT adversaries. Assume that the challenge signature schemes LS =
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{Sigi }iein) are unforgeable against adversaries running in time T'(X) - poly(A). Then
the scheme presented in Construction 1 is unforgeable against PPT adversaries, given
that NIWI is perfectly sound and SPB is somewhere perfectly binding.

At a high-level, we will build a superpolynomial-time reduction that breaks un-
forgeability for the underlying signature scheme. The reduction, upon receiving the
challenge URS signature ¥* = (comg, comj, hkg, hki, rhkg, rhk], 7*) from the adver-
sary, opens the commitments comj and com] using brute force. Note that, since we
allow the reduction to run in superpolynomial time, it will succeed in breaking the
hiding property of the commiment scheme. Then, by the perfect soundess of the
NIWTI scheme, the reduction can extract a valid signature from either comg or com;
with non-negligible probability and, thus, break the unforgeability of the signature
scheme.

Proof. To prove the theorem, we show that if there exists a PPT adversary, that is able
to win the unforgeability experiment of Def. 60, then we can build an algorithm that is
able to forge a signature for one of the underlying Sig; schemes in time 7"(\) - poly(\).
More precisely, if A is able to break the unforgeability, then there exists an algorithm
B that breaks the EUF-CMA security of one of the underlying signature schemes Sig;.
We guess which scheme it is in the beginning, incurring a polynomial security loss.
In the following, let C be the challenger as in the EUF-CMA security game of the
chosen signature scheme, detailed in Def. 3. We now describe B(Ls) in full detail:

1. B provides Ls = {Sig; };c[n to A.

2. Upon receiving the indices {ind;};cjq from A, B guesses an index i* « [/]
uniformly at random. It creates (vk;,sk;) <+ Sig.KeyGen;,4 (1*) for all i # i*
and sets vk;« to be a verification key under Sigj,q., given by the challenger for
EUF-CMA security of that scheme C. It sends R = {vk;};c[q to A.

3. B simulates the oracles 0Corrupt, URSign and 0Sign in the following way:

e OCorrupt(i): Whenever A sends a query i, B reveals sk; if ¢ # i*. Other-
wise, it aborts the protocol;

e URSign(m, R,i,5): Whenever A sends a query (m, R,i,S), B proceeds as
in the experiment, if i # i*. If i = *, B checks whether vk; € R and
denotes its position as j*. If additionally Sigjg,, € S, B sends a query to C
for message m. Upon receiving the signature o for m, they compute a sig-
nature ¥ as they would in URS.Sign(1*, sk;+, m, R, j*, S), except that they
use the o they received instead of computing it by Sig.Signing.. (skix, m).
This can be done without the knowledge of sk;=.

B returns ¥ to A.

e 0Sign(i,m): Whenever A sends a query (i,m) with i # i*, B sends o <+
Sig.Sign(sk;, m). Otherwise, it sends a query m to C and, upon receiving
a signature o, it outputs o to A.

4. Upon receiving ¥* = (comg,comj, hkg, hky, rhkg, rhk], 7%), plus m*, R* and
S* from A, B opens both commitments comp and com; to recover oj; and
oy, respectively. By assumption, this can be done in time 27"(X\). If 1 «
Sig.Verify(vk;=, m*, o), it outputs oj. Else if 1 « Sig.Verify(vk;«,m*, o7), it
outputs oj. Else, it aborts.

We now analyze the success probability of B in breaking the EUF-CMA property
of Def. 3.

Before A outputs a potential forgery, unless they query to corrupt vk;«, B only
differs from the experiment, in that it queries a signing oracle for vk;« instead of
computing signatures itself. Therefore until such a query would be made, the index
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7* is uniform in the view of A. The probability that A does not query OCorrupt on
i* is thus at least 1/¢. We now condition on this query not happening: Assume that
¥* output by A is such that 1 < Verify(X*,m*, R*, §*), where R* = (vk;,,...,vk;,).
Since NIWI is perfectly sound, then w.l.o.g, (m*, comg, hk, ho, rhko,7hg) € L. This
means there exists a tuple (vk’, 4, Sig.Vrfy',ind’, 7/, p’, 0’,7') such that it holds:

1 < SPB.Verify(hkg, ho,4’,vk', '), 1 <= SPB.Verify(rhkg, rho, ind’, Sig.Verify’, p'),
1 <+ CS.Verify(comg,o’,7') and 1 <« Sig.Verify'(vk’,m*, o’).

Thus, by the somewhere perfectly binding property of SPB we have that vk’ = vk,
with probability 1. Moreover, since i* is chosen uniformly at random from the point-
of-view of A, then i* = i;; with probability at least 1/¢. Since we assumed that the
vk are tagged with what scheme they correspond to, we can assume here that this is
then a valid forgery under Sig’.

If this happens, then ¢’ is a valid signature for message m* under vk;« and B is
able to break the EUF-CMA of Sig;. with probability at least E% Pr(l«+ Expﬂﬁfs].

Now, we need to analyse the time which B requires. Since A is PPT, and the
answering of requests is possible in polynomial time as well, as all algorithms invoked
run in poly(\), the time spent until .4 outputs a forgery is in poly(A). Then, B runs
in a total time of 27”()\) + poly(\). This contradicts the assumption that Sig;. is
EUF-CMA against adversaries running in time poly(\) - 7(X). O

Theorem 3 (Anonymity). Assume that SPB is index hiding, NIWI is witness-indis-
tinguishable and CS is computationally hiding. Then the scheme presented in Con-
struction 1 is 2-anonymous following Definition 61.

To prove the theorem above, we build a sequence of hybrids starting from the
anonymity game where b = 0 and ending at a hybrid describing the game for b = 1.
Let vk;, and vk;, be the challenge verification keys in the anonymity game and let
¥ = (m*, comg,comy, hkg, hky, rhkg, rhky,7) be the challenge signature build using
vki,. In the first hybrid, we change hk; and rhk; to be SPB hashing keys binding to
index 41. Next, we replace com; by a commitment of a valid signature under vk;,. In
the next hybrid, we can replace the proof m by a new one computed using the new
signature under vk;, (this change goes unnoticed by the witness indistinguishability
of the NIWI). We can now replace comg by a commitment of a valid signature under
vk;,. In the next step, we replace hk, and rhko to be SPB hashing keys binding to
index 4; and, finally, compute 7 as the proof that comg is a commitment to a valid
signature under vk;, , which hk, and rhkg bind to. Then we set com; to a commitment
of 0 again and reach the game with b = 1.

Proof. Let Ls = {Sig;}icin be a list of signature schemes. In the following we will
only modify our response to A after they made their challenge query. That means,
we have already received indices {ind; };c¢ from A and provided them with a ring R of
verification keys as well as random coins. Let now (ig, 71, m*, R*, S*) be the challenge
query of A in the game of Def. 61. We denote by jo,j1 the indices of vk;,,vk;, in
R* and by indj, ind} the indices of their corresponding signature schemes in S*. Let
S’ be the list of signature verification algorithms in S*. The proof of the theorem
follows from the following sequence of hybrids.
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Hybrid Hy. This is the real anonymity experiment defined in Def. 61 where b = 0.
That is, the challenger outputs ¥ = (m*, comg, comy, hkg, hky, rhkg, rhky, 7) where

Tig Sig.SignindiO (skig, m")

(hkq,shky) < SPB.Gen(1%,|R*|, jo) for a € {0,1}

T < SPB.Open(hkg, shko, R*, jo)
(rhkg, rshk,) <— SPB.Gen (1%, 5’|, ind}) for a € {0,1}

p < SPB.Open(rhkg, rshko, S, ind()

(comg, o) + CS.Commit(1*, oy,)

(comy, 1) CS.Commit(l’\,O)
7 < NIWI.Prove(z, w)

with statement & = (m, comg, comy, hko, hki, ho, k1, rhko, rhky, rho, rh1) and witness
w = (vk, jo, Sig.Vrfyindi0 ,indgy, 7, p, Tig s Y0)-

Hybrid #;. This hybrid is identical to the previous one except that it switches the
index in key creation to (hky, shki) <~ SPB.Gen(1%,|R*|, j1). Additionally, it computes
a new opening 7’ « SPB.Open(hky, shky, R*, j1).

Claim 1. Assume that SPB is index hiding. Then hybrids Hy and Hi are indistin-
guishable.

Proof. Assume an adversary A has a non-negligible advantage in distinguishing Hq
from H,. We build a reduction R against the index-hiding game as follows: R chooses
(|R*|, jo, j1) as challenge and receives hk; from the challenger. R uses this key instead
of computing (hky,shk;) « SPB.Gen(1*,|R*|,jo) in an otherwise perfect simulation
of Hp. As 7/ is not output in H;, from the view of A, the output of R is identical to
Ho, if the challenge bit in the index hiding game was 0 and identical to H; otherwise.
Therefore, we can output whatever A outputs and receive the same advantage. [

Hybrid #;,. This hybrid is identical to the previous one except that it creates
hashing keys (rhky,rshk;) < SPB.Gen(1*,|S’|,ind}). Additionally, it computes an
opening p’ < SPB.Open(rhky, rshky, S’,ind}).

Claim 2. Assume that SPB is index hiding. Then hybrids Hi and Hqp are indistin-
guishable.

The proof is identical to the one for Claim 1.

Hybrid Hs. This hybrid is identical to the previous one except that it uses o’ <
Sig.Signing, (ski;,m*) and (comy, y1) CS.Commit(1*, o).

Claim 3. Assume that CS is computationally hiding. Then hybrids Hqp and Ho are
indistinguishable.

Proof. Assume an adversary A has a non-negligible advantage in distinguishing H1p
from Hy. We build a reduction R against the hiding property of CS as follows: R
chooses mg = 0 and m; = ¢’ as challenge in the hiding game. Then it receives com
from the challenger and uses this commitment as com; instead of computing com;
itself in an otherwise perfect simulation of Hyp. As 1 is not needed in Hip or Ha, all
further computations are possible and the output of R is identically distributed to
Hip, if com commits to 0, and it is identically distributed to Ho otherwise. Therefore,
we can output whatever A outputs and receive the same advantage. ]
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Hybrid #s3. This hybrid is identical to the previous one except that it uses witness
w' = (vkiy, J1, Sig.Vrfyindil,ind/l, 7', 0,0’ ,71) to compute m + NIWI.Prove(z, w').

Claim 4. Assume that NIWI is witness-indistinguishable. Then hybrids Hs and Hs
are indistinguishable.

Proof. Assume an adversary A’ has a non-negligible advantage in distinguishing H-
from Hs. We build a reduction R against the witness indistinguishability game as
follows: R chooses (z,w,w’) where w = (vkio,jo,Sig.VrfyindiO,ind6,7‘,p, TigsY0) and
w = (vkil,jl,Sig.Vrfyindil,ind’l,T’,p’,a’,71) as their challenge. Then it receives a
proof 7 from the challenger that it uses instead of computing 7 <— NIWI.Prove(z, w)
in an otherwise perfect simulation of Hs. We remark that by our previous changes, the
conditions for the second disjunct in Lor are now fulfilled by correctness of SPB, CS
and Sig if the witness is w’. For the witness w, the first disjunct still holds, as no
changes were made to its inputs. This means the statement-witness pairs were valid
in all hybrids so far.

Now, clearly the output of R is identically distributed to Ha, if the challenge bit
in the witness indistuingishability game was 0 and to Hs otherwise. Therefore, we
can output whatever A outputs and receive the same advantage. O

Hybrid H4. This hybrid is identical to the previous one except that it randomly
chooses comq < CS.Commit(1*,0).

Claim 5. Assume that CS is computationally hiding. Then hybrids Hs and H4 are
indistinguishable.

The proof of the claim is identical to the proof of Claim 3.

Hybrid Hs. This hybrid is identical to the previous one except that it computes
(hkg,shko) < SPB.Gen(1*,|R*|,j1), T < SPB.Open(hk,, shko, R*,j1), (rhko, rshkq) <
SPB.Gen(1*,]5'],ind}) and p + SPB.Open(rhkg, rshkg, S’ ind}).

Claim 6. Assume that SPB is index hiding. Then hybrids Hy4 and Hs are indistin-
guishable.

The proof of the claim is identical to the proof of Claim 1.

Hybrid Hg. This hybrid is identical to the previous one except that it uses o
Sig.Signing, (ski;,m™) and (comg, o) < CS.Commit(1*,0").

Claim 7. Assume that CS is computationally hiding. Then hybrids Hs and Hg are
indistinguishable.

The proof of the claim is identical to the proof of Claim 3.

Hybrid H7. This hybrid is identical to the previous one except that it uses witness
w” = (vkiy, j1, SigVriying, ind}, 7, p,0”,7) to compute m < NIWI.Prove(z,w").

Claim 8. Assume that NIWI is witness-indistinguishable. Then hybrids Hg and Hr
are indistinguishable.

The proof of the claim is identical to the proof of Claim 4. We note, that now
again, the first disjunct in Log is fulfilled by the previous modifications.
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Hybrid Hg. This hybrid is identical to the previous one except that it randomly
chooses com; < CS.Commit(1*,0).

Claim 9. Assume that CS is computationally hiding. Then hybrids Hy and Hg are
indistinguishable.

The proof of the claim is identical to the proof of Claim 3.

Since Hg is identical to the experiment with challenge bit b = 1 and indistinguish-
able from Hg, we have therefore shown, that A can not have more than non-negligible
advantage. O

3.5 Non-Compact Universal Ring Signature from Wit-
ness Encryption

In this section we present a URS scheme from falsifiable assumptions. The resulting
URS has a signature size that scales with the size of the ring. We first present the
construction. Then, we proceed to the analysis of the scheme.

3.5.1 Construction

We now present our construction for URS from WE.
Construction 2. Let

PRF : K x [(] = {0,1}" be a PRF.
L' be a language such that

/ ({vki}tigg : 3 ({Sigij }je[e—1]7K) s.t.
L= r;, + PRF(K, i)
(vki,ski;) < Sig.KeyGen, (1%;7;;)

WE be a witness encryption scheme for language L.
SPB be a SPB hashing scheme;
L be a language such that

(m, ct, hk, h, rhk, rh, x) : 3(vk, i, Sig.Verify, ind, 7, p, 0, rct) s.t.
1 < SPB.Verify(hk, h,i,vk, T)
L= 1 < SPB.Verify(rhk, rh,ind, Sig.Verify, p) :
ct <+ WE.Enc(1*, 2, 0;7ct)
1 < Sig.Verify(vk,m, o)

where Sig.Verify is a description of the wverification algorithm of a signature
scheme Sig. We assume again, that for all schemes, |Sig.Verify| is bounded by
a polynomial B(N).

o NIWI be a NIWI scheme for the language

r . (m,cto,ctl,hko,hkl,ho,hl,rhko,rhkl,rho,rhl,a}) :
OR™ 1 3be{0,1} s.t. (n,cty, hky, hy, thky, 7hy, 2) € L [

We now describe the scheme in full detail.

Sign(l/\7 Ski7 m, R = (Vkla R 7Vk4)a iv S = {Slgz}lE[M]}) :

e Determine an indez ind with tag(vki, Sigi,q). Parse Sig;,q = (Sig.KeyGen,
Sig.Sign, Sig.Verify). Set S" = {Sig.Verify, };c(ar to be the list of verification
algorithms in S.
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e Compute o <+ Sig.Sign(sk;, m).

e Compute (hky,shky) < SPB.Gen(1*,¢,4) and hy <+ SPB.Hash(hky, R) for
b e {0,1}. Also, compute the proof T <— SPB.Open(hkg, shko, R, 7).

e Compute (rhky, rshky) < SPB.Gen(1*, M, ind) and rhy, <+ SPB.Hash(rhky, S’)
for b€ {0,1}. Also, compute the proof p <+ SPB.Open(rhkg, rshkg, S’,ind).

o Encrypt ctyg < WE.Enc(1*, 2/, 0:7¢) and ct; < WE.Enc(1},2/,0), where

' = R.

Set x = (m, cto, ct1, hkg, hky, ho, h1, rhko, rhky, 7ho, Th1, .CL‘/).

Set w = (vk, i, Sig.Verify;,q, ind, 7, p, 0, rt).

Compute the proof m < NIWI.Prove(z, w).

Output ¥ < (cto, cty, hkg, hky, rhkg, rhky, 7).

Verify(X,m, R, S) :

Parse ¥ = (ctg, cty, hkg, hky, rhkg, rhky, 7).

Set S = {Sig.Verify, };c(ar) to be the list of verification algorithms in S.
Compute hy <— SPB.Hash(hky, R) for b € {0, 1}.

Compute rhy < SPB.Hash(rhk,, S") for b € {0,1}.

Set x = (m, ctg, ct1, hky, hky, ho, h1, rhkg, rhky, 7ho, rh1, R).

If 1 < NIWI.Verify(z, ), output 1. Else, output 0.

Signature Size. A signature for a message m under a ring R (of size ) and a list
of schemes S (of size M) is of the form ¥ = (cto, cty, hkg, hky, rhko, rhki, 7). We first
analyze the size of the ciphertexts ctg, ct;. The circuit that verifies the relation R’ of
language £’ needs to have size at least O(¢ - poly())) since witnesses for this language
are of that size. It is clear that the conditions can be checked in a circuit of this size.

Moreover, a similar analysis as the one made for Construction 1 shows that the
total size of (hkg, hky, rhko, rhky, ) is O((log? + log M) - poly(\)). We may assume,
that M < ¢ because signature schemes that no corresponding key exists for in R may
be omitted without altering functionality.

We conclude that the signatures in this scheme have size O(¢ - poly(})).

3.5.2 Proofs

We now show that the construction presented above fulfills the required properties
for a URS due to Def. 58. We start by showing correctness. Then we proceed to
prove unforgeability and t-anonymity.

Theorem 4 (Correctness). The scheme presented in Construction 2 is correct, given
that NIWI is perfectly complete.

Proof. Let A € N, £,M = poly(}\), and Sig’ be a correct signature scheme. Let
further j € [¢], a messages m and a key pair honestly constructed by (vk,sk) <«
Sig’.KeyGen(1%) be given. Now, for R = (vki,...,vks) such that vk; = vk and S =
{Sig; }ic[n) such that Sig’ € S, we have to show

Pr [1 + Verify (Sign(l)‘,sk, m, R,j,5),m, R, S)} =1.

Clearly, the statement z in Verify (Sign(lk, skj,m, R,j,5),m, R, S) is identical to
the statement in Sign(l/\,skj,m,R, j,S). Therefore by the perfect completeness of
NIWI, it remains to show that w = (vk,i,Sig.Verify;4,ind, 7, p,0,rt) was a valid
witness. The case b = 0 in Log is fulfilled by construction and correctness of Sig’ and
SPB. Therefore, Vrfy outputs 1. O
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Theorem 5 (Unforgeability). Assume that the challenge signature schemes LS =
{Sig; }icm) are EUF-CMA, PRF is a pseudorandom function, NIWI is perfectly sound,
SPB is somewhere perfectly binding and WE is correct. Then, the scheme presented
in Construction 2 is unforgeable.

To prove the unforgeability of our URS, we once again guess which underlying
signature scheme Sig;. the adversary will break EUF-CMA unforgeability of. First,
we build a hybrid where the experiment computes all verification keys, except for
vk;+, using randomness from a PRF (instead of using truly random coins). Note that
this change goes unnoticed given that PRF is a PRF. Next, we build a reduction to
the unforgeability of the underlying signature scheme. The idea is similar to the proof
of Theorem 2. Namely, the goal of the reduction is to extract a valid signature from
either cty or ct;. To do this, note that the reduction is in possession of the key K
such that vk; is created using random coins PRF(K, 1), for all i # ¢* where vk, is
the challenge verification key. Then, by the correctness of the WE and the perfect
soundness of the NIWI, the reduction can use K to decrypt both cty and ct;. In
the end, there is a non-negligible probability that the reduction can extract a valid
signature under vk;«, thus breaking the unforgeability of the signature scheme.

Proof. Let A be a PPT adversary against the unforgeability of URS. Consider the
following sequence of hybrids.

Hybrid Hy. This is the real unforgeability experiment defined in Def. 60. In par-
ticular, all verification keys vk; computed by the challenger are computed honestly
using Sig.KeyGen, 4. for indices ind; provided by the adversary. That is, we compute
(vki, sk;) «— Sig.KeyGen; 4. (1*).

Hybrid H;. This hybrid is identical to the previous one except that the experiment
samples i* <—s [(]. Let {i1,...,i0—1} = [{] \ {i*}.
Note that this hybrid is identically distributed from the view of the adversary.

Hybrid H,; for j = {1,...,¢ —1}. This hybrid is identical to the previous one,
except that the challenger sets the verification keys vk;; to be computed using ran-
domness coming from a PRF. That is, the experiment samples K <s {0, 1})‘ and
computes (vk;;,sk;,) Sig.KeyGenindij(lA,nj) where 7, < PRF(K, ;).

Claim 10. Assume that PRF is a PRF. Then, hybrids H1 and Ho¢—1 are indistin-
guishable.

Proof. We prove that hybrids Hs ;1 and Hs; are indistinguishable, for all j €
{1,...,¢£—1} and where Ha g = H;.

Suppose that there is an adversary A that is able to distinguish hybrids Ha j_1
and Ha ;. Then, there is a reduction R that breaks the security of the underlying
PRF.

The reduction receives v from the challenger and computes the verification key vk;
by (vkj,sk;) « Sig.KeyGenindi_(l’\; v). For all i # j, the remaining vk; are computed
as in hybrid Hz ;1. From noszv on, the reduction behaves exactly as in Ha ;1.

Note that, if v <s {0,1}” is a uniform string then the simulation is identical
to Haj—1. On the other hand, if v < PRF(K,i;) for some K <s {0, 1}* then the
simulation is identical to Hs ;. Therefore, R outputs whatever A outputs and gets
the same advantage. O
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We now prove that we can reduce the hardness of unforgeability for the scheme
in Hybrid Hz ¢—1 to the EUF-CMA of the underlying signature scheme.

Let A be an adversary that wins in Hae—1. We provide the description of an
adversary B that breaks the EUF-CMA of one of the underlying signature schemes
Sigind,.- We will once again guess this index ind;« first. Then, let C be the challenger
in the EUF-CMA game for Sigj,y,, due to Def. 3.

1. B provides Ls = {Sig, };cn to A.

2. Upon receiving the indices {ind;};cq from A, B guesses an index i* < [(] at
random. It samples K <s {0,1}*. It creates (vk;, sk;) < Sig.KeyGenjpg. (1%;7;)
for all ¢ # ¢* where r; < PRF(K, i) and sets vk;« to be a verification key under
Siging,. given by the challenger C for EUF-CMA security of that scheme. B
sends R = {vk; };cq to A.

3. B simulates the oracles 0Corrupt, URSign and 0Sign in the following way:

e 0Corrupt(i): Whenever A sends a query i, B reveals sk; if i # i*. Other-
wise, it aborts the protocol;

e URSign(m, R,i,5): Whenever A sends a query (m, R,i,S), B proceeds as
in the experiment, for i # ¢*. If i = i*, B checks whether vk;x € R and
denotes its position as j*. If additionally Sigj,q., € S, B sends a query to
C for message m and, upon receiving the signature o for m, it proceeds to
compute a signature X as in the hybrid, using ¢ instead of computing it
itself.

e 0Sign(i,m): Whenever A sends a query (i,m) with i # i*, B sends o «
Sig.Sign(sk;, m). Otherwise, it sends a query m to C and, upon receiving
a signature o, it outputs o to A.

4. Upon receiving ¥* = (ct§, ct}, hkg, hky, rhkg, rhk], 7%), plus m*, R* and S* from
A, B decrypts of < WE.Dec(ctj,w’) and of < WE.Dec(ct},w’), using the
witness w’ = ({Siging, }icq\{i*}> I). Per our construction of the keys, this is
a valid witness. If 1 « Sig.Verify(vk;x, m*, o), it outputs of. Else if 1 <
Sig.Verify(vk;«, m*, o7), it outputs o7.

Note that the statement z’ is in £’, because B creates all verification keys vk; as
(vki, sk;) < Sig.KeyGen;pq. (1*,7;), where r; - PRF(K, 1) for all i # i*. A witness for
x' is thus exactly w’ = ({Siging, }icg\ firy> K)-

Following a similar analysis as the one of Theorem 2, we conclude that B succeeds
in extracting a valid forgery with probability at least E% Pr [1 — Epo,Fffs].

Remark also that B only takes polynomial time to output a valid forgery, given

that A runs in polynomial time. This concludes the proof of the theorem. O

Theorem 6 (t-Anonymity). Assume that NIWI is witness-indistinguishable, SPB is
index hiding and WE is soundness secure. Then the scheme presented in Construction
2 is t-anonymous where t = (A—w(log X)) /q and q is a lower bound of the min-entropy
of verification keys in the ring.

The proof of the theorem is similar to the proof of Theorem 3. However, now we
would like to use the security of the WE to replace ct; by an encryption of a valid
signature under one key (and then replace back by an encryption of 0). To do this,
we note that (unlike the unforgeability security proof described above) all verification
keys in R are computed using truly random coins. The challenge ring given by the
adversary must include at least ¢ of these keys. A simple information-theoretical
argument states that there is only a negligible probability that there is a PRF key K
such that ¢ — 1 of these honestly generated verification keys are malformed. This is
because they are sampled independently and thus it is unlikely that they are correlated
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via a PRF key. Hence, we can conclude that ¢ — 1 verification keys in the adversary’s
ring are not created using random coins PRF(K i), except with negligible probability.
In other words, there is a negligible probability that ' € £’. We can thus use the
security of the WE to safely replace encryptions of signatures and encryptions of 0.
That is, we switch out the encrypted signature in cty from one under one challenge
key to a signature under another one.

Proof. Let Ls = {Sig;}ic;n) be a list of unforgeable signature schemes. In the
following we will only modify our response to A after they made their challenge
query. That means, we have already received indices {ind;};c, from A and pro-
vided them with a ring R of verification keys and respective random coins. Let now
(m*, R* = (vki,...,vk}), 8* = (Sigh, ..., Sig,), (jr)key) be the challenge query of A
in the game of Def. 61. Let jo = ji for any k € {2,3,...,t}. We show that the
encryptions using vk}, and vk} are not distinguishable. Let ig,41 be the indices for
these challenge keys in K, that is vk, = vk ,vk;, = vk} in R* and by indg,ind} the
indices of their corresponding signature verification schemes in S*. The proof of the
theorem follows from the following sequence of hybrids.

Hybrid #Hp. This is the real anonymity experiment defined in Def. 61 where the
key at index jp is used in encryption. That is, the challenger outputs a signature
¥* = (cto, cty, hkg, hky, rhkg, rhki, 7) where

oo Sig.Signindi0 (skig, m™)
cty WE.Enc(lA, &', 00;Tet)
ct; + WE.Enc(1*,2/,0)

7 < NIWI.Prove(x, wp)

where z = (m, ctg, ctq, hkg, hky, ho, h1, rhko, thky, rho, 7Ry, R*), 2’ = R* and wy =
(vk, jo, Sig.VrfyindiO, indj), 7, p, 00, Tct)-

Hybrid H;. This hybrid is identical to the previous one, except that the chal-
lenger sets (hky,shki) ¢ SPB.Gen(1*,|R*|,j1). Additionally, it computes 7/ <
SPB.Open(hky, shky, R*,j1). Also, it sets (rhky, rshk;) «- SPB.Gen(1%,]5’|,ind}). Ad-
ditionally, it computes p’ < SPB.Open(rhky, rshky, S’;ind}).

Claim 11. Assume that SPB is index hiding. Then hybrids Ho and Hi are indistin-
guishable.

The proof of the claim is identical to the proof of Claim 1.

Hybrid Hs. This hybrid is identical to the previous, except that the challenger
computes o Sig.Signindi1 (ski,,m*) and sets ct; < WE.Enc(1*, 2/, oq;7%,).

Claim 12. Assume that WE is soundness secure. Then hybrids Hi and Ho are
indistinguishable.

Proof. First, note that all verification keys vk; given to the adversary A are generated
as (vk;, sk;) « Sig.KeyGen;pq (1%;7;) where r; s {0,1}* (here we explicitly input
random coins 7; into the key generation algorithm).

We claim that, if each r; <s {0,1}", then 2/ ¢ £’ except with negligible prob-
ability. To prove this, we show that if vk; < Sig.KeyGen(1*,r;) for r; «s {0,1}*
then there is a negligible probability that there exists a PRF key K such that
vk} + Sig.KeyGen(1*, PRF (K, i)) and vk; = vk} for at least t — 1 keys.
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Assume that the min-entropy of each verification key is at least ¢ bits, that is,
Heo(vk;) > g. Since each vk; is independently sampled then Hoo(vki, ..., vki—1) >
(t —1)g. On the other hand, the number of ¢ — 1 tuples (vk},...,vk}_;) such that
each vk! is created using vk} « Sig.KeyGen(1* PRF(K,i)) is 2*. This is because of
two reasons: i) once we choose the PRF key K € {0, 1})‘, the verification keys vk; are
fixed; and ii) the number of different PRF keys is 2*.

We now compute the probability that (vki,...,vki—1) = (vki,...,vk_;) where

vk, < Sig.KeyGen(1*, PRF(K, 1)) for some K € {0,1}*.
Since Hoo (vky, ..., vki—1) > (t—1)q, by definition of min-entropy it holds that for any
fixed tuple (a1,...,a:—1) in the range of Sig.KeyGen we have that the probability of
all vk; cooinciding with the «a; is bounded by Pr[(vky,...,vki—1) = (a1,...,q1-1)] <
2~ (=14, Hence,

(Vki,...,vk—1) = vk Sig.KeyGen(lA, PRF(K,1)) < o\ 1
(VKY, - ooyvkgg) for some K € {0,1}* =7 2(t-1)q
— 9A=(t=1)g

Pr

where the first inequality is obtained by applying a union bound over the number
of possible different PRF keys. Setting ¢ > (A + w(logA))/q + 1, we get that the
probability above is negligible in A. Hence 2’ ¢ £ except with negligible probability.

Now, since 2’ ¢ £’ and given an adversary that distinguishes both games, we can
easily build a reduction R that breaks the soundness security of the underlying WE.
The reduction simply sets mg = 0 and m; = o7 as the messages to be sent to the
challenger of the soundness security of WE. Upon receiving a ciphertext ct from the
challenger, it sets ct; = ct in an otherwise perfect simulation of Hy. If b = 0 (in the
soundness security game), then the game played by A is identical to Hg, otherwise
it is identical to Hi. Therefore, R outputs whatever A outputs and gets the same
advantage. O

Hybrid Hs3. This hybrid is identical to the previous one, except that the challenger
computes 7 <— NIWI.Prove(z, w1) where wy = (vk, , j1,Sig.Vrfy;ng, ind}, 7, 0/, 01, 7L).

Claim 13. Assume that NIWI is witness indistinguishable. Then hybrids Hs and Hs
are indistinguishable.

The proof of the claim is identical to the proof of Claim 4.

Hybrid H4. This hybrid is identical to the previous, except that the challenger
computes o} Sig.Signing, (skiy, m*) and sets ctg WE.Enc(1*, 2/, o} 7).

Claim 14. Assume that WE is soundness secure. Then hybrids Hs and H4 are
indistinguishable.

The proof of the claim is identical to the proof of Claim 12.

Hybrid Hs. This hybrid is identical to the previous one, except that the chal-
lenger sets (hkg,shkg) < SPB.Gen(1*,|R*|,51). It computes 7 < SPB.Open(hk,,
shko, R*,j1). Also, it computes (rhkg,rshkg) < SPB.Gen(1*,|S'|,ind}) and p <
SPB.Open(rhkg, rshkg, S, ind}).

Claim 15. Assume that SPB is index hiding. Then hybrids H4 and Hs are indistin-
guishable.

The proof of the claim is identical to the proof of Claim 1.
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Hybrid Hg. This hybrid is identical to the previous one except that the challenger
sets m <— NIWI.Prove(z, ws) for we = (vk;,, j1, Sig.Vrfyindil,ind’l, T, p, 00, 1%).
Claim 16. Assume that NIWI is witness indistinguishable. Then hybrids Hs and Hg

are indistinguishable.

The proof of the claim is identical to the proof of Claim 4.

Hybrid H;. This hybrid is identical to the previous one except that the challenger
sets ct; < WE.Enc(1*,2,0).

Claim 17. Assume that WE is soundness secure. Then hybrids H¢ and H7 are
indistinguishable.

The proof of the claim is identical to the proof of Claim 12.
This hybrid is identical to the real anonymity experiment of Def. 61 where the
key at index j; is used in encryption. This concludes the proof of the theorem. [

3.6 Compact Witness Encryption for Threshold Con-
junction Languages

In this section we present a WE scheme that is compact for threshold conjunction
languages. We first define the notion of threshold conjunction languages.

Definition 62 (Threshold Conjunction Languages). Let £ be an NP language, with
relation R. We define a (t, N)-threshold conjunction language L' as follows

L= {(‘/Elw"ny) : H{ij}jg[ﬂ € [N] s.t. T, € ,C},

In other words, an accepting instance (z1,...,xy) of £ is one such that there are
at least ¢ accepting instances z;;.

3.6.1 Construction from Indistinguishability Obfuscation

We now describe our WE scheme for any (¢, N)-threshold conjunction language L'
The protocol achieves compact ciphertexts, i.e., of size O(log N), when N —t €
O(log N).

Construction 3. Let N € poly(X\) and t be such that N —t € O(log N) and L be an
NP language. Let

o LSS be a (t,N)-LSS scheme. In the following, we assume that shares can be
written as strings in {0, 1}A.

WE be a (non-compact) WE scheme for language L.

iO be an obfuscator for all circuits.

PPRF be a puncturable PREF.

SSB be an SSB hashing scheme.

Additionally, consider the following circuit C[\, hk, h, ko, k1,t, N| which has the values
A, hk, h, kg, k1, t and N hardwired.
C[\, hk, h, ko, ki, t, N|(i, 7, ;) :

e If 0« SSB.Verify(hk, h,i,x;, ;) ori >t, return L.
e Compute s; < PPRF.Eval(ko,?) and random coins r; < PPRF.Eval(ky,1).
o Compute ct; + WE.Enc(1*, z;, s;;7;). Output ct;.

We now define the WE scheme for the (t, N)-conjunction language L'.
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Enc(1*,z,m) :

e Parse x = (r1,...,ZN).

e Create PPRF keys ko + PPRF.KeyGen(1*) and k; < PPRF.KeyGen(1?).
e Fori € [t — 1], compute pseudorandom shares s; <+ PPRF(kq,i). Compute
the remaining shares (¢, ...,sy) < LSS.RemainShare(m, s1,...,s;-1).

o Compute hk < SSB.Gen(1*,t — 1, 5) for j <s [t — 1]. Moreover, compute

h SSBHash(hk, {{Bl, .. ,.Z‘t_l}).
e Consider the circuit C = C[\, hk, h, ko, k1,t, N]. Compute C + i0(1*,C).
e Foric{t,...,N}, compute encryptions ct; < WE.Enc(1*, z;, 5;).
e Output ct = ({cti}ie{t’m’N},C_, hk).

Dec(ct, w) :

e Parsect as ({cti}icqr,. vy, Cohk) and w = (wiy, ..., w;,).

e For i € [t — 1], compute 7; < SSB.Open(hk,{z1,...,24-1},i) and run
ct; <+ é(’i,ﬁ,:ﬂﬂ.

e Forj € [t], decrypt s;; < WE.Dec(ct;;, w;;).

e Reconstruct m <— LSS.Reconstruct(s;,, ..., s;,). Output m.

Ciphertext Size. The ciphertext is of the form ({ct;};cs,.. N1, C,hk). Assume that
the language £ has a verification circuit Cz and N —t € O(log(N)).

The ciphertexts ct; for ¢ € {t,..., N} have size O(|C| - poly(\)). Since N —t €
O(log(N)), then the size of {ct;}icqs,.. Ny is O(log(N) - [C| - poly(})).

The obfuscated circuit C implements the SSB.Verify algorithm which is of size
O(log(N)). Moreover, all other operations in C are independent of N and depend
only on |Cz|. Hence, |C| € O(log(N) - |Cz| - poly(A)).

Finally, the hashing key hk is of size O(log(/N)) by the efficiency requirements of
SSB.

We conclude that the scheme presented above outputs ciphertexts of size O(log(N)-

IC| - poly(X)).

3.6.2 Proofs

We now prove that the witness encryption scheme described above is correct and
soundness secure following our definition of witness encryption, Def. 48.

Theorem 7 (Correctness). The scheme presented in Construction 3 is correct, given
that LSS, SSB and WE are correct.

Proof. Assume that z = (z1,...,2y) € L. That is, there exists indices i1, . .., iz such
that z;; € L. Let w;,,...,w;, be the corresponding witnesses.

First, note that for all ¢ € [¢t] and by the correctness of the SSB hashing scheme, the
circuit C[A, hk, h, ko, k1,t, N](i, 75, 2;) always outputs ct; < WE.Enc(1*, 2;, s;) since
1 + SSB.Verify(hk, h, i, z;,7;) for hk < SSB.Gen(1*,t — 1, 5) (for j < [t — 1]), h
SSB.Hash(hk, {z1,...,z:—1} and 7; <- SSB.Open(hk, {z1,...,2:_1},1).

Moreover, s;; < WE.Dec(ct,;j,wij) holds by the correctness of the WE scheme,
giving us access to t of N shares. Finally, the correctness of the LSS scheme implies
that we succesfully extract m <— LSS.Reconstruct(s;,, ... s;,). O

Theorem 8 (Soundness security). The scheme presented in Construction 3 is sound-
ness secure given that SSB is index hiding and somewhere statistically binding, iO is
a secure 1O obfuscator, PPRF is pseudorandom at punctured points, WE is soundness
secure and LSS is private.
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Before presenting the formal proof, we give a brief outline of it. The proof follows
a sequence of hybrids, where the last one can be reduced to the privacy of the LSS.
First, note that if = ¢ £’, then there do not exist ¢ instances x; € £. Assume, for
simplicity that ¢t = N, then there exists an index ¢* such that x;» ¢ £. We start with
a hybrid that is identical to the real soundness security game.

Then, we use the index hiding of the SSB hashing scheme to replace hk by a
hashing key that is binding to index ¢*. We then use the puncturing technique of
Sahai and Waters [SW14]. That is, we create punctured PRF keys k{, and k] (by
puncturing the PPRF keys kg and k; respectively) at the point ¢*. At the same time,
we embed into the obfuscated circuit the ciphertext cty« < WE.Enc(1}, x4, 5474+
where s;» +— PPRF.Eval(ko,i*) and 1+ < PPRF.Eval(k1,i*). Given that the SSB key is
somewhere statistically binding at the point 7*, the circuits are functionally equivalent
and we can use the security of the O obfuscator to argue indistinguishability. We
can now replace the values s;=, r;= by uniform ones since the PPRF is pseudorandom
at punctured points. Finally, we replace ct;« by an encryption of 0. To conclude the
proof, we can easily build a reduction to the security of the LSS.

In the more general case, some WE encryptions with respect to false statements
are computed using the obfuscated program and some of them are given in the plain.
For the former ones, we simply repeat the process above. For the latter ones, we use
the security of the WE to replace these encryptions by encryptions of 0.

Proof. Assume that x ¢ L£'. That is, there exists x;; ¢ £ for j € [N —t + 1] (where
N —t+1¢€log(N)). Let § € [N] be such that i1,...,i5 <t —1 <ist1,...,iN—t+1-
The proof of the theorem follows from the following sequence of hybrids:

Ho ~e Hi1 ~e -~ Hip

~e Hot e = Has

e H§,1 R e HJ,S

Re Hot1,1 Re - e He41 N—t+1-5

The first hybrid Hy denotes the real soundness security experiment of Def. 50. The
last hybrid can be reduced to the privacy of the underlying LSS.

Hybrid Hy. This is the real soundness security game as defined in Def. 50.

Hybrid H;; for j = 1,...,6. This hybrid is identical to the previous one, if
J = 1, and identical to H;_15 otherwise, except that the challenger sets hk <«
SSB.Gen(1*,t —1,4;) if i; <t — 1.

Claim 18. Assume that SSB is index hiding. Then hybrids H;—10 and H;1 are
indistinguishable, for j € {1,...,0} where Hoo = Ho and H;j—10 = Hj—15 (defined
below).

The proof of the claim is similar to the proof of Claim 1.
We introduce an event bad; for j € {1,...,d}, which is fulfilled if the fresh
honestly generated key hk <— SSB.Gen(1*,t—1,i;) in H; is not statistically binding.

Hybrid #H;»2 for j7 = 1,...,6. This hybrid is identical to the previous one ex-
cept that, if i; < ¢ — 1, the challenger computes the keys k{ « PPRF.KeyGen(1%)
and k| < PPRF.KeyGen(1*), the punctured keys k;; < PPRF.Puncture(k(, S) and
k;j < PPRF.Puncture(ky, S) where S = {i1,...,i;}, and sets ko = k;; and k; = k‘;J
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Moreover, it computes ct;; « WE.Enc(lA,xij, si;;7i;) where s;, < PPRF.Eval(kg, ;)
and r;; «- PPRF.Eval(k], ;).
Additionally, the challenger modifies

C= C[)\, hk, h, k‘o,]{il,t,N,Ctil, e ,Ctij,l]

to a circuit
D= DP\, hk, h, ko, k1,t, N, ctiy,. .. ,Ctij_l,ctij}

that behaves exactly as C except on input (i,7;,2;) with ¢ = ¢;. In this case, the
circuit D first checks if 1 < SSB.Verify(hk, h, i, z;, 7;) and, if so, it outputs ct;, that
is hardwired.

This hybrid is defined for j = 1,...,d. Note that the number of hardcoded
ciphertexts is bounded by § < N —t+ 1 = O(log(N)).

Claim 19. Assume that iO is a secure 1O obfuscator for all circuits and SSB 1is
somewhere statistically binding. Then hybrids H;1 and H;2 are indistinguishable for

j=1{1,...,6}.

Proof. Given an adversary A’ that is able to distinguish both hybrids, we can build
a reduction R that breaks the security of the underlying iO scheme.

To see this, first observe that the circuits C and D are functionally equivalent.
That is, for every input (i, 7;,z;), we claim that

C(i, Tiy acz) = D(i, Tis .%'Z)

This fact can be established by noting that the only possible inputs where C and D
could differ are of the form (i, -, ).

Let us consider two cases: Case one is that bad; happened. By SSB being

statistically binding this happens with negligible probability. We accept that the
simulation fails in this negligible case.
In the other case the SSB key hk is binding at position i; and we have that there
exists only one possible form of inputs (i;,-,) that output something different then
L. For both circuits that is an input (ij, 7i;, 7;;) for the correct z;; for index i; and
a verifying SSB proof 7;;.

For this type of input D outputs the hardwired ciphertext ct;; « WE.Enc(l)‘,
T, 8i;;7i;), where s;; <— PPRF.Eval(kg,i;) and r;; < PPRF.Eval(k{,i;). This coin-
cides with the output of C by definition.

We now describe the reduction R against security of iO. The reduction R chooses

C= C[)\, hk, h, ko, k1,t, N, ct;,, ... >Ctz’j,1]

and
D = 'D[)\, hk, h, ko, k1,t, N, ctip,... 7Ctij,17Ctij}

as challenge circuits. Upon receiving the obfuscated circuit C from the challenger, R
simply outputs the ciphertext ct = ({cti}ie{t,m’N},@, hk) (where all other values are
computed as in hybrid H;1).

Remark that, if C < iO(1%,C), then the game is identical to Hj1. Else if C +
iO(1*, D) the game is identical to H;2. The reduction outputs the same as A and
has the same advantage minus the negligible advantage of bad; happening. O

Hybrid H;3 for j = 1,...,6. This hybrid is identical to the previous one except
that, if i; < ¢ — 1, the challenger samples 7;; <s {0, 1}/\.
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Remark on Ciphertext Size. Note that we are puncturing the PPRF on at most
N—t+1 € O(log N) points. So the size of the punctured key is O(log N-poly(})). This
means the size of the ciphertext of our WE scheme does not exceed O(log NV - poly())).

Claim 20. Assume that PPRF is pseudorandom at punctured points. Then hybrids
H;o and H; 3 are indistinguishable.

Proof. Let A’ be an adversary that distinguishes both hybrids. We build a reduction
R that breaks the pseudorandomness at punctured points of the underlying PPRF.

The reduction works as follows: It sends S = {i1,...,7;} to the PPRF challenger.
Upon receiving kg and the challenge "= {yi,...,y;}, the reduction behaves exactly
as in hybrid H; 2 except that it sets k1 = kg and Ti; = Yj-

Observe that, if y; <~ PPRF.Eval(k,i;) then the simulated game is identical to
Hj2. Else if y is uniformly chosen, then the simulated game is identical to H;3. We
output whatever A outputs and conclude that R breaks the pseudorandomness at
punctured points with exactly the same advantage that A has in distinguishing the
hybrids. O

Hybrid H;4 for j =1,...,6. This hybrid is identical to the previous one except
that, if i; <t — 1, the challenger samples s;, s {0, 1}A.

Claim 21. Assume that PPRF is pseudorandom at punctured points. Then hybrids
Hj3 and H;a are indistinguishable.

The claim follows by a similar argument as the one of Claim 20.

Hybrid H;5 for j = 1,...,6. This hybrid is identical to the previous one except
that, for the next index i; < ¢t — 1 with z;, ¢ L, the challenger computes ct;; as
ctj; < WE.Enc(1%, 7;;,0). This is one of the hardwired ciphertexts in the circuit.

Claim 22. Assume that WE is soundness secure. Then hybrids H;a4 and H;s are
indistinguishable.

Proof. Let A be an adversary that is able to distinguish the hybrids. We build a
reduction R that breaks the soundness security of the underlying WE scheme. We
note that by definition z;; ¢ L.

The reduction simply sends the challenge messages mo = s;; and m; = 0. Upon
receiving ct from the challenge, R behaves exactly as in hybrid H;4 except that it
sets ct;; = ct. Note that if ct «+ WE.Enc(l)‘,a:ij,sij) then the game is identical to
Hj 4, whereas if ct < WE.Enc(l)‘, Tij, 0) then the game is identical to H; 5. We output
whatever A outputs and conclude that R breaks the soundness security with exactly
the same advantage that 4 has in distinguishing the hybrids. O

Hybrid Hsi1; for j =1,...,N —t+1—4. This hybrid is identical to Hs 5 for
J = 1 and identical to Hs41 j—1 otherwise, except that for the next index is; for
which we have t —1 <i51; < N and z;, ¢ L by definition, the challenger computes
Cti, 5 as ctj s < WE.Enc(1%, Ti; 5, 0).

Claim 23. Assume that WE is soundness secure. Then hybrids Hsi1 j—1 and Hsy1 j
are indistinguishable, for j =1,... ., N —t+1 -0 where Hs110 = Hss-

The claim follows by a similar argument as the one of Claim 22.
We finally show that the advantage of the adversary is negligible given that the
LSS is private.



66 Chapter 3. Universal Ring Signatures

Claim 24. Assume that LSS is private. Then the advantage of A in Hsi1 N—t+1—5
s negligible.

Proof. Let A be an adversary that breaks the soundness security of our scheme in
hybrid Hs41,N—t+1-5. We show that there is a reduction R that uses A and breaks the
privacy of LSS. A starts by sending (mq, m1), which R redirects to the LSS challenger.
R receives (Sir,...,5;; ). It sets sy = 53+ for all i € [NJ\ {i1,...,in—¢t+1}- Then,
it behaves exactly as in hybrid Hs41 y—+1-5. Upon receiving a bit b” from A, R
outputs b”.

Note that the game is identical to the game in Hsi1 ny—¢41-¢ With challenge bit
b’ = b where b is the bit of the LSS game. Hence, R has the same advantage as A. [

This concludes the proof of the theorem. O

3.6.3 Compact Universal Ring Signature from Compact WE for
Threshold Conjunction Languages

Consider again the URS construction of § 3.5. One of the requirements of this URS
scheme is a (non-compact) WE for a language £’ which is itself a (N —1, N)-threshold
conjunction language. When we plug the WE scheme for (¢, N)-threshold conjunction
languages as a drop in replacement for non-compact WE, we obtain a compact URS
scheme.

Specifically, the following theorem is a direct consequence of plugging the compact
WE scheme for (¢, N)-threshold conjunction languages described above with the URS
signature from § 3.5.

Theorem 9. Let

e PRG: {0,1}"% = {0,1} be a PRG.

e L' be the (£ — 1,¢) threshold conjunction language defined in Construction 2.

e WE be a compact witness encryption scheme for the (¢ —1,¢) threshold conjunc-
tion language L'. As we have just established, this primitive can be built from
secure 10, (£ —1,¢)-LSS, (non-compact) WE for NP, PPRF and SSB.

e SPB be a SPB hashing scheme;

o L and Lor be the languages defined in Construction 2.

e NIWI be a NIWI scheme for Lor.

Then there exists a URS scheme that satisfies correctness, anonymity and unforgeabil-

ity. Moreover, a signature X with respect to a ring of users R and a ring of signature
schemes S has size |X| € O((log ¢ + log M)poly(X)) where ¢ = |R| and M = |S]|.

Proof. The construction is the same as the one of Construction 2 where the standard
WE scheme is replaced by our new compact WE scheme for (¢ — 1,¢) threshold
conjunction languages of Construction 3.

The size of the signature in the Construction 2 is dominated by the size of the
non-compact WE ciphertexts. By replacing it by the compact WE for threshold
conjunction languages, it is easy to see that the resulting signature has size O((log ¢+
log M)poly(A)).

The properties of correctness, unforgeability and anonymity can be established
using the same arguments as the ones of Thms. 4 to 6. O
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Chapter 4

Practical Signature Witness
Encryption and Time Release

In this chapter, we formally introduce the notion of Signature Witness Encryption
(SWE) for multi-signatures, which allows users to encrypt a plaintext with respect
to a tag and a set of signature verification keys. Once a multi-signature on the tag
under a threshold number of the verification keys is released, this signature can be
used to efficiently decrypt an SWE ciphertext for this tag.

We instantiate an SWE scheme for a modified BLS multi-signature scheme, focus-
ing on concrete efficiency of our constructions. We demonstrate that our modified BLS
scheme is in fact an aggregate signature, allowing to securely compress signatures of
different signers on potentially different messages into an aggregated signature. While
we will only define our SWE scheme with regard to multi-signatures, where all singers
sign the same message, this is to show that our modified BLS can be used comparably
to the original BLS signature scheme [BLS01], which is adapted to support aggrega-
tion of signatures on distinct messages [BGLS03] as well as multi-signatures [Bol03;
RYO07].

To showcase practicability of SWE, we further present McFly, which is a proto-
col that combines SWE with a suitable blockchain in order to achieve time-release
encryption contingent on the blockchain committee signing blocks.

The chapter is taken almost verbatim from [DHMW?22], which is the full version of
[DHMW?23]. These are joint work with Nico Déttling, Lucjan Hanzlik and Bernardo
Magri published at Financial Cryptography and Data Security 2023.

4.1 Structure and Contributions

The structure of this chapter is as follows:

e In § 4.2 we will provide a technical outline detailing the high-level ideas of our
construction as well as comparisons to related work and a discussion of our
results.

e In § 4.3 we formally introduce the definition of signature-based witness en-
cryption for multi-signatures and further state the definitions of aggregate and
multi-signatures that we will work with in this chapter. Specifically, we assume
a key registration model: Verification keys must be provided with a proof of
knowledge of the corresponding secret key.

e Then we proceed to construct these primitives: We construct an aggregate /multi-
signature scheme based on BLS in § 4.4, and a compatible SWE scheme in § 4.5.

e In § 4.6, we add a NIZK proof-system to show well-formedness and additional
properties of encrypted messages and make our SWE scheme verifiable.

e In the end, we showcase practicability of our SWE scheme, by providing our
McFly protocol, which integrates SWE with a blockchain and its properties
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and possible applications in Section 4.7. This includes a formalization of our
requirements on the underlying blockchain and the resulting security guarantees
of our McFly protocol in § 4.7.1.

We now outline our contributions in a little more detail:

An Efficiency-Oriented Signature Witness Encryption Construction. Our
construction of signature-based witness encryption (SWE) is made with efficient de-
ployment in a blockchain context in mind. We focus here on the original definition of
SWE, which originates from [DHMW22] and mandates compatibility of the scheme
with multi-signature schemes as input and batch encryption for efficiency. We in-
stantiate SWE with a multi-signature scheme Sigage, which is a BLS scheme with
a modified aggregation mechanism. This choice is informed by BLS being a popu-
lar choice in blockchains due to their small signature size when aggregating. Our
construction is based on the Boneh-Franklin IBE [BF01] and is proven secure in the
random oracle model under the BDH assumption. As opposed to the Boneh-Franklin
IBE, which is restricted to bit messages, we allow a message space of k-bit messages
for a small fixed k.

Informal Theorem 5 (Constructions 4 and 5, Thms. 10 to 12 and 14). There
exists a pairing-based signature witness encryption scheme SWE for a BLS-style multi-
signature with modified aggregation, which is proven secure in the random oracle
model under the BDH assumption and the co-CDH assumption. It supports batch
encryption of multiple messages of k bits each. Encrypting { messages with respect
to n verification keys results in a ciphertext size of O(n + ).

Concrete efficiency of encryption and decryption of SWE is supported by a ref-
erence implementation, targeting a closely related variant, which is presented in the
full version of our paper [DHMW22]. A small discussion on efficiency can be found
in § 4.5.2.

Verifiability. Our definition of SWE as described so far only provides the guar-
antee that correctly encrypted SWE ciphertexts allow decryption if and only if a
corresponding multi-signature becomes available.

Towards use cases in decentralized settings with limited trust, we want to assure
the receiver of an SWE ciphertext that decryption will work and yield a useful mes-
sage. We add a NIZK proof layer, to make our SWE scheme verifiable in the sense
that an encryptor can show that 1) decryption will consistently be possible, once
a multi-signature under any qualified signer set becomes available and that 2) the
encrypted message has additional properties captured by an NP language.

Informal Theorem 6 (Construction 7, Thm. 17). There exists a NIZK proof con-
sisting of (SWE.Prove, SWE.Vrfy) that extends SWE to be a verifiable SWE scheme,
which is proven secure in the random oracle model under the BDH assumption.

McFly Protocol. As an application, we build an “encryption to the future” pro-
tocol, called McFly, by combining SWE with a Byzantine Fault Tolerance (BFT)
blockchain or a blockchain finality layer.

In McFly, we will treat the blockchain as a time-keeper: We SWE-encrypt a
message with respect to a specified block height (which represents how far into the
future the message should remain hidden) and the set of verification keys of the
committee members expected to sign that block. Once the committee produces and
publishes the block at the specified height, the resulting block signature serves as the
witness required to decrypt the SWE ciphertext.
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We will provide some context on this protocol and the necessary properties of the
underlying blockchain.

BFT Blockchains and Finality. In a BFT blockchain like Afgjort [DMMNT20],
assuming an honest (super)majority of committee members, finality is guaranteed:
once a block is agreed upon, it is irrevocably part of the blockchain, and no conflicting
alternative branch (a fork) can later appear. In a finality layer, such as Ethereum’s
Casper [BG19], finality is applied only to some blocks at regular intervals, which
serve as checkpoints. For simplicity, in this chapter, we will explicitly assume that all
blocks are immediately finalized, but our results can be easily adapted to the more
general setting where a subset of blocks at predictable heights are finalized.

This finality allows us to treat published blocks as reliable, immutable time mark-
ers for our time-release functionality McFly.

Blockchain Requirements. To instantiate McFly, the underlying BFT or finality
layer blockchain must satisfy the following additional properties:

e Known Committee. Every (final) block in the chain must be signed by a com-
mittee of parties. We model these committees as static. Our protocol extends
to the case of dynamic committees. In that case, the committee responsible for
signing a block at a particular height must be known some time in advance.
How much “time in advance” the committee is known is what we call the hori-
zon (following the nomenclature of Gentry et al. [Gen+21]). This horizon limits
how far into the future we can encrypt.

e Multi-Signature Scheme. Block signatures must be generated using an
SWE-compatible (multi-)signature scheme.

e Block Structure. We assume that blocks have a predictable header, which we
will model by a block counter, and some data content. When finalizing a block
the committee signs the block as usual, but additionally, it also signs the block
counter separately. They can use the same keys for this. This is safe whenever
the underlying signature is a hash-and-sign scheme as is commonly the case.

e Public Key Infrastructure. The public keys of the committee members must
have a proof of knowledge. This can be achieved, e.g., by registering the keys
with a PKL

e Honest Majority Committee.” The majority of the committee behaves
honestly. That is, there will not be a majority of committee members colluding
to prematurely sign blocks.

e Constant Block Production Rate. To have a meaningful notion of “wall-
clock time”, the blocks must be produced at a near constant rate.

1

To model the requirements above, we present a blockchain functionality in § 4.7.1
and later we show the security of the McFly protocol in this hybrid model.

Informal Theorem 7 (Construction 8, Thms. 18 to 20). We can integrate a block-
chain with properties as listed above with SWE to achieve efficient time-release en-
cryption, which is available for encryptors and decryptors with read-only access to
the underlying blockchain. Data is encrypted to a future block height and decryption
s possible only once the block at this height is published. The committee performs
only blockchain maintenance and time-release encryption operates transparently on

'The honest majority requirement must be strengthened to honest supermajority (i.e. at least
2/3 of members being honest) if the underlying blockchain or finality layer considers a partially
synchronous network model. For simplicity, we choose to describe it in the synchronous network
model where honest majority plus PKI is sufficient.
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top of the blockchain. Security holds w.r.t. a static committee with honest majority
and static corruption.

For concreteness, we informally discuss in § 4.7.4 how a modified version of the
currently deployed Ethereum 2.0 running with Casper “The friendly finality gad-
get” [BG19] satisfies the requirements of our blockchain functionality. Intuitively, to
make Ethereum 2.0 4+ Casper compatible with our blockchain model we only need to
add the public-key-infrastructure and require the committee members to sign a block
counter separately for each finalized block. This enables encryption up to the horizon
where a future committee is already known. Unfortunately, in Ethereum 2.0 this
leads to a maximum horizon of 12.8 minutes. If we use “sync committees” instead,
that was only introduced in Ethereum Altair [But], we can have an horizon of up to
54 hours. However, it is not clear whether sync committees enjoy the same level of
trust as the standard ones.

We discuss applications to frontrunning-prevention, decentralized auctions and
randomness beacons in § 4.7.5.

Individual Contribution. The beginnings of this project stem from two different
directions: The ideas culminating in the McFly protocol and blockchain integration
came out of research meetings that Bernardo Magri and Nico Doéttling had. In the
mean time, the concept of Signature Witness Encryption (SWE) emerged from a
series of discussions between Nico Doéttling and myself concerning blockchain-based
protocol design. Nico developed the first construction during one of our whiteboard
sessions. He then brought these two lines of discussion together and initiated a
collaboration between him, Bernardo Magri, Lucjan Hanzlik and me. Bernardo and
Lucjan contributed further perspectives on open problems and practical needs in
the blockchain space, informing the design direction for both SWE and the McFly
protocol. One contribution by Lucjan, specifically, was the observation that towards
a practical solution it would be necessary to construct SWE in a way that mainly
requires computation in one of the groups while minimizing the computations in the
other two groups.

The Introduction of the paper was written collaboratively. The Technical Overview
was primarily drafted by Nico, with some input from me. I contributed the formal
definitions and wrote most of the section describing the modified BLS construction
(Construction 4). Following Nico’s outline, I produced an initial write-up of the
SWE construction, which was later optimized following Lucjans observations and
joint brainstorming. The current version was further improved and written up by
Nico shortly before submission to improve efficiency by pushing operations into the
source group—resulting in Construction 6 (SWE’). The proof of IND-CPA security
in its current form for SWE’ was developed largely by Nico.

After T identified a critical issue in the construction, namely security breaking
down when reference messages are not distinct, I raised this with Nico and we worked
together to develop a minimal fix addressing the problem. This led to the concep-
tion of the improved scheme SWE given in Construction 5, which I then integrated
into the paper, adding the construction, developing security proofs, and updating
dependencies accordingly.

Regarding the NIZK proofs, the protocols and initial proof sketches were written
by Nico. I later extended them with detailed arguments, adding structure and rigor
in response to reviewer feedback. The current write-up in this thesis further improves
on the original version by clarifying details and making the arguments more formally
precise.

The McFly section was mostly written by Bernardo and me, with some input from
Lucjan and Nico. Specifically, the blockchain model, protocol guarantees, description,
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and proof of our McFly Construction 8 were mostly written by me, while details about
blockchain integration and applications were mostly written by Bernardo.

Lucjan developed the reference implementation of the SWE’' scheme, which is
presented in the full version of the paper.

4.2 Technical Overview

The key ingredient and main technical challenge of this chapter is Signature Witness
Encryption (SWE). In the following, we will provide an outline of our construction
of practically efficient SWE.

4.2.1 Developing Efficient SWE for BLS Multi-Signatures

SWE Based on BLS. Our construction of Signature-based Witness Encryption
is based on the BLS signature scheme [BLS01] and its relation to identity-based
encryption [BF01]. Recall that BLS signatures are defined over a bilinear group, i.e.
we have three groups G1, Gy, G (with generators g1, g2, gr) of prime-order p and an
efficiently computable bilinear map e : G; x Go — Gp. A verification key vk is of
the form vk = g3, where x € Zj, is the corresponding signing key. To sign a message
T € {0,1}*, we compute 0 = H(T)*, where H : {0,1}* — Gy is a hash function
(which is modeled as a random oracle in the security proofs). To verify a signature o
for a message T, all we need to do is check whether e(o, go) = e(H(T'),vk). The BLS
signature scheme is closely related to the identity-based encryption scheme of Boneh
and Franklin [BF01].? Specifically, in the IBE scheme of [BF01] BLS verification
keys take the role of the master public key, the signing key takes the role of the
master secret key and signatures take the role of identity secret keys, where the signed
messages correspond to the identities, respectively. In this sense, the BF scheme can
be seen as a witness encryption scheme that allows to encrypt plaintexts m with
respect to a verification key vk and a message T', such that anyone in possession of
a valid signature of T" under vk will be able to decrypt the plaintext m. Specifically,
we can encrypt a message m € {0,1} by computing ct = (g5,e(H(T),vk)" - g7*).
Given a signature o = H(T')", we can decrypt a ciphertext ct = (¢1, c2) by computing
d = ca/e(0,c1) and taking the discrete logarithm of d with respect to gr (which can
be done efficiently as m € {0,1}).

SWE for BLS Multi-Signatures. The BLS scheme can be instantiated as a
multi-signature scheme [BGLS03; Bol03; RYO07]. Specifically, assume that for i =
1,...,n we have signatures o; with respect to a verification key vk;, which all verify
for a message T. Then we can combine the signatures o1, ..., o0, into a single compact
signature o = [[I_; 0;. Verifying such a signature can be done by checking whether
e(o,92) = [[i=, e(H(T),vk;), where correctness follows routinely. We can adapt the
BF IBE scheme to multi-signatures in a natural way: To encrypt a plaintext m €
{0,1} to a reference message T' and verification keys vki,...,vk,, we compute a
ciphertext ct via ct = (¢1 = g5, c2 = ([[;, e(H(T),vk;))" - g5*). We note, that BLS
is also extended to be an aggregate signature [BGLS03] and that it is also possible
to modify the Boneh-Franklin scheme to encrypt to different messages 11, ..., T, for
each individual signer, but this is not necessary for our envisioned use case and will

%In fact, in [BF01] Boneh and Franklin already mention that there is a general transformation
from an IBE scheme to a signature scheme, which has been informally observed by Moni Naor. The
relationship we describe between the BF-IBE and BLS signatures generally holds for signatures that
have been received from an IBE scheme by this Naor-transform and thus, in principle, a basic SWE
scheme follows directly from any IBE.
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not be possible in our final construction due to technical reasons, so we focus on the
multi-signature case here.

Such a ciphertext ct = (c1,¢2) can be decrypted analogously to the above by
computing d = cg/e(0, c1) and taking the discrete logarithm with respect to gr. To
decrypt ct we need a multi-signature o of T under all the verification keys vk;. For
our envisioned applications this requirement is too strong, instead, we need a threshold
scheme where a t-out-of-n multi-signature suffices as a witness to decrypt a ciphertext.
Thus, we will rely on Shamir’s secret sharing scheme [Sha79] to implement a t-out-of-n
access structure. This, however, leads to additional challenges. Recall that Shamir’s
secret sharing scheme allows us to share a message 7o € Z, into shares s1, ..., s, € Zj,
such that r¢ can be reconstructed via a (public) linear combination of any ¢ of the s;,
while on the other hand, any set of less than ¢ shares s; reveals no information about
ro. The coefficients L;; of the linear combination required to reconstruct ro from a set
of shares s;,,...,s;, (for indices i1,...,4;) can be obtained from a corresponding set
of Lagrange polynomials. Given such L;;, we can express o as 1o = 22‘21 Li;si;. We
can now modify the above SWE scheme for multi-signatures as follows. To encrypt
a plaintext m € {0,1}, we first compute a t-out-of-n secret sharing si,...,s, of the
plaintext m. The ciphertext ct is then computed by ct = (g3, (e(H(T),vki)" 97" )icn))-
Security of this scheme can be established from the same assumption as the BF IBE
scheme, namely from the bilinear Diffie-Hellman (BDH) assumption, as introduced in
the context of tripartite Diffie Hellman by Joux [Jou00] and formalized in [BFO1]. We
would now like to be able to decrypt such a ciphertext using a multi-signature. For
this purpose, however, we will have to modify the aggregation procedure of the multi-
signature scheme. Say we obtain t-out-of-n signatures o;,, where o;; is a signature of T’
under vk;;. Let L;; be the corresponding Lagrange coefficients. Our new aggregation

L. . .
procedure computes o = H§:1 o, 7. That is, instead of merely taking the product of

the o;; we need to raise each o;; to the power of its corresponding Lagrange coefficient
L;;. We can show that this modification does not hurt the security of the underlying
BLS multi-signature scheme. To decrypt a ciphertext ct = (cg, c1, . .., ¢y) using such a

multi-signature o, we compute d = H;:1 cijij /e(o, ¢p) and take the discrete logarithm
of d with respect to gr. Correctness follows via a routine calculation.

Efficiency-Boosting Design Choices. While the above scheme provides our de-
sired functionality, implementing this scheme leads to a very poor performance profile.
There are two main reasons: (1) Each ciphertext encrypts just a single bit. Thus,
to encrypt any meaningful number of bits we need to provide a large number of ci-
phertexts. Observe that each ciphertext contains more than n group elements. Thus,
encrypting k bits would require a ciphertext comprising kn group elements, which
would be prohibitively large even for moderate values of k and n. (2) Both encryption
and decryption rely heavily on pairing operations and operations in the target group.
From an implementation perspective, pairing operations and operations in the target
group are typically several times slower than operations in one of the source groups.

To address these issues, we will design a scheme that allows for ciphertext packing
as well as batch encryption, allowing to encrypt multiple k-bit messages m; with
respect to reference messages T; in one go. The scheme further shifts almost all
group operations into one of the two source groups (in our case this will be G2). In
§ 4.5.1 we provide two variations of this construction, SWE' and SWE, where SWE’
provides slightly smaller ciphertexts, but is only secure when the reference messages
T; are distinct. We will highlight here only a few core design aspects central to both
of those constructions:
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e Instead of just encrypting single bits m; € {0,1}, we allow each message m; to
come from {0,...,2% —1}. This will allow us to pack k bits into each cipher-
text component. Recall that decryption requires the computation of a discrete
logarithm with respect to a generator gr. We can speed up this computation
by relying on the Baby-Step-Giant-Step (BSGS) algorithm [Sha71] to O(2¥/2)
group operations. An appropriate choice of k leads to a very efficient imple-
mentation as the required discrete logarithm table for the fixed generator gr
can be precomputed.

e Instead of computing a secret sharing of each plaintext m;, we compute a secret
sharing of a random value r9 € Z,. The value 9 can be used to randomize
many batch-ciphertext components, leading to ciphertexts consisting of only
O(¢ + n) group elements for encrypting ¢ k-bit messages m; with respect to n
verification keys.

e We encrypt each share s; in the source group Go instead of Gpr. That is, we
compute the ciphertext-component ¢; via ¢; = vk} - g5°. This necessitates a
corresponding modification of the decryption algorithm and will be the reason
that our scheme only works with multi-signatures of a single reference message
T; per encrypted m;, as opposed to one potentially different reference message
for each signer. Somewhat surprisingly, this modification does not necessitate
making a stronger hardness assumption, but only requires a rather intricate
random-self-reduction procedure in the security proof. That is, even with this
modification we can still rely on the hardness of the standard BDH assumption.

4.2.2 A Compatibility-Layer for Efficient Proof Systems

Our scheme so far assumes that encryptors behave honestly, i.e., the ciphertext ct is
well-formed. A malicious encryptor, however, may provide ciphertexts that do not
decrypt consistently, i.e. the decrypted plaintext m may depend on the signature o
used for decryption. Furthermore, for several of the use cases, we envision it is crucial
to ensure that the encrypted message m satisfies additional properties. To facilitate
this, we provide the following augmentations.

e We provide an efficient NIZK proof in the ROM which ensures that cipher-
texts decrypt consistently, i.e. the result of decryption does not depend on the
signature which is used for decryption. This is provided in § 4.6.1.

e We augment ciphertexts with efficient proof-system enabled commitments and
provide very efficient plaintext equality proofs in the ROM. In essence, we pro-
vide an efficient NIZK proof system that allows to prove that a ciphertext ct
and a Pedersen commitment C commit to the same value. This is discussed in
§ 4.6.2.

e We can now rely on Bulletproofs [Biin+18], an efficient and succinct proof sys-
tem, in order to establish additional guarantees about the encrypted plaintext.
For instance, we can rely on the range-proofs of [Biin+18] to ensure that the
encrypted messages are within a certain range to ensure that our BSGS decryp-
tion procedure will recover the correct plaintext efficiently. This is discussed in
§ 4.6.3.

To make this construction efficient, we include redundancy into our SWE ciphertexts,
effectively making ciphertexts homomorphic commitments.

4.2.3 Related Work

There is a rich body of works touching on similar topics. A comprehensive summary
and comparison are provided below.



74 Chapter 4. Efficient SWE and Time Release

BLS Signatures. The BLS signature scheme, introduced in [BLS01] by Boneh,
Lynn, and Shacham, is a pairing-based signature scheme with signatures of one group
element in size. Due to their small size and very space-efficient aggregation, BLS
signatures are used in widely deployed systems such as Ethereum 2.0 [eth22]. At
first, BLS was extended to an aggregate signature in [BGLS03], where signatures
of different users on different messages can be compressed into a single signature,
thus saving space. The need for distinct messages stemmed from a security concern
dubbed rogue-key attacks, where an adversary can maliciously choose verification keys
adaptively based on honest parties’ keys such that the honest parties’ contribution(s)
cancel out in aggregate signature verification, enabling forgeries of multi-signatures.
For example for key vk, an adversary might choose vk* = g5 /vk and create a multi-
signature for any message T under vk,vk* as H(T)" without requiring knowledge of
the secret key for vk.

Multi-signature support for BLS was nevertheless achieved in [Bol03; RY07] under
the assumption that signers must register their verification keys with a key registry,
which requires them to provide a proof of knowledge or proof of possession of the un-
derlying secret key. Another alternative, which was already pointed out in [BGLS03]
is to enforce distinctness of messages by signing not the hash of just the message,
but the hash of the signer verification key and the message. The analysis of this
approach was refined in [BNNO7], where Belare, Namprempre and Neven show that
this method enables aggregation for arbitrary (different or duplicate) messages and
signers.

Another approach to combine aggregate and multi-signing features are aggregate
multi-signatures as introduced in [BDN18]. There, multiple multi-signatures on differ-
ent messages can be aggregated into one aggregate multi-signature without requiring
a proof of knowledge or possession. They require however, that partial signatures
and aggregation for the underlying multi-signature scheme depend on the concrete
multi-signer, so all signatures have to be combined in one step.

Our signature Sig,gz suffers from the same drawback, as it can only aggregate
once, as our aggregation similarly depends on the signer set. As outlined before, we
need to raise individual signatures to the power of corresponding Lagrange coeffi-
cients, to be compatible with our SWE scheme. These Lagrange coefficients depend
on which parties participate by submitting a signature. Further, Sig,gg relies on users
providing an online-extractable proof of knowledge. While we will show that our
construction Sig,ge achieves unforgeability in the sense of [BNN07], allowing arbi-
trary signer-message combinations, we note that it suffers from both of the major
restrictions in the literature (one-time aggregation and key registration).

Signature Witness Encryption and Comparable Notions. At the time of
writing our paper [DHMW?22], the notion of SWE was novel, however we identify three
types of pre-existing notions that can be seen as related: identity-based encryption
(IBE), threshold encryption and witness encryption (WE).

Identity-based encryption was first introduced by Shamir [Sha84]. The initial idea
was to use the identity — e.g. a mailing address — as a public key that messages can be
encrypted to. Threshold encryption schemes [DF90; Fra90] are encryption schemes
where the decryption key is distributed among a number of decryption servers, such
that a threshold number of those servers needs to participate to facilitate decryption.
In the classic setting, this set of servers is fixed at setup, and decryption is performed
by a central entity, the combiner, that interacts with the underlying servers to collect
and combine partial decryptions.
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In a sense, our scheme can be seen as a threshold IBE, as we encrypt with respect
to a committee and can only decrypt if a threshold of the committee members collabo-
rate. In the light of this, we note again, that our construction is to some degree based
on combining the Boneh-Franklin IBE [BFO01] with the secret sharing scheme due to
Shamir [Sha79], and a basic threshold SWE scheme without additional performance
optimizations or verifiability may be received from any IBE via the Naor-transform
plus secret sharing.

However, our notion aims at a less interactive goal than threshold decryption. We
do not wish for a joint setup being necessary for the parties involved in decryption,
neither do we wish for active participation beyond providing signatures. In a setting
where we expect signatures on predictable outcomes to appear naturally, SWE can
be run transparently, without the signing parties being aware that they are aiding in
decryption.

Another way to see SWE conceptually is as a witness encryption scheme with
a signature as a witness. We recall again, that Witness Encryption [GGSW13] is
defined for an NP language £ with poly-time relation R. Encryption of a message m
is w.r.t. a statement x and decryption is possible with a witness w s.t. (z,w) € R.
Security intuitively says that a ciphertext does not reveal any information about m if
x ¢ L. Security is extended in [GKPVZ13] in the form of extractable witness encryp-
tion, which also offers security guarantees even when x € £. Unlike standard witness
encryption, which is only known from strong assumptions and computationally ex-
pensive, our SWE scheme is concretely efficient, but targets a less expressive release
condition.

Concurrent Work. We would like to highlight two papers, that share similar
constructions/techniques to our main SWE construction and can be considered con-
current. Both of them also rely heavily on BLS signatures and the Boneh-Franklin
IBE scheme conceptually.

In [GMR23], Gailly, Melissaris, and Romailler achieve better scalability into the
future by running a very similar system as our SWE scheme, but not with respect
to a generic blockchain. Instead, it is run with the drand randomness beacon in
mind, which publishes BLS signatures on predictable messages as random values.
Its advantage for deployment of an SWE-like scheme is, that the public key of the
committee remains constant. Encryption takes place with this public key as a single
verification key. The drawback of this solution is, that drand requires a distributed
key generation protocol between beacon maintainers and the committee is relatively
static. This means that this protocol achieves better scalability of possible encryption
times in practice, but also relies more concretly on trust in the institutions running
the drand network.

In [CCNPS23], Cerulli et al. use similar techniques to ours, but the focus is more
on key derivation in the future with the help of third parties, whereas our paper
focuses on sending messages into the future without third parties.

There has been additional follow-up work, including our work on compact SWE
in the standard model [ADMSW24], which Chapter 5 of this thesis is based on. To
keep duplicate discussions minimal, we refer the reader to the related work section
§ 5.2.2 contained in that chapter for a discussion of further recent advancements in
this area.

Classical Time-Release Cryptography Compared to McFly. As one of the
main motivations for our initial introduction of SWE was time-release, let us compare
where our resulting McFly protocol fits into classical notions of time-release.
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The notion of timed-release encryption was proposed in the seminal paper by
Rivest, Shamir and Wagner [RSW96]. The goal is to encrypt a message so that it
cannot be decrypted, not even by the sender, until a pre-determined amount of time
has passed. This allows to “encrypt messages to the future”. In [RSW96] the authors
propose two orthogonal directions for realizing such a primitive. Using trusted third-
parties to hold the secrets and only reveal them once the pre-determined amount
of time has passed, or by using so-called time-lock puzzles, that are computational
problems that can not be solved without running a computer continuously for at least
a certain amount of time.

An interesting example of the latter are timed commitments [BNOO], which are
commitments with an additional forced opening phase that requires a specified (big)
amount of computation time. This is useful in an optimistic setting, where coopera-
tion is usually the case, as an honest party can convince the receiver of the committed
value without needing to do the timely decryption step. This is indeed also possible
for our SWE scheme, as we discuss in § 4.6, that ciphertexts constitute a statistically
binding commitment, but that is not our focus, as our decryption is efficient enough
to be run. In case of one party aborting, timed commitments share all drawbacks of
time-lock puzzles, whereas our protocol works efficiently, even if the encryptor only
submits their value and then goes offline.

Our approach in McFly using SWE is more closely related to the paradigm of
using a trusted party as in [CHKOO08; CLQO05]. Simply put, these approaches set up
a dedicated server that outputs tokens for decryption at specified times. We could
deploy SWE in such a scenario as well, with the tokens being multi-signatures on
predictable messages. Specifically, both Cathalo, Libert, and Quisquater [CLQ05] and
our scheme achieve that no communication needs to take place between the trusted
server and other entities. However, complete trust in a single (or multiple) server is
a strong assumption, thus we re-use the decentralized architecture, computation and
trust structure already present in blockchains.

Time-Release Powered by Blockchains. With the advent of blockchains, mul-
tiple proposals to realize timed-release encryption using the blockchain as a time-
keeping tool emerged already. The previous results, presented next, are primarily
of theoretical interest, whereas the construction developed in this thesis has been
shown to be practically efficient through an implementation reported in our paper
[DHMW23].

In [LJKW18], Liu, Jager, Kakvi, and Warinschi propose a scheme based on ex-
tractable witness encryption using the blockchain as a reference clock; messages are
encrypted to future blocks of the chain that, once created, can be used as a witness
for decryption. However, as we already noted, extractable witness encryption is a
very expensive primitive.

An area of study surrounding committee-based witness encryption emerged, where
witness encryption is achieved with the help of a (blockchain) committee, under
threshold trust assumptions.

In [GKMPS22] Goyal et al. introduce the notion of extractable witness encryption
on the blockchain (eWEB). In this scheme, a message encrypted with respect to a
statement x is secret-shared among several committee members and labeled with x.
The decryptor must interact with a threshold number of committee members, proving
they have a valid witness to collect the shares and decrypt the message. However,
the storage complexity for each committee member increases with the number of
shares they hold. This limitation is addressed by Erwig, Faust, and Riahi [EFR21],
which proposes creating a joint public key for encryption while giving each committee
member a share of a correlated secret key. Another work by Faust, Hazay, Kretzler,
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and Schlosser [FHKS23] strengthens this approach by also hiding the underlying
statement of the encryption. Their ciphertext size is independent of the number of
keys. However, they require a correlated key setup where the committee has a single
public key and the secret key is shared among the members.

Concurrently to our paper [DHMW23], Campanelli et al. [CDKKN22] also pro-
posed an “encryption to the future” scheme based on proof-of-stake blockchains.
Their version of committee-based witness encryption relies on deploying a smart con-
tract on the blockchain for each encryption. Their encryption to the future approach
is geared toward transmitting messages from past committee members to future slot
winners of the proof-of-stake lottery and requires active participation in the protocol
by the committee members.

The critical conceptual difference between SWE and previous works on committee-
based witness encryption is that in SWE committee keys are independently sampled,
and decryption relies solely on the availability of signatures from the committee.
This means that our McFly scheme offers encryption to the future even for encryptors
and decryptors that only read the state of the blockchain and we require no active
participation of the committee beyond their regular duties, assuming, that predictable
messages like a block header are already signed in each (finalized) block. Otherwise,
all committees need to only include this one additional signature, irrespective of
pending timed encryptions, so there is no direct involvement between users of McFly
and committees.

Another related line of work is presented by Benhamouda et al. [Ben+20], where
a message is kept secret and “alive” on the chain by re-sharing a secret sharing of
the message from committee to committee. This allows to keep the message secret
until an arbitrary condition is met and the committee can reveal the message. A more
general approach is the recent YOSO protocol [Gen+21] that allows to perform secure
computation in that same setting, by using an additive homomorphic encryption
scheme, to which committees hold shares of a secret key and continuously re-share it.
While these approaches realize some form of encryption to the future, they require
massive communication from parties and are still far from practical.

Further, the idea of using threshold encryption directly [DFL24; MGZ23] as a tool
to “encrypt transactions to the next slot” was introduced concurrently to our work
in the context of frontrunning protection. These works employ threshold encryption
using a dedicated decryption committee (with distributed key generation): Transac-
tions are encrypted by users to the next block and once that block is finalized, the
decryption committee releases information that allows to decrypt all transactions in
the block.

A spin on timed commitments is also available using blockchains; in [ADMM14],
Andrychowicz, Dziembowski, Malinowski, and Mazurek introduce a blockchain con-
tract that locks assets of the commitment sender for a set time based on a commit-
ment. If the sender fails to open the commitment within that time, their assets are
made available to the receiver as a penalty; however, the commitment is not opened
in that case.

4.2.4 Discussion and Interpretation

As demonstrated by our own results and related works, it is practically feasible to im-
plement signature witness encryption, which enables conditional release based on the
availability of (a threshold number of) signatures on predictable messages. This type
of construction can be used to implement efficient timed release on the blockchain, es-
pecially when paired with a committee using distributed key generation as suggested
in [GMR23].
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There are however, some limitations in current proposals, that we would like to
overcome in the future: Firstly, current constructions target signature schemes that
are retrieved from IBE with the Naor-transform with concretely efficient optimizations
developed specifically for BLS signatures. It would be interesting to provide practical
alternatives for other practically used signature schemes. From a theoretical point
of view this study could be worthwhile, as it essentially relates to the study of the
relationship of signatures and IBE schemes itself beyond the Naor-transform.

Secondly, we noticed that known messages must be somewhat artificially enforced
in our use case. In fact, for the implementation of [GMR23], a new unchained mode
was added to drand to provide signatures of known messages as random beacon
outputs. We can envision that there are blockchain-based applications where a more
flexible approach could be beneficial, where signature(s) can be used to decrypt if they
are on some message m’, which fulfills a predicate which is determined at decryption
time. For example, in fair exchange, we might want to encrypt to a committee’s
signature on a transaction paying us a fixed amount. Such a transaction itself consists
of a signature under the sender’s key and may not be known at encryption time.
Allowing arbitrary predicates seems likely to give rise to general witness encryption,
as NP witnesses could be required as part of the predicate, but the study of less
complex predicates could still expand use cases.

Thirdly, from a theoretical point of view, it would be satisfying to investigate
whether modifications can be made to McFly and the underlying blockchain to enable
transparent encryption further into the future, even in a setting with permissionless
committees. Quintessentially asking whether we can re-encrypt SWE ciphertexts to
future committees with no or very limited additional work done by the committee
(e.g. publishing a re-encryption key once when handing off to a new committee).

4.3 Definitions

We will introduce the definition of signature witness encryption in this section. Its
underlying multi-signature scheme will be based on an aggregate signature scheme in
a key registration model, where verification keys come with a proof of knowledge. We
will first state the relevant signature definitions before we move on to defining SWE.

4.3.1 Aggregate Signatures and Multi-Signatures

Aggregate signatures and multi-signatures are digital signatures that allow to com-
press multiple signatures into one. Multi-signatures allow this for multiple users
signing the same message, while aggregate signatures allow to combine signatures
from multiple users on multiple messages that may contain duplicates into one ag-
gregate signature.” We will define aggregate signatures first and then position multi-
signatures as a special case.

For technical reasons in the remainder of the chapter, we need aggregatable sig-
nature schemes for which we can extract the secret keys in our reductions. Thus, we
require all published public keys to come with an online-extractable proof of knowl-
edge that shows, that the issuer knows a corresponding secret key. This is similar to
the multi-signature based on BLS constructed in [RY07] requiring all public keys to
be registered with a key registry via a proof of possession. Such a proof can either

3While aggregate signatures were introduced for distinct messages and signers in [BGLS03], we
use a notion similar to unrestricted aggreggate signatures as introduced in [BNNO07], which work for
arbitrary signer-message pairs.
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be appended to one’s public verification key or registered with a certifying author-
ity /key registry and allows us to extract secret keys in our proofs. All algorithms
below implicitly have access to a random oracle H.

Definition 63 (Aggregate Signatures). An aggregate signature scheme Sig = (KeyGen,
Sign, Vrfy, Agg, AggVrfy, Prove, Valid) is a tuple of seven algorithms where:

o (vk,sk) < KeyGen(1"): The key generation algorithm takes a security parameter
and outputs a pair of verification and signing keys (vk,sk).

e 0 < Sign(sk,T): The signing algorithm takes as input a signing key sk and a
message T'. It outputs a signature o.

o b« Vrfy(vk,T,0): The verification algorithm takes as input a verification key
vk, a message T and a signature o. It outputs a bit b.

e 0 « Agg((o1,...,0%),(Vki,...,vkg)): The aggregation algorithm takes a list
of signatures (o1,...,0%) and verification keys (vki,...,vkg). It outputs one
aggregate signature o.

o b« AggVrfy(o, (vki,...,vkg), (Th,...,Tx)): The verification algorithm for ag-
gregate signatures takes an aggregate signature o as well as two lists of public
verification keys vk; and messages T;, which may include duplicates. It outputs
a bit b. For convenience, we consider this identical to Vrfy, if only o and one
key vk and message T1 are input.

o m < Prove(vk,sk): The proving algorithm has access to an additional hash
function oracle H,,, takes a verification key vk and a signing key sk. It outputs
a proof .

e b « Valid(vk,m): The validity algorithm has access to to an additional hash
function oracle Hp,, takes a verification key vk and a proof m. It outputs a bit
b.

We require such a signature scheme to be correct and unforgeable and that (Prove, Valid)
18 an online-extractable zero-knowledge proof of knowledge for the relation

K = {(vk,sk)|3r s.t. (vk,sk) < KeyGen(1*;7).}

Note that this implicitly requires that it is efficiently checkable, whether a secret key
belongs to a given public key. This will be true for our use case.

Definition 64 (Correctness). An aggregate scheme Sig = (KeyGen, Sign, Vrfy, Agg,
AggVrfy, Prove, Valid) is correct if for all A € N, k = poly()\), messages T, T4, ..., Ty,
sets of public keys V' = (vky,...,vkg) and verifying signatures (o1,...,0x) such that
Vrfy(vk;, T;, 04) = 1 for i € [k] it holds:

P Vrfy(vk, T, Sign(sk,T)) =1: | 1
"1 (vk,sk) « KeyGen(1*) -

and
|: Agerfy(U, v, (Tla s 7Tk’)) =1: :| =1
o+ Agg((o1,...,0%),V) .

Definition 65 (Unforgeability). An aggregate scheme Sig = (KeyGen, Sign, Vrfy, Agg,
AggVrfy, Prove, Valid) is unforgeable if for all A € N, N = poly()\), there is no PPT
adversary A with more than negligible advantage in the experiment Eprnf_Agg(A, N)
defined as follows:

1. The experiment randomly chooses (vk, sk) < KeyGen(1*) and sends vk to A.
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2. A may request signatures from a signing oracle Sign(sk, -).

3. A may also request to see a proof for vk, which the experiment answers with
7 < Prove(vk,sk). If it does, A may not use vk as one of the keys in its forgery.

4. Eventually, A outputs (T4, ..., Ty), (vka, ..., vkg), (m2,...,mL),0%) as a forgery.
If A requested a proof for vk before, but one of the vk; fori € {2,...,k} is vk,
the experiment outputs 0. The case k = 1, where A outputs no additional keys
1s explicitly allowed.

5. The experiment outputs 1, if AggVrfy(o™, (vk,vke, ... ,vkg), (Th,...,T})) =1, Tq
was never queried to the oracle Sign(sk, -), Valid(vk;, m;) =1 for alli € {2,...,k}
and the number of keys k is upper bounded by N. Otherwise, the output is 0.

We define the advantage in this experiment as /—\dv(j‘nf_Agg = Pr [Expynfagg (A N) = 1].
We define multi-signatures as a special case of these aggregate signatures.

Definition 66 (Multi-Signatures). A multi-signature scheme Sig = (KeyGen, Sign,
Vrfy, Agg, AggVrfy, Prove, Valid) is a tuple of seven algorithms, analogously defined
as in Def. 63 for aggregate signatures, with one difference: Signature aggregation
AggVrfy (o, (vki,...,vkg), (T1,...,T%)) is only defined for Ty = Tp = -+ = T}. Cor-
rect aggregation is only necessary to hold for aggregation across signatures of the same
message. Similarly, the unforgeability experiment requires a valid forgery ((T1, ..., T),
(vka, ..., Vkg), (T2, ..., ), 0%) to additionally fulfill Ty = --- = Ty.

To ease readability, we will sometimes write AggVrfy(o, (vki,...,vkg),T) instead
of AggVrfy(o, (vki,...,vkg), (T,...,T)) when working with multi-signatures.

4.3.2 Signature Witness Encryption for Multi-Signatures

In this section, we introduce the new cryptographic primitive SWE that is the core
technical component of the McFly protocol. We formally define it next. All algo-
rithms (Enc, Dec, Prove, Vrfy) implicitly have access to a random oracle H.

Definition 67 (Signature-Based Witness Encryption). A t-out-of-n SWE for a multi-
signature scheme Sig = (KeyGen, Sign, Vrfy, Agg, AggVrfy, Prove, Valid) is a tuple of
two algorithms (Enc, Dec) where:

e ct < Enc(1",V = (vki,...,vky), (T3)iclg, (Mi)iejq): Encryption takes as input
a set V' of n verification keys of the underlying scheme Sig, a list of reference
signing messages T; and a list of messages m; of arbitrary length £ € poly(X).
It outputs a ciphertext ct.

e m « Dec(ct, (0)ic|q, U, V'): Decryption takes as input a ciphertext ct, a list of
multi-signatures (0;);cp and two sets U,V of verification keys of the underlying
scheme Sig. It outputs a message composed of multiple parts m = (mi)ie[g].

We require such an SWE scheme to fulfill robust correctness and IND-CPA security.

The idea of our security definitions is to model fine-grained access and batching;
We consider ¢ messages (m;);c[q to be encrypted at once under respective reference
messages (Tz’)ie[é}- We want decryption of a specific mjng to be possible if and only
if we get a multi-signature of the corresponding T},q under at least ¢t keys. To model
this, in our security definition, we will introduce a set SC C [¢] which marks the
challenge slots, where the adversary will embed IND-CPA challenges. The adversary
receives n — t + 1 honest verification keys (including a proof of knowledge) and may
then adaptively select and register ¢ — 1 corrupted keys. The adversary can ask for
signatures under honest keys, and make an IND-CPA style query, where it can specify
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the reference messages T; for all slots, fixed messages m; for the non-challenge slots
i € [(]\ SC and challenge messages m?, m} for the challenge slots i € SC. The
adversary may never query for a signature of a reference message that it uses for a
challenge slot.

Remark on Message Space. In our construction, we will explicitly restrict the
message-space: for all i € [¢], m; € {0,...,2% — 1} must hold for a small integer &, so
that discrete logarithms can be computed efficiently. For generality of our definition,
we do not enforce this restriction in the syntax of Def. 67, but it is necessary for
practical use of our scheme and informs our definition of verifiability later.

Definition 68 (Robust Correctness). A t-out-of-n SWE scheme SWE' = (Enc, Dec)
for a multi-signature scheme Sig = (KeyGen, Sign, Vrfy, Agg, AggVrfy, Prove, Valid) is
correct if for all A € N and £ = poly(\), there is no PPT adversary A with more than
negligible probability of outputting an index ind € [¢], a set of keys V = (vki,...,vky),
a subset U C 'V with |U| > t, message lists (m;)ic(q, (Ti)icpg and signatures (0i)icpq,
such that oing s a valid signature on Ting under a threshold number of keys, but does
not facilitate correct decryption of m;. More formally:

AggVriy(cing, U, Ting) = 1, but
Dec(Enc(1*, V, (T)ici, (Ma)icig): (03)iefg: U, V)ind # Ming-

Definition 69 (IND-CPA Security). A t-out-of-n SWE scheme SWE' = (Enc, Dec)
for a multi-signature scheme Sig = (KeyGen, Sign, Vrfy, Agg, AggVrfy, Prove, Valid) is
secure if for all A € N, such that t = poly()\), and all ¢ = poly(\), subsets SC C [{]
(signifying the indices for which challenge messages are inserted), there is no PPT

adversary A that has more than negligible advantage in the experiment Expgec(A, 17)
as defined below:

1. Let Hy, be a fresh hash function from a keyed family of hash functions, available
to the experiment and A.

2. The experiment generates n —t + 1 key pairs for i € {t,...,n} as (vk;,sk;) <
Sig.KeyGen(1*) and provides vk; as well as Sig.Prove™»" (vk;, sk;) fori € {t,...,n}
to A.

3. A inputs VC = (vki,...,vke—1) and (71,...,m—1). If for any i € [t — 1],
Sig.Valid(vk;, ;) = 0, we abort. Else, we define V= (vky,...,vky,).

4. A gets to make signing queries for pairs (i,T). If i < t, the experiment aborts,
else it returns Sig.Sign(sk;, T).

5. The adversary announces challenge messages m?,m} fori € SC, a list of mes-
sages (m;)ici\sc and a list of signing reference messages (1;);c|q- If a signature
for a T; with i € SC' was previously queried, we abort.

6. The experiment flips a bit b <s {0,1}, sets m; = m{ for i € SC and sends
Enc(1*, V, (T)icig, (mi)iefq) to A.

7. A gets to make further signing queries for pairs (i,T). If i >t and T # T; for
all i € SC, the experiment returns Sig.Sign(sk;, T'), else it aborts.

8. Finally, A outputs a guess b'.

9. If b=V, the experiment outputs 1, else 0.

We define A’s advantage by Advd:, = | Pr [Expsec(A, 1) = 1] — 1.
Remark on Adaptivity. We note that we fix the positions of the corrupted keys
to positions 1 to t — 1 for notational convenience. Our SWE construction in this
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chapter does not depend on the ordering of the keys in a crucial way and achieves
adaptivity in the sense of the adversary choosing corrupted keys and inserting them
at arbitrary indices into V/C'. This is in contrast to our definition of compact SWE
Def. 78, where prior knowledge of the indices of corrupted keys is crucial.

We now introduce a verifiable variant of our SWE scheme. The goal is to ensure
that ciphertexts are provably consistent with a tuple of plaintext messages (m;);, for
which the prover demonstrates that they satisfy an arbitrary NP relation, enabling
expressive proofs about encrypted data.

In our protocol, efficient decryption will rely on each message m; lying in the mes-
sage space {0,...,2" —1}. Without verifiability, a receiver of an SWE ciphertext has
no guarantee that it can be decrypted efficiently before getting the relevant signatures
to actually decrypt, as the plaintext message might be out of these bounds. The abil-
ity to show more complex properties of the underlying message can be crucial when
SWE is used in a larger system, where the receiver’s actions might be based on trust
that they can later obtain a message of a specific shape, e.g., a signed transaction.

Definition 70 (Verifiable Signature-Based Witness Encryption). A scheme SWE' =
(Enc, Dec, Prove, Vrfy) is a verifiable SWE for relation R, if Enc, Dec are as above and
Prove, Vrfy are a NIZK proof system for a language given by the following induced
relation R', where V= (vky,...,vky) is a set of keys:

(V, (Th)icqe> ct), ((Mi)icpe, w,r)) € RN &
ct = Enc(1*,V, (T3)icig, (Mi)ig); ) and Vi € [f] : m; € {0, ... 28— 1)

and (m = 20Dk w) e R
€[4

4.4 BLS Signatures with Modified Aggregation

In this section we describe a modified aggregate BLS signature scheme. We show our
signature to provide secure aggregation of signatures across multiple messages that
may contain duplicates, making them aggregate as well as multi-signatures. Looking
ahead, we will instantiate SWE in § 4.5 for the multi-signature version of this signature
scheme. The key generation, signing and verification algorithms will be identical to
regular BLS signatures [BLS01], but we add Lagrange exponents to the signature
aggregation process compared to standard aggregate BLS signatures [BGLS03].

4.4.1 Description

Our system parameters include two base groups Gi, Gy of prime order p with gen-
erators g1, go which have a bilinear map e : G; X G — G into a target group Gr
with generator g. Also we assume full-domain hash functions H : {0,1}* — G; and
Hy, Hp, : {0,1}* — Z,. Let (Schnorr.Prove,Schnorr.Valid) be the non-interactive vari-
ant of the well-known Schnorr proofs due to Fischlin [Fis05] discussed in § 2.11.5.1.

Construction 4. The algorithms of our aggregate signature scheme Sigagg = (KeyGen,
Sign, Vrfy, Agg, AggVrfy, Prove, Valid) are given as follows.

Sigage-KeyGen(17) :

o Randomly pick x <s Zy.
e Output (vk = g2, sk = z).
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Sigagg-Sign(sk, T') :

e Output H(T)*<.
Sigagg - Vrfy(vk, T, o) :

e Compute h = H(T).

o If (e(o,g2) = e(h,vk)), output 1, else output 0.
Sigagg-AgE((a1, ..., 0k), (Vki,...,vkg)) :

e Compute § = Ha(vk;) for i € [k].

o Compute L; = [ e(u,iz) % for i € [k].

o Output o < [,y ok

Sigage-AggVrfy(o, (vki,...,vkg), (Th,...,T})) :

o Ife(o,92) = ILiepy e(H(T;),vki) ¥, output 1. Output 0 otherwise.
Sigagg-Prove(vk, sk) :

e Output Schnorr.Prove®» (vk, sk).
Sigagg-Valid(vk, ) :

e Output Schnorr.Valid™e (vk, ).

(Schnorr.Prove, Schnorr.Valid) fulfill the requirements of an online-extractable zero-
knowledge proof of knowledge for the relation K = {(¢5,x) : € Z,}, as is shown
in [Fis05]. We use the Fischlin transform, rather than the Fiat-Shamir transform
[F'S87], due to its online extractability.

4.4.2 Proofs

We will now show that Sig,g fulfills the requirements for aggregate signatures stated
in Def. 63. We have discussed that (Sigagg.Prove, Sigagg.Valid) constitutes a valid
online-extractable proof of knowledge for the key relation already.

Theorem 10. Sig,gg is correct.

Proof. The first part of correctness follows directly from [BLS01] as the algorithms
and definitions are identical to standard BLS.

Let A € N, k = poly(\), messages T1, . . ., Ty, a set of public keys V' = (vky, ..., vkg)
and signatures o1,...,0x be given, such that Vrfy(vk;, T;,0;) = 1 for i € [k]. This
means that e(oy, g2) = e(H(T;),vk;) for i € [k]. Let o < Agg((o1,...,0%),V). We
need to show AggVrfy(o,V, (T1,...,Tx)) = 1.

By construction, the aggregate signature is o = Hie[k] Ufi for L; as defined in our
algorithm. Now, in our call to AggVrfy, it holds

e(0,92) = e([[ oi',90) = ] eloi,92)™ = T] e(H(T3), vki) ™.

i€[k] i€[K] i€[K]
Therefore, the output is 1. O

Theorem 11. Assume that H is modelled as a random oracle. Sigagg is unforgeable,
given that the computational Co-Diffie-Hellman assumption holds for (G1,Gz2).

Proof. Our proof takes some ideas from [RY07] and [BGLS03], but mainly works due
to the full simulation extractability of Schnorr. We will regard adversaries A that are
permitted to issue at most a polynomial number ¢g of signature queries.

We assume that A has non-negligible winning probability ¢ and will only output
a forgery (T1,...,T), (vke,...,vkg), (w2, ..., 7k), 0" where Valid(vk;,m;) = 1 for all
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i €{2,...,k} and T} was not queried to the signing oracle, otherwise they would not
be able to win in the unforgeability experiment. Assuming control over the random
oracle, we can use the fact that (Prove, Valid) constitutes an online-extractable proof
of knowledge.

We define a reduction against co-CDH:

The challenger receives a tuple g1, h1 = g7, g2, ha = g5, h with the public parameters
g1, g2 as generators and is required to output A”.

Let S be the simulator for the Schnorr proof system due to the full simulation
extractability (Def. 40). The experiment executes (Hp,m) + S(0,1%) and
provides oracle access to Hp, to A.

The adversary gets access to the publicly known G, Ga, g1, g2, Ha. Queries to the
hash function H are being programmed by the reduction.

The reduction provides as public key vk* = hs to A.

Any queries to H are answered as follows:

If the message T was previously queried, we respond as before.

Else, with probability § we select its hash as h-gf for random 6 <s [p] and
save T to a special list C.

Otherwise, we select its hash as g{ for random 6 <s [p]

e In both cases, we save A[T] = 6

If A queries for a proof of knowledge for vk* we call (Hy,7*,7") < S(1,vk*, 7, YES),
respond with 7* and replace the oracle Hp, by H; in future calls. By zero-
knowledge of Schnorr, this is indistinguishable from the real experiment’s output
except with negligible probability. We note, that all vk € G2 actually have a
valid secret key, making the YES call justified.

Any queries to the signing oracle for a message T under vk* are answered as follows:

We determine H (7).

If T is in the special list C, we abort.

Otherwise, we know the hash H(T) = gf.

We output as signature h?. Since hy = gf for some z such that vk = hy =
g5, this is simply gfr = H(T)*, which is a valid signature under vk.

Once we receive (T1,...,Tx), (vke,...,vkg), (w2, ..., mg), 0" from A,

e Forie{2,...,k}, we call the PPT extractor £(vk;, m;, Q4) where Q4 are
the queries to Hj, so far.

e Since Valid(vk;, ;) holds by assumption, and due to full simulation ex-
tractability of Schnorr, we can extract the sk; except with negligible prob-
ability and save them to a table P[vk;] = sk;. If we fail to extract for any
index, we abort.

e We check whether 77 is on the list C' and whether ¢* is a valid forgery. If
this is not the case, we abort.

e If any of the keys vk, ..., vk, is equal to vk*, the adversary may not have
asked for our simulated proof on vk* and therefore must have given a proof
of their own which we extracted from. Thus, we have x = P[vk;] for that
key by definition and thus can output A® directly.

e Otherwise, it holds e(0*,g2) = [l;cpy e(H(T;),vk;)* where we consider
vk* = vk;.

e Now for i € {2,...,k}, we can make partial signatures o; = H (T;)"IVkilL:
with ey, go) = e(H (T}), vk; ) ™.
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e We set ¢’ to be o*/lieqa,. 13 (0i).  Now, it clearly holds e(o’,g2) =
e(H(TY),vky)"t. Therefore, we have that ¢/ = (h-gfl[Tl])‘l”L1 and we output

—I1
(W) = h*. This holds as h1 = gf.
Clearly, if no abort occurs, the output is indeed h”.

Now, what is the success probability? Assume the adversary A has advantage e
in winning the unforgeability experiment. If they win, they can either query us for a
proof on vk* or be able to include vk* in their forgery.

A can only succeed, if its combined probability of successfully registering all keys
vka, ..., vkg it chooses is at least €, making every one of these probabilities non-
negligible. By full simulation extractability of our proof of knowledge and a union
bound, this means we can extract all secret keys in polynomial time except with
negligible probability. We note that since the hashes and vk* are distributed uniformly
at random, this looks indistinguishable from the real experiment for A unless they
request a signature for one of the messages where T is in C'. This probability can be
bounded by (1 — §)9s, assuming .4 only queries for messages once, as the probability
is clearly independent for every message requested. Conditioned on no such request
being made, we have a probability of £ of the adversary winning. Since the hash(es)
which we created as h - gf are i.i.d. in the view of A, we then have a probability of §
of the first message T} in fact being such that we don’t abort.

This gives us a winning probability negligibly worse than (1 — §)9S - § - e. By
appropriately choosing § = 1/qs we get (1 —1/gs)% -1/qs € > 0.1/qg - £, assuming
that gg > 2, as (1 —1/z)" converges to 1/e in a strictly increasing manner. Therefore
the advantage of the reduction will be non-negligible, if € is not negligible.

The reduction is clearly running in polynomial time if A is.

O

4.5 Construction of Signature-Based Witness Encryp-
tion

In this section we provide an instantiation for a t-out-of-n SWE scheme that is com-
patible with the modified BLS signature scheme defined in the previous section. Its
security is based on the bilinear Diffie-Hellman assumption. Our construction is
specifically optimized to push as many operations as possible into the source group
Go. This leads to significant performance improvements over a naive approach if we
choose G2 to be the one of the two source groups for which group operations are
cheaper.

4.5.1 Construction

We describe two variants of the construction. The base construction SWE' assumes
that the input messages T; are all distinct. While this variant achieves slightly more
compact ciphertexts than our other variant, the distinctness requirement can be re-
strictive in practice. To address this limitation, we present an enhanced construction
SWE that removes the need for message uniqueness by introducing additional random-
ness. This enhanced variant incurs a minor overhead but should usually be preferred
in practice due to its broader applicability. Accordingly, it will be our main focus,
while including the base construction for completeness, and to offer an alternative in
settings where its particular trade-offs may be desirable.

We restrict the message space to k-bit messages, i.e., m; € {0,...,2"F — 1} for
all ¢ € [¢] and a parameter k. The choice of k£ will inform a trade-off between how



86 Chapter 4. Efficient SWE and Time Release

many bits we can pack into a ciphertext and the space and time required to imple-
ment decryption. Specifically, when decrypting, we need to extract m; from g7* by
computing a dlog in Gr.

Further, we assume all algorithms in this section to have oracle access to full-
domain hash functions H : {0,1}* — G; and Ho, Hy, : {0,1}* — Z, as used in our
signature scheme, see § 4.4.1.

Enhanced Construction. Let us start with our enhanced construction:

Construction 5. The message space is restricted to (mi)ie[g} c{0,...,2F — 1}~
The algorithms (SWE.Enc, SWE.Dec) are given as follows:

SWE.Enc(1%, (vkj)jein]s (Ti)icie) (Ma)iciy) :

Choose random 1,1 <=s Z, for j € {0,...,t —1}.
Let f(z) = Z?;%) rj - x?. This will satisfy f(0) =ro.
For j € [n], set & = Ha(vk;), sj = f(&;).

For i € [{] choose random o <3 Z,.

Compute ¢ = g5, a; = ¢, t; = H(T;)* fori € [{].
Choose h < Gy uniformly at random.

Compute co = h" - g5°.

For j € [n], compute c; = vkj - ggj.

Fori e [l], set ¢, = e(ti, g5°) - g7°.

Output ct = (h, ¢, co, (¢5) jen)» (€5 @iy ti)icpq)-
SWE.Dec(ct, (Uz')ie[é]7 U, V) :

Parse ct = (h> ¢, Co, (Cj)je[n]v (C{iv ai, ti)ie[(])-
Parse V= (vky,...,vky), U = (vKki,...,Vk}).
If k<t orUZYV, abort.
Define as I the indices j € [n] s.t. vk; € U.
Compute & = Ha(vkj) for j € I.
Compute Lj = Hz‘el,iyéj 57_—_521 forjel.
Compute c* = [];¢; cfj.
e Fori €[], compute

zi = ¢, - e(oi,a;)/e(ti, c*).
e Foric [{], compute mj = dlog,_(z;).
e Output (m});.

We draw the reader’s attention to efficiency considerations and design choices:

e We chose our parameter k depending on practical considerations, such that
the extraction of the discrete logarithm in SWE.Dec does not cause a large
overhead. We only decrypt values from a bounded message space and can
therefore precompute a lookup table using the baby-step giant-step method
[Sha71]. This yields efficient decryption with time complexity ©O(2¥/2), where k
is the bit-length of the message. The precomputation requires storing a table
of size O(2k/ 2) group elements, which can be reused across decryptions.

e Another potential bottleneck are the group multiplications necessary to com-
pute ¢*. Notice here, that we only do this potentially expensive computation
once and reuse it for all message parts. This is on the condition that in the
use of our protocol, the sets of signers are the same for all T;. If they aren’t
or only some of the multi-signatures o; are given, it is still possible to compute
the m; for which we have signatures on T;, but we may have to compute c¢* for
all relevant sets U of signers.
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e We note that h and ¢y as computed by the encryption are redundant terms, that
are not used in decryption. Looking ahead, these terms are included to make
our ciphertexts into a homomorphic commitment to the underlying plaintext
(see § 4.6.2). Further, we choose m; from Z, to enable the usage of efficient
bulletproofs to go with these commitments. This will help us in adding a proof
layer SWE.Prove, SWE.Vrfy that makes SWE verifiable.

Base Construction. In the base construction, we do not re-randomize the ¢, with
fresh «; for each slot i € [¢], this can be seen as SWE with setting all a; = 1. This
construction remains secure when all 7; are distinct.

Construction 6. The message space is restricted to (m;)ieq € {0,..., 28 =1}£. The
algorithms (SWE'.Enc, SWE'.Dec) of our base construction are given as follows:

SWE'.Enc(1*, (vk;) e (Th)iciqs (mi)iejq)

Choose random r,1j <s Z, for j € {0,...,t —1} .
Let f(z) = E;;E rj-xd. This will satisfy f(0) = ro.
For j € [n], set s; = f(&;), where & = Ha(vk;).
Compute c = gj.

Choose h < Go uniformly at random.

Compute co = h" - g5°.

For j € [n], compute c; = vk - g5’

Fori e [{], set ¢, = e(H(T;),95°) - 97

Output ct = (h7 ¢, Co, (cj)je[n]a (C;)ZE[Z])
SWE'.Dec(ct, (07);ejq, U, V) :

Parse ct = (h, ¢, co, (¢5)jeln]> (¢h)icpe)-

Parse V. = (vki,...,vky).

Parse U = (VK},...,vk},). If k <t or U €V abort.
Define as I the indices j € [n] such that vk; € U.
Compute £ = Ha(vk;) for j € I.

Compute Lj = Hiel’i# % forjel.

Compute c¢* =[] '

LJ
jer
For i € [{], compute
zi = ¢, - e(oy,¢)/e(H(T;), c*).
e Fori € [{], compute m; = dlog,.(z;).
e Output (m});.

4.5.2 Efficiency

We will briefly analyze the number of group operations in each group required for
encryption and decryption in Table 4.1. We regard the number of n and ¢ to be fixed
and give upper bounds on the operations needed. We require no multiplications or
exponentiations in Gy. In practice G; and Gy can be reversed if G; is more efficient
in a given implementation.

The cost of allowing repeated reference messages T; in SWE is 2¢ additional ex-
ponentiations in the cheaper source group Gy and 2¢ more ciphertext parts in the
output. This is a relatively mild overhead.

For concrete efficiency considerations, a reference implementation of the base
scheme SWE'.Enc, SWE’.Dec was developed for the curve BLS12-381, which is used,
for example, in Zcash and Ethereum 2.0. For a 381-bit message and a committee of
size 500, the encryption time is 9.8s and decryption is 14.8s. The scheme remains
practical for a committee of size 2000 with an encryption time of 58s and decryption
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TABLE 4.1: Analysis of SWE’ Efficiency in Group Operations

SWE’ SWE’ SWE SWE
encryption | decryption encryption decryption
evaluations of H, Hy {n {n {n 0,n
R in Gy 0,0 0,0 0,¢ 0,0
gi‘;}gfé;i?;‘:;ﬁs nGy | n+1,2n4+3| n—-1,n |n+1,20+2n+3| n—1,n
in Gp N 24,0 0,0 24,0
pairing evaluations 12 20 l 20
dlog in G 0 l 0 4

time of 218s. From the experimental timings we chose k = 24, yielding a message
space of m; € {0,...,22 —1}. We refer the reader to the full version of our pa-
per [DHMW?22] for implementation details and performance evaluations. We note
that, by our analysis of operations in Table 4.1, SWE.Dec and SWE.Enc should only
show mild overhead compared to SWE'.Dec and SWE’.Enc, so we can expect SWE to
still be very practical.

4.5.3 Proofs

We will now show that SWE fulfills the requirements for a signature-based witness
encryption due to Def. 67 and SWE’ does so, if the reference messages T} involved are
all distinct.

Theorem 12. SWE' and SWE for the signature scheme Sigagg both have robust cor-
rectness, given that Hy is collision resistant.

Proof. Let A € N, £ = poly(\) be given. Let us assume towards contradiction,
that there is an adversary A with non-negligible winning probability against robust
correctness as in Def. 68. That is, A provides with non-negligible probability an
index ind € [{], keys V' = (vki,...,vky), a subset U C V with |U| > t, reference
messages (1;);c(q, messages (m;)icpg and (0;);cpg wWith AggVrfy(oing, U, Tind) = 1, but
Dec(Enc(1*, V, (Ty)iciy), (mi)iei): (0i)iet, Us Vind 7 Mind

Let us consider a hybrid H;: It is identical to this robust correctness experiment,
except if Ho(vk;) = Ha(vk;) for any i,j € [n],i # j, we abort. Clearly, except
with negligible probability running H; with A has the same outcome as the original
experiment. Otherwise, we could build a reduction against the collision resistance of
Hs.

We now show, that in 1, the probability of winning for the adversary is 0. Let
any index ind € [¢], keys V' = (vky,...,vky,), a subset U C V with |U| > ¢, reference
messages (1;);c|q, messages (m;);c(q and (0;);cq be given by A. Let I be the set of
all indices 7 for which vk; € U.

We note, that since g is a generator of Go, there exist x; such that vk; = gg ‘fori €
[n]. We assume AggVrfy(cind, U, Ting) = 1, that is e(0ind, 92) = [ ;1 e(H (Ting), vk;)Fi.
Otherwise, A could not win. We now show that

Dec(Enc(1*, V., (T2)icq (ma)icis): (0i)iefq: Us V)ind = Ming

e For the base construction SWE’,
the ciphertext ct = (h,c,co,(¢j)jepn); (¢})ieg) = Enc(1),V.(T)ieqq, (mi)iefq)
has the relevant components for decryption ¢ = g3, ¢; = vkj - g;’ for j € [n] and
¢, =e(H(T;),g2)™ - g™ for i € [{], where s; = f(;) for a polynomial such that
f(O) =T0.
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e For the enhanced construction SWE, additionally, a; = ¢*,t; = H(T;)* are
given and we set ¢, = e(H(T}), g2)"0% - g™

Now, in both cases the {;, L; computed by Dec are identical to those used in Enc
and in Sig,ge.Sign. Note that since no two distinct vk; # vk collide under Hs, the
support points {; = Ha(vk;) are all distinct and |I| > ¢ so Lagrange interpolation will
correctly recover rg from the s; by computing 79 = f(0) = > jer $iLj. Thus it holds
that

r

=1l = [TIws" | [1e™ = (k)i

jel jel jel

where vk* := [ [, vk;” = g5 7" 7.

e Now, in the case of the base SWE’, it holds for index ind:

. Z L
e(H(Ting), ¢*) = e(H(Ting), 95 <" - g3)

= | [ e(H(Tina), vk;)"" - e(H(Ting), g2)™
jel

(Oind> 92)" - e(H (Tind), g2)"

(Tind; €) - e(H (Ting), g2)™-

Since ¢,y = e(H(Ting), 92)™ g™, it follows that zing = ¢/,4-€(ind, ¢)/e(H (Ting),
¢*) = gp™. Tt follows for the ind-th output: mj 4 = dlog,(2ind) = Mind, and
robust correctness follows.

e In the case of the enhanced SWE, analogously it holds for index ind:

e(tin ") = (H (Ting), ) = e(0ing, ) - e(H (Tng). 927"
= €(Tind; @ind) * €(tind, 92)"°

and thus decryption via zing = ¢4 - €(Tind, @ind)/€(tind, ¢*) = g™

robust correctness.

also yields

O]

Theorem 13. Assume that the hash functions H, Hy, Hy,,. are modelled as random
oracles and all references T; are distinct. Then SWE' for the signature scheme Sigagg
is secure under the BDH assumption in (G1,Go, Gr). The security reduction is tight.

Proof. We actually show a little bit more, namely, that the ciphertexts are essentially
pseudorandom at the indices where the challenge messages are included.

Lemma 4. Specifically, assuming that the hash functions H, Hy, H,, are modelled as
random oracles and all references T; are distinct and under the BDH assumption in
(G1,G2,Gr), the ewperiment Expsec (A, 1) is indistinguishable from a modified ex-
periment Exps, in which, instead of a well-formed ct = (h, ¢, co, (¢;) jefm), (¢])icin) =
Enc(1),V, (T3)icqe> (Mi)iejq), we replace (c;) by a random element u; from Gt for all
challenge indices i € SC.

As the ¢ are the only parts of ct that depend on m?, this implies security.
Assume that A is a PPT adversary distinguishing Expg.. from the real Expg..
with advantage €. We will construct a PPT distinguisher D with advantage ¢ against
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the BDH problem in (G, G2). The complexity of D is essentially the same as that of
A.

Let I = {1,...,t—1} be the set of indices of verification keys vk; which are chosen
by the adversary. For each i € I let vk; = g5° where sk; = z;. In the following we
will assume that the distinguisher D has access to all the signing keys x; for ¢ € 1.
This can be achieved, by using the fact that Sig,gz has an online-extractable proof of
knowledge.

Let SC be the set of indices at which the challenge messages are included in
encryption.

The distinguisher D receives as input a tuple (g1, h1,v, g2, he,w, z), where g; is a
generator of Gi, g2 is a generator of G, h1 = g7 for some x € Zy, ho = g5 for the
same x € Zp, v = g for an o € Z,, and w = g} for an r € Z,. The term z € G is
either of the form ¢f**", in which case we say that this is a BDH tuple, or z is chosen
uniformly random from G, in which case we say this is a random tuple.

The distinguisher D simulates the security experiment for SWE’, except in the
way the verification keys vk; for i« € I = {t,...,n} are chosen, the corresponding
signatures for these keys are computed and the challenge-ciphertext ct® is computed.

It uses the simulator S due to the full simulation extractability of the Schnorr
proof system to create H,, and the outputs of Prove on its verification keys and it
uses the extractor to gain access to the secret keys of the adversary.

To simulate the random oracles H, Hy lazily, D initializes two lists £, Lo = (). D
first computes the following auxiliary terms.

e For i € [n] randomly draw &; s Z,.
e Define the Lagrange polynomials

— & z z— &
Li(z) = H Y75 and Li(z) = = H J
e T Si jen{i} §i=&

for i € I. That is, the L, are an interpolation basis for the support points
OyU{g et o
e For every i € I choose 2} < Z, uniformly at random and set hy ; = hfo(&) . gfi,

CEI

Liy(& .
h2,i — h20(§ ) . g27,.
e Choose y < Z, uniformly at random and set A = e(v,¢2)?/z and B =
gr/e(hi, w).
e The reduction sets (Hy,7p) < S(0,1%). It also sets a counter ctr = 1.

The verification keys vk;, random oracle queries, signature queries and the chal-
lenge ciphertext ct* are now computed as follows.

e For every honest party with index i € I, D computes the verification key vk; as
vk; = ha; and generates the associated proof of knowledge by
(H ety miy Tetr) < S(ctr,vki, Ter—1, YES), incrementing ctr after each call. Fi-
nally, we set Hp, = H.; and make it available to \A. Due to the zero-knowledge
property of the proof of knowledge, this is possible without noticeably changing
the distribution of the output from either the real experiment Expge. or Expge,
except with negligible probability.

e When A sends (vk;, ;) for i € I, we proceed as follows.

— If Valid™rr (vk;, m;) # 1 for any i € I we return L.

— Otherwise, we compute and store sk; «— E(vk;, m;, @ 4), where @ 4 denotes
the queries to Hp, that A made so far.

By full simulation extractability of Schnorr, extraction of the secret keys suc-
ceeds except with negligible probability. Since A must give a valid proof for
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all of its polynomially many keys, we extract all their secret keys except with
negligible probability.

e Every query to H for a message T' # T; for all i € SC (or before the challenge
messages are announced) is answered as follows: If H has been queried on T
before, retrieve the pair (T, cp) from the list £. Otherwise, choose cvp uniformly
at random, add (T, ar) to £. Output ¢{7. We will program H on (T})icsc
specifically later on.

e Every query to Hy on some input X is treated similarly: Initially, we add (vk;, &)
to Lo for every i € [n]. If L9 has an entry for X, retrieve the pair (X, Sx) from
the list £9. Otherwise, choose Sx uniformly at random, add (X, Sx) to Lo.
Output Bx.

e For every signature query of a message T' # T; for all i € SC (or before the
challenge messages are announced) for an honest party with index i € I, D
computes the signature o as follows. Determine H(T') and retrieve the pair
(T, ar) from the list £. Output o = h{7.

e D computes the challenge-ciphertext ct* as follows.

— Set ¢ = w.
— Draw randomly 7 < Z,,.
— Set h=hs - g5.

— Set ¢ = w7 - gy.
— For all i € I choose s; uniformly at random and set ¢; = w® - g5'.
_ L1 (& L LL(E)s; ,
— For all i € I we set ¢; = 920(5 Wt Ejer 1) s Sw®i,
. . ;o e(g1,92)aij m
For all j € [[] \ SC set ¢, = o) 9T
— For i € SC choose v;,d; < Z, uniformly at random, program H(T;) =

v g‘fi and set ¢, = A% - B% . o,

7 where (T}, ;) is from L.

We will now show the following:

1. If (g1, h1,v, g2, ha,w, z) follows the BDH distribution, i.e. hy = g7, ha = g3,
v =g, w = g5 and z = g7*", then D simulates the security experiment
Expsec(A, 1) of SWE' perfectly from the view of A.

2. If (g1, h1,v, g2, ho,w, z) follows the random distribution, i.e. hy = g{, ha = g3,
v = g%, w= g5 and z = u for a uniformly random u < Gr, then D simulates

the modified experiment Exp’s (A, 1) of SWE’ perfectly from the view of A.

Thus, A’s advantage in deciding between the two is at least ¢ and it will follow that
the distinguishing advantage of D against BDH is at least €.

We will first analyze the distribution of the vk;, the signatures ¢ and the challenge-
ciphertext components h, ¢y, c and ¢;.

We will first calculate the terms h;; and ho; for ¢ € I. Tt holds that

L) | # _ a@etal _ s,

hl,i — hlo(f) gf = o)zt _ gf
Ly(& A L (&) x+x; i

h2,i _ h20(§) .gg _ 920(5 )zt _ gfzc :

where we set Z; = L{,(§;)x + 2. Note that since the 2 are uniformly random, so are
the .’i‘Z
Hence, for the verification keys vk; for ¢ € I it holds that

vki = ha; = g3’
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Next, we consider the distribution of the signatures o of a message 1" created upon
a signing request for an honest key vk; for ¢ € I. It holds that

o= W7 = g7t = H(T).

Regarding the challenge-ciphertext ct*, let us make some definitions. We define
ro = y—rx and set f to be the (uniquely defined) polynomial of degree t —1 obtained
by interpolating the pairs (0,70), (&, si)icz. For i € I, we now set s; = f(&;). Now,
the following holds:

e c=w = gg

e 1= hy- g is uniformly distributed
.Cozw7.93292 92
°

y—xr+or __ (g;—i—x) gro = A" ggo
For 7 € I it holds that
Si __ TT;

ci=w" gy = gy" - g5t = VK - g5

For i € I it holds that

LL(&)y+> .o L' (&)s; ’
CiZQQO(E)y Z]ej ](f )S; i

_ Lo el ey 160,
- J2

_ @)L+ e 1 (E)5
- J2

_r(Lo(&)z+a)+f(&)
— 92
TT;+Ss;

= vki - 95"

Note that the s; have the proper distribution: r¢ as well as the s; for i € I are

uniformly random and independent. Thus f is a uniformly random polynomial of
degree t — 1. Next, we consider the ciphertext components ¢} for j € [¢]\ SC. It holds

J = (91792)%"1/9
J (hl, )QTJ
_ e(g1,92)*"
e(gt, 95)""
=e(g1,92)"" = ”)grf}”
= e(gl 592)

= e(H(Tj), g )Og

T

J

This conforms to the regular distribution.

We will finally consider the ciphertext components ¢, for i € SC. In the first case,
assume that (g1, h1,v, g2, ho, w, z) follows the BDH distribution, i.e. z = g&*". In this
case, it holds that

a(rz+ro)  —axr arg

A= 6('0, gQ)y/Z =9r *dr =4dr

and

B = g%/e(hl, = ggﬂm—i_TO g;ajr = g;-,o
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It follows that
i 0 viod oy
H(T) =07 - gyt = g]" "% = g7,

where we set a; = ;a0 + ;. Note that since ¢; is chosen uniformly random, «; is
distributed uniformly random.
Now, ¢, is distributed according to

C; — A _B(Si g:,TfLL

_ areYi . rob; | My
= gT ‘. gT . gT
_ ro(viatdi)  m;
= gT . gT’Z
_aiTo My

=Jr g7

m;

= e(g?iagQ)To 91
= e(H(T3),92)" - g7

Thus, ¢, has the same distribution as in the SWE security experiment Expg..

On the other hand, if (g1, h1,v, g2, ha, w, z) follows the random distribution, then
write z as z = g2*" "7 for a uniformly random and independent 7. Since 7 is uniformly
random, it holds that 7 # 0, except with negligible probability 1/p. Thus assume
in the following that 7 # 0. The terms B and H(Tj,4) are computed as above. The
term A is now of the form

(rz+ro) —oxr—T arg—T

A=e(v,02)"/2 = g7 97 = g7
Finally, the terms ¢, for i € SC' are of the form:

C;- — AYi . BY _9777}1‘

_ ro-(vietd) =Ty | my
=9r “9r
_ ro(viatdi) —my  m;
=gr " "9r 97

Now note that since 7; and §; are uniformly random and independent, ~;« + 9; and
7v; are also uniformly random and independent as 7 # 0%. Since the term g
is uniformly random and independent of all other terms, it follows that ¢ is uni-
formly random and thus the output is distributed as in the modified experiment
Exp’sec (A, 1*) from the view of A.

If an adversary could distinguish between the two experiments, that therefor im-
plies our distinguisher can decide BDH with the same advantage.

Lastly, note that the output in Exp’s.c(A, 1) is independent of the challenge
messages mf Consequently, in this experiment the advantage of any adversary A is
0. Security of SWE’ follows. O

Theorem 14. Assume that the hash functions H, Hs, H),. are modelled as random
oracles. Then SWE for the signature scheme Sigagg is secure under the BDH assump-
tion in (G1,Ga,Gr). The security reduction is tight.

Proof. We have previously shown Lemma 4, which allows us for the base scheme
SWE' to replace the ciphertext parts ¢, output in the security experiment, by random
elements for all challenge locations, as long as all T; are distinct.

To leverage this, we first argue that we can blackbox use the outputs of an honest
SWE' security challenger (for known plaintext) to faithfully enact an SWE security

1

O) has full rank given that 7 # 0.

. . «
4This can be seen as the matrix (
r
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challenger. Note that SWE’ and SWE only differ by SWE additionally providing
a; = ¢* and t; = H(T;)* and having a modified structure of the ciphertext parts
¢, = e(H(T;), g2)™“-gy". We do this, by asking for the required H(T;) and encrypting
only one challenge message m; = m} = m) for each T} used, which gives us ¢ and ¢,
such that we can regain e(H(T;), g2)" = ¢;/g7". From there, we only need to pick a;
to compute the required a;,¢; and modified ¢;. This allows us to the apply the lemma
and essentially swap out e(H (7;),g2)™ for a random value u; in that construction
and output ¢, = u;" gy

We notice, that if there are two repeated reference messages 7; = T}, then the
resulting ciphertext pieces ¢} in that construction share the same u;. From there, we
use a modified BDH distribution to show that such ¢}, c;- still look independent and
uniformly random based on the fresh choice of «;.

First, let us define our modified BDH assumption and show, that it follows directly
from BDH:

Lemma 5. Assuming the BDH assumption holds in groups (Gi,Ge,Gr) of prime
order p. Then, the following distributions are computationally close:

(glv 9279?’.9%7 gan“a gg"a) e (glu 9279?7 gga 95“797’;“)7

where o, r,u <3 Zy, and g1 € G1, g2 € Ga, 97 = e(g1,92) € G are generators.
The reduction is tight.

Proof. We show that a given distinguisher D with advantage ¢ for the above distri-
butions can be used to build a distinguisher against the BDH assumption with the
same advantage.

Our BDH distinguisher is given a tuple (g1, X1, Z, g2, X2,.5,Y") which is either dis-
tributed as BDH tuple (g1, g7, 97, 92, 95, 95, g7°°) or as random tuple (g1, 97, 97, g2, 95,
95, 9%), where x,y, 2,5 <= Zj.

We input (g1, g2, X1, X2,€(Z,S),Y) to the distinguisher D and output what they
output. If our input was a BDH tuple, this is distributed as (g1, 92,97, 95, e(g1,
92)%%,¢e(g1,92)%"%). This is identically distributed to the left-hand distribution with
a = x,r = sz being random values from Z,,.

If our input was a random tuple, this is distributed as (g1, g2, 97, 95, e(91, 92)%%,
e(g1,92)Y). This is indentically distributed to the right-hand distribution with o =
x,r = sz,u = y being random values from Z,,.

Therefore, our distinguishing advantage is identical to that of D and we conclude,
that the distributions are computationally indistinguishable if the BDH assumption
holds in (Gl, Gz, GT)

O

Let us assume, that there is an adversary with advantage € in the security game
Expgec (A, 1) for SWE. We define a series of hybrids and claim that they are indis-
tinguishable from the view of A.

Ho This is the real game.

H1 This experiment behaves exactly as the H,, except, that once we receive the
challenge m?, m} for i € SC, a list of messages (mi)iep\sc and a list of signing
reference messages (Ti)ie[é] from the adversary, the output ct is not created as

ct = SWE.Enc(l)‘, V, (E)iE[f],(m?)ie[g])

but instead:
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— Let L = {i € SCWVjescij<i(T; # Ti)} U {i € [(Vjescui—1:(T; # 1)}
be a subset of indices, such that (7;);cr, is a set of all the distinct T;
provided by the adversary (essentially, if some T is ever used at a challenge
index ¢ € SC, then the lowest index in SC with that particular T is
included in L, otherwise, just the lowest overall index is chosen). We
define ¢(i) = {j € L|T; = T;} to be the mapping, of the index i of a given
T; into L.
— We run the base algorithm ct’ = SWE'.Enc(1*, V, (T})icr, (mi)icr), where
we choose m; = m? for random b «s {0, 1} for all i € SC N L.
— We parse ct’ = (h, ¢, co, (¢)) jem), (¢})ieL)-
— We choose random «; <3 Z,, for all i € [¢] and determine H(7;). Then we
can set t; = H(T;)%, a; = ¢*.
— Further, we compute for i € L: u; = (cg)/g;??
— Then we can set for all i € [¢], ¢} = ugzi)g;ng.
— Output ct = (h, ¢, co, (¢j) jemn), (¢} 5 @is ti)ieL)
Ho This is identical to H1, except we choose random u; <3 G for 1 € SC N L.
‘H3 This is identical to Hi, except we choose random ¢ <s Gr for i € SC.

Claim 25. Hg and H; are identically distributed.

Proof. In My, the output is ct = (h,c = g5,c0 = h'gy",(¢; = vkgg;j)je[n],(c; =

b
e(ti, g5°) - g;ni ca; = ¢, t; = H(T;)*)ier) for random h < Gy and r,7¢, a5 < Z, and
s; = f(Ha(vk;)), where f is a random degreee ¢ — 1 polynomial with f(0) = ro.
I H, we receive ct = (h, ¢ = 6§, co = K"}, (¢ = VKig3 ) seps (¢, = e(H(T3), )

b
g, )ier)) for random h < Gg and 7,79 < Z, and share s; = f(Ha(vk;)) as above
and output ct = (h, ¢, co, (¢))jem), (¢f, ¢, ti = H(Ti)§)ier). By the random choice
of «;, all parts of the distribution agree directly, except we still need to argue that

b
¢ = e(ti, g5) - g; b
By our definition of L and ¢, we first note, that ¢ = ugzz) g;f ¢ is well-defined for

all i € [{], as we've received u; for ¢ € L and ¢ maps directly into L. Now, ¢ =

b K
M (i) b

b
((ch))/9r )%gy* By definition of Cy(py» this means ¢f = (e(H(Ty), 95) g7 =
b
(e(ti, gp)™ ggl ¢ and is thus correctly distributed. O

Claim 26. H; and Ha are indistinguishable given that the BDH assumption holds in
(Gla G27 GT) .

Proof. Given that H; exactly implements the security game for the base scheme SWE’,
if we were to directly output ct’, thus, we can use Lemma 4 to directly replace all ct]
for i € L N SC with a random element u <— Gp. Then, since ct} is the only place,

b
where the input m; is used, we can compute u; = u}/ g;n ¢ as a randomly distributed
b
element for which ct, = u; - g;". O

Claim 27. Ho and Hs are computationally indistinguishable given that the BDH
assumption holds in (G1,Ga, Gr).

Proof. We reduce distinguishing these hybrids to deciding the modified BDH problem
as referenced in Lemma 5 (which tightly reduces to BDH as shown).

Let us receive a tuple (g1, 92, A1, A2,Y, Z), where A1 = ¢, A2 = ¢3,Y = gg, for
random y, o <—s Z, and Z is either g} or a freshly random g¥%.

We build a challenger that behaves exactly as in Hso, except in the way, that H(T;)
for i € SC and ct are chosen.
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Let the adversary’s challenge be m?, m} for i € SC, a list of messages (mi)icp\sc
and a list of signing reference messages (7;);c. We define L and ¢(i) as above. Now,
first, we re-randomize our input tuple:

e We choose freshly random v;, w; <s Z, for i € [¢] and 7;,y, <s Z, for i € L.
Further set 7; = Ty, y; = y:b(i) forie [f\ L.
e Foric L: gi; =g}, Yi=Y¥ and

o Forie [f: A= (g1 AV, Avy = g5’ A3", Z; = (YU 2.

We choose H(T;) = g1 4(;)- By definition of ¢, this ensures that H(7;) = H(T})
it T; = Tj, thus making this a well-defined assignment. Further, since we choose
91,00) = g?”), for freshly random 7,(;) for each distinct Ty (;), ¢(i) € L, this ensures
that the output hashes are distributed randomly as in both experiment Hy and Hs.

The output ct is generated as follows:

e We run the base algorithm ct’ = SWE'.Enc(1},V, (T})ier, (m;)icr), where we
choose m; = m? for random b «s {0, 1} for all i € SCN L and gain ct’ = (h,c =
95, Cos (Cj)jé[nb (Cg)ieL)-

e For i € [{]\ SC, we pick random «; <3 Z, and set a; = ¢*,t; = H(T;)*. For
alli € [(|NSC: weset t; = A1;,a; = Ag}i

b
e Further we set for i € L\ SC u; = (c})/gp* and for i € LN SC: u; =Y.
b

b
e Lastly, we set for i € [¢]\ SC ¢} = ugzz)g;nl and for i € ()N SC: ¢f = Z; - g7

e Output ct = (h, ¢, co, (¢5)jem); (¢ @i ti)ier)
Note first: the outputs for indices i € [¢] \ SC are chosen exactly as in Ho, as these
are identically generated also in Hs, there is nothing to show.

Now let us discuss outputs a;, t; for i € SC"-

ti=A1; = (97" AV = (g7))" T = H(T;)™

@ = A = (g5 A7) = ()"0 = &

Where @&; is defined as v; + w;a.

The u; = Y; for i € L N SC are distributed as u; = Y% for a fresh y} for each
i € LN SC and therefore are randomly distributed as required in Hs. (These inputs
aren’t actually output and not needed in Hs at all.)

Now let us regard the outputs ¢ for ¢ € SC"

o If Z = g%, our output is identically distributed to Hs:
For all i € SC,

l? . . / . . /
I = 2= (Y Z = (g g

= (g o) = (V) = (o)™ = g

This is the same &; as in a;, t; and thus, the output distribution is equivalent to
Ho, given that all the &; = v; + w;«v are freshly random for each i € [¢], given
that the v;, w; are.

e If we got a random Z = g7, our output is identically distributed to Hs:
We can write u = ya+§, where ¢ is a uniquely determined random value derived
from Z. Now, for all i € SC,

b . Ny . Nw; ~ a2,/
oyt = 2= (Y2 = (gt

Vit w; dw;y; 0
= ((gr)" e gp ™) = (ug! - g7)
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Where we define ¢; = dw;y;. Note that given 0, y, for i € L are freshly random
values. Thus, the probability of 0y, = 0 is negligible. Then, given we chose
for i € [¢] fresh v;, w;, the derived values @;,d; for i € SC C [{] are also two
independent randomly distributed values.” Thus, as §; is independent from all

~ b
other outputs, we receive, that c; = ugj . gg" g;l ¢ is actually randomly distributed
in GT.

As aresult, if an attacker could distinguish these hybrids, we could decide the modified
BDH distribution from Lemma 5 with essentially the same advantage.
O

In hybrid Hs, clearly, the advantage of an attacker must be 0, as the outputs do
not depend on the challenge messages m? for i € SC anymore. This concludes the
proof. Further we note that all reductions were tight.

O

4.6 A Compatibility Layer for Proof Systems

We will now make our scheme verifiable by constructing a compatibility layer for our
SWE scheme and the efficient, ready-to-use Bulletproof [Biin+18] proof system (see
§2.11.5.2).

The high-level idea of this compatibility layer is to first show well-formedness of
our ciphertexts and then attach a bulletproof-compatible Pedersen commitment to
each ciphertext. We provide an efficient NIZK proof guaranteeing that ciphertext
and commitment encrypt the same value. We can then use Bulletproofs to establish
any additional properties about the encrypted message.

We focus on the enhanced SWE, as it is slightly more complex. All the proofs
work analogously for the base SWE’ and we give a few comments, where appropriate,
on how they need to be modified to apply to the base scheme.

We will once again implicitly assume that all algorithms in this section have oracle
access to full-domain hash functions H : {0,1}* — Gy and Ha, Hp, : {0,1}* — Z,, as
used in Construction 4 and Construction 5.

4.6.1 Well-Formedness Proofs

In this section we will provide a proof system to efficiently prove that a given SWE
ciphertext is decryptable. More precisely, this proof system will ensure that the
SWE scheme is committing in the sense that regardless of which committee-members
contribute to the multi-signature, the decrypted message is always the same. This
proof system will not yet ensure that the message m; are in the correct range for
discrete log extraction, though. This will be ensured using the proof systems in
§4.6.2 and § 4.6.3.

We will provide a proof system to certify that ciphertexts generated by SWE.Enc
are well-formed. That is, we define a NIZK proof (P1,V7) for the language £ defined
by the relation

(z = (ct, (vkj)jem) (Th)ici)s w = ((Mi)icg, 1)) € Ra &
ct = SWE.Enc(1*, (vkj) e (Thielq> (Ma)icig; 1)-

. . . 1 .
5This can again be seen as the matrix (yo,% 0) has full rank given that y;d # 0.
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The ciphertexts produced by SWE.Enc are of the form ct = (h,c, co, (¢j)jeln]s
(¢}, ai, ti)z’e[@) as follows:

c=gj

CO:hr.ggo

cj:vkg-g;j forj=1,...,n
a;=cfori=1,...,¢

t; :H(TZ>OLZ for i = 1,...,€
¢y =e(tig2) gy fori=1,...,¢

where (s1,...,8,) is the vector of shares of ry under Shamir’s secret sharing
scheme. That is, a random polynomial f(x) with f(0) = ro is sampled, and the
shares are chosen as s; = f(&) for distinct interpolation points &;, so 79 can be re-
trieved from polynomial interpolation. We introduced Reed-Solomon codes and their
relation with Shamir’s sharings in § 2.9.2. It holds that s = (rg, s1,...,8,) is cor-
rectly formed as a set of shares s; over the message r( if and only if s is a codeword
of the Reed-Solomon code RS,41,[§] with support points £ = (0,&;,...,&,), which
is equivalent to the equation H - s = 0 holding, where H € Z;nﬂ_t)x(nﬂ) is the
parity-check matrix of RS, 41[&].

To prove well-formedness of such a ciphertext, we proceed as follows. Let H' and
H" be hash-functions (modelled as a random oracle).

P1(ct, (vk;);,7) : The prover proceeds as follows, requiring only r € Z,, as witness.

e Compute v = H'(ct) € Z!"'~" and set w' =v' -H.

e Parse w = (wo,w1,...,wy).

Set ¢ = ¢ - [Tj—y ¢

Set g* = h"0 - [}, vk}”j.

Choose y < Z, uniformly at random and set f = g5 and f* = (¢*)¥.
Compute « = H" (g2, ¢, g%, c*, f, [*).

Compute z =y + ar.

Output © = (f, f*, 2).

Vi(ct, (vkj);, ) : To verify a proof m = (f, f*, z), proceed as follows.

e Check if e(t;,c) = e(H(T;), a;) for all ¢ € [¢]. Otherwise, output 0.
e Compute v = H'(ct) and set w = v - H. Parse w = (wp, wy, ..., wy).
o Set ¢ =c5° - [[j; c;-uj.

Set g* = h*0 - [}, vk}”j.
Compute a = H"(g2,¢, 9%, c*, f, [*).
Check if (¢*)® - (f*) = (¢*)% and ¢* - f = g3, if so output 1, otherwise 0.

For the base scheme SWE’, we have essentially the same scheme, but omit a;, ¢;,
as all a; are set to 1. The proof system works exactly the same, except that we omit
the first check of e(t;,c) = e(H(T;),a;) in verification, which is made to ensure that
(c,a;), (H(T;),t;) share the same dlog relationship to allow decryption.

Theorem 15. (P1,V1) is a NIZK proof system for relation Ry assuming H', H" are
modelled as random oracles. Concretely, if x = (ct, (Vk;j)jeln)) & £1 and P1 makes at
most q queries to either H' or H", then V1 rejects x, except with negligible probability

q/p-

Proof. We argue Completeness, Soundness and Zero-Knowledge of this scheme.
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Completeness. Perfect Completeness of this proof system follows routinely.

For all i € [{], e(ti,c) = e(H(T;)%,c) = e(H(T;),c*) = e(H(T;),a;) holds by
construction.

We observe the verifier constructs the same values as the prover for v, w, c*, g*, a.
Now, assuming the input was such that ct = SWE.Enc(1*, (vkj)j, -, -37r1), where
contains r as the random exponent used in ciphertext part c, then it holds

since w ' (rg,s1,...,8,) = v' -H(rg,s1,...,5,) = 0 as discussed above. The other
equation checked in V; can be shown to hold analogously.

Soundness. To show computational soundness, first note the following: A cipher-
text ct is well-formed if and only if

1. s =(ro,s1,...,5n) € RS[Zy,n+ 1,t] and

2. (¢,a;),(H(T;),t;) share the same dlog relationship.
(2) is directly implied by the check e(t;,¢) = e(H(T;),a;). We focus on the first
condition: It is exactly fulfilled if Hs = 0. Thus assume that ct is not a valid

ciphertext, i.e. it holds that Hs # 0. Say that a challenge v is bad, if it holds that
v Hs = 0. Since v is chosen uniformly random and Hs # 0 it holds that

Pr[v bad] = Pr['wTs =0]= Pr[vT(HS) =0]= ]1);

which is negligible over the random choice of v. Note that it holds that

n n
* __ _Wo Wi __ prwo ToWo 7 Siyw; __ *\T wTs
¢ =6 ch =h""" g, H(ij'QQ)J*(g) 92 -
j=1 j=1

Now fix a v, which is not bad, i.e. it holds that w s # 0. Then it holds that (g2,c=
g5) and (g*,¢* = (¢%)" -gr}"Ts) do not satisfy the same discrete logarithm relation, in
other words the vectors (1,log,,(c)) and (1,log,«(c*)) are linearly independent. But
this means that also (1,1) and (logg, (c),log,«(c*)) are linearly independent.

Now fix any f and f* which may depend on v. Say that an « is bad, if there
exists a z € Zj, such that

- f=g;
() f7=(g")"

Now observe that « is bad if and only if

(108, (¢),logy- (")) + (log,, (), 1og,. (£)) € Span((1,1)),

which is equivalent to

a(logg, (c),1ogg-(¢")) € —(log,, (f),1ogg(f*)) + Span((1,1)).
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As (1,1) and (logg, (c),logg-(c*)) are linearly independent, a(logg, (c),logg-(c*)) only
lands in the affine subspace —(log,, (f),log - (f*)) +Span((1,1)) with negligible prob-
ability 1/p over the choice of a. It follows that Pra bad] < 1/p.

Now note that V; rejects if neither v nor « is bad. Now assume that the adversary
makes ¢q; queries to H' and g2 queries to H”. By a union bound we conclude the
the probability that one of the queries to H’ results in a bad v is at most ¢;/p.
Furthermore, also by a union bound the probability that one of the queries to H”
results in a bad « is at most ¢g2/p. We conclude with a union bound that there are
no bad queries to H' or H”, except with probability (¢1 + ¢2)/p, which is negligible.

Zero-Knowledge. To show that this proof-system is zero-knowledge, we can rou-
tinely make use of the fact that the underlying Schnorr-like proof-system for equality
of discrete logarithms (see e.g. [CKY09]) is zero-knowledge.

Specifically, for every statement to prove, our simulator chooses z and « uniformly
at random and sets f = ¢5 - ¢ and f* = (¢%)* - (¢*)~* and programs the random
oracle H” to output a on the query (g2, ¢, g*, c*, f, f*).

It follows routinely that given a YES-instance (ct, (vk;);) the simulation is perfect
unless the verifier makes a hash query (go,c, g%, c¢*, f, f*) to H” that the simulator
would make, thus prohibiting the simulator to program H” accordingly. However,
since f is distributed uniformly at random, this happens only with negligible proba-
bility 1/p. Since the randomness is freshly drawn for each statement, simulation of
a polynomial number of statements still only fails with a negligible chance. Thus we
have established the zero-knowledge property.

O

4.6.2 Proofs of Plaintext Equality

First observe the following: A ciphertext ct = (h, ¢, co, (¢j) jejn] (¢} @i, ti)ic[g) is @ per-
fectly binding, computationally hiding and homomorphic commitment for messages
(m;); € Zﬁ, even if we drop the c;, a;. In fact, the only purpose of the ¢; and a; is to
facilitate decryption.

Regarding SWE Ciphertexts as Homomorphic Commitments. To be pre-
cise, we will call this commitment com and following Def. 20, we can fix randomly A
and the hr; = e(t;, g2) as the CRS crs output by com.Setup. Then the commitment
scheme will output com.Commit(crs, m; 7, 79) = (¢ = g5, co = h"- g3°, (¢} = b 97" )i)
with opening (r,7¢). Given this opening and a message vector m, com.Vrfy can check
whether a commitment adheres to that format and in that case considers it valid.

Correctness of this scheme is immediately clear. The hiding property can be re-
duced to BDH in a similar manner as in our IND-CPA security proofs of SWE’, where
we show that h/?. can be replaced by fresh random values and therefore hides gi".
This is done by éhosing the g5°, hr s, hy?, from rerandomized BDH challenge values.
The intuition to show the binding property is as follows: If there are r, 7o, m, /, g, m/’
such that com(m;r, ro) = com(m/;r/, 7)), then as g, is a generator and ¢ = g5, r =1/,
Then, h" becomes fixed and from ¢y = A" - g;°, we conclude ry = (. The same holds
for all m; individually as g7 is a generator.

This commitment scheme is homomorphic, i.e. it holds

com.Commit(crs, m; 7, 7o) - com.Commit(crs, m’; r’, rf))ﬂ =

com.Commit(crs, am + m/; ar + Br', arg + Bry),
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where the multiplication and exponentiation of commitments is component-wise. Ho-
momorphic operations for this commitment scheme are relatively expensive, as the ¢}
components reside in the target group Gr.

Adding Pedersen Commitments. To enable efficient proofs of statements over
the commited values m, we will leverage a second commitment scheme COM and
provide a highly efficient cross-scheme plaintext equality proof for two commitments
com(m) and COM(m). Furthermore, we will choose the commitment scheme COM to
be proof-system friendly. Thus, the natural choice for COM is a Pedersen commitment
in a cryptographic group G of order p, as introduced in § 2.10.3.2. For simplicity, we
may choose e.g. G = Gq, but G could in fact be any group of order p.

Let g,h < G be public but randomly chosen group elements from the group G
and CRS = (g,h). Then a Pedersen (scalar) commitment for a vector of messages
m is computed by COM.Commit(CRS, m; p) = (g°* - h"™);¢|g for uniformly random
values p; <= Zp. This commitment is computationally binding and perfectly hiding
under the discrete logarithm assumption in G. It is homomorphic in the same sense
as com.

We will now provide a non-interactive zero-knowledge proof of knowledge (P2, V2)
for the following relation Ro that is dependent on given crs = (h € Ga, hri,....,hre €
Gr) and CRS = (g,h € G):

(z = (c,C)yw = (m, 7,79, p)) € RS> =
¢ = com.Commit(crs, m;r,79) and C = COM.Commit(CRS, m; p).

Let H : {0,1}* — Z, be a hash-function, which will be modelled as a random
oracle.

P2((crs, CRS, ¢, C), (m, 7,70, p)) :
Choose u, p’ + Zf; uniformly at random.
Choose 7(, " < Z;, uniformly at random.
Compute ¢ = com.Commit(crs, u; r’, 7().
Compute C' = COM.Commit(CRS, u; p’).
Compute o = H(crs, CRS, ¢, C,c/, C').
Compute m =u + am, 7 ="+ ar, 7y =, + a.ro and p = p’ + ap.
Output 7 = (', C', m, 7, 7o, p).
Vs ((ers,CRS, ¢, C), m = (¢, C',m, 7, 7o, p)) :

e Compute o = H(crs, CRS, ¢, C,c/, C").

e Check if ¢’ - c® = com.Commit(crs, m; 7, 7o)

e Check if C"- C* = COM.Commit(CRS, 172; p)

e If both checks are true, output 1, otherwise 0.

We note that we can mount the same argument and run the exact same proof sys-
tem for the base scheme SWE', by setting hr; = e(H(T}), g2)) instead, as this results
in the exact same commitment scheme com.Commit(crs = (h, (hr;):), m;r,79) = (¢ =
g5.co = D" - g°, (¢} = he; - g7+*)i) being a subset of SWE' ciphertexts.

Theorem 16. (P, V) is a NIZK proof of knowledge for relation Ra, assuming H is
modelled as random oracle.

Proof. We argue the properties of completeness, zero-knowledge and weak simulation
extractability. Note that our definition of a NIZKPoK, Def. 36, is defined in the
random oracle model, whereas this protocol takes a CRS as input. This is not a
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problem, as a CRS can conceptually be drawn freshly randomly from a specific seed
queried against the random oracle, we will consider the CRS to be given in such a
publicly fixing way in the following.

Completeness. Perfect completeness of this proof system follows routinely. On
an honestly generated input ((crs, CRS,c, C), 7 = Pa((crs, CRS, ¢, C), (m,r, 10, p))) to
V, we can see that ¢ - c*=com.Commit(crs, u; 7, () - com.Commit(crs, m;r,ro)* =
com.Commit(crs, m; 7, 7) by our definitions of mm, 7,7y and the underlying scheme
being homomorphic. The same holds for C' - C* Z COM.Commit(CRS, m; p), so on
an honest input, P> always outputs 1.

Zero-Knowledge. To argue that (Pg,Vs) is zero-knowledge, we construct a sim-
ulator & which, given crs, CRS and a statement (c,C), chooses uniformly random
m,p Zf,, 7,70 < Zp as well as a uniformly random a < Z, and sets ¢’ =
com.Commit(crs, m; 7, 7) -c~* and C' = COM.Commit(CRS, m; p) - C~®. Further, the
simulator S programs the random oracle H to output « on input (crs, CRS, ¢, C, ¢/, C').
The simulated proof 7 is given by = = (¢/, C', m, 7, 7o, p).

It follows routinely that the simulation is perfect, unless A queries H on (crs, CRS, c,
C,c, C') before obtaining the proof 7. But this only happens with negligible proba-
bility as the commitments ¢’ and C" are freshly chosen by S.

Proof of Knowledge. We will show weak simulation extractability of (P2, Va).
That is, for any adversary that outputs an accepting proof for a true statement, there
exists an efficient extractor that can recover a corresponding witness. Our strategy
uses the Expected-Time Forking Lemma [BNO6] (see Lemma 1), which allows us to
extract the witness by rewinding the adversary in the random oracle model.

Let crs,CRS be given common-reference strings for com, COM. Let P be a ma-
licious prover with non-negligible advantage v. That is, we give it (CRS,crs) and
allow it to receive simulated proofs ; for statement-witness pairs (x;, w;) of its choice
as well as oracle access to a hash H, which is programmed by the zero-knowledge
simulator. In the end it must output a statement z* = (c,C) and verifying proof
= (c,C,- ), such that (z*, 7*) was not received from the experiment. Criti-
cally, one of the hash queries made by P must have been o = H(crs, CRS, ¢, C,c/, C'),
in order to give a correct proof.

We wish to rewind execution of P35 such that we get a fork consisting of two
verifying proofs (m = (', C',m, 7, 7o, p), 7’ = (', C’,m, 7,79, p)) for the same state-
ment (c,C), using the same ¢’, C’, but different hash outputs «, o’ provided on query
H(crs,CRS,c,C,c/, C).

Lemma 1 guarantees that, since P3 runs in polynomial time, makes only polynomi-
ally many hash queries and can produce a valid proof with non-negligible probability
v, then there exists a rewinding strategy in form of a forking algorithm Fps, which
runs in expected polynomial time and which, with the same probability v, produces
such a fork (m, 7).

Based on this, we give a knowledge extractor £ as follows:

e Run Fp;, and if it outputs 0, also output 0.

e Otherwise, if Fpy outputs a fork (7, a) and (7', ') proceed as follows.

e Parse m = (c/,C',m, 7,79, p) and 7’ = (', C', 1, 7, 7o, p).

e Compute m = (m—m)/(a—d), 7= (7—7)/(a—a), 7o = (fo — 7o) /(e — &)
and p = (p— p)/(a — ') and output w = (m, 7, g, p).
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Let us now argue our success probability of outputting a correct witness w. In
case that 7, 7’ verify for statement z* = (c/, C’) it holds by our definition of V5 that:

C’' - C* = COM.Commit(CRS, m; p) and C’ - cY = COM.Commit(CRS, m; p),
from which we can conclude by homomorphism of COM that
C*® = COM.Commit(CRS,m — 1h; p — p),
and therefore

C = COM.Commit(CRS, (m —m)/(a — ); (p — p)/(a — &)
= COM.Commit(CRS, m; p).

An analogous argument can be mounted to show that ¢ = com.Commit(crs, m; 7, 79).
This means that (z*,w) € Rgrs’CRS and the witness output by &£ is correct, whenever
the internally run Fps produces a fork.

So, £ is an algorithm with expected polynomial runtime and extraction probability

v, thus our knowledge extractor &£ is efficient and correct.
O

4.6.3 Putting Everything Together: Verifiable SWE

We will now briefly discuss how we can extend the SWE scheme constructed in § 4.5.1
with the proof systems of this section and an efficient proof system (e.g. Bullet-
proofs [Biin+18]) to obtain an efficient verifiable SWE scheme as defined in Def. 70,
i.e., an SWE for which we can efficiently prove statements about the encrypted mes-
sages.

Let any relation efficiently checkable R for messages m and witnesses w be given.

In the following, we extend SWE with two algorithms SWE.Prove, SWE.Vrfy which
form a NIZK proof system in the ROM for the language given by the induced relation
R

(V = (Vkl’ o aan)v (E)iem7ct)a ((mi)ie[é]uwa T,)) € R, And
ct = SWE.Enc(1*,V, (T3)ieqgs (Ma)iein); ') and Vi € [] : m; € {0, ... 28— 1)
and (m = Z 20Dk, w) e R
i€l

To this end, let

e (P1,V1) be the NIZK proof system for well-formedness constructed § 4.6.1.

e (P2,V2) be the NIZKPoK proof system for plaintext equality constructed in
§ 4.6.2.

e (P3,V3) be a NIZKPoK proof system which asserts for a given Pedersen commit-
ment C = COM.Commit(CRS, (m;);e(q; p) that Vi€ [(] :m; € {0,...,2F — 1}
and (m =3 e 20=Dkm; w) € R.

Bulletproofs. We choose Bulletproofs to instantiate (Ps,V3), as they are com-
patible with the Pedersen commitments COM, as outlined in § 2.11.5.2. The for-
mat of (P3,V3) is as follows: It takes as input a CRS, a commitment to a vector
C = COM.Commit(CRS, m; p) and it takes as witness m, p and an auxiliary witness
w, which establishes (3¢ 20=Dkm; w) € R. In the following, for succinctness, we
assume that the commitment scheme COM takes the same common reference string
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CRS as provided for (P3,V3) and we once again implicitly require that the CRS is
chosen from the random oracle.

We actually combine two different flavours of bulletproofs to achieve this. We
require (P3,V3) to show two different properties: Firstly, recall that we must enforce
that each component m; is in the appropriate range, i.e. m; € {0,...,2% — 1} for
a small integer k, to ensure efficient decryption of our SWE ciphertexts, even for
maliciously generated ciphertexts, using the baby-step giant-step algorithm. The
range-proof variant of bulletproofs ensures that this can be shown for all messages m;
with a single proof of size O(logy(k - ¢)), compare Lemma 3. Secondly, for additional,
more complex relations R, we rely on the more general Bulletproof construction
for circuit-based relations. If R can be represented by a circuit of multiplicative
complexity N, then the proof of knowledge establishing that C indeed commits to
messages m with (3. 20=Dkm, w) € R for a witness w is of size O(logy(N)),
compare Lemma 2.

Our Construction. We require the random coins 7’ used in SWE encryption to be
input to the proof, and then extract the subset of random coins (r,ry) as required by
(P1,V1) and (P2,Vs2). Note that executing encryption and the proof in one instance
is more efficient and preferred in practice.

Construction 7. We describe Prove, Vrfy that extend SWE with Enc, Dec as described
in § 4.5.1 to be a verifiable SWE scheme.

SWE.PI’OVG(CRS7 (ij)je[n]u (T%)ie[f]v ct, (mi)ie[g], w, 7“/) :
Pick necessary random coins r,rq from r’.
Parse ct = (h, ¢, co, (¢)) jem), (¢ @is ti)ieln)-
Set hr; = e(t;, g2) fori € [{].

Choose p < Zf) uniformly at random.
Compute C = COM.Commit(CRS, (m;);e(q; P)-
Compute m = Pq(ct, (vk;);,7).

Set crs = (h, (hT,i)iE[ﬁ])'

Compute ma = Pa((crs, CRS, (¢, co, (¢])icg), C)s ((Mi)icia, 7570, P))-
Compute 3 = P3(CRS, C, (m, p,w)).

Output m = (C, 71, w2, T3).

SWEVI’fy(CRS, (ij)je[n}v (E)ZG[Z} , Ct, 7T) :

Parse ct = (h, ¢, co, (¢j)jemn)» (655 @ir ti)icpg)

Parse m = (C,my, o, m3).

Set hr; = e(t;, g2) fori € [(]

Output 1, if Vi(ct, (vkj)jepn), ™) = 1, V3(CRS, C,m3) = 1, and

Va(((h, (h1,i)iciq): CRS, (¢, co, (¢7)iciq), C), m2) = 1. Otherwise, output 0.

Theorem 17. Under the BDH assumption, SWE.Prove, SWE.Vrfy extend SWE to be
a verifiable SWE as defined in Def. 70. The security proof is given in the ROM.

Proof. Given the BDH assumption, we can assume that the underlying Pedersen
commitment is computationally binding, our commitment com is perfectly binding
and (P1,V1),(P2,V2),(P3,V3) are NIZK/NIZKPoK proof systems as outlined above.
Specifically, Pedersen commitments and Bulletproof-instantiated (Ps,V3) rely on the
discrete logarithm holding in the underlying group G. For simplicity we assumed that
G = G and in this case, in order for BDH to hold in (G1, G, Gr) it is necessary for
the discrete log to be hard in G;. The other assumptions are already shown in this
chapter in the ROM under the BDH assumption.
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Since we only combine three NIZK proofs (P, V1), (P2,V2), (Ps,Vs), we can es-
tablish completeness, soundness and zero-knowledge of the resulting proof system
somewhat routinely.

Completeness. Given (V = (vki,...,vky), (Ti)ielq, ct), ((mi)icpg, w, ")) € R, CRS
for COM and choosing p «+ Zi, C = COM.Commit(CRS, (m;);c(q; ), it must hold
that ct = SWE.Enc(1*,V, (T})ici, (ma)iepq); ') and Vi € [€] : m; € {0,...,2F — 1}
and (m = ) cq 2=k, w) € R. The last two conditions combined with the
choice of C in our construction are enough to invoke completeness on the proof
w3 output by P3. Further, it clearly holds that ((ct,V, (T3)iciq), ((mi)iciq, ') € Ra
and (¢, co. ()icin); ©). ((madiegg. .70, p)) € RE™ with crs = (h, (hr.i)iejq) and
¢, co, (¢))i, b, (hr;)i all taken from ct and r, ro taken from 7.

Now, we can use completeness of the underlying proof systems and can be certain

that all proofs 7y, mo, w3 created from SWE.Prove are in fact such that the calls to
V1,V2, V3 in SWE.Vrfy will return 1.

Zero-Knowledge. The proof that we output consists of (C, w1, w2, m3). Recall that
Pedersen commitments are perfectly hiding. Specifically, if we draw C <s G*, then
for any m there exists a corresponding p which makes C = COM.Commit(CRS, m; p)
true. So, our simulator simply samples C at random and then invokes the simula-
tors due to the zero-knowledge property of the underlying proof systems, to simulate
the m; without access to a witness. C is clearly identically distributed to the hon-
est SWE.Prove algorithm and so are the m; by the zero-knowledge property of the
underlying proof systems.

Soundness. We consider CRS to be fixed. Towards contradiction, let us assume an
adversary A against the soundness experiment, which succeeds with non-negligible
probability. When it wins, it gives an input statement stmt = (V = (vk;)jefn)
(T3)icpg> ct) and a proof (C,my,ma, m3) which verify in SWE.Vrfy, but for which no
valid witness wit = ((m;);c[q, w, 1) exists, such that (stmt,wit) € R’.

By soundness of P1, Vi, we can establish that (except with negligible probability),
ct = SWE.Enc(1*, V. (T})ieq- m = (mi)iejq);7’) for some randomness ' and some
message vector m.

By weak simulation extractability of Py, Vs and non-negligible advantage of A, we
can establish that with non-negligible probability, we can run an extractor, which may
need to rewind A and which gives us m € Zf; and randomnesses 7,79 € Zy, p € Zf;
such that (c, co, (¢})ic[g) = com.Commit(crs,m;r,r9), C = COM.Commit(CRS, m; p).

Recall, the commitment com is defined by com.Commit(crs,m;r,rg) = (¢ =
g, co = h" - gho,(ch = hIP, - gi");) and crs = (h, (hry)i = e(ti, g2)i). By construc-
tion, ¢, co, (¢))i, h, (ti)i = ﬁ(ﬂ)?’ must be identical to the values in ct.

We discussed above, that (h,c,co, (¢}, hr;);) which is fixed here in ct already
constitutes a perfectly binding commitment to m. So, we learn, that m = 1m must
hold.

That is, we have so far shown, that there is some m, 7', p such that

ct= SWE'EnC(1A7 V, (Tz')z'e[e},m = (mi)z‘e[lz]);T,) and
C = COM.Commit(CRS, m; p)

Now, again by weak simulation extractability of P3,V3 and non-negligible ad-
vantage of A, we can establish that with non-negligible probability, we can again
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successfully run an extractor, which gets full access to A and outputs m/, p’ such
that C = COM.Commit(CRS, m/; p’) and m; € {0,...,2F — 1} for all i € [(] as well as
(X ieg 20=Dkm! w) € R.

In case m = m/, (stmt,wit) € R’ must actually already hold. But, if m # m/,
we can use p,p’ to break the computational binding of the underlying Pedersen
commitment scheme COM. Thus, except with negligible probability, m = m’ must
hold.

But then, we have actually shown, that the probability of A winning in the sound-
ness experiment must have been negligible. This concludes our proof. O

4.7 McFly Protocol

In this section, we describe how to build a general-purpose time-release encryption
mechanism, that we call McFly, by integrating a verifiable signature-based witness
encryption SWE with a blockchain. The time-release mechanism is available to all
users of the underlying blockchain. This allows for countless complex applications
with a minimal overhead. First we introduce a formal model for the underlying
blockchain and then we give a concrete instantiation of the McFly protocol. Later, we
discuss concrete applications that can take advantage of the time-release encryption
mechanism provided by the combination of SWE and the blockchain.

4.7.1 Formal Model and Guarantees

In this section we introduce a simplified model for blockchains in the form of the
BC ) p functionality reflecting the requirements introduced in Section 4.1.

As we are modelling BFT blockchains and blockchains coupled with a finality
layer, all the blocks in our abstraction are final and cannot be rolled-back. Parties
only require the (multi-)signatures of the committee members on the block counter
to decrypt ciphertexts, thus the blockchain in our model simply consists of a list T
containing these signatures. On every tick, committee members sign the block and
the new counter citr as the block header. Our model takes a security parameter A
and two hash functions H, Hy, as parameters.

Let the number of committee members be n and the corruption threshold of the
adversary be ¢ < n/2. We allow the adversary to corrupt up to ¢ parties statically.
That is, the adversary may choose their signing keys in the beginning of the execution
and input the signatures used in making the multi-signatures on the block counter
for these parties later on. We additionally require an online-extractable proof of
knowledge for the public keys of committee members. Further, the adversary gets to
decide when to make a new block (up to delay A, per round) by calling Tick — we
allow them full control over the content of these blocks, except for the fixed block
counters. They also get to see all unaggregated signatures by the honest parties.

SWe consider static corruptions for simplicity. However, we can easily extend our model to allow
for delayed active corruptions. In such a model, the committees are dynamically sampled and the
adversary is only allowed to corrupt parties after a specified delay; this delay can then be set to be
larger than the time a new committee is sampled.
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,_[ Functionality BC) |

)
Initialization
T:=()
ctr =0 > Current number of blocks
C=10 > Set of corrupted parties

Wait until (Corrupt, -) is called by adversary A
for i € [n] do
if i ¢ C then
Sample (sk;, vk;) ¢ Sigagg-KeyGen(17)
Output 7; < Sigagg.Prove(vk;, sk;) to A.

V= {Vki}ie[n}
Public Interface

Input: (QueryAt,CTR)
if CTR < T.len() then
return T[CTR)]

Input: (QueryTime)
return T.len()

Input: (QueryKeys)
return V

Interface for Adversary A

Input: (Corrupt,C’, {VK;}iccr, {mi}iccr) > This can be called once during
initialization, modelling static corruption
if |C'| < cand C' C [n] and Sigagg.Valid™?" (v}, ;) for i € C’ then
C=C
for i € C do
Set vk; = VK]
Input: (Tick, B)

ctr+=1

for i € ([n]\ C) do
Output (0;) < Sigagg-Sign(sk;, H(ctr)) to A
Output (o)) < Sigagg-Sign(ski, H(ctr, B)) to A

Set S == [n]\ C.

Await input (C’, (04)iecr) from A

if for all i € C’,Sigagg.Vrfy(vk;, H(ctr),o;) = 1 then
S=s5uc".

Append (Sigagg-Agg((04)ics, (Vki)ics), (vki)ies) to T.

Restrictions on the Adversary

For each round r;, the adversary is required to send a message (Tick, B) for
some block content B within time A,.

Protocol Guarantees. Let Ly be an NP language defined by relation Rq via
m € Ly < Jws.t. (myw) € Rp. Our protocol McFly consists of five algorithms
(Setup, Enc, Dec, Prove, Vrfy) in a hybrid model where access to the public interface
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of the functionality BC = BC) g is assumed with committee size n = poly(\) and
corruption threshold ¢ < n/2. The syntax of these algorithms is as follows:

CRS « Setup(1*): Setup takes a security parameter A. It outputs a common refer-
ence string CRS.

ct + EncBC(l)‘, m,d): Encryption takes a security parameter A\, a message m and
an encryption depth d. It outputs a ciphertext ct.

m «+ DecB¢ (ct,d): Decryption takes a ciphertext ct and an encryption depth d. Tt
outputs a message m.

T4 ProveBC(lA, CRS, ct,m, d, wp, r): The proving algorithm takes a security param-
eter A, CRS, a message m, an encryption depth d, a witness wy and randomness
r. It outputs a proof 7.

b+ VrfyBC(CRS,ct,W, d): The verification algorithm takes CRS, a ciphertext ct, a
proof m and an encryption depth d. It outputs a bit b.

We prove the following security guarantees for McFly, which are inspired by traditional
time-lock puzzles:

Definition 71 (Correctness). A protocol McFly = (Setup, Enc, Dec, Prove, Vrfy) is
correct, if for any parameter X\, message m, depth d, and algorithm A running
the adversarial interface in BC, if ct < Ench(lA,m, d) is run at any point and
McFIy.DecBC(ct,d) is run, when the number of finalized blocks BC.QueryTime is at
least d, it will output m, except with negligible probability.

Definition 72 (Security). A protocol McFly = (Setup, Enc, Prove, Vrfy, Dec) is secure,
if for any parameter N\ and committee size n = poly(\), corruption threshold ¢ <
n/2 there is no PPT adversary A with more than negligible advantage Adv,’_“ock =
|Pr[b=10] — 3| in the experiment Exp|oe (A, 1Y) defined below:

1. The experiment computes CRS « Setup(1}) and outputs it to A.

2. A gets to use the adversarial interface in BC, which is run by the experiment.

3. At some point, A sends two challenge messages mg, my1 and a depth d > 0.
|mo| = |m1| must hold.

4. The experiment draws b <—s {0, 1}.

5. Run ct « EncB¢ (12, my, d) and send ct to A.

6. A can submit a bit b at any point while ctr < d in BC

7. Once ctr > d on BC with no prior input from A, b/ <5 {0,1} is set instead.

Remark. There are two different points in time that are used in these guarantees:
When ctr is incremented, this can be seen as the point in time when it is clear
that the committee has reached agreement, and that a new finalized block will be
added. When the multi-signature is added to T symbolizes the point in time when the
finalized block (including the committee signatures) becomes available to all honest
users on the blockchain (even outside of the committee). This means that there is a
small gap in security: We point out that our synchronous network model guarantees
that all honest parties receive the messages of other honest parties by the end of each
round. However, the best practical guarantee that we can hope to achieve in terms of
security is, that an adversary corrupting up to n/2 — 1 committee members is unable
to decrypt a ciphertext before seeing any honest member’s signature. However, this
might occur before a block is made available to honest users. In practice, such a gap
exists naturally, as we also need to account for communication and network delay.
We additionally require a verifiability property:
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Definition 73 (Verifiability). A protocol McFly = (Setup, Enc, Dec, Prove, Vrfy) is
verifiable for an NP language Ly with witness relation Ry, if (Prove, Vrfy) is a NIZK
proof system for a language L' given by the following induced relation R':

(V =(vky,...,vky),d,ct), (m,r,wg)) € R &
ct = I\/IcFIy.Enc(l)‘,m, d;r, V') A (m,wp) € Ryp.

Here, Enc(...;r, V) denotes, that the randomness used is r and the keys obtained
from the blockchain are V.

Note that this guarantees that 1) a receiver of a verifying pair (ct, ) can be sure
to retrieve an output in Ly after block d was made and 2) outputting = alongside ct
reveals no further information.

4.7.2 Protocol Description

We now describe how to build McFly based on an SWE scheme and a blockchain
functionality BCy g as described above.

Construction 8. Let

e SWE be a verifiable SWE
o COM = (Setup, Commit, Vrfy) be a Pedersen commitment
o H be the hash function in BC and Hs be another hash function.

H, Hy are implicitly made available in all calls to SWE, which is set up for parameters
t =n/2 out of n. k is the upper bound on the message lengths for SWE.” We now
describe McFly:

Setup(1?) :
e Return COM.Setup(1%).
McFly.EncB¢ (1}, m, d)
Get the keys V' by calling QueryKeys to BC.
Splitm = (m;);cq where m; are from {0, ..., 2F 1} withm = 2 iel] 2= Dk,
ct « SWE.Enc(l)‘, V, (H(d))ie[é]a (mi)ie[ﬂ)-
Output ct.
McFly.Dec™(ct, d) :
o If QueryTime returns less than d, abort.
e Get (0,U) by calling (QueryAt,d) and V' by calling QueryKeys to BC.
e Call (m;)ice < SWE.Dec(ct, (0)icpq, U, V).
o Output m = Zie[q 2=k,
McFly.Prove®¢ (1}, CRS, ct, m, d, wo, r) :
o (et the keys V by calling QueryKeys to BC.
o Split m = (Mi)icg 81 M= iy 20Dk,
e Output m <~ SWE.Prove(CRS, V, (H(d));c[q, ct, (m:)ice, wo,T)-
McFly.VrfyB¢(CRS, ct, 7, d)

o (et the keys V by calling QueryKeys to BC.
e Output b < SWE.Vrfy(CRS, V, (H(d));c[q; ct, )

"The size limit is required for efficient decryption, see § 4.3.2.
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4.7.3 Proofs
In this section we show that the McFly protocol satisfies the definitions of § 4.7.1.
Theorem 18. McFly is correct, given that SWE has robust correctness.

Proof. Let a parameter \, a message m*, a depth d and an algorithm A be given.
Let ct + EncBC(lA, m*, d).

We show that if McFly®¢ Dec(ct,d) is run, when the number of finalized blocks
BC.QueryTime is greater or equal d, it outputs m. By construction, we have ct «+
SWE.Enc(1*,V, (H(d))ielg> (m])ielq), where V is the (static) set of keys obtained from
BC and (mj);c[q is the result of splitting m* into chunks from {0,..., 2k —1}.

In our call to Dec, since BC.QueryTime is greater or equal d, we can call (QueryAt, d)
and receive (o, U), which is by definition, such that

(0,U) = (Sigagg-Agg((0i)ics; (Vki)ies), (Vki)ies),

where for all i € [S] Sigagg.Vrfy(vki, H(d),o;) = 1. By correctness of Sigagg, it holds
Sigagg-AggVrfy(o,U, H(d)) = 1. We then call m < SWE.Dec(ct, (0);ciq, U, V).

Now, if there was an index ind such that mj,g # Ming™, forwarding that ind, V., U,
(m;)i, (T;); and o to the experiment for robust correctness of SWE would constitute
a winning adversary. Thus, except with negligible probability m = m*, concluding
the proof.

0

Theorem 19. McFly is secure given that SWE is secure and H is collision resistant.

Proof. Let \, committee size n = poly(\) and a corruption threshold ¢ < n/2 be given.
Let us assume towards contradiction, that there is an adversary A with non-negligible
advantage € in Exp oo (A, 11).

First, we discuss a hybrid game H;: It corresponds to the real experiment, but
once we received d from A, if A has received a signature on H(d) before, we abort.
If they query on a signature on that message afterwards, we also abort. If A had a
non-negligible advantage in differentiating H; from the experiment, they would have
to have a non-negligible advantage in causing an abort. If this were the case, we could
directly build a reduction against collision resistance of H.

Thus, we now assume we have an adversary who wins in H; with non-negligible
probability. We describe a reduction to security of SWE for ¢ = n/2 out of n for the
set of indices S = [n] at which the challenge message is included. W.l.o.g. we assume
n is even.

e The reduction gets access to Hp, from the experiment and sets up BC with
access to Hp,.

e It computes CRS < Setup(1*) and outputs it to .A.

e It honestly simulates BC to A, except in the way it generates the keys and
answers signing queries.

e In the initialization:

— Let C’ be the indices of malicious keys chosen by A and set C = [n] \ C".
Let V' = (vk;);ecr be the malicious keys and 7; the corresponding proofs.

— The reduction receives n/2 + 1 keys Vg = vk from the experiment and
sets the first n/2 4+ 1 of the honest keys (vk;);ca, to be these vk]. If the
adversary chose |C'| < n/2 — 1, the remaining honest keys are generated
by Sigags.KeyGen and saved as Vg. The proofs of validity for keys in Vg
are received from the experiment and for Vg, the reduction computes them
honestly.
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e For signing:

— For keys in Vi we sign honestly.
— For keys in Vg we relay signing queries to the experiment.

e Then, we output Vg UV’ as challenge keys to the experiment, where we receive
the validity proofs for V' from A. These verify by definition of BC.

e We receive messages mg,m; and a depth d > 0 from .A. We choose (m); € [/]
as a split of mo and (m}); € [¢] as a split of m;. We output (m;); and T; = d
for all i € [£] to the experiment.

e We receive back a ciphertext ct that we forward to A.

e Now, if A outputs a bit b in time, we output it to the experiment. Otherwise,
we output a random bit.

Note, that by our abort conditions, we have not asked for a signature on 7;,q before
outputting it nor afterwards, causing the interaction with the experiment to run
through.

If the experiment chooses bit b’, our output is identically distributed to running
H;1 with b = ¥'. Since we also guess randomly, if A does not output a bit, that means,
that we get the same advantage as A does in H1. Assuming security of SWE, that
concludes the proof.

O

Theorem 20. McFly is verifiable, given that SWE is a verifiable SWE.

This follows immediately by the definition of McFly.Enc and verifiability of SWE,
as we only invoke the underlying NIZK proof system.

4.7.4 Integration with Casper

As a concrete example, we discuss the modifications necessary to the Ethereum 2.0
Altair [Tra] protocol running with the Casper finality layer [BG19]. In the Casper
protocol [BG19] the committees are randomly sampled and become responsible for
finalizing blocks for some period of time, called an epoch. The members of the
committee can cast votes on the blocks they believe to be final by signing the blocks
using their signing keys. Once a majority of the committee votes on the same block
it becomes final. As new committees are chosen only one epoch in advance and
each epoch lasts for about 6.4 minutes, we can at most encrypt to 12.8 minutes
into the future. Moreover, a final block is only produced roughly after every epoch
duration. So while we have a near-constant block production rate, the horizon choice
is essentially limited to the start of the next epoch. However, an extension of the
above is possible in the current version of Ethereum Altair [Tra; But]. There, the
so-called sync committees have a lifetime of roughly 27 hours and are appointed “one
round” in advance.® These committees periodically sign the header of the newest
block to enable faster verification for light clients. We believe that a horizon of 27
hours is sufficient for most applications, including the ones we will describe in § 4.7.5.
We stress however that the security implications for the concept of sync committees
were not formally analyzed in Ethereum Altair [Tra; But].
We describe the modifications needed on Ethereum 2.0 in order to instantiate
McFly on top of it:
e Since Casper already uses BLS signatures, there are two possible alternatives.
1) The committee of Casper adopts the aggregation mechanism described in
§ 4.4, or 2) decryptors obtain the unaggregated signatures themselves (which is

8When a new sync committee becomes active, the next one is sampled.
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already possible with the Ethereum beacon chain).” In the latter case, signature
aggregation can be performed locally at the decryptor and hence no modifica-
tions are necessary. One could also envision dedicated aggregation servers when
the system is widely adopted.

e For each finalized block the (sync) committee additionally signs a counter r
that represents the number of finalized blocks (or slot number).

e The public keys of the committee members must have a proof of knowledge.
This can be achieved, e.g., by registering the keys with a PKIL.

Extension for Dynamic Committees. In our model, we assumed static commit-
tees. However, a fixed committee can be a security risk for a finality layer deployed
in the wild as committee members usually become target of attacks. Hence, finality
layers advocate for a short-lived dynamic committee [DMMNT20], mitigating this
risk.

We can safely regard a committee as known and static during its lifetime. Thus,
our model naturally extends as long as we only encrypt messages as far into the future
as the committees are currently known.

Moreover, in the period where the current committee is about to be replaced and
the next committee is not yet known, the limitation becomes more severe. However,
this can be mitigated by considering interleaved committees for the finality layer;
one committee starts to be active at the middle of the lifetime of the other, and
both committees independently run the protocol. This ensures a smooth transition
between committees.

4.7.5 Applications

In this section we describe some applications of our McFly protocol.

Encrypted Mempool to Prevent Frontrunning. Blockchains are vulnerable to
frontrunning: once a plaintext transaction (e.g., a profitable trade) appears in the
mempool, the public pool of transactions pending inclusion, adversaries scan it and
craft counter-transactions that target the same opportunity while offering higher fees,
aiming to be included before the original. In some settings, miners/validators may
even reorder transactions directly. In all cases, the attack is enabled by early content
visibility that makes profitable reordering possible.

Prior work proposed keeping transactions hidden in the mempool using time-
lock primitives such as time-lock puzzles and verifiable delay functions [DDMMT20;
BBBF18]. This approach does not prevent reordering per se, but removes the con-
tent signal that underpins classic mempool-based frontrunning. However, such time-
release mechanisms are resource-intensive and brittle to parameterization across het-
erogeneous hardware. Usually, a reference hardware is used to set parameters for
time-lock puzzles to ensure the data stays hidden even from the fastest machines,
however in decentralized systems like blockchain some hardware may have a perfor-
mance gap of up to 1000 times slower computation speed than reference hardware.
Our efficient McFly protocol provides a drop-in alternative for time-release encryption
in this scenario, where encryption in terms of block-height is a very natural setting.

Decentralized Auctions. An auction is a process of trading goods for bids, and it
is run among an arbitrary number of bidders, and an auctioneer. First, in a bidding
phase, all the bidders submit their bids. Then, in a final phase the auctioneer, after

9See https://github.com/ethereum/consensus-specs/blob/dev/specs/phase0/
p2p-interface.md#attestation-subnets
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checking all bids announces the winner. If the auctioneer is not fully honest, it is
easy to see that the outcome of the auction cannot be trusted. Therefore, protocols
for decentralized auctions (or auctioneer-free protocols) are of great interest. Here we
focus on sealed-bid auctions that are run exclusively on a blockchain, i.e., the commu-
nication of the parties happens only through blockchain transactions. Additionally,
the set of parties running the blockchain and bidding on the auction can overlap,
making it profitable for malicious parties to, e.g., not include bids that are greater
than their own.

One difficulty in realizing decentralized auctions in blockchains, as remarked by
Deuber et al. [DDMMT20], is that a bid transaction should be self-contained, i.e.,
the auction protocol should be able to terminate and determine the correct winner
after collecting all bid transactions. Particularly, this rules out solutions where the bid
transaction is a commitment to the real bid, and later an opening to this commitment
is sent. The reason is that if no opening is ever received, it is not possible to determine
if the opening was suppressed by malicious parties in the blockchain or a malicious
bidder is refusing to open his bid to DoS the auction. This is handled in [DDMMT20]
by including in the bidding transaction a time-lock puzzle containing the opening of
the commitment to the bid; whenever an opening is not received, the auction can still
terminate by solving the time-lock puzzles and retrieving the bids. This comes with
all the disavantages of timelock puzzles discussed in the introduction.

In contrast, with the proposed time-release encryption mechanism, we can easily
realize the same decentralized auction as [DDMMT20] without any overhead on the
blockchain, by simply encrypting the bids for a future block. We give next a high level
description of this. Assume we want the bidding phase to start at final block number
r in the underlying blockchain, and span through a sequence of £ final blocks. During
the bidding phase, all parties will encrypt their bids with respect to the committee
members’ verification keys and to the counter r+ ¢. After this final block is signed by
the committee, the signature can be used to decrypt all the bids, making it possible
to publicly verify who the auction winner is. Note that with this simple approach
there is no bid privacy for the losing bids, as all the bids are opened at the end of
the auction run. Moreover, if the underlying blockchain is incentive-compatible, the
results of [DDMMT20] show that the encrypted bids will always be included in the
blockchain given that it pays the required fees.

Randomness Beacons. A randomness beacon is a tool that provides public ran-
domness at predefined intervals. Blockchains can be a great source of randomness
to build decentralized randomness beacons, where distrustful parties contribute to
the randomness output by the beacon. One known problem with using blockchains
for building randomness beacons is that malicious parties could somehow manipu-
late the contents to be included in the blockchain as a way to introduce bias in the
beacon output. For that, some solutions [LW15; BBBF18; BDDNO21] leverage the
use of verifiable-delay functions (VDF) to delay the output of the beacon, such that
malicious parties do not have enough time at their disposal to be able to bias the
randomness. However, VDFs carry the same drawbacks as time-lock puzzles; they
are wasteful and it is usually hard to set parameters that result in a secure and usable
system. As the role of VDFs in these randomness beacon constructions is simply to
hide information from the parties for a predetermined period of time, with only minor
modifications one could replace the VDF's for our time-release encryption mechanism
in [LW15; BBBF18; BDDNO21] to get randomness beacons with almost no overhead
on the blockchain.
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Chapter 5

Compact Signature Witness
Encryption in the Standard

Model

In this chapter, we present an alternative construction of Signature Witness Encryp-
tion, which improves upon asymptotic complexity and resides in the standard model,
avoiding idealized assumptions such as the ROM. Our construction is compact in
the sense that ciphertext size scales polylogarithmically in the number of potential
signers. This improves upon the previous linear dependency in SWE and adjacent
schemes [DHMW23; Mad+23].

Furthermore, compared to our previous definition of SWE (§ 4.3.2), we only
achieve a relaxed non-adaptive security definition. To capture all the model nuances,
we formalize Compact Signature Witness Encryption (¢cSWE) in a new definition and
compare it to our previous SWE definition.

The chapter is taken almost verbatim from [ADMSW24], which is joint work with
Gennaro Avitabile, Nico Dottling, Bernardo Magri and Christos Sakkas published at
Asiacrypt 2024.

5.1 Structure and Contributions

The structure of this chapter is as follows:

e In § 5.2, we provide a technical outline detailing the high-level ideas of our
construction, comparisons to related work, and a discussion of our results.

e In § 5.3, we define the notion of strongly puncturable signatures (SPS) that
we will work with, and we introduce the notion of compact signature witness
encryption (cCSWE) for SPSs with non-adaptive security. We include a short
comparison with our previous notion of SWE.

e In § 5.4, we proceed to instantiate our cSWE scheme for SPSs.

We now outline our contribution in a little more detail:

Compact Signature Witness Encryption. The cSWE scheme that we introduce
is focused on small asymptotic complexity and standard model instantiation, however
it is not concretely efficient. We hope it can pave the way to future more efficient
constructions.

It allows one to encrypt a message m with respect to a reference tag 7" and a
set of verification keys V' = (vki,...,vk,) such that the ciphertext size only scales
polylogarithmically in n.

Our construction relies on Turing machine indistinguishability obfuscation (com-
pare § 2.14.1) and is based on strongly puncturable signatures (SPS). For context,
this notion was introduced by Goyal, Vusirikala, and Waters [GVW19] and compared
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to regular signature schemes has an alternative punctured key generation algorithm
that on input a message m* outputs a key pair (vk*,sk*), such that under vk* there
exists no verifying signature for message m*, but vk* otherwise looks computationally
indistinguishable from an honestly generated (unpunctured) public key.

Security is non-adaptive in the following sense: We require that the adversary
chooses the reference message 1" and the indices of the corrupted keys ahead of time.
Only after that does the adversary get t—1 honestly generated pairs of verification and
signing keys (at the corrupted positions) and n—t+1 honestly chosen verification keys
for the honest parties. We then give the adversary access to a signing oracle which
will sign for all honest keys and all messages except the challenge tag 7. Under
these constraints, we ask for indistinguishability security for the signature witness
encryption, i.e., the adversary should not be able to distinguish SWE encryptions
with respect to vki,...,vk, and T of two distinct messages mg # my. A short
discussion about the difficulty of achieving adaptive security can be found in § 5.2.3.

Informal Theorem 8 (Construction 9, Thms. 21 to 23). Assuming the existence of
1O for Turing machines, puncturable PRFs, SSB hashing and symmetric key encryp-
tion, there exists, in the standard model, an SWE scheme for SPSs with ciphertext
size in O(poly(logn, \)), where n is the number of involved signer keys and X is the
security parameter.

Individual Contribution. Nico Dottling and Bernardo Magri initiated the project.
When I was invited by Bernardo to join the discussions, Gennaro Avitabile and Chris-
tos Sakkas were already involved. There were many joint discussions, initially aiming
at a different, more practical construction.

The idea for the protocol in its present form, relying on indistinguishability ob-
fuscation, was developed primarily by Nico during a meeting with Bernardo and
myself. Both Bernardo and I provided comments that led Nico to refine his initial
proposal—specifically, I pointed out compactness issues in the original version.

The introduction was jointly written, while the technical outline in its current
form was prepared by Nico and myself. Initially, we were unaware that the notion of
strongly puncturable signatures had already been introduced; this was brought to our
attention by a reviewer. The formalization of this primitive, as well as the write-up
of its instantiation, which is present in the full version [ADMSW24], was handled
primarily by Christos and Gennaro.

The instantiation of compact SWE from ¢QO, including the accompanying proofs,
was written mainly by me.

5.2 Technical Overview

We will now provide an outline of our constructions and techniques.

5.2.1 Developing Compact SWE

Threshold SWE Blueprint. Let us focus on the core of our previous SWE
scheme, forgetting about efficiency boosting strategies and multi-signature support.
What we need to do in order to achieve plain t-out-of-n threshold SWE for BLS
signatures is remarkably simple:

First, we notice the the Boneh-Franklin IBE directly implies a 1-out-of-1 SWE
scheme for the BLS signature. For a message m, and verification key vk, we get
the ciphertext ct = (g5, e(H(T),vk)" - (m)), where (m) is some representation of
m in the target group Gr. Notice, that we previously encoded m as g7', but this
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specific representation is only strictly necessary to support our advanced properties
like verification.

Then, to achieve t-out-of-n threshold encryption, we simply share the message m
using a t-out-of-n secret sharing and provide an individual ciphertext of that shape
for each share.

To facilitate hybrid encryption of polynomially long messages, we can encrypt a
symmetric key K in place of the message m.

This blueprint of secret sharing a message/randomness/a key and each secret
share resulting in its own ciphertext part is very natural and in fact followed in
essence both by our previous construction and the alternative construction of wver-
ifiable witness encryption based on threshold signatures presented concurrently by
Madathil et al. [Mad-+23].

Linear size in the signer set is inherent in this approach due to the generation of
fresh ciphertext parts for each share. Looking ahead, the way that we try to salvage
this will be by compressing multiple shares into one ciphertext.

Model and Security Considerations. We remind the reader that we operate in
the standard model and consider a non-adaptive security model, where the indices
to be corrupted and the challenge reference message need to be provided by the
adversary up front.

While we would prefer to achieve adaptive fully malicious security, where the
adversary can corrupt any unqualified set of signers and even choose their verification
keys in a fully malicious manner, this seems to be difficult to achieve in conjunction
with compactness. In § 5.2.3, we provide some considerations about this difficulty.

A First Attempt. In order to achieve a compact SWE construction without
trusted setup, our basic idea is to adapt the construction of witness encryption from
10 to the setting of compact SWE, but this raises several challenges. Hence, consider
the following attempt to construct a cSWE. The ciphertext consists of a symmetric
key encryption of the message m under key K and an obfuscated circuit C. The
circuit C' pseudorandomly generates the secret shares under a secret sharing scheme
(e.g. Shamir’s scheme) of key K on demand; on input an index 7 and a valid signature
o for T under vk;, the circuit produces the i-th share of the key K. The randomness
for generating shares is taken from a puncturable PRF.

There are two evident issues with this approach. 1) A minor issue is that we
cannot hardwire all the verification keys vk; into the circuit C, as this would require
the circuit size growing linearly with n, contradicting our compactness requirement.
2) Computing individual Shamir shares inside the circuit C' implies evaluating a
degree t — 1 polynomial (that takes time ©(n)), requiring a circuit of size ©(n), again
contradicting our compactness requirement.

There will be, however a more subtle third issue which surfaces when trying
to prove security of this construction: If we were to rely on standard puncturing
techniques to erase the shares of honest parties in the challenge ciphertext, we would
need to puncture the above circuit n — ¢ times. But this would again require an
obfuscated circuit of size Q(n)!

Our Basic Approach. Starting from the above sketch, we will address issues 1)
and 2) above as follows. To address the issue 1), we will rely on somewhere statisti-
cally binding (SSB) hashing [HW15], in the same way as in our URS constructions.
We recall: An SSB hash function is a keyed commitment scheme, which allows to
succinctly produce a committing hash h of a database of size n. The key generation
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algorithm takes an index i € [n], and outputs a hashing key, which except with negli-
gible probability guarantees that hashes under that key are computationally binding
on all indices and perfectly binding on ¢. The binding index is hidden by the com-
mitment scheme.

We use the SSB scheme to commit to all verification keys (4, vk;);c[,) and force
the decryptor to input (i,vk;,0) and a valid opening 7 for the SSB hash. This
ensures, that except with negligible probability on input (i,vk,o,7), vk actually is
the i-th key and o is a signature for vk;, so outputting s; is justified. To address
issue 2), we will rely on 7O for Turing machines [KLW15; GS18]. The size of an
obfuscated Turing machine (TM) depends polynomially on its description size, but
only polylogarithmically on its runtime.

Towards Proving Security. The intuition for the security proof is that we want to
replace the obfuscated TM M with an equivalent TM M’ which has no information
about the shares or the shared key. The basic idea of the hybrid argument is as
follows.

Since we are in a setting of non-adaptive security, the security reduction knows
which signers will be corrupted even before their corresponding verification keys are
generated. We will use a standard SSB argument to go through a sequence of hybrids,
where in hybrid ¢ we make the SSB hash statistically binding to the i-th uncorrupted
verification key, call this key vk;. We would like to argue that since the adversary
never obtains a signature o; of T under vk;, he cannot make the obfuscated TM
output a share s; of the message m;. However, standard EUF-CMA security seems
far too weak to guarantee this: In order to use indistinguishability security of O,
we need to move into a situation where it is impossible (rather than computationally
hard) to make the TM accept some signature o; for 7" under vk; and output the
corresponding share s;. To address this issue, we use strongly puncturable signatures
(Section 5.3.1). These allow a special key generation PKeyGen(T'), which outputs a
punctured key pair (vk,sk) at message T. No valid signature exists for message T,
while the verification key remains indistinguishable from a standard non-punctured
key. This type of signature was introduced under the name of all-but-one signatures
by Goyal, Vusirikala, and Waters in [GVW19], where various instantiations based on
different number-theoretic assumptions (e.g., RSA, pairing-based assumptions, LWE)
were proposed. Equipped with this tool, the reduction can now replace all honest
keys with punctured keys, punctured at T. Hence, by additionally relying on SSB
hashing as explained above we can rely on ¢O security to gradually replace the TM
M by a TM M’ which never outputs shares s; for indices i of honest parties.

The Final Scheme. However, this transformation does not quite suffice to estab-
lish security. Recall that the shares s; of the message m are generated pseudoran-
domly, that is an adversary with access to a plain description of the TM M’ described
above could still easily recover the PRF key K used to generate the shares and just
generate them by himself. Note also that O security by itself does not guarantee
that K is hidden. The standard tool commonly used to argue security in this set-
ting is puncturing: If we were to puncture the key K in a suitable manner, then we
might be able to ensure that this punctured key does not leak information about the
shares of honest parties. While there are some minor issues with this idea, such as
the fact that the shares s; are correlated and a contrived puncturing argument would
be necessary, the big issue here is we would need to puncture at n —t = Q(n) points,
which once again contradicts our compactness requirement! The reason why we need
to remove all honest shares simultaneously is that otherwise Shamir secret sharing
offers no security. Removing one share at a time is useless, as this share could easily
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be recomputed from the other shares. Hence, puncturing will not help us, and we
need to depart from the puncturing approach. But where could we store shares of
the message m instead? Observe that our ciphertext already includes an SSB com-
mitment to all the verification keys vk;, and we will precisely leverage this feature in
our solution: We will augment the verification keys vk; by some additional auxiliary
information which contains a sufficiently large slot to encode a Shamir share. In the
real world this auxiliary information is just a random string. But in the security
reduction we can embed an encryption of the corresponding share s; into vk;. We
then use 7O security to switch to a machine M’ that reads its shares from the input,
limiting its internal computation to checking the validity of the input SSB opening
and the signature. Upon success, it decrypts and outputs the share in vk;; otherwise,
it aborts. This switch between computational models is feasible because we bind
the SSB hash to each index i* € [n]. This ensures that on input (i*,vk, o, 7), if the
obfuscated machine produces an output, then vk = vk; must hold. Consequently,
the correct share is obtained by decrypting vk, and the output remains consistent
whether the shares are computed internally or decrypted from the public keys.

While this outlines our main technical ideas, there are some additional subtle
technical challenges which our construction in § 5.4 will address.

5.2.2 Related Work

For related work concerning the general notion of Signature Witness Encryption and
time-release application, we refer the reader to the Related Work section (§ 4.2.3) in
the previous chapter. We will focus here on compactness of previous SWE schemes
and other lines of works that were released concurrently with or after our paper
[DHMW23] to avoid duplicate discussions.

Signature-Based Witness Encryption. Our previous construction of signature-
based witness encryption [DHMW23] as described in Chapter 4 grows linearly in the
number of verification keys input to the encryption procedure. The same is true
for verifiable witness encryption based on threshold signatures [Mad-+23]. While
the ciphertext size of these constructions is asymptotically worse than ours, their
main focus is on concrete efficiency. However, both [DHMW23; Mad+23] rely on the
random oracle model, whereas we focus on a compact-ciphertext construction in the
standard model. Furthermore, we point out that these previous works achieve fully
adaptive security notions, as opposed to our non-adaptive security as discussed in
§ 5.2.

There also exists a concretely efficient scheme (in the ROM) with constant-size
ciphertexts [GMR23], but as discussed in § 4.2.3, it requires a distributed key gener-
ation protocol to achieve a joint public key for the committee with regard to which
encryption takes place.

Threshold Encryption. We previously introduced threshold encryption schemes
[DF90; Fra90], where decryption can take part only with the cooperation of a thresh-
old number of decryption servers. As we mentioned, threshold encryption has been
proposed as a tool for frontrunning prevention, e.g., in [DFL24; MGZ23], where the
entire mempool of pending transactions is encrypted to be released after the next
block. These constructions achieve constant ciphertext size, but require correlated
key setup.

Recently, Choudhuri, Garg, Piet, and Policharla [CGPP24] identified a gap in se-
curity when using either [DFL24; MGZ23] or our SWE-based time-release encryption
from [DHMW23] for mempool encryption: Specifically, since encryption is suggested
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to be to a (close) specific time in the future, what happens to security if some trans-
actions are not included in the chain yet, before they are decrypted? They formalize
the notion of pending transaction privacy demanding that such a scenario mustn’t
happen in mempool encryption.

This resulted in a further line of research: In [CGPP24] a threshold-encryption-
based mempool encryption with pending transaction privacy with efficient batch-
decryption was proposed. This solution still requires a correlated setup of secret keys,
but a server can output partial decryptions for many ciphertexts at once, reducing
the communication overhead. In their scheme, the keys are generated by a trusted
dealer or an expensive MPC protocol, which needs to be run once per epoch.

This is improved upon in [BLT25; BFOQ25], who drop the requirement of epochs
and epoch specific setups, but maintain the need for a distributed key setup.

Opposed to this, Garg, Kolonelos, Policharla, and Wang [GKPW24] introduce
the notion of silent setup for threshold encryption. This means, that the involved
decryption servers are now able to choose their key pairs independently and encryptors
can deterministically aggregate the public keys of their chosen decryption servers into
a single succinct encryption key, which can be used to encrypt a message. Dropping
correlated key creation is achieved by pushing the complexity into a highly structured
CRS and “hints”, which can be seen as extensions of the public keys of each party.
Both the CRS and the hints are linear in the size of maximum decryption servers.
For each decryption procedure direct communication with the decryption servers is
still required. Their scheme achieves adaptive security in the programmable generic
group model and part of their construction relies on generalizing SWE to linearly
verifiable signature schemes.

This result is further improved upon by Bormet et al. [Bor+25], who achieve
batched threshold encryption with silent setup (in the CRS model) to further boost
efficiency.

Our compact SWE construction requires neither distributed key generation, nor
a CRS, but it is less practically efficient than (some of) these works addressing com-
parable settings. Therefore, we treat our construction as a feasibility result and not
as a viable option for deployment.

5.2.3 Discussion and Interpretation of our Results

While we establish feasibility of compact SWE schemes, the question remains open,
whether the strong tools we employ are necessary for such a construction and whether
constructions achieving better notions of security are possible. As non-compact SWE
is quite simple to instantiate, it may be worthwhile to study the relation of compact-
ifying SWE with other hard problems in cryptography to develop a deeper under-
standing of its complexity.

On the Use of iO. Our construction uses O for Turing Machines in a crucial
way. Specifically, we use 1O to delegate the generation of shares to the decryptor, the
ciphertexts in our scheme constitute compressed versions of a pseudorandom share
vector. This type of compression is currently beyond the scope of other compact del-
egation techniques (e.g. Laconic Function Evaluation [QWW18]), and in fact general
purpose delegation schemes with even a weak amount of output compression imply
iO [LPST16]. This indicates that a different, potentially cryptographically interest-
ing approach might be necessary to facilitate compact SWE from more favourable
assumptions.
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On Adaptive Security. There seems to be a substantial barrier for achieving
adaptive security for compact SWE.

From an information theoretic perspective, e.g. for a threshold of ¢ = n/2, a
ciphertext of size o(n) is too small to even encode the set of corrupted parties, which
requires {2(n) bits. Hence, it seems hard to make a ciphertext behave differently for
honest and corrupted keys as the ciphertext cannot “know” which keys are corrupted
and which are not. Hence, somewhat expectedly guessing-based transformations from
non-adaptive to adaptive security fail in this setting. If we guess the set of corrupted
parties ahead of time, we need to compensate for a security loss of order 282(n),
But this means that the underlying primitives need to at least provide 2(n) bits of
security, which in turn results in a ciphertext of size Q(n), which is not compact by
our definition.

5.3 Definitions

As previously established, the model we operate in and the guarantees achieved by
our compact SWE construction differ from the notion of SWE introduced in Def. 67 in
the previous chapter. In this section, we provide an alternative definition of compact
signature witness encryption schemes instantiated with strongly puncturable signa-
ture schemes. We also highlight the differences from the previous definition. For
completeness, we begin by stating the definition of strongly puncturable signature
schemes.

5.3.1 Strongly Puncturable Signatures

Strongly puncturable signature (SPS) schemes are signature schemes with additional
features and were introduced in [GVW19] under the name of all-but-one signatures.
In particular, such a scheme comes with a punctured key generation algorithm that,
on input a message m*, generates a pair of punctured keys (vk*,sk*) at message m*.
A SPS scheme has to satisfy: 1) puncturability, meaning that given a punctured key
(vk*,sk*) w.r.t. a message m* there does not erxist a valid signature for m* with
respect to the key vk*; 2) punctured-key indistinguishability ensuring that punctured
verification keys are indistinguishable from regular verification keys, as long as no sig-
nature on m* is requested. Additionally, an SPS has to satisfy the usual correctness
property of digital signatures. In [GVW19], the authors note that punctured-key in-
distinguishability already implies selective unforgeability, hence we will not seperately
define unforgeability for our scheme.

We call this type of signature strongly puncturable to remark the difference with
other notions of puncturable signatures [CPW20; BSW16; JDS22] where a verifying
signature for the punctured message m* might exist, but it is infeasible to compute
(given e.g. a punctured signing key).

In [GVW19], various instantiations that can be based on different number-theoretic
assumptions (e.g., RSA, pairing-based assumptions, LWE) were proposed in the stan-
dard model.

Definition 74 (Strongly Puncturable Signature Scheme). A strongly puncturable
signature scheme Sig = (KeyGen, PKeyGen, Sign, Vrfy) consists of the following algo-
rithms:

o (vk,sk) « KeyGen(1"): On input the security parameter 1*, the key generation
algorithm KeyGen returns a verification key vk and a signing key sk.

o (vk,sk) « PKeyGen(1*,m*): On input the security parameter 1, a message
m* to puncture at, the punctured key generation algorithm PKeyGen returns a
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verification key vk and a signing key sk, that allows to sign any message except

m*.

e 0 < Sign(sk,m): On input a signing key sk and a message m, it outputs a
signature o.

o b <« Vrfy(vk,o,m): On input a verification key vk, a signature o and a message
m, the verification algorithm Vrfy returns a bit b € {0, 1}.

A strongly puncturable signature scheme should have the following properties:

Definition 75 (Correctness). For all \ and all messages m in the underlying message
space
Pr [Vrfy(vk, Sign(sk, m),m) = 1 | (vk, sk) « KeyGen(1?) |=1

Definition 76 (Puncturability). For all A and for all messages m*, we require
Pr [30’ s.t. Vrfy(vk*,o,m*) =1 ‘ (vk™*, sk™) < PKeyGen(l/\,m*)} =0.

Definition 77 (Punctured-Key Indistinguishability). We say that a strongly punc-
turable signature scheme Sig = (KeyGen, PKeyGen, Sign, Vrfy) has key indistinguisha-
bility, if no PPT adversary A has more than negligible advantage in the experiment
Expinp.sps (A, 1) described below:

1. Adversary A provides a message m* to puncture at.

2. The challenger picks a challenge bit b <s {0,1}. If b = 0, then (vk,sk) «+
KeyGen(11). If b = 1, then (vk,sk) < PKeyGen(1*,m*). The verification key
vk is returned to A.

3. A gets oracle-access to Sign,,-(sk,-). The oracle signs any message under the
secret key sk, except m*.

4. A returns a guess bit b’ and wins iff b’ = b.

We define the advantage in this experiment by

1
Advinp_sps := |Pr[Expinp-sps (A4, 11) = 1] — 5|

5.3.2 Compact Signature Witness Encryption

In this section we introduce the notion of a compact t-out-of-n SWE scheme for
strongly puncturable signatures.

Compared to the definition of SWE given in Def. 67 in the previous chapter, we
have relaxed the definitions here in the following ways:

e The security is non-adaptive as discussed in § 5.2.

e The underlying signature in this work needs to be puncturable and we take
multiple signatures instead of one multi-signature as arguments.

e For simplicity, we also focus on the case of encrypting one message with one ref-
erence message. An extension is possible by repeatedly executing the protocol,
but there is no native support for more efficient batching. This is less critical
here, as messages may be of arbitrary polynomial length in our construction.

Definition 78 (Compact Signature-Based Witness Encryption). A t-out-of-n ¢SWE
for a strongly puncturable signature scheme Sig = (KeyGen, PKeyGen, Sign, Vrfy) is a
tuple of two algorithms (Enc, Dec) where:
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o ct < Enc(1MV = (vki,...,vky),T,m): Encryption takes as input a security
parameter A, a set V of n wverification keys of the underlying scheme Sig, a
reference signing message T and a message m of arbitrary length ¢ € poly()).
It outputs a ciphertext ct.

e m < Dec(ct, (0;)icr, I,V): Decryption takes as input a ciphertext ct, a list of
signatures (0;)icr, an index set I C [n] and a set V' of verification keys of the
underlying scheme Sig. It outputs a message m.

We require such a scheme to fulfill three properties: correctness, compactness and
security.

Definition 79 (Correctness). A t-out-of-n ¢cSWE scheme cSWE = (Enc, Dec) for a
strongly puncturable signature scheme Sig = (KeyGen, PKeyGen, Sign, Vrfy) is correct
if VA € N, sets of keys V. = (vki,...,vky,), index sets I C [n] with |I| > t, mes-
sages m, T and signatures (0;);er with Sig.Vrfy(vk;, 0;,T) = 1 for all i € I, it holds
Dec(Enc(1*, V, T, m), (0:)icr, I, V) = m.

Definition 80 (Compactness). We consider a ¢SWE scheme ¢cSWE = (Enc, Dec)
to be compact, if for any A € N, any messages m,T and any set of keys V of size
V| = n, it holds that, when we compute a ciphertext ct < Enc(1*,V,T,m), its size
|ct| is O(poly(A,logn)).

Definition 81 (Selective Security). A t-out-of-n ¢cSWE scheme cSWE = (Enc, Dec)
for a strongly puncturable signature scheme Sig = (KeyGen, PKeyGen, Sign, Vrfy) is
(selectively) secure if for all A € N, allt,n = poly(\),t < n, there is no PPT adversary
A that has more than negligible advantage in the experiment Expsec so(A, 1) defined
below:

1. The adversary A specifies signing reference message T* and indices J C [n]
with |J| <t —1.

2. The experiment generates n key pairs for i € [n] as (vki, sk;) < Sig.KeyGen (1)
and provides V- = (vki,...,vky) to A, as well as all sk; fori € J.

3. A gets to make signing queries for pairs (i,T). Ifi € J or T = T*, the

experiment aborts, else it returns Sig.Sign(sk;, T').

A announces challenge messages mo, my with |mo| = |my|.

The experiment flips a bit b <—s {0,1}, and sends Enc(1*,V,T*,my) to A.

6. A gets to make further signing queries for pairs (1,T). Ifi € J or T =T*, the
experiment aborts, else it returns Sig.Sign(sk;, T).

7. Finally, A outputs a guess b'.

8. Ifb=1V, the experiment outputs 1, else 0.

v s

We define A’s advantage by Advd: o == ‘Pr [Expsec_sel (A, 1) = 1] — %‘

5.4 Compact Threshold SWE for Strongly Puncturable
Signatures from O

In this section, we present a construction of compact SWE for strongly puncturable
signatures as defined in Def. 78, which is based on O for Turing machines.
5.4.1 Construction

The following scheme works for n = poly(\) potential signers and requires t-of-n
signatures to decrypt.
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Given a strongly puncturable signature scheme Sigpync, our protocol will work for
a slightly altered signature scheme Sigy,,,.. We define Sigy,,,. to behave exactly as
Sigpunc, but additionally the public keys vk output by (vk,sk) < Sig;unc.KeyGen(l)‘)
have a random part R; <—s Z,, appended to vk;, hence its keys are of the form (vk;, R;).
Let ¢, = |(vki, R;)| be the size of its keys, M its message space, and ¢, be the length
of its signatures.

Construction 9. Towards our construction of a compact t-of-n SWE scheme for
Sigpunc, let:

p > 2* be a prime number with logp = O(poly())).

e PRF:{0,1}* x {0,1}* = Z, be a PRF with logn < p < logp.

PPRF = (KeyGen, Punc, Eval) with Eval : {0,1}* x {0, 1}* — Zy be a PPRF and
Lpkey be the size of any key punctured at at most one point.

SKE be a symmetric key encryption scheme

SSB be an SSB-hashing scheme and fny, £r, Ly be the length of the hashing keys
hk, proofs T and hashes h of SSB on input a database D with length n and with
a mazimum size of its entries of Lyp.

e obM be an indistinguishability obfuscator for the class of machines

TMy = {Mi«|K, Ki1,h, T, hk, Ko,U,inds|(ind, (vk, R), 7,0")} where each such
machine takes: indices i*,ind2 € {0,...,n + 1}, values K, K; € {0, 1})‘, h €
{0,1}, 7 € M, hk € {0,1}**, a PPRF key K5 € {0,1},,., and a value U € Z,
as hardwired inputs and an indez ind € [n], values vk, R of combined length C,y,
as well as 7 € {0,1} and o € {0,1}" as run-time inputs.

M« [K, K1, h, T, hk, K2, U, inds|(ind, (vk, R), T, 0") is defined as:

— Ifind <1 orind > n, abort and output L.
— If 0 = SSB.Vrfy(hk, h,ind, (vk, R), T), abort and output L.
— If 0 = Sigpunc.Vrfy(vk, o', T'), abort and output L.
— Ifind = indy: Output R+ U mod p and halt.
— Ifind < i*: Output R+ PPRF(K2,ind) mod p and halt.
— FElse if ind > i*:
x Write on the tape variablesi =1, R=0,X=1,5 =K.
x Whilei <t: Set R=PRF(Kj,i), X =X-ind modp, S=S+X-R
mod p, i =1+ 1.
x Qutput S.

Note that all these machines have the same description size. Let {y,, be short-
hand for its input size and T g denote the mazimum runtime within this ma-
chine class. It is syntactically clear that these machines always halt, so T is
well-defined.

We will now present the construction of our t-of-n compact SWE scheme.

CSWE.EHC(1>‘7 V= (Vki, Ri)ie[n]a T, m) :

Generate PRF key K, + PRF.KeyGen(1%).
Generate symmetric key K + SKE.KeyGen(1%).
Generate PPRF key Ko + PPRF.KeyGen(1%).
Generate a hashing key hk < SSB.KeyGen(1*,n, 1).
Set h = SSBHash(hk, (sz‘, Rl)ze[n])

Choose U s Zy,.

Let M' = My[K, Ky, h, T, hk, Ko, U,0](:, (-, ), -, ).
Compute obM <+ iOM(1*, M’ £iny, T1r4)-
Compute ct’ = SKE.Enc(K,m).
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e Output (obM,ct’, hk).
CSWE.DeC(Ct, (0‘2‘)1'6], I,V = (Vki, Rl)ze[n]) :
e Parse ct = (obM,ct’, hk).
o If|I| <t, abort.
o foriecl:
— Compute 17; = Open(hk, V,1).
— Run ¢; = obM (i, (vki, R;), 7, 0;).
— Notice ¢; = K + Z;;llPRF(Kl,j) i) i.e. evaluations S; = f(i) on
polynomial [ = K + E?;IIPRF(Kl,j) xd
o Compute K' =3, ;¢;- L; where L; = Hjel;#i %
e Output m = SKE.Dec(K’, ct’).

We point out that by encrypting a symmetric encryption key, we can get an
encryption scheme that allows messages m of arbitrary length without impacting the
size of obM.

5.4.2 Proofs

We will now demonstrate that Construction 9 is a compact SWE scheme as defined
in Def. 78, proving its correctness, compactness and selective security.

Theorem 21. Our construction cSWE is correct, given that the underlying primitives
Sigpunc, SKE, SSB and obM are correct.

Proof. Let A € N, a set of keys V' = (vky,...,vky), an index set I C [n] with
|I| > t, messages m, T and signatures (0;);cr be given such that for all i € I, we have
Sigpunc-Vrfy(vki, 0;, T) = 1. Let us show Dec(Enc(1*,V,T,m), (0;)ics,I,V) = m.
Enc(1*,V,T,m) yields an output (obM,ct’, hk). In Dec((obM,ct’,hk), (0:)icr, I, V),
we do not abort before calling obM, as |I| > t by requirement. We compute for i € I:
7; = Open(hk, V. i), ¢; = obM (i, (vk;, R;), T,0;). By correctness of obM, this outputs
the value generated by MK, K1, h,T,hk, K3, U,0](i, (vki, R;), T, 0;), which runs the
following code:

e Ifi <1 ori>mn,abort and output L.
e If 0 = SSB.Vrfy(hk, h,1, (vk;, R;), T), abort and output L.
e If 0 = Sigpunc.Vrfy(vk;, 04, T), abort and output L.
e Ifi=0: Output R4+ U mod p and halt.
o If i <0: Output R+ PPRF(K3,i) mod p and halt.
e Else if ¢ > O:
— Write on the tape variables j =1, R=0,X=1,5=K
— While j < t:
* Set R = PRF(K1,7), X = X-i modp, S=S+X-R mod p, j =j+1.
— Output S

And has hardcoded values K; < PRF.KeyGen(1%), K « SKE.KeyGen(1"), Ky <+
PPRF.KeyGen(1*), hk +- SSB.KeyGen(1*,7n,1), h = SSB.Hash(hk, (vk;, Ri)icn))-
Clearly 1 < i < n. SSB.Vrfy(hk, h,i, (vk;, R;),7) = 1 holds by correctness of SSB
since hk, V' in Dec are the same as in the call to Enc. Sigpunc.Vrfy(vk;, o, T') holds by
definition.
This means we get fori € I ¢; = K—l—E;;llPRF(Kl,j) -/ i.e. evaluations ¢; = f(i)
of a polynomial f = K + Z;;lpRF(Kl,j) -2’ with f(0) = K.
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By computing K’ = >, ;¢ - Ly with L; = Hje]~j;£z‘ % being the Langrange
polynomials for supporting points ¢ € I evaluated at 0, we are guaranteed K’ =
f(0) =K.

So Dec finally outputs SKE.Dec(K,ct’), but since ct’ = SKE.Enc(K,m), by the

correctness of SKE, we output the original message m. O
Theorem 22. Our construction cSWE is compact.

Proof. The bottleneck of our ciphertext size is the size of the obfuscated Turing ma-
chine, which depends polynomially on its description size and polylogarithmically on
its runtime. We notice, that we can describe all inputs (runtime as well as hard-
wired ones) in O(poly(A) - logn). All operations (comparisons, modular arithmetic
in Z,, SSB verification, signature verification and (P)PRF evaluations) can be de-
scribed and evaluated in size/time O(poly(\) - logn) and we can describe the whole
code including the while-loop in O(poly(logn - A)), while the maximum runtime is in
O(n - poly(logn - X)), leading to the desired size.

In more detail, the output of cSWE’.Enc(1?, (Vki, Ri)iepn), Ty m) is (obM, ct’, hk),
where hk = SSB.Hash(hk, (vki, R;)ic[n)), |hk| = lhr = O(poly()) - logn) by the effi-
ciency guarantees on SSB.

Further, ct’ = SKE.Enc(K,m), so |ct’| = O(poly(\)-|m|) = O(poly())). It remains
to show that obM is in O(poly(A,logn)).

obM <« iOM(IX, M, £iy, Traq) with M’ = M- [K, Ky, h, T, hk, K», U, indy] (with
i* = 0,ind2 = 0). By the efficiency requirements on i{OM, |obM| is therefor of size
O(poly(|M’|,1og Trpm, linp, \)), where | M'| is the description size, T'raq the maximum
runtime and /;,,;, the maximum input size of machines in 7M. The machines in this
class are defined as
MZ‘* [K, K1, h, T, hk, KQ, U, indg](ind, (Vk, R), T, O'/):

e Ifind <1 or ind > n, abort and output L.
If 0 = SSB.Vrfy(hk, h,ind, (vk, R), T), abort and output L.
If 0 = Sigpunc.Vrfy(vk, o/, T'), abort and output L.
If ind = indy: Output R+ U mod p and halt.
If ind < ¢*: Output R+ PPRF(K}3,ind) mod p and halt.
Else if ind > ¢*:
— Write on the tape variables i =1, R=0,X =1, =K
— While i < t: Set R = PRF(K3,i), X = X -ind modp, S =S+ X R
mod p, i =14+ 1.
— Output S

By construction, the sizes of hardwired inputs are as follows: |i*|, |ind2| = logn,
|K|,|K1i| = A, |h| = £, = O(poly(X)) by efficiency of SSB, |T'| = O(poly(}\)) as
T € M is from the message space of Sigpunc With security parameter A, |hk| = 5, =
O(poly(X) - logn) by the efficiency guarantees on SSB, |Ka| = lprey = p1 - poly(X) by
the efficiency guarantees of PPRF and |U| = logp.

The runtime inputs are bounded in size as follows: ind = logn, |(vk, R)| = by =
A +logp, |7] = £; = O(poly(X) - logn) by efficiency of SSB and |o| = ¢, = poly(\).

We can bound pu,logp = O(poly(})), as we required p < logp = O(poly(})). So,
we see directly that the input size is bounded as

einp = O(pOIy()‘ -log n))

Towards analysing the mazimum runtime T7p: Comparisons with ind,¢* can
be executed in time O(poly(logn)). By efficiency of SSB, the Turing machine code
for SSB.Vrfy(hk, h,ind, (vk, R),7) has runtime O(poly(\) - logn). Further, the code
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for Sigpunc.Vrfy(vk,o’, T') has runtime O(poly(\)). Modular arithmetic in Z, can be
executed in time poly(logp) = O(poly(A)). PPRF(K2,ind) can be executed in O(u -
poly(A)) = O(poly(\)) by our efficiency requirements on PPRF and so can PRF(K7, ).
Since t < n, the while-loop has runtime in O(n - poly(logn - A)). So the maximum
runtime is bounded by

Tram = O(n - poly(logn - \)).

We analyze the description size |M'|: Comparisons with ind,i* can be described
in size O(poly(logn)). The Turing machine code for SSB.Vrfy(hk, h,ind, (vk, R), T)
has size O(poly(\) - logn) by efficiency of SSB. The code for Sigpunc.Vrfy(vk,o’,T)
has size O(poly())). Modular arithmetic in Z, can be described in size poly(log p) =
O(poly(A)). PPRF(Ky,ind) can be described in O(u - poly(A)) = O(poly(A)) by our
efficiency requirements on PPRF and so can PRF(K7,7). Since logt < logn, the
while-loop can be described in size logn + O(poly(logn - A)). We conclude that the
description size is bounded by

|M'| = O(poly(logn - X)).

Thus, [obM| = O(poly(|M’'|,1og T am, linp, X)) = O(poly(poly(logn - X),log(n -

poly(logn - A)), poly(A - logn), A)) = O(poly(logn, A)).
So the whole ciphertext is in size O(poly(logn, \)). O

Theorem 23. Our construction of cSWE is selectively secure, given that Sigpunc s
punctured key indistinguishable and puncturable, SSB is index hiding and somewhere
perfectly binding, obM is secure, SKE is correct, IND-CPA secure and has pseudo-
random cipherterts, PRF is a pseudorandom function and PPRF is a puncturable
pseudorandom function.

Proof. Let us give a proof sketch first:

We define a series of indistinguishable hybrids and show, that an adversary A
with non-negligible advantage in the last hybrid could break IND-CPA security of
SKE.

Our strategy is to puncture all honest keys at message T, then gradually move
each party’s shares from being computed inside the Turing machine into being em-
bedded in the key part R; in encrypted form. The Turing machine should in the end
only have to decrypt the shares from its input and can forget the key K that it was
supposed to share. Then, we can observe, that it never decrypts the honest parties’
shares, as there is no accepting signature due to puncturability of our signing scheme.
We bind the SSB hash to each honest position *, puncture the PPRF at ¢* to forget
the decryption key, hardwire the output share s;« into the machine instead and re-
place the share s;+ with an encryption of garbage inside R;=. Then, we observe, that
by SSB binding and puncturability of the signature scheme, no input exists anymore
for which s;+ is output and we can forget the hardwired value again. Lastly, we notice
that we now need less than ¢ shares of K to run this experiment and can therefore
replace them with shares of an unrelated key K’ by t-privacy. What remains is a
single encryption of m under K, where K is not known or used in any other part of
the output.

We turn to the full proof now: Let A € N, such that ¢ = poly(\). Let A be an
adversary for Expgec sei(A, 1) with more than negligible advantage.

Hybrid Ho = HY. This game is identical to Expgec.se(A, 1"). To recap, we get
indices J C [n], |J| <t —1 and a reference message 7™ from A, then the experiment
generates key pairs for i € [n] as (vk;,sk;) < Sigpunc.KeyGen(1"), R; < Z, and
provides V' = ((vki, R1),..., (vkn, Ry)) to A, as well as all sk; for i € J. We allow
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any signing queries for honest keys vk;,7 € [n] \ J on any message except T, before
and after the adversary announces challenge messages mg,m; and the experiment
responds to this challenge by choosing b «s {0, 1}, and sending Enc(1*, V,T*,m;) to
A. In the end, A outputs a guess b’ to our choice bit b.

Hybrid H! for i* € {1,...,n}. In a first hybrid, we change the keys of all honest
parties to be punctured at the challenge reference message 1T™:

e If * € J, this is identical to Hi 1.

e Else, it is identical to 7—[?71, except that the key vk;« is created as a punctured
key as (vki,ski+) < Sigpunc.PKeyGen(1*, T*) for the signing reference messsage
T* specified by A instead of (vkg«,skj+) < Sigpunc.KeyGen(l’\).

We observe that our experiment never needs to compute signatures of T* for
honest keys vk; with i € J. So clearly, ’H’l* and ’Hzl**l are indistinguishable by the
punctured-key indistinguishability of Sig;unc. In the last hybrid H7, all honest keys
will be chosen punctured at message 7. By puncturability of Sigpunc, that means

Pr[3i € [n]\ J, 3o s.t. Vrfy(vk;,o0,T%) = 1] = 0.

Hybrid #H,. This is identical to H}' except for conceptual changes:

e The reduction computes already at the start of the experiment the keys K, K7,
K> it will use in the call to Enc(1*, V, T*, my).

e We define the polynomial f/ = K + E;;llPRF(Kl,j) -2? and s; = f'(i) for
i € [n]. Note that sj,q corresponds to the output of M’ on an accepting input
(ind, (Vkind, Rind), T, 0”), where 1 = SSB.Vrfy(hk, h,ind, (Vking, Rind), 7) and 1 =
Sigpunc-Vrfy(vking, o', T) for ind € [n]. The shares s; for i € J correspond to
the outputs the adversary is guaranteed to get by just signing 7™ himself and
following the decryption procedure.

We will now loop through Hi, Hi, ..., H: to gradually switch to a setting where
the obfuscated machine pulls all of its outputs out of the R; key parts instead of
computing them itself. This is achieved relying on the binding property of SSB to
ensure that the adversary can essentially only query the circuit on the correct keys
(vks, R;) that it was provided. First, we encode share s; into R;, then we use standard
tricks of using ¢O with punctured PPRF to carefully reprogram the circuit to read s;
from R; while maintaining input-output behaviour. This is done one share at a time
in order to prevent us from having to puncture out multiple indices at the same time,
which would lead to an increased circuit size. We start with HY = Hs for notational
convenience.

Hybrid #} for i* € {1,...,n}. This is identical to H: ' (with H) = Hs) except
that we generate hk < SSB.KeyGen(1*,n,4*) binding to i*.

This is clearly indistinguishable from 7—[?71 by SSB being index hiding.

We introduce events bad}. for i* € {1,...,n}. The event bad}. happens, if the
fresh honestly generated key hk < SSB.KeyGen(1*,n,4*) in H% is not statistically
binding. By SSB being statistically binding and the events being independent the
probability of the event bad® that at least one of badil* occurs can be bounded by

Pr[bad'] = Pr [3i* € {1,...,n} : bad}.| < S;icqy ) Pr[bad}.] <n-negl,

which is negligible. We will condition on bad' not happening in the following.
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Hybrid H} for i* € {1,...,n}. This is identical to H} except in the way we
choose R;+ in vk;x. We sample u;« s Z, and set R;+ = s;+ — u; mod p with s;x
defined as above instead of R« < Z,.

This is indistinguishable from ’HZ; as s+ — u;+ is still uniform in Z,,.

Hybrid H{ for i* € {1,...,n}. This is identical to H} except we generate the
key Ky;«y + PPRF.Punc(Kj, {i*}) and the machine M’ we use is replaced by M’ =
Mi* [K, Kl, h, T*, hk, K{z*}7 ui*,i*] instead of M’ = Mi*_l[K, Kl, h, T*, hk7 KQ, U, O]

Claim 28. For alli* € {1,...,n} hybrid HE is indistinguishable from Hi by security
of obM.

Proof. To show this, let us argue, that My == M;«[K, K1, h, T* hk, Ky, u=, 3] and
My == M« _1[K, K1, h,T*, hk, K2, U, 0] are functionally equivalent.
We recall that M;«[K, K1, h, T, hk, Ko, U, inds](ind, (vk, R), 7,0") is defined as follows:

If 0 = SSB.Vrfy(hk, h,ind, (vk, R), T), abort and output L.
If 0 = Sigpunc.Vrfy(vk, o', T'), abort and output L.
If ind = indo: Output R+ U mod p and halt.
If ind < *: Output R + PPRF(K3,ind) mod p and halt.
Else if ind > i*:

— Write on the tape variables i =1, R =0, X =1, =K

— While ¢ < t:

x Set R = PRF(K3,7), X = X -ind modp, S = S+ X - R mod p,
t=1i+1.
— Output S (Note that S = f/(ind) = Sinq.)

Assuming that there is an input (ind*, (vk*, R*), 7%, 0*) for which My, M; produce
different outputs, then 1 = SSB.Vrfy(hk, h,ind*, (vk*, R*),7*), 1 = Sigpunc.Vrfy(vk®,
o*,T%), 0 < ind < n must hold. Otherwise they both output L.

We distinguish 3 cases:

ind* > ¢*
ind* = ¢*

ind* < ¢*

In this case both machines output s; .

In this case M7 outputs s; 4, but My outputs R* + u;+ mod p.

We note that hk <— SSB.KeyGen(1*,n,i*) and h = SSB.Hash(hk, (vk;, R;);cpn))
are honestly created by the reduction and bad! hasn’t happened. Thus, the
SSB key hk is somewhere statistically binding at index ¢* and we know that
vk* = vk, R* = R;x.

That means that My outputs R;= + u; = s;+, which is the same output as in
M;.

In this case My outputs R* +PPRF(K{;«},ind") mod p, while M; outputs R*+
PPRF(K32,ind*) mod p.

As ind # i and Ky < PPRF.Punc(Ky,{i*}), we can conclude that these
outputs are identical by the PPRF being correct.

It follows that there does not exist an input that makes My and M have a different
output, thus ’Hg* and ”Hff are indistinguishable. O

Hybrid H{ for i* € {1,...,n}. This is identical to 1 except that we now choose
R+ = s;+ — PPRF(K3,i*) mod p instead of R;x = s;+ — u;+ mod p and we use the
machine M" = M;«[K, K1, h, T*, hk, K(;«), PPRF(K3,i*),*] instead of the previous

M =

Mi* [K, Kl, h,T*, hk,K{i*},ui*,i*].
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g and 7-[’5* are indistinguishable as PPRF is pseudorandom at the punctured
point i*. Given Ky,i" and either a uniform value u < Z, or PPRF(K3, i*), we can
obliviously emulate either 7—[’5* or 7—[%* to build a distinguisher for pseudorandomness

at punctured points of PPRF.

Hybrid #{ for i* € {1,...,n}. This is identical to H{ except that we now choose
the machine M’ = M;«[K, Ky,h,T* hk, K5,U,0] instead of the previous machine
M’ = My [K, K1, h, T* hk, K(jey, PPRF (K2, %), i*].

Claim 29. For alli* € {1,...,n} hybrid Hy is indistinguishable from HE by security
of obM.

Proof. To show this, let us argue, that My := M«[K, Ky, h,T*, hk, K3, U, 0] and M; =
M;+[K, K1, h, T*, hk, K+, PPRF(K2,i*),i*] are functionally equivalent.

Assuming that there is an input (ind*, (vk*, R*), 7%, 0*) for which My, M; produce
different outputs, then 1 = SSB.Vrfy(hk, h,ind*, (vk*, R*),7*), 1 = Sigpunc.Vrfy(vk™,
o*,T%), 0 < ind < n must hold.

We distinguish 3 cases:

ind* > ¢* In this case both machines output s ;.

ind* = ¢* In this case both machines output R* + PPRF(K3,i*) mod p.

ind* < ¢* In this case My outputs R* + PPRF(K>,ind*) mod p , while M; outputs R* +
PPRF(K{;+},ind*) mod p.
As ind # " and Ky < PPRF.Punc(K>,{i"}), we can conclude that these
outputs are identical by the PPRF preserving functionality under puncturing.

This means such an input resulting in different outputs can not exist; ”Hg and
¢ are indeed indistinguishable. O

Hybrid Hs. This is identical to HY, except that we use M’ = M,[0,0,h,T*,
hk, K2, U, 0] which is the same as the previous machine, except of it having dummy
inputs instead of K, K;.

As the output of M’ does no longer depend on K, K7 in HY, this is indistinguish-
able from the previous hybrid by security of obM.

Hybrid 9. This is identical to Hg except that we set the sf = (K + Z;;llrj -(i)7))
in R; = sf — PPRF(K3,i) mod p for i € [n], where we pick r; < {0,1}" randomly
instead of s7 = (K + E;;llpRF(Kl,j) - (i)7)).

This is indistinguishable from Hg by pseudorandomness of PRF.

Now we will almost “revert” the moves in Hs to H7 again to put random values
into R; for i ¢ .J, but this time we do not let M’ keep the information to decrypt them
— we rely on the puncturability of Sigpunc to make sure that the case of decryptions
would never have been reached anyways and invoke security of obM . This deletes all
traces of honest shares in the R;.

Hybrid H’, for i* € {1,...,n}. This is identical to Hi, ' (with H{s = Hg) except
that we generate hk <— SSB.KeyGen(1*,n,4*) binding to i*.

*—1

This is clearly indistinguishable from Hj; ~ by SSB being index hiding.
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We introduce events bad? for i* € {1,...,n}. The event bad? happens, if the
fresh honestly generated key hk + SSB.KeyGen(1*,n,i*) in Hi, is not statistically
binding. By SSB being statistically binding and the events being independent the
probability of the event bad? that at least one of bad?* occurs can be bounded by

Pr[bad®] = Pr [3i* € {1,...,n} : bad}] < Sjcqy ) Pr[badi] < n-negl,

which is negligible. We will condition on bad? not happening in the following.

Hybrid Hi, for i* € {1,...,n}. Ifi* € J, this is identical to H},.
Else, this is identical to 7—[’10 except that the machine M’ we use is replaced by M’ =
My[0,0, h, T*, hk, Ky, PPRF(K2,4*),i*] instead of M' = My[0,0, h, T*, hk, K3, U, 0].

This is indistinguishable from Hi, by security of obM and the argument is anal-
ogous to H’; and Hé* being indistinguishable.

Hybrid #}, for i* € {1,...,n}. If4* € J, this is identical to H};.
Else this is identical to Hﬁ*l except that we now choose R; = s;+ —u;» mod p instead
of Rj« = sj» — PPRF(K3,7*) mod p and M’ = M,[0,, h, T*, hk, K}, us,*] instead
of M = My[0,0, h, T*, hk, K}, PPRF(Ky,i*),*].

¢, and H¢, are indistinguishable by PPRF being pseudorandom at punctured
points and the argument is analogous to ”Hg and Hf; being indistinguishable.

Hybrid H{; for i* € {1,...,n}. If i* € J, this is identical to Hiy.
This is identical to H%, except that we now choose M’ = M, [0, 0, h, T*, hk, Ky, U, 0]
instead of M' = My[0,0, h, T*, hk, Ky, uix, %]

Claim 30. For alli* € {1,...,n} hybrid Hi; is indistinguishable from Hiy by security
of obM.

Proof. To show this, let us argue, that My := M,[0,0, h, T*, hk, K5, U,0] and M; =
My[0,0, h, T*, hk, Ky, up, ] are functionally equivalent.

Assuming that there is an input (ind*, (vk*, R*), 7%, 0*) for which My, M; produce
different outputs, then 1 = SSB.Vrfy(hk, h,ind*, (vk*, R*),7*), 1 = Sigpunc.Vrfy(vk™,
c*,T%), 0 < ind < n must hold.

We distinguish 2 cases:

ind* # ¢* In this case My outputs R* + PPRF(K3,ind*) mod p , while M; outputs R* +
PPRF(K{;+},ind") mod p. We can conclude that these outputs are identical by
the PPRF preserving functionality under puncturing.

ind* = i* We claim, that no input (i*, (vk*, R*),7*,0") exists where 1 = SSB.Vrfy(hk,

h,i*, (vk*, R*),7*) and 1 = Sigpunc.Vrfy(vk®,o*,T*) hold, hence the output is
always L in both machines.
Let us assume towards contradiction, that such an input exists. Given that
bad? didn’t happen, the key hk is somewhere statistically binding and we know
vk* = vk, R* = R;~. So, it must hold 1 = Sigpync.Vrfy(vk,o*, T*) for i* € J.
By puncturability of Sigpunc, no such o* can exist.

This means such an input with differing output can not exist; Hi, and H¢; are
indeed indistinguishable. O
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Hybrid Hi4. This is identical to H'5 except that we now compute R; <s Z,, for all
i € [n]\ J instead of R; = s; — u; mod p for u; < Z, being a fresh uniform value
for each i € [n] \ J.

As the wu;+ are not re-used anywhere in the experiment, this is indistinguishable
from H4 as both distributions lead to uniform R; for all honest indices i € [n] \ J.

It is clear now, that we only ever compute |J| < ¢ — 1 shares of the key K, which
are of the from R; = K+Z§;11rj -(i)? + PPRF(K32,7) mod p. This clearly corresponds
to |J| Shamir shares corresponding to interpolation points i € J out of a t-of-n sharing
for points i € [n]. So in the next hybrid, we can make the key K disappear.

Hybrid H15. This is identical to H14, except that we choose a random K’ «+ {0, 1})‘
and make R; = K' + E;;llrj - (i) + PPRF(K3,i) mod p for i € J. Where r; + Z,
randomly.

This is indistinguishable from H14 by the t-privacy of the Shamir secret sharing
scheme.

Let us assume now that there is an adversary A which breaks security of cSWE
with probability e. Conditioned on bad!, bad? not happening, A has negligible
advantage n'(\) of distinguishing the real experiment from H15.

In hybrid #15, there is no information about K contained anywhere except in the
ciphertext ct’ = SKE.Enc(K,m;). So we can make an IND-CPA distinguisher D, that
simulates H15 by asking the IND-CPA security game of SKE for an encryption with
challenge messages mg, m1, receiving a ciphertext ct* and then making all the outputs
in H15 honestly, except setting ciphertext part ct’ = ct* and outputting whatever A
does.

The advantage we get from this distinguisher in the IND-CPA game is guaranteed
to be Adv(D) > e —n/(\) — Pr [bad'] — Pr [bad®] = £ — negl(\). This means that ¢
must be negligible due to SKE being IND-CPA secure. O
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