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Abstract

Distributed Key Generation (DKGQG) is a fault-tolerant protocol in which n parties jointly
generate a public—secret key pair. The secret key is distributed among the parties via a ¢-out-of-n
threshold secret sharing scheme but is never reconstructed or stored in a single location. A DKG
protocol is essential for bootstrapping threshold cryptosystems without relying on a trusted third
party. This eliminates single points of failure and trust, which is crucial for decentralized systems
such as blockchains. Key applications of DKG protocols include threshold encryption, threshold
signatures, and distributed randomness generation. Indeed, many state-of-the-art Byzantine
fault-tolerant (BFT) protocols employ threshold signatures and distributed randomness to
enhance communication efficiency, or threshold encryption to prevent censorship.

In this thesis, we make significant progress in strengthening the security guarantees and
improving the efficiency of distributed key generation and its applications, particularly threshold
signatures and distributed randomness generation. Our main contributions are summarized as
follows:

* Part I: We revisit the security of the threshold BLS signature scheme under adaptive
corruptions, as used in many state-of-the-art Byzantine fault-tolerant (BFT) distributed
protocols. First, we introduce a new security notion for DKG protocols and show that
several existing protocols, previously proven only under static security, satisfy this notion
under adaptive corruptions. Second, assuming any DKG protocol with this property, we
provide a tight adaptive security proof for the threshold BLS signature scheme, thereby
justifying real-world parameter choices.

* Part II: We revisit the security of efficient publicly verifiable secret sharing (PVSS) sche-
mes under adaptive corruptions, which are employed in many state-of-the-art distributed
randomness beacon and DKG protocols. First, we introduce a new security notion for
(aggregatable) PVSS schemes and show that several existing schemes, previously proven
only under static security, satisfy it under adaptive corruptions. Second, we demonstrate
that this notion directly yields adaptive security for state-of-the-art distributed randomness
beacon protocols in their respective network models, which build upon (aggregatable)
PVSS schemes satisfying our new notion of unpredictability.

* Part ITI: We present a novel synchronous DKG protocol with near-quadratic communicati-
on cost, optimal corruption threshold, and adaptive security. It is the first DKG protocol in
any network setting to achieve sub-cubic communication cost with an optimal corruption
threshold. Furthermore, we propose a new distributed randomness beacon protocol with
optimal corruption threshold, adaptive security, and quadratic communication cost per
epoch in a single asynchronous round, resulting in a highly efficient randomness beacon
that outperforms existing schemes.

* Part I'V: We introduce a novel network-agnostic DKG protocol with an optimal corruption
threshold under both synchrony and asynchrony, static security, and cubic communication
cost. Our construction matches the best-known DKG protocols in their respective network
models.

Finally, we conclude this thesis with a discussion of several open problems that may guide
future research directions.






Zusammenfassung

Verteilte Schliisselerzeugung (Distributed Key Generation, DKG) ist ein fehlertolerantes
Protokoll, bei dem n Parteien gemeinsam ein 6ffentlich—geheimes Schliisselpaar erzeugen. Der
geheime Schliissel wird mittels eines #-aus-n-Schwellwert-Geheimnisteilungsschemas unter den
Parteien verteilt, jedoch niemals rekonstruiert oder an einem einzigen Ort gespeichert. Ein DKG-
Protokoll ist wesentlich fiir die Initialisierung (Bootstrapping) von Schwellwert-Kryptosystemen,
ohne auf eine vertrauenswiirdige dritte Partei angewiesen zu sein. Dadurch werden einzelne
Vertrauens- und Ausfallpunkte eliminiert, was fiir dezentrale Systeme wie Blockchains von
entscheidender Bedeutung ist. Zu den wichtigsten Anwendungen von DKG-Protokollen zéhlen
Schwellwert-Verschliisselung, Schwellwert-Signaturen und verteilte Zufallsgenerierung. Tatséch-
lich nutzen viele moderne byzantinisch fehlertolerante (BFT) Protokolle Schwellwert-Signaturen
und verteilte Zufilligkeit, um die Kommunikationseffizienz zu erhchen, oder Schwellwert-
Verschliisselung, um Zensur zu verhindern.

In dieser Dissertation machen wir bedeutende Fortschritte bei der Stiarkung der Sicher-
heitsgarantien und der Verbesserung der Effizienz der verteilten Schliisselerzeugung und ihrer
Anwendungen, insbesondere bei Schwellwert-Signaturen und der verteilten Zufallsgenerierung.
Unsere wichtigsten Beitridge lassen sich wie folgt zusammenfassen:

» Teil I: Wir untersuchen die Sicherheit des Schwellwert-BLS-Signaturschemas unter
adaptiven Korruptionen, das in vielen modernen byzantinisch fehlertoleranten (BFT)
Protokollen verwendet wird. Zunéchst filhren wir eine neue Sicherheitsdefinition fiir
DKG-Protokolle ein und zeigen, dass mehrere bestehende Protokolle, die bisher nur
unter statischer Sicherheit bewiesen wurden, diese Definition auch unter adaptiven
Korruptionen erfiillen. Anschliefend zeigen wir, unter der Annahme eines DKG-Protokolls
mit dieser Eigenschaft, einen engen adaptiven Sicherheitsbeweis fiir das Schwellwert-
BLS-Signaturschema und rechtfertigen damit die Parameterwahl in realen Anwendungen.

* Teil II: Wir untersuchen die Sicherheit effizienter 6ffentlich verifizierbarer Geheimnistei-
lungsschemata (PVSS) unter adaptiven Korruptionen, die in vielen modernen Protokollen
zur verteilten Zufallserzeugung und Schliisselerzeugung eingesetzt werden. Zunichst
fiihren wir eine neue Sicherheitsdefinition fiir (aggregierbare) PVSS-Schemata ein und
zeigen, dass mehrere bestehende Schemata, die bisher nur unter statischer Sicherheit
bewiesen wurden, diese auch unter adaptiven Korruptionen erfiillen. Anschliefend zeigen
wir, dass diese Definition direkt adaptive Sicherheit fiir moderne Protokolle zur verteilten
Zufallserzeugung in ihren jeweiligen Netzwerkmodellen liefert, die auf (aggregierbaren)
PVSS-Schemata beruhen, welche unsere neue Unvorhersagbarkeitsdefinition erfiillen.

* Teil III: Wir prisentieren ein neuartiges synchrones DKG-Protokoll mit nahezu quadrati-
schem Kommunikationsaufwand, optimaler Korruptionsschwelle und adaptiver Sicherheit.
Es ist das erste DKG-Protokoll in allen Netzwerkmodellen, das einen subkubischen
Kommunikationsaufwand bei optimaler Korruptionsschwelle erreicht. Dariiber hinaus
schlagen wir ein neues Protokoll fiir verteilte Zufallserzeugung vor, das eine optimale
Korruptionsschwelle, adaptive Sicherheit und einen quadratischen Kommunikationsauf-
wand pro Epoche in einer einzigen asynchronen Runde aufweist, was zu einem duf3erst
effizienten Zufallsbeacon fiihrt, das bestehende Verfahren iibertrifft.

Vii



 Teil IV: Wir stellen ein neuartiges netzwerkunabhingiges DKG-Protokoll mit optima-
ler Korruptionsschwelle unter sowohl synchronen als auch asynchronen Bedingungen,
statischer Sicherheit und kubischem Kommunikationsaufwand vor. Unsere Konstruktion

entspricht den besten derzeit bekannten DKG-Protokollen in ihren jeweiligen Netzwerk-
modellen.

Abschlielend stellen wir einige offene Probleme vor, die als Ausgangspunkt fiir zukiinftige
Forschung dienen konnen.
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1.1. BACKGROUND AND MOTIVATION

1.1 Background and Mofivation

Distributed Key Generation (DKG) [Ped92] allows a set of n parties Py,..., P, to jointly
generate a public-secret key pair (pk, sk), where the secret key is shared among the parties
through a (#, n)-threshold secret sharing scheme. Specifically, each party P; obtains a share sk;
of the secret key so that any subset of at least ¢ + 1 shares uniquely determines the secret key,
whereas ¢ or fewer shares give no information about sk. Importantly, the secret key itself is never
reconstructed or stored in a single location. Instead, parties can later use their secret key shares
to jointly perform cryptographic operations in a distributed manner. The common public key
pk then allows any external verifier to efficiently check the correctness of the group’s outputs.
Conceptually, a DKG shifts the generation of the public-secret key pair from a single authority
to a collective of n parties: each holds only a share sk; of the secret key, yet the group as a whole
is represented by a single common public key pk. In this manner, the underlying secret key sk
remains protected from an adversary that can corrupt up to ¢ parties.

DKG protocols have become a fundamental building block for decentralized and fault-
tolerant systems [Yin+19; BK25], because they enable operations such as signing, decryption,
or randomness generation without introducing a single point of failure. In fact, a DKG
protocol is essential for bootstrapping any threshold cryptosystem without relying on a trusted
third party for key generation. Among the most widely used are DKG protocols for discrete-
logarithm-based cryptosystems, which are the subject of our study. DKG protocols have a wide
range of applications, such as threshold encryption and signing [Gen+07; SG98], distributed
randomness beacons [KWJ23], secure multi-party computation [Gen+21a], and Byzantine
consensus [Blu+20]. Abstractly, a DKG protocol typically consists of three core phases:

» Sharing Phase. Each party samples a uniformly random secret and shares it among all
parties via a threshold secret sharing scheme. This phase is typically implemented using a
(publicly) verifiable secret sharing scheme.

* Agreement Phase. The parties then agree on a subset of participants who have correctly
shared their secrets, which will be included in the computation of the final secret key. This
phase is typically implemented using some form of consensus protocol.

* Key Derivation Phase. The parties derive their secret key shares and the common public
key, upon which they terminate the protocol. This phase is generally non-interactive and
involves only local computation.

1.1.1  The Adversary in Threshold Cryptography

The literature on distributed cryptographic protocols traditionally considers an adversary who
may corrupt up to ¢ out of the n parties and cause them to deviate arbitrarily from the prescribed
protocol specification. Such an adversary is also known as a Byzantine adversary [LSP82b]." It
gives the adversary full control over the corrupted parties and allows it to take arbitrary (e.g.,
malicious) actions on their behalf, including collusion among them.

The literature further distinguishes between two types of Byzantine adversaries: static and
adaptive. A static adversary must commit to which parties it will corrupt at the outset of the

IThe literature on general secure multi-party computation (MPC) also refers to it as an active adversary.



CHAPTER 1. INTRODUCTION

protocol execution - i.e., before public keys or randomness are fixed. In contrast, an adaptive
adversary may choose which parties to corrupt dynamically during the execution of the protocol,
based on the messages it observes or on intermediate states. The adaptive adversary model is both
stronger and more realistic in decentralized settings, where attackers may selectively compromise
parties over time. Consequently, a substantial body of work has focused on designing distributed
protocols that remain secure against adaptive adversaries [Can+96; Can+99; Dav+18].

Why is Adaptive Security Hard? Designing distributed protocols that remain secure against an
adaptive adversary is highly challenging and introduces several complications. In cryptography,
the security of a scheme is typically proved via a reduction argument. To this end, one constructs
an algorithm R (the reduction) that simulates the execution environment of the scheme (public
keys, corruptions, oracle responses, etc.) for an adversary A that is assumed to break the security
of the scheme with non-negligible probability. The reduction then uses A as a subroutine to
solve an underlying hard number-theoretic problem (e.g., the discrete logarithm problem) with
non-negligible probability. By contraposition, this implies that the scheme is secure under the
given hardness assumption.

Security proofs of distributed protocols in the static-adversary model are easier because the
distribution of keys, commitments, and randomness can be conditioned on a fixed corruption
set. These proofs often rely on embedding instances of a hardness assumption into the honest
parties’ randomness. With an adaptive adversary, however, one does not know in advance which
parties will remain honest, so this technique breaks down. Moreover, when a party is corrupted,
the adversary learns its entire internal state (secret keys, randomness, temporary variables).
Upon that event of corruption, the simulator must therefore produce an internal state that is
consistent with everything the adversary has already observed, including commitments to keys,
randomness, and other protocol data. This is known as the famous decommitment problem in
the MPC literature [ACS22].

As a consequence, many distributed protocols achieving adaptive security have to make major
sacrifices, such as relying on parties to erase their internal states, resorting to computationally
inefficient cryptographic tools such as non-committing encryption, introducing additional rounds
of communication, and other costly modifications [Can+99; Nie02]. On the other hand, the
generic approach of transforming a statically secure protocol into an adaptively secure one by
guessing the set of parties an adaptive adversary may corrupt incurs an undesirable exponential
security loss of (’;) While this approach is acceptable only for a small number of parties, many
applications require n to be in the range of several thousands. Notably, the U.S. National Institute
of Standards and Technology (NIST) recently published a call for threshold cryptography [BD22;
BP25] and included adaptive security as a main goal, ideally supporting = 2! or more parties.

1.1.2 Efficiency in Distributed Protocols

There are two network models relevant to this thesis. In a synchronous network, communication
between parties proceeds in compute-send-receive rounds of known length A > 0 (referred to
as the network delay). When an honest party sends a message at the beginning of a round,
the message is guaranteed to be received by the intended party by the end of that round.
In an asynchronous network, messages can be delayed arbitrarily, under the condition that
messages sent between honest parties must eventually be delivered. The difficulty in designing
asynchronous protocols lies in the fact that it is, in general, not possible to distinguish a slow
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honest party from a non-responding Byzantine party. Furthermore, it is typically assumed that a
Byzantine adversary has full control over message delays, subject to the constraints specified by
the respective network model.

When evaluating distributed cryptographic protocols such as DKG or distributed randomness
beacons, the most critical efficiency metrics are typically communication complexity, round
complexity, and computational cost per party. Roughly speaking, these notions can be defined
as follows.

* Communication Complexity. We measure the per-party communication by counting
the number of bits each party must send during an execution of the protocol. The total
communication is then obtained by summing over all parties. Without assuming any form
of strong trusted setup,” most distributed cryptographic protocols require O (An?) total
communication, where A denotes the length of the underlying cryptographic primitives,
such as digital signatures or hash function outputs.

* Round Complexity. We measure the round complexity by counting the number of rounds
required to complete the protocol. These may be either synchronous or asynchronous
rounds, depending on the underlying network model. Without assuming shared randomness
as part of the setup, most distributed cryptographic protocols require O (n) rounds to
terminate. However, there also exist randomized protocols that complete in a constant
number of rounds, which is particularly valuable in practice.

* Computational Cost. We measure the per-party computational cost by counting the
number of exponentiations, pairings, hash evaluations, or other cryptographic operations
performed by each party. It is highly desirable to make use of lightweight cryptographic
operations and avoid computationally heavy primitives such as succinct non-interactive
arguments of knowledge (SNARKSs) or similar constructions.

In many distributed cryptographic protocols, computation is no longer the main bottleneck.
Instead, network bandwidth and latency have become the dominant performance constraints,
especially in large-scale systems such as the Internet or blockchain networks, where parties
(i.e., servers) are geographically distributed. In such settings, even modest increases in message
size or the number of communication rounds can lead to substantial slowdowns due to network
congestion, propagation delays, and queuing effects [Blu+20; Yin+19].

High communication cost directly slows down protocol execution and can exacerbate
scalability limitations, as the overall time to complete an operation grows with the number of
messages that need to be transmitted and verified. Moreover, increased communication overhead
also enlarges the attack surface - for example, by providing more opportunities for an adversary
to intercept, delay, or manipulate messages. Conversely, reducing communication complexity
yields multiple benefits: it decreases latency and improves throughput, thereby enhancing the
scalability and responsiveness of the protocol. It also reduces exposure to network-level attacks
and facilitates deployment in heterogeneous environments, where bandwidth and connectivity
may vary significantly across participants.

2By this, we typically refer to protocols that do not rely on any private setup assumptions.
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1.1.2.1  Adaptive Adversary and Communication Complexity

There exist many distributed protocols that achieve low communication complexity in the
presence of a static adversary [GK24; Bha+25]. This is possible because one can assign special
roles to a small subset of parties (e.g., leaders, committees, or dealers) under the assumption
that these parties will not be corrupted during the protocol execution. This allows for efficient
communication patterns, such as one-to-many or small-committee-to-all broadcasts.

However, employing these techniques becomes much more challenging in the presence of an
adaptive adversary, as it can strategically corrupt leaders or committee members once they are
known. For instance, many communication-efficient protocols proceed in multiple iterations,
each with a randomly elected leader. In the static setting, the leader is expected to be honest with
constant probability (e.g., every two iterations), allowing the protocol to make effective progress
and terminate quickly, thus keeping communication overhead low. In contrast, under adaptive
corruptions, the adversary can observe the leader election and immediately corrupt the elected
leader in every iteration, effectively delaying progress. As a result, the protocol may require up
to t € ©(n) additional iterations, leading to a proportional blow-up in communication cost.

To counter adaptive attacks, protocols typically employ secret leader or committee election
mechanisms (e.g., using verifiable random functions), or increase redundancy through multiple
leaders, overlapping committees, or all-to-all verification. These countermeasures, however,
inevitably increase both the communication and round complexity. In fact, several impossibility
results for distributed consensus protocols [Abr+19a] establish a fundamental separation
between static and adaptive security. For example, Algorand [Gil+17a] achieves sub-quadratic
communication under static security by electing small committees of size O (log n) for block
proposal and signing. In contrast, any adaptively secure Byzantine consensus protocol tolerating
t € ®(n) corruptions must incur at least Q(n?) communication.

1.2 Our Research Goadl

In this thesis, our primary goal is to strengthen the security guarantees and improve the
efficiency of distributed key generation (DKG) protocols and their applications, such as threshold
signatures and distributed randomness beacons. More concretely, our work proceeds along two
complementary directions.

On the one hand, we revisit the adaptive security of several distributed cryptographic
protocols that were previously proven secure only against static adversaries. Our objective is to
analyze and upgrade the most efficient existing schemes to achieve adaptive security, thereby
enabling real-world systems to rely on practical, high-performance protocols rather than less
efficient adaptively secure alternatives. In particular, we focus on state-of-the-art DKG protocols,
publicly verifiable secret sharing (PVSS) schemes, distributed randomness beacon protocols,
and the threshold BLS signature, which are core primitives in modern consensus and distributed
system protocols. On the other hand, we aim to design distributed cryptographic protocols that
achieve improved efficiency while offering stronger and more versatile security guarantees than
existing constructions. Our objective is to develop practically efficient protocols suitable for
deployment in real-world decentralized systems. Specifically, we focus on designing DKG and
distributed randomness beacon protocols that achieve adaptive or network-agnostic security with
near-optimal communication complexity.
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1.3 Overview of Our Results

We summarize our results as follows. In the following, we reuse parts of the abstracts of [BL.22a;
Bac+23a; BL23a; Bac+24a].

1.3.1 Results in Chapter 3

Threshold signatures are a crucial tool for many distributed protocols. As shown by Cachin,
Kursawe, and Shoup (ACM PODC 2000), schemes with unique signatures are of particular
importance, as they allow the implementation of distributed coin flipping in a highly efficient
manner and without requiring any timing assumptions. This makes them an ideal building block
for inherently randomized asynchronous consensus protocols. The threshold BLS signature
scheme proposed by Boldyreva (IACR PKC 2003) is both unique and very compact, but
unfortunately lacks a formal security proof against adaptive adversaries. As a result, current
consensus protocols either rely on less efficient alternatives or lack adaptive security.

In this work, we revisit the security of the threshold BLS signature by establishing the
following results under the assumption of ¢ adaptive corruptions:

* We give a modular security proof that follows a two-step approach: (1) We introduce a
new security notion for distributed key generation (DKG) protocols and show that it is
satisfied by several existing protocols that previously only had a static security proof. (2)
Assuming any DKG protocol with this property, we then prove the unforgeability of the
threshold BLS signature scheme. Our reductions are tight and can therefore be used to
justify concrete real-world parameter choices.

* To justify our use of strong assumptions such as the algebraic group model (AGM) and the
hardness of the one-more discrete logarithm (OMDL) problem, we prove two impossibility
results. First, without the AGM, we rule out a natural class of tight security reductions
from (¢ + 1)-OMDL. Second, even within the AGM, a strong interactive assumption is
required in order to prove the scheme secure.

1.3.2 Results in Chapter 4

Publicly Verifiable Secret Sharing (PVSS) is a fundamental primitive that allows a dealer to
share a secret S among n parties via a publicly verifiable transcript 7. Existing efficient PVSS
schemes are only proven secure against static adversaries, which must decide which parties
to corrupt before the protocol execution begins. As a result, any protocol (e.g., a distributed
randomness beacon) that builds on top of such a PVSS scheme inherits this limitation.

To overcome this limitation, we revisit the security of PVSS under adaptive corruptions
and show that, perhaps surprisingly, many existing schemes from the literature already achieve
meaningful levels of adaptive security.

* We propose a new security definition for aggregatable PVSS - i.e., schemes that allow
multiple transcripts to be homomorphically combined into one compact aggregate
transcript AT that shares the sum of their individual secrets. Our notion captures the
requirement that, if the secret shared by AT contains at least one contribution from an
honestly generated transcript, it should remain computationally unpredictable. We then
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prove that several existing schemes satisfy this notion against adaptive corruptions in the
algebraic group model (AGM).

* To motivate our new definition, we show that it implies the adaptive security of two recent
randomness beacon protocols, SPURT (IEEE S&P 2022) and OptRand (NDSS 2023),
which build upon aggregatable PVSS schemes satisfying our unpredictability notion.
For a security parameter A, our results improve the communication complexity of the
best-known adaptively secure randomness beacon protocols to O (An?) in synchronous
networks with ¢ < n/2 adaptive corruptions and partially synchronous networks with
t < n/3 adaptive corruptions.

1.3.3 Results in Chapter 5

A randomness beacon is a source of continuous and publicly verifiable randomness, which is
crucial for numerous cryptographic and distributed applications. Existing works on randomness
beacons suffer from at least one of the following drawbacks: (i) security only against static
(i.e., non-adaptive) adversaries, (ii) many rounds of communication per epoch, or (iii) reliance
on computationally expensive tools such as proof-of-work (PoW) or verifiable delay functions
(VDFs).

In this work, we introduce GRandLine, the first adaptively secure randomness beacon
protocol that overcomes all these limitations while preserving simplicity and achieving optimal
resilience in the synchronous network setting. Our protocol has the following properties:

* Adaptive Security. It is secure in the presence of an adaptive adversary.

* One-Round Epoch. Each epoch requires only a single asynchronous round of communica-
tion and relies on synchrony solely during its pre-processing phase.

» Communication Efficiency. Tt achieves a communication cost of O (1n?) bits per epoch,
where A is the security parameter.

» Optimal Resilience. Tt achieves an optimal resilience threshold of r < n/2 in the
synchronous network setting.

» Lightweight Tools. After its pre-processing phase, it uses only lightweight cryptographic
primitives such as hash functions and pairings. Notably, it does not rely on tools like
proof-of-work or verifiable delay functions.

* Quadratic Pre-Processing. Its pre-processing phase incurs a communication cost of only
O (An?log n) bits.

We achieve our result in two steps. First, we design a novel distributed key generation (DKG)
protocol, GRand, with 0(/1112 log n) bits of communication cost that, unlike most conventional
DKG protocols, outputs both secret and public keys as group elements. It is the first DKG
protocol in any network setting that achieves subcubic communication cost with an optimal
resilience threshold. Second, we present a simple construction that allows the keys output by
GRand to be used for a non-interactive and unique locally verifiable threshold signature,® from

3By that we mean that the final threshold signature does not have an efficient verification algorithm independent
of n, but each partial signature does.
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which we naturally derive a one-round randomness beacon using a final hash operation. This
enables the parties to generate a sequence of randomness beacon values, where each value
requires only a single asynchronous round and O (An?) bits of communication.

We implement GRandLine and evaluate it in a network of up to 64 parties deployed across
geographically distributed AWS instances. Our evaluation shows that GRandLine can produce
approximately two beacon outputs per second in a 64-party network. We compare our protocol
against state-of-the-art randomness beacon schemes - OptRand (NDSS 2023), BRandPiper
(ACM CCS 2021), and Drand - in the same setting and observe that it significantly outperforms
all of them.

1.3.4 Results in Chapter 6

Distributed key generation (DKG) protocols are an essential building block for threshold
cryptosystems. Many DKG protocols tolerate up to 7 < n/2 corruptions under the assumption
of a well-behaved synchronous network, but become insecure as soon as the network delay
becomes unstable. On the other hand, solutions in the asynchronous model operate under
arbitrary network conditions but only tolerate ¢, < n/3 corruptions, even when the network is
well-behaved.

In this work, we ask whether one can design a protocol that achieves security guarantees
in both scenarios. We give a complete characterization of network-agnostic DKG protocols,
showing that the tight bound is given by the identity ¢, + 2t; < n. More specifically, we propose
the first network-agnostic DKG protocol. Our protocol tolerates n/3 < t; < n/2 corrupted parties
in the synchronous model and ¢, < n/3 corrupted parties in the asynchronous model, where ¢,
and 75 can be chosen arbitrarily subject to ¢, + 2t5 < n. Our protocol is resilience-optimal, since
we also prove that ¢, + 2t < n is necessary for any network-agnostic DKG. It operates within the
plain PKI model and allows the parties to share a field element sk corresponding to the public
key pk = g* with only O(An?) communication complexity. This matches the best-known results
in the synchronous setting (Shrestha et al., IACR CiC 2024) and the asynchronous setting (Das
et al., IEEE S&P 2022). Thus, our DKG protocol can be used to efficiently bootstrap trusted key
generation for network-agnostic consensus and MPC protocols. In summary, our construction
incurs no additional setup assumptions or asymptotic overhead compared to state-of-the-art
communication-efficient protocols for the synchronous and asynchronous network models. This
demonstrates that network-agnostic security comes (almost) for free in DKG.

1.4 Structure of the Thesis

In Chapter 2, we introduce the general preliminaries used throughout the thesis. Chapters 3
through 6 present our main results, with each chapter corresponding to one of our publications.
More concretely, in Chapter 3, we present our results on the adaptive security of the threshold
BLS signature scheme. Chapter 4 discusses our results on the adaptive security of (aggregatable)
PVSS schemes and their applications to distributed randomness beacons. In Chapter 5, we
present our results on distributed key generation and distributed randomness beacons with
(near-)quadratic communication complexity. In Chapter 6, we present our results on the network-
agnostic DKG protocol. Finally, in Chapter 7, we summarize our findings and outline several
open problems that may guide future research.
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2.1. NOTATION

In this chapter, we introduce notation and conventions that are used throughout the thesis.
Most of these are quite standard in the cryptography literature.

2.1 Notation

We denote the security parameter by 4. We denote the set of integers by Z, and the set of positive
integers by N. For a positive integer n, we define [n] := {l,...,n} and [n] := {0,...,n};
and for two integers a < b, we define [a, b] := {a,...,b}. Further, we denote the ring of
integers modulo n by Z,, := Z/n’Z, and we identify it with the canonical set of representatives
{0,...,n — 1}. Its multiplicative group of units is denoted by Z;. Further, we denote the set
of all finite bit strings by {0, 1}*. For a finite set S, we use s « S (and sometimes s «; S) to
denote that s is sampled uniformly at random from S, and |S| denotes the size of S. Unless stated
otherwise, we assume all algorithms to be probabilistic and written in uppercase serif letters.
For an algorithm A, we write T (or simply 7) to denote an upper bound on the running time
of A, which is an implicit function of A’s input length. Further, we write y « A(x) to denote
that A is run on input x and uniformly random coins, whose resulting output is then assigned
to y. If A is deterministic, we instead write y := A(x) for that. We further write y € A(x)
to mean that there are some random coins such that y is the output of A (on the input x and
these coins). If A has oracle access to some algorithm B during its execution, then we write AB
for that. Oracle access means that A can submit an input x to B and obtains the output B(x)
in return. We define security notions via probabilistic experiments, also commonly known as
games. We write G = 1 to denote the event that a security experiment G involving algorithm A
outputs 1. And we write Pr[E] to denote the probability of an event E occurring. We measure
the communication complexity of distributed protocols in bits, and typically assume that their
security properties hold except with probability negligible in A.

2.2 Our Model

We define the model relevant for this thesis. This includes the distributed systems and adversarial
model, and also idealizations such as the random oracle model.

Communication Model. We consider a system of n parties Py, . . ., P, (modeled as probabilistic
polynomial-time algorithms). We assume that the parties are connected by a complete network
of pairwise authenticated channels, i.e., the receiver of a message is aware of the sender’s
identity. For mathematical formulations, we may also use the indices {1, ..., n} for the parties
{Py,...,P,}. Further, we assume a plain public key infrastructure (PKI). That is, each party P;
has a locally generated public-secret key pair (pk;, sk;), where pk; is known to all parties but
sk; is known only to P;. Further, we assume that the pairs (pk;, sk;) also (implicitly) include
verification-signing key pairs (vk;, dk;) for a digital signature scheme to provide authentication.
In particular, we assume that parties sign each message before they send it to other parties.

Adversarial Model. We consider an adversary A (modeled as probabilistic polynomial-time
algorithm) that can corrupt up to ¢ out of all the n parties in the system. We further assume a
malicious adversary that may cause corrupted parties to deviate from the protocol specification
arbitrarily, also referred to as a Byzantine adversary. The adversary is either static or adaptive: A
static adversary has to specify the set of corrupted parties before the protocol execution, while an
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adaptive adversary can dynamically corrupt parties over time throughout the protocol execution.
Note that once a party is corrupted, it remains corrupt. Further, we assume that the adversary is
in full control over message delays, subject to the network conditions as specified below.

Network Model. There are two types of networks relevant for this thesis. In a synchronous
network, communication between parties proceeds in compute-send-receive rounds of known
length A > 0, termed as the network delay. When an honest party sends a message at the
beginning of a round, the message is guaranteed to be received by the receiving party by the end
of that round. In an asynchronous network, any message can be delayed arbitrarily under the
condition that messages sent between honest parties must eventually be delivered.

Random Oracle Model. We assume the random oracle model (ROM) [BR93]. In this model, a
hash function H is treated as an idealized random function. Concretely, H is modeled as an oracle
with the following properties. The oracle internally keeps a list H for bookkeeping purposes. At
the beginning, all entries of H are set to a default value L. On input m from the domain of H,
the oracle first checks whether H[m] # L. If so, it returns H[m]. Otherwise, it sets H[m] to a
uniformly random value in the codomain of H and then returns H [m].

Algebraic Group Model. The algebraic group model (AGM) [FKL 18] was introduced by
Fuchsbauer, Kiltz, and Loss as a model in between the generic group model (GGM) and the
standard model. In the AGM, all algorithms are treated as algebraic. This means that whenever
an algorithm outputs a group element, it must also output a representation of that element relative
to all of the inputs the algorithm has received up to that point. This captures the intuition that
any reasonable algorithm should know how it computes its outputs from its inputs. Formally, an
algorithm A is called algebraic (over group G) if for all group elements { € G that A outputs,
it additionally outputs a vector Z = (z1,...,zx) of integers such that £ = [T;¢[4) g, where
(g1,...,gx) is the list of group elements A has seen so far. We will make use of the algebraic
group model in some of our security proofs, assuming the adversary to behave algebraic.

2.3 Cryptographic Assumptions

We define the most relevant computational hardness assumptions for this thesis. For this, let
(G, p, g) define group parameters, where G is a cyclic group of prime order p and g is a
generator.

One-More Discrete Logarithm. A computational hardness assumption that finds wide-ranging
application in modern cryptography is the one-more discrete logarithm (OMDL) assumption
introduced in [Bel+03]. It is foundational for the security analysis of identification protocols, and
various signature schemes such as blind signatures and multi-signatures. Henceforth, we denote
by DL () an oracle that on input 4 = g* € G returns the discrete logarithm x of & to the base g.

Definition 2.3.1 (One-More Discrete Logarithm Problem). Let par := (G, p, g) define group
parameters as specified above. For k € N and an algorithm A, we define the experiment
k-OMDL* as follows:

» Offline Phase. Sample values (z1,...,2k) < Z’; uniformly at random and define the
elements &; := g% € Gforalli € [k].
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* Online Phase. Run A on input par = (G, p, g) and (£, ...,&x). In this phase, A gets
access to the oracle DLg ().

* Output Determination. Let (z],...,z}) denote the output of A. Then, return 1 if (i)
z; = z; for all i € [k], and (ii) DL, () was queried at most k — 1 times during the online
phase. Otherwise, return 0.

We say that the one-more discrete logarithm problem of degree k is (&, T)-hard if for all
algorithms A running in time at most 7, Pr[k-OMDL? = 1] < . Conversely, we say that an
algorithm A (&, T)-solves the one-more discrete logarithm problem of degree k if it runs in time
at most T and Pr[k-OMDL? = 1] > &.

q-Discrete Logarithm. A computational hardness assumption that is similar to the preceding
OMDL assumption, but with the crucial difference that it is non-interactive (i.e., there is no oracle
for the adversary). A special feature of g-DLOG is the fact that it implies every conceivable
hardness assumption in the AGM (and even some interactive assumptions) [BFL20].

Definition 2.3.2 (¢-Discrete Logarithm Problem). Let par := (G, p, g) define group parameters
as specified above. For ¢ € N and an algorithm A, we define the experiment g-DLOG” as
follows:

 Offline Phase. Sample a value z < Z, uniformly at random and define elements
& =g% eGforallie [q].

* Online Phase. Run A on input par = (G, p, g) and (£1,...,&,).

* Output Determination. Let z” denote the output of A. Then, return 1 if 7’ = z, and return
0 otherwise.

We say that the g-discrete logarithm problem is (&, T)-hard if for all algorithms A running in
time at most T, Pr[¢g-DLOG? = 1] < &. Conversely, we say that an algorithm A (&, T)-solves
the g-discrete logarithm problem if it runs in time at most 7' and also Pr[¢-DLOG” = 1] > &.

2.4 Cryptographic Primitives

We define syntax and security of basic cryptographic primitives relevant for this thesis. For this,
we assume that system parameters par are given (which may vary depending on the chapter).
Typically, these include group parameters and sometimes additional data such as the description
of used hash functions.

Digital Signature Scheme. A digital signature scheme provides a user with a verification-signing
key pair (vk, dk), where the signing key is only known to the user but the verification key is
public. The signing key allows the user to sign any message of its choice, while any third party
that knows vk can verify that the message was indeed signed by that particular user.

Definition 2.4.1 (Digital Signature Scheme). A digital signature scheme is a tuple of algorithms
DS = (SKey, Sign, Ver) with the following properties:

» SKey: The randomized key generation algorithm takes as input system parameters par. It
outputs a verification key vk and a signing key dk.
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 Sign: The possibly randomized signing algorithm takes as input a signing key dk and a
message m. It outputs a signature o.

* Ver: The deterministic verification algorithm takes as input a verification key vk, a message
m, and a signature o. It outputs 1 (valid) or O (invalid).

For a secure digital signature, we require that an adversary cannot create a signature on a
new message, even after obtaining many signatures on messages of its choice.

Definition 2.4.2 (Unforgeability Under Chosen Message Attack). Let DS = (SKey, Sign, Ver)
be a digital signature scheme as defined above. For an algorithm A, we define the experiment
UF—CMA/SS as follows:

* Offline Phase. Run SKey on input par to generate a key pair (vk, dk). Run A on input
(par, vk). Initialize a queried message set M := 0.

» Signing Oracle Queries. At any point of the experiment, A gets access to an oracle
that answers queries of the following type: When A submits a message m, return
o « Sign(dk, m) and update M := M U {m}.

* Output Determination. When A outputs a message m™ and a signature o, do the following.
If Ver(vk, m*, o) = 1 and m* ¢ M, return 1. Otherwise, return 0.

We say that DS is (&, T, g5)-unforgeable under chosen message attacks (UF-CMA) if for
all algorithms A that run in time at most 7 and make at most g5 signing oracle queries,
Pr[UF—CMA’éS = 1] < &. Conversely, we say that A (&,T, g,)-breaks unforgeability of DS
under chosen message attacks if it runs in time at most 7', makes at most g5 signing oracle
queries, and Pr[UF—CMA/Ss =1] >e.

Linear Erasure and Error Correcting Codes. We use standard (g, »)-Reed-Solomon (RS)
codes. This primitive allows to encode b data symbols into code words of ¢ symbols such that b
elements of the code word suffice to recover the original data.

Definition 2.4.3 (Reed-Solomon Code.). A Reed-Solomon code is a tuple of deterministic
algorithms ¥ = (Encode, Decode) with the following properties:

» Encode: The deterministic encoding algorithm takes as input b data symbols (my, . .., mp).
It outputs a code word (s1, . .., s4) of length g. Knowledge of any b elements of the code
word uniquely determines the input message and the remaining of the code word.

* Decode: The deterministic decoding algorithm takes as input a code word (s1, . .., s4) of
length ¢. It outputs b data symbols (m1, ..., mp). This algorithm tolerates up to ¢ errors
and d erasures in a code word (s, ...,s4) ifand only if g — b > 2¢ + d.

Cryptographic Accumulator. A cryptographic accumulator allows to accumulate several
elements from some set D into an accumulated value z. Further, for each element in D it allows
to generate a compact proof of membership in D.

Definition 2.4.4 (Cryptographic Accumulator). A cryptographic accumulator scheme is a
tuple of probabilistic polynomial-time algorithms ¥ = (Gen, Eval, Wit, Ver) with the following
properties:
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* Gen: The randomized accumulator key generation algorithm takes as input the security
parameter A and an accumulation threshold n. It outputs a (public) accumulator key ak.

* Eval: The deterministic evaluation algorithm takes as input an accumulator key ak and a
set D = {dy,...,d,} of elements. It outputs an accumulation value z for the set D.

» Wit: The possibly randomized witness creation algorithm takes as input an accumulator
key ak, an accumulation value z for D, and an element d;. It outputs L if d; ¢ D, and a
witness w; otherwise.

* Ver: The deterministic verification algorithm takes as input an accumulator key ak, an
accumulation value z for D, a witness w;, and an element d;. It outputs 1 if w; is a valid
proof for membership d; € D, and 0 otherwise.

We define security of an accumulator scheme as standard via collision-resistance. Intuitively,
this notion prohibits an adversary to create invalid proofs of membership.

Definition 2.4.5 (Collision-Resistant Accumulator). Let £ = (Gen, Eval, Wit, Ver) be a crypto-
graphic accumulator scheme as defined above. For an algorithm A and k € N, we define the
experiment CRQ « as follows:

1. Offline Phase. Run the accumulator key generation algorithm on input A and n to generate
an accumulator key ak < Gen(4, k).

2. Online Phase. Run A on input par and (k, ak). At some point in the experiment, A returns
atuple ({di,...,dr}, d’,w").

3. Output Determination. Compute the accumulation value z « Eval(ak,{d, ..., dx}).
Return 1 if Ver(ak,z,w’,d’) = 1 and d’ ¢ {di,...,d’}. Return O otherwise.

We say that X is (&, T, k)-collision-resistant if for all algorithms A that run in time at most
T and all £ € [k], we have Pr[CRé,{, = 1] < &. Conversely, we say that A (e, T, k)-breaks

collision-resistance of X if it runs in time at most 7" and Pr[CR'g‘,f = 1] > g for some ¢ € [k].
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Details on this Chapter

This chapter is based on the conference publication [BL.22a] and its full version [BL22b]. I
contributed to it as the main author. The original publication has been partially reordered, and
editorial improvements have been made throughout the text.



3.1. INTRODUCTION

Threshold signatures are a crucial tool for many distributed protocols. As shown by Cachin,
Kursawe, and Shoup (ACM PODC 2000), schemes with unique signatures are of particular
importance, as they allow to implement distributed coin flipping very efficiently and without
any timing assumptions. This makes them an ideal building block for (inherently randomized)
asynchronous consensus protocols. The threshold BLS signature of Boldyreva (IACR PKC
2003) is both unique and very compact, but unfortunately lacks a security proof against adaptive
adversaries. Thus, current consensus protocols either rely on less efficient alternatives or are
not adaptively secure. In this work, we revisit the security of the threshold BLS signature by
showing the following results, assuming ¢ adaptive corruptions:

* We give a modular security proof that follows a two-step approach: (1) We introduce a
new security notion for distributed key generation protocols (DKG). We show that it is
satisfied by several protocols that previously only had a static security proof. (2) Assuming
any DKG protocol with this property, we then prove unforgeability of the threshold BLS
scheme. Our reductions are tight and can be used to substantiate real-world parameter
choices.

* To justify our use of strong assumptions such as the algebraic group model (AGM)
and the hardness of one-more discrete logarithm (OMDL), we prove two impossibility
results: (1) Without the AGM, we rule out a natural class of tight security reductions from
(t + 1)-OMDL. (2) Even in the AGM, a strong interactive assumption is required in order
to prove the scheme secure.

3.1 Introduction

Threshold signatures are a special type of digital signature that allows a sufficiently large set of
t + 1 signers to jointly create a compact signature o~ on a message m. At the same time, it should
be infeasible for ¢ or less signers to create a signature on m. For this reason, 7 is usually referred
to as the threshold of the scheme. In this manner, one can create a very size-efficient proof that
at least ¢ + 1 parties have signed m. This makes threshold signatures an important building block
for storage-sensitive systems such as blockchain protocols. Another intriguing application of
threshold signatures is distributed coin tossing. Using a threshold signature scheme with unique
signatures (per message m and public key pk) and a non-interactive signing procedure, one can
efficiently agree on an unpredictable and unbiasable coin b € {0, 1} among n parties Py,..., P,
as follows:

* Each party P; (non-interactively) creates a signature share o; for some predetermined
message m and sends oy to all parties.

» Upon collecting ¢ + 1 signature shares o7, a party locally reconstructs the full signature o
for m.

* All parties can now derive the coin via b := LSB(H(0")), where H is a suitable randomness
extractor, e.g., a hash function (modeled as a random oracle).

Note that in the above construction, the uniqueness property is crucially used in two places.
First, it ensures that all parties agree on the same signature o, and, by extension, on the same
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coin b. Second, uniqueness prevents a malicious adversary from biasing the outcome of the
coin b by sending or withholding particular signature shares. Finally, o (and therefore b)
remains unpredictable to an adversary controlling at most ¢ parties up until the point where
the first honest party P; participates in the coin toss by sending its share o;. These combined
features make (unique and non-interactive) threshold signatures a crucial tool for the design of
efficient randomized consensus protocols [CKS00; Abr+19b; AMS19; Lu+20; Guo+20]. This
applies particularly to the fully asynchronous network setting, where consensus is known to be
impossible unless randomized protocols are used [FLP85].

Static vs. Adaptive Corruptions. Cachin et al. [CKS00] were the first to realize the
enormous potential of unique threshold signatures for building efficient asynchronous consensus
algorithms. Their signature of choice was the threshold version of the full-domain-hash RSA
signature [Sho0O]. However, this scheme is only secure against a static adversary who chooses
all corrupted parties at the beginning of the protocol (after observing their public keys). Modern
systems, on the other hand, often require security against a much more powerful adaptive
adversary who dynamically corrupts parties over time by observing the flow of the protocol
execution. In addition, RSA signatures are rather large, taking up an order of magnitude more
storage space than schemes based on elliptic curve cryptography. Therefore, an appealing
alternative is the much more size-efficient scheme of Boldyreva [Bol03], which is based on
the BLS signature scheme. Unfortunately, however, Boldyreva’s scheme also lacks an adaptive
security proof. To overcome these limitations, Libert et al. [LJY 14] proposed an adaptively
secure construction based on Boldyreva’s scheme, which, thus far, has served as the state-of-the-
art for building adaptively secure consensus protocols [Abr+19b; AMS19; Lu+20; Guo+20].
While their construction is still far more size-efficient than an RSA signature, it is roughly twice
as expensive to store and verify as signatures in Boldyreva’s original scheme. In addition, while
Boldyreva’s signature is compatible with modern BLS libraries [Chi22], Libert et al.’s scheme
lacks such a compatibility. (There is, however, an efficient implementation of their scheme
available at [Moul8].) Motivated by the above discussion, we ask the following question: What
are the adaptive security guarantees of the threshold BLS signature scheme?

3.1.1  Our Contributions

Our results can be summarized as follows:

* We give a modular security proof that follows a two-step approach: (1) We introduce a
new security notion for distributed key generation protocols (DKG). We show that it is
satisfied by several protocols that previously only had a static security proof. (2) Assuming
any DKG protocol with this property, we then prove unforgeability of the threshold BLS
scheme. Our reductions are tight and can be used to substantiate real-world parameter
choices.

* To justify our use of strong assumptions such as the algebraic group model (AGM)
and the hardness of one-more discrete logarithm (OMDL), we prove two impossibility
results: (1) Without the AGM, we rule out a natural class of tight security reductions from
(t + 1)-OMDL. (2) Even in the AGM, a strong interactive assumption is required in order
to prove the scheme secure.
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3.2 Technical Overview

In the following, we explain the challenges and our novel techniques.

3.2.1 Handling Adaptive Corruptions

Our starting point is the construction of Libert et al. who gave the first adaptively secure,
non-interactive, and unique threshold signature scheme in the random oracle model. Their
adaptive security argument also extends to the distributed key generation (DKG) phase that sets
up the shared keys for parties in the system. The established way of proving security for a DKG
protocol is to argue that the messages that are exchanged as part of the protocol reveal nothing
further about the distributed secret key sk (beyond what is already revealed by pk) [Gen+07].
This can be done by providing an efficient simulator Sim that, on input pk, provides a properly
distributed view of an execution of the DKG protocol in which parties agree on the public key
pk. In case corruptions are static, Sim also gets the set of corrupted parties as input. Assuming
that Sim provides a perfect simulation (as indeed is often the case), this technique works even
against an information-theoretic adversary who can compute sk from pk by brute force. Clearly,
such an adversary could easily forge a signature with respect to sk, so what does this mean?

The Challenge of Adaptive Corruptions. One of the main insights of Libert et al. is to
prove unforgeability of their scheme directly by reducing from a computational assumption.
In this manner, their proof bypasses many of the issues encountered in the DKG literature
when having to deal with adaptive corruptions. However, one central issue still remains: Sim
needs to simulate correctly distributed internal states (including secret keys) of parties upon
corruption. Existing DKG protocols overcome this problem by relying on heavy tools such
as non-committing encryption and erasures [Can+99], [JLOO]. This is a common and often
frustrating issue to deal with in the context of simulation based security proofs. Namely, even if
a statically secure protocol can not be simulated, it is far from clear whether it would actually be
insecure in the presence of adaptive corruptions. This issue is also quite prominent in the context
of threshold BLS signatures, even when a trusted dealer distributes the keys. Recall that in order
to create a signature share o; on message m, party P; computes H(m)*i. Here, H : {0,1}* — G
is a hash function that is modeled as a random oracle, G is a cyclic group of known prime order
p, and sk; € Z,, denotes P;’s secret key share. The corresponding public key shares of parties
are g**, where g is a known generator of G. Now, assume that keys have been set up in such
a way that for all i € [n], sk; = f(i) and sk = f(0) for some suitable polynomial f € Z,[X]
of degree ¢. Then one can compute a signature o that verifies relative to pk = g** from ¢ + 1
shares o, ..., 041 by interpolating f in the exponent of g. It can be verified by checking the
symmetric pairing equation e(o, g) = e(H(m), pk). When dealing with adaptive corruptions,
the issue is now that by sending a share o; = H(m)”‘f an honest party P; commits itself to its
secret key sk;. Hence, the simulator Sim must output sk; upon P; being adaptively corrupted.
This, however, is challenging: if Sim knew sk; for all i € [n], then it would also know sk. On
the other hand, if it does not know at least n — ¢ of the sk;, then it might fail during simulation.

Libert et al.’s Approach. Libert et al. circumvent this problem as follows. Their scheme
uses asymmetric pairing groups (G, G, Gy) of order p. They define their secret keys as
sk; = (f(i), g(i), h(i), j(i)) € Z*, where f, g, h, j are independent polynomials of degree 7. A
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signature share on m is then computed as o; = (z;,7;) € G?, where
2 = H{ D om) - HED (), ri = HY (m) - W) (m),

with Hj, H, being independent random oracles. Public key pk is correspondingly set as

(81,82) = (g{(o) -gf(o), gi’(o) -gf(o)) € G2, where g, and g, are two random generators of

the group G. Similar as for threshold BLS, one can compute a signature o = (z, r) from ¢ + 1
shares by interpolation in the exponent and verify it by checking whether e(z, g;) - e(r, g;) -
e(Hi(m), g1) - e(Ha(m), g2) = 1. In this manner, Libert et al.’s signature is computationally
unique under the so-called double-pairing assumption (see [LM18] for a proof). The latter
implies that it should be hard to find (z’,7") # (z, r) which also satisfies the above equation for
the same m. At the same time, this flexibility is what allows their reduction (to the symmetric
external Diffie-Hellman assumption) to go through. Namely, as their signatures do not commit
the signer to a secret key, they can efficiently simulate a secret key at the appropriate point in the
simulation where a party becomes corrupted. Unfortunately, the technique of Libert et al. does
not work in the context of the original threshold BLS signature. Hence, to deal with adaptive
corruptions, a completely new approach is required.

3.2.2 Adaptive Security from Oracle-Aided Simulatability

We begin by describing our idea for the simplified case when a trusted dealer computes and
distributes the keys according to Boldyreva’s original description of the threshold BLS scheme.
Let us briefly recall our desired security notion of unforgeability under chosen message attacks
in the context of threshold signatures. In this game, the adversary first observes the public
key shares pk; of all parties P;. (In case the keys are distributed via some DKG protocol, the
adversary also observes its execution as part of the game). Next, it repeatedly gets access to a
signing oracle, which takes in a pair (i, m) and returns a signature share o that is valid under
pk;. The adversary can also adaptively corrupt any hitherto uncorrupted party P;, upon which it
learns P;’s secret key sk; (and any other internal variables held by P; at the point of corruption).
The adversary is considered successful if it can produce a forgery on a message m™ for which it
has observed a total of fewer than ¢ + 1 shares from corruptions and signing queries.

Reducing from One-More Discrete Logarithm. As already explained, the critical difficulty is
to simulate the values of sk; upon an adaptive corruption. Our key idea is to aid the simulator
by giving it ¢-time access to a discrete logarithm oracle DL () which, on input 7 = g* € G,
returns the discrete logarithm x of 4 to base g. To facilitate such an oracle in our simulation, we
reduce from the one-more discrete logarithm (OMDL) assumption of degree t + 1. Recall that
in the OMDL assumption of degree k, the adversary is given an instance (g*', ..., g**) and
gets (k — 1)-time access to DL (). It is considered successful if it can produce the values of
X1,...,Xx € Z,. Moreover, we rely on the algebraic group model (AGM) [FKL18] to obtain
a suitable system of linear equations that allow to solve the OMDL instance. Both of these
tools have recently been popular choices for proving involved cryptosystems [KLX22; FPS20;
NRS21; TZ22].

Replacing the Trusted Dealer. We now turn our attention to the more realistic setting in which
no trusted dealer is available for setting up keys. In this setting, existing DKG protocols are either
only statically secure or can be used exclusively with signature schemes that do not commit
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a party to her secret key sk; whenever she uses it to issue a signature share o;. Fortunately,
we can appropriately modify our ideas from above so as to handle adaptive corruptions in the
unforgeability game even when it is extended with a DKG phase. In some more detail, we
begin by proposing a new (and rather weak) security definition for DKG protocols that we
refer to as oracle-aided simulatability. Informally, this definition asserts the existence of an
efficient simulator Sim that can simulate an execution of the DKG protocol (with adaptive
corruptions), given some number of queries to a discrete logarithm oracle DL, (). While this
definition may seem somewhat artificial at first glance, we show that it is actually sufficient to
prove unforgeability against chosen message attacks for the threshold BLS scheme with adaptive
corruptions. For the proof, we show a reduction from the OMDL assumption of appropriate
degree. The reduction runs Sim internally so as to provide a simulation of the DKG protocol as
part of the broader simulation of the unforgeability experiment. To emulate the oracle DL ()
toward Sim, the reduction simply forwards any query Sim directs to DLg () to its own discrete
logarithm oracle.

We stress that oracle-aided simulatability is a security notion for DKG protocols and can
be proven completely independently from the context of threshold BLS signatures. Thus, our
definition adds a useful layer of modularity: it allows future DKG designers to build protocols
that can be directly integrated with our (adaptive) security proofs. To motivate our new notion
even further, we show that for several DKG protocols from the literature that do not satisfy full
simulatability with adaptive corruptions, it is possible to show oracle-aided simulatability.

3.2.3 The Necessity of Strong Assumptions

One might wonder whether such strong assumptions are truly necessary for proving adaptive
security of the threshold BLS signature. We answer this question in the affirmative. Concretely,
we show that there is no algebraic, non-rewinding reduction from the OMDL assumption of
degree 2 to the adaptive security of the threshold BLS scheme with corruption threshold ¢. Our
impossibility result follows the common metareduction template [Cor02; KK18]: Assuming
an efficient reduction R as above, we show that one can obtain an efficient solver M (the
metareduction) for the OMDL problem of degree 2. As OMDL of degree 2 is assumed to
be hard, it follows that such a reduction R can not exist. Our metareduction also applies to
reductions which are not fully black-box. In particular, we rule out reductions which themselves
may rely on the AGM. We combine this with a second impossibility result, which states that
there is no algebraic, non-rewinding reduction from the g-discrete logarithm (g-DL) assumption
to the adaptive security of the threshold BLS scheme with corruption threshold z. Recall that
in the ¢-DL assumption, the adversary is given an instance (g, g%, ...,g%"). It is considered
successful if it can produce the value of z € Z,,. Now Bauer et al. [BFL20] show that in the
AGM, any conceivable static assumption (and even some non-static assumptions) is implied
by the g-DL assumption for a suitable degree ¢ € N. Hence, our results show that even in the
AGM, the OMDL assumption of some higher degree is both necessary and sufficient to prove
security, unless one uses a rewinding reduction, and static assumptions also do not suffice to
prove security. Rewinding, however, would have a devastating impact on the tightness of the
reduction, and would require much larger parameters for concrete security than what is used in
real-world implementations for BLS signatures [Chi22]. In contrast to this, our reduction in
the AGM is tight and hence justifies parameters currently used in practice. To further justify
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our reliance on the AGM, we also provide a metareduction along the lines of Coron [Cor02] to
rule out a natural class of tight black-box reductions (we call such reductions raive and define
them in Section 3.5.4) from the one-more discrete logarithm assumption of degree ¢ + 1 in the
plain random oracle model. We remark that Coron’s original metareduction did not consider
reductions from interactive assumptions such as OMDL. Unsurprisingly, giving a reduction R
access to the oracle DL, () complicates matters significantly, as we now have to simulate DL ()
to R as part of our metareductions.

3.2.4 More on Related Work

Threshold signatures were first conceived by Desmedt [Des88]. They have recently received
significant attention [GGN16; BGG19; Linl7; LN18; GG18; Can+20; Dal+20; KG20; Ara+21;
Abr+21b; CKM21; Kon+21; Can+21; Lin22], mainly in the context of blockchain systems
and cryptocurrency wallets. Most of these works focus on the ECDSA and Schnorr threshold
signatures, as these are the most widely used schemes in major cryptocurrencies. Note however,
that these schemes do not have unique signatures and hence do not lend themselves to distributed
coin tossing. A closely related (and also very active) line of research has also studied multi-
signatures [BNO6; BDN18; Dri+19; Nic+20; NRS21; CKM21; AB21]. These can be seen as
a threshold signature scheme where the threshold ¢ is always set to n — 1, i.e., signing always
requires all parties to contribute. In contrast to threshold signatures, multi-signatures usually
focus on obtaining compact n-out-of-n signatures using parties’ native public keys for signing.
Thus, no trusted dealer or DKG is necessary to run these protocols.

Distributed Key Generation. There are numerous DKG protocols when the underlying network
is synchronous [Ped92; Can+99; JLOO; Gen+07; Shr+21a]. Among these, only the protocols of
Canetti et al. [Can+99] and Jarecki and Lysyanskaya [JLLOO] provide adaptive security. Both
of these works rely on heavy assumptions and/or cryptographic tools such as non-committing
encryption. All of these protocols (except that of Shrestha et al. [Shr+21a]) rely on public
broadcast channels being available. On the other hand, the asynchronous setting has only recently
been explored by works of Kokoris-Kogias et al. [KMS20], Abraham et al. [Abr+21a], and
Das et al.[Das+22c]. Among these, only the work of Kokoris-Kogias et al. provides adaptive
security, but is substantially less efficient than its statically secure alternatives. We also remark
that the asynchronous DKG of Abraham et al. [Abr+21a] produces a group element as the
shared secret key rather than a field element and hence can not be used for most conventional
signature schemes. This drawback was resolved by Das et al. [Das+22c] without increasing the
total communication cost of O (1n?) bits.

VRFs and Distributed Coin Tossing. Distributed randomness generation is an integral
component of many distributed protocols. This applies in particular to the asynchronous model,
where most distributed protocols of interest are inherently randomized. Asynchronous coin
tosses rely either on verifiable secret sharing [CR93; Cac+02] or threshold signatures [CKS00;
Abr+19b; AMS19; Lu+20; Guo+20]. Synchronous protocols [Mic17; Abr+19b; Abr+19a] can
rely on a simpler alternative of tossing coins via verifiable random functions (VRF) [MRV99]. On
input a message m and a secret key sk, a VRF F produces a pseudorandom string » = F (sk, m)
along with a proof o that can be used to verify correct generation of r. To agree on a single bit
among n parties in the kth round, a party P; computes r; = F(sk;, k) along with a proof ;. It
then samples b; « {0, 1} uniformly and sends (b;, r;, 0;) to everybody at the beginning of the
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round. Parties wait to receive messages from other parties until the end of the round. All parties
derive the coin as b := b; where j = min;{r;} and the minimum goes over all r; for which ;
correctly verified. If j belongs to an honest party, then all honest parties indeed agree on a
random bit b. Moreover, since F produces pseudorandom outputs and there is a unique output
per party and coin toss j, this happens with probability p > % when the majority of the parties is
honest, i.e., b can not be biased.! In an asynchronous network, however, this approach utterly
fails, as there is no notion of a synchronous round. Note that in order to guarantee liveness of
the protocol, every honest party can only wait for up to 2n/3 + 1 messages from other parties.
But in that case, the adversary simply delays the n/3 messages (b;, i, 0;) of honest parties with
the lowest r; values. The honest parties receive the remaining n/3 + 1 messages from honest
parties and n/3 — 1 messages from the adversary. Now, with overwhelming probability in 7, the
smallest r; always belong to a corrupt party and hence the coin is almost completely under the
control of the adversary. Note that this issue does not occur for threshold signatures, as parties
can all reconstruct the same coin after receiving only 7 + 1 messages from other parties. Some
works such as [CKS20; Blu+20] have shown how to circumvent this issue by either relying on
strong setup assumptions or assuming a non-standard version of the asynchronous model in
which the adversary can not reorder messages of honest parties arbitrarily.

3.2.5 Outline of this Chapter

The rest of this chapter is structured as follows. In Section 3.3, we define the preliminaries that
are only relevant for this chapter. In Section 3.4, we give (new) definitions for the primitives
of interest, including non-interactive threshold signatures and distributed key generation. In
Section 3.5, we provide our security proofs and the impossibility results. In Appendix 3.5.4, we
present the relevant DKG protocols from the literature.

3.3 Preliminaries for this Chapter

In addition to the general preliminaries in Chapter 2, we introduce here preliminaries that are
only relevant for this chapter.

3.3.1 General Notation

Let A denote the security parameter. In this chapter, we assume that global parameters
par := (G, Gr, p, g, e) are fixed and known to all parties. Here, G is a cyclic group of prime
order p generated by g and endowed with a symmetric pairing e : G X G — Gr. For concrete
choices, we will assume A4 = 128 and that G is instantiated with a 256-bit elliptic curve. We

define the Vandermonde matrix V(x1, ..., xi) for the kK > 1 numbers x1, ..., xx € Z, as
1 .2 k-1
1 XXy ceoX)
V(xl,...,xk) = ,
1 .2 k-1
1 X Xy Xy

which is known to be invertible if and only if the x; are pairwise distinct.

'We remark that for most consensus protocols, it is sufficient to agree on the coin b with some constant probability.
Threshold signatures let parties agree on coins with probably close to 1.
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3.3.2 Assumptions and Model

We specify our assumptions and the model for this chapter. We also define a class of algorithms
that will be relevant for our impossibility results.

Communication and Network Model. In this chapter, we assume a synchronous network as
defined in Chapter 2. However, we note that we focus on synchronous protocols only in this
work, since many of the most well-known DKG protocols are synchronous. Further, we stress
that our methods are equally applicable to asynchronous DKG protocols with a similar structure.

Adversarial Model. We assume a Byzantine adversary that can corrupt up to ¢ < n/2 parties.
The adversary is strongly adaptive: When it corrupts a party adaptively, it can delete or substitute
any undelivered messages that this party previously sent (while being honest). Further, the
adversary is rushing: in any synchronous round, it can observe the messages of all honest parties
and then decide what messages it wants to send to honest parties for that round.

Idealized Models and Computational Assumptions. We assume the random oracle model
and the algebraic group model. Further, we will work with the one-more discrete logarithm
assumption and the g-discrete logarithm assumption. These models and assumptions are defined
in Chapter 2.

Algebraic Black-Box Reductions. An algorithm R is called a black-box reduction from problem
P, to problem Py if for any algorithm A solving Py, algorithm RA solves P, with black-box/oracle
access to A during its execution. If the algorithm A happens to be algebraic, then R (called
an algebraic black-box reduction) additionally has access to the representation of the output
elements of A (relative to all of the inputs A has received up to that point). We assume algebraic
black-box reductions for our metareduction results. Such reductions have previously been
introduced and studied [BFL20; KLLX22].

3.4 Threshold Signatures

Threshold cryptography is a fundamental multiparty paradigm for enhancing the security and the
availability of cryptographic schemes. It achieves this by dividing the secret key into n shares
distributed across a network of n parties. In (z, n)-threshold cryptosystems, secret key operations
require the cooperation of at least # + 1 out of n parties. In this way, the system remains secure
against adversaries that corrupt up to ¢ parties.

3.4.1 Distributed Key Generation

Distributed key generation (DKG) protocols are an essential component of threshold cryptosys-
tems. The purpose of a DKG protocol is to distribute the shared keys of parties securely without
relying on a trusted dealer. At the end of the protocol, the public key is output in the clear,
whereas the secret key is kept as a virtual secret shared among all parties. The secret key is
never explicitly computed, reconstructed or stored in any single location. This shared secret key
can then be used later for threshold cryptosystems, such as threshold signatures or threshold
encryption, without ever being explicitly reconstructed.

Definition 3.4.1 (Distributed Key Generation Protocol). Let IT be a protocol executed among
n parties Py, ..., P,, where P; outputs a secret key share sk;, a vector of public key shares
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(pky, . ..,pk,), a public key pk, and parties terminate upon generating output. We define the
following security and correctness properties for I1:

* Consistency: II is t-consistent if the following holds whenever at most ¢ parties are
corrupted: all honest parties output the same public key y = g* and the same vector of
public key shares (pk, ..., pk,).

* Correctness: I1 is t-correct if the following holds whenever at most ¢ parties are corrupted:
there exists a unique polynomial f € Z, [X] of degree ¢ such that for alli € [n], sk; = f(i)
and pk; = g*%i. Moreover, it is pk = g/(©).

* Unpredictability: I1 is r-unpredictable if for every algorithm A, the success probability
in the following experiment is negligible:

— Offline Phase. On input par, A returns a group element y’ < A(par).

— Online Phase. Run protocol I1. A can make up to ¢ adaptive corruption queries. Let
y = g « II be the public key output by II.

— Output Determination. A is considered successful if and only if y’ = y.

* Oracle-aided Algebraic Simulatability. IT has (¢, k, T, Tsim)-oracle-aided algebraic
simulatability if for every algorithm A that runs in time at most 75 and corrupts at most ¢
parties, there exists an algebraic simulator Sim that runs in time at most 7gjm, makes k — 1
queries to oracle DL (), and satisfies the following properties:

— Oninput & = (g%,...,g%) € GX, Sim simulates the role of the honest parties in an
execution of 1. At the end of the simulation, Sim outputs the public key pk = g*. If
corruptions are static, Sim gets a set of corrupted parties C C {1,...,n} of size at
most ¢ as an additional input.

— Oninputé = (g%,...,g%) € G*¥ and fori € [k —1],let g; € G denote the ith query
to DL, (). Let (d;,a;,1,...,a; ) denote the corresponding algebraic coefficients,
ie., g =g%- ]_[f:1 (g%)“/ and set (d, ao.1, - - -, ao.x) as the algebraic coefficients
corresponding to pk. Then the following matrix over Z,, is invertible

ao,1 ap,2 s a0k

ai, arn e Alk
L :=

ar-1,1 Ak-12 -+ Ak-1,k

Whenever Sim completes a simulation of an execution of I1, we call L the simulata-
bility matrix of Sim (for this particular simulation).

- Denote by viewa y 11 the view of A in an execution of IT conditioned on all honest
parties outputting pk = y. Similarly, denote by viewa ¢ y sim the view of A when
interacting with Sim on input &, conditioned on Sim outputting pk = y. (For
convenience, Sim’s final output pk is omitted from viewa ¢ y sim.) Here, we define
Viewa ¢,y sim := L in case pk # y for all runs of Sim on input &. Then, for all y and
all £, the views viewp ¢y sim and viewa , 1 are identically distributed.
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Let £k € N be the minimum k such that IT has (z, k, Ta, Tsim)-oracle-aided algebraic
simulatability. Then we call k the (¢, Ta, Tsim)-simulatability factor of TI.

We say that IT has (¢, k, Ta, Tsim)-oracle-aided algebraic security if it is t-consistent, z-correct,
and has (¢, Ta, Tsim)-simulatability factor k.

For informal discussions, we sometimes abbreviate our notation by omitting 7 and Tgjm
(we simply assume both A and Sim to be some PPT algorithms).

Discussion. We give a brief discussion of our security properties for distributed key generation
protocols. Consistency and correctness notions are in line with what is achieved by most
conventional DKG protocols. We note that we could easily weaken the requirement of Sim being
fully algebraic to Sim behaving algebraic only with respect to the elements pk, g1, ..., gk-1.
(In other words, only these elements come with an algebraic representation.) All our results
remain true for this weaker notion of oracle-aided algebraic security. We stress that this weaker
notion is a direct generalization of the usual notion of secrecy which requires a (not necessarily
algebraic) simulator Sim that on input y € G perfectly simulates an execution of I1 in which y
is determined as the public key pk. Setting k = 1 in our (relaxed) definition, we see that Sim
queries DL, () exactly k — 1 = O times, is trivially algebraic towards the output element pk (since
the input is just pk itself) and the simulatability matrix is L = (1), which is trivially invertible.
Therefore, one can view the degree k of I1’s oracle-aided algebraic security as a measure of how
far away II is from being fully secret.

As already observed in [LIY 14], full secrecy is not inherently required in the context of
threshold signing. This is not particularly surprising, as one might expect any reasonable
signature scheme to remain unforgeable even when some information about the secret key is
leaked. This observation is also the motivation behind our notion of oracle-aided algebraic
simulatability. While this notion might look somewhat artificial at first glance, we will show
that it is sufficient to provide unforgeability for the threshold BLS signature scheme against an
adaptive adversary (in the AGM). Moreover, we prove in Section 3.5.3 that several well-known
DKG protocols including JF-DKG (proposed by Pedersen [Ped92]) and New-DKG (proposed
by Gennaro et al. [Gen+07]) have oracle-aided algebraic simulatability, also against adaptive
adversaries. We stress that neither of these protocols satisfies secrecy against an adaptive
adversary. In fact, it has been noted many times in the literature that JF-DKG does not even
achieve full secrecy against a static adversary that corrupts a mere two parties! Finally, we
remark that we require perfect simulatability only for convenience; it is straightforward to adjust
our definition so as to allow for statistical or even computationally indistinguishable simulations.

3.4.2 Threshold Signature Scheme

In this section, we introduce the syntax and security notions for threshold signature schemes.
We remark that we focus on non-interactive schemes for this work.

Definition 3.4.2 (Non-Interactive Threshold Signature). A non-interactive (t,n)-threshold
signature scheme is a tuple of efficient algorithms X = (DKG, SSign, SVer, Ver, Comb) with
the following properties:

» DKG: This is a distributed key generation protocol in the sense of Definition 3.4.1.
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» SSign: The share signing algorithm is a possibly randomized algorithm that takes as
input a message m and a secret key share sk;. It outputs a signature share o;.

» SVer: The signature share verification algorithm is a deterministic algorithm that takes as
input a message m, a public key share pk;, and a signature share o;. It outputs 1 (accept)
or O (reject).

* Comb: The signature share combining algorithm is a deterministic algorithm that takes
as input the public key pk, a vector of public key shares (pk, ..., pk, ), a message m, and
aset S of t + 1 signature shares (o7, 7) (with corresponding indices). It outputs either a
signature o or L.

» Ver: The signature verification algorithm is a deterministic algorithm that takes as input a
public key pk, a message m, and a signature o. It outputs 1 (accept) or O (reject).

LetH : {0, 1}* — G be a cryptographic hash function (modeled as a random oracle). We
define the security of a non-interactive threshold signature scheme in the adaptive corruption
setting as follows.

Definition 3.4.3 (Unforgeability Under Chosen Message Attack). Let £ = (DKG, SSign,
SVer, Ver, Comb) be a non-interactive (¢, n)-threshold signature scheme. For an algorithm A,
define experiment UF-CMAéJ as follows:

* Setup Phase. Initialize sets H := {1,...,n}, C := 0. Run A on input par.

* Corruption Queries. At any point of the experiment, A may corrupt a party P; by
submitting an index i. In this case, return the internal state of P; and set H = H \ {i},
C = C U {i}. Henceforth, A has full control over P;.

* Distributed Key Generation. Initiate an execution of DKG among parties Py, ..., P;,.
Denote by (ski,...,sk,) and (pk,pk,,...,pk,) the secret and public key shares de-
termined by DKG, respectively. In particular, the shares {sk;};cc are also known to
A

* Online Phase. Here, A gets additional access to oracles that answer queries of the
following types:

— Signing Queries. When A submits a pair (i,m) for party i € H, return o «
SSign(sk;, m).

— Random Oracle Queries. When A submits a query m, check if H[m] = L and if so,
set H[m] <« G. Return H|[m].

* Output Determination. When A outputs a message m* and a signature ", let S C
{1,...,n} denote the subset of parties for which A made a signing query of the form
(i,m*). Output 1 if |C U S| < ¢ and Ver(pk, m*, o*) = 1. Otherwise, output 0.

We say that X is (&,T, qn, q5)-unforgeable under chosen message attacks (UF-CMA) if for
all algorithms A running in time at most 7', making at most g, random oracle queries, and
making at most g, signing queries, Pr[UF-CMA'g’, = 1] < e. Conversely, we say that A
(e,T, qn, qs)-breaks unforgeability of X under chosen message attacks if it runs in time at most
T, makes at most g, to the random oracle, makes at most g queries to the signing oracle, and
Pr[UF-CMA%, = 1] > ¢
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3.4.3 Threshold BLS Signature Scheme Th-BLSpkg

In this section, we recall Boldyreva’s BLS-based threshold signature scheme. We write
Th-BLSpkg to denote the scheme when setup is done using the distributed key generation
algorithm DKG.

Definition 3.4.4 (Threshold BLS Signature Scheme [Bol03].). Let DKG be a distributed key
generation protocol. The algorithms of the (¢, n)-threshold signature scheme Th-BLSpkg =
(DKG, SSigng, g, SVerg s, Combgys, Vergis) are defined as follows:

» SSigng s: On input a secret key share sk; € Z,, and a message m € {0, 1}" return the
signature share o7 := H(m)* € G.

» SVergLs: On input a public key share pk; € G, a signature share 0y, and a message m,
return 1 if e(g, 0y) = e(pk;, H(m)) and O otherwise.

» Combgis: On input a vector of public key shares (pk, ..., pk,), asetS of # + 1 signature
shares (and corresponding indices) (o7, 7), and a message m, run SVerg s(o7, pk;) for all
i €Sy:={i€[n]] (01,i) € S}. If any of these calls returns 0, return L. Otherwise,
return o = [[eg, a'iLi, where L; = [;es,\ (i3 J/(j — i) denotes the i-th Lagrange
coefficient for the set Sp.

* VergLs: On input a public key pk, a signature -, and a message m, return 1 if e(g, o) =
e(pk,H(m)) and O otherwise.

3.5 Security Analysis of Th-BLSpkg

In this section, we analyze the security of Th-BLSpkg in the case where DKG has (z, k)-oracle-
aided algebraic security. First, we show a tight reduction to the OMDL assumption of degree k.
Second, we show that there is no algebraic black-box reduction from the OMDL assumption of
degree 2 and from the g-DL assumption to the security of Th-BLSpkg with corruption threshold
t. On the other hand, we show that the trusted dealer key generation algorithm TD-DKG (see
Section 3.5.3) has (7, k)-oracle-aided algebraic security with k = 7 + 1. In particular, there
is a reduction from the (¢ + 1)-OMDL assumption to the security of Th-BLStp.pkg (with
corruption threshold 7). Apart from that, we show oracle-aided algebraic security for JF-DKG
and New-DKG. Finally, we show that any algebraic black-box reduction of a certain kind
(which will be defined in Section 3.5.4) from the (# + 1)-OMDL assumption to the security of
Th-BLSpkg loses a factor of g and can not possibly be improved, in the plain ROM.

3.5.1 Security proof of Th-BLSpkg

For DKG with (¢, k)-oracle-aided algebraic security, our first theorem asserts the security of
Th-BLSpkg (in the AGM+ROM) under the assumption that the k-OMDL problem is hard. Our
proof follows the tight security proof for the (standard) BLS scheme [FKL18; Los19]. The key
idea is to embed an OMDL challenge ¢ in either the secret key shares or inside the random
oracle queries, a choice that remains hidden from the adversary. In the former case, we simulate
by using the oracle-aided algebraic simulator coming from DKG. In the latter case, we solve &
directly from the algebraic equation that comes from the forgery (with its representation).
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Theorem 3.5.1. If k-OMDL is (&, T)-hard in the AGM and DKG has (t, k,T’, Tsim)-oracle-aided
algebraic security, then Th-BLSpkg is (&', T, qn, qs)-secure in the AGM+ROM, where

, T <T +Tgim+3qn+qs.

LIS

>8,
8___
4

Proof. We prove the theorem via a sequence of games. Let A be an algebraic algorithm that
(&’',T’, qn, qs)-breaks unforgeability of Th-BLSpkg under chosen message attacks. Without loss
of generality we assume that A always queries the random oracle H before any signing query for
the same message m. (Note that the challenger can always enforce this by making appropriate
random oracle queries for itself.) Similarly, we may assume that queries to the random oracle are
distinct and that A queries the random oracle H on m* (the forgery message) before producing
its forgery.

GaME Go: This is the real game. The challenger runs DKG on behalf of the honest parties.
Whenever A decides to corrupt a party P;, the challenger faithfully returns the internal state of
that party and sets C = C U {i}, H = H \ {i}. In addition, A gets full control over P;. For all
i € [n],lety; € G denote the public key share assigned to P; by DKG and let x; denote P;’s secret
key share. Moreover, let x € Z,, and y = g* denote the secret key and public key, respectively.
Random oracle queries are answered by sampling r; «— Z, and returning h; = g"* € G. Partial
signing queries (j, m) are answered by returning H[m]”*/. At the end of the game, A outputs a
message-signature pair (m*, o*).

GaMmE G1: This game is identical to the game before, except that the game aborts and the
adversary loses when there is a collision H[m ] = H[m;] among distinct random oracle queries
my # my from A. By a standard argument, Pr[G{) = 1] < Pr[G} = 1] + g7 /p.

LetV =CUS, where S C {1,...,n} is the subset of parties for which A made a signing
query of the form (7,m*). As A is an algebraic adversary, at the end of G| it returns a forgery
0" on a message m* together with a representation

A !~ v -

a = (a,a ,al,...,an,al,...,5%,671’1,...,dl’n,...,dqs,l,...,fiqs’n)
of elements in Z,, such that

dh
U*:H[m*]:ga-ya y?]yznl_[hlal
i=1

as
ai,l di,n
O o

1

i=

Here, the representation is split (from left to right) into powers of the generator g, the public key
y = g%, the public key shares y; = g*/, j € [n], all of the answers to hash queries &;, i € [gp],
and the partial signatures o5 j, i € [g5] and j € [n], returned by the random oracle and the
partial signing oracle, respectively. Note that we have tacitly combined the other elements that
are publicly communicated during the key generation phase into the term g¢. We will clarify
later why this is possible. In the following, let m; denote the ith query to H and let i* € [g}]
denote the index corresponding to the forgery message m*. Recall that we write r* and r; for
i € [qn] to denote the values such that H[m*] = g" and H[m;] = g"i. Having said that, the
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above equation is equivalent to

n qdnh ds
r'x=4+xa + Z dix; + Z rid; + Z ri(diax1 + ...+ dinxn)
i=1 i=1 i=1

n

=d+xa + Zdixi + Z rid; + Z r,-(di,lxl +...+ di,nxn)
i=1 ieQp i€Qy

+riat +ri(ax + .o+ dpx,), (#)

where in the last equation we split the answers to the (hash and partial signing) queries
for m* from those of the other messages, with appropriate sets O, and Qg (to be precise,
On = [gn] \ {i"} and Q5 = [gs] \ {i"}) and the notation Ez; = a":.‘*’j for all j € [n]. Since A
wins Gy, we remark that neithery;cq, ri@; nor Y;co, 7i(@;1x1 + ... + d; nx,) may include
the terms r*a* or r*(a"’l‘xl + ...+ adnx,), respectively.2 We define event E as the event that
x#Fa +ax+...+dxn.

We have the following lemma.

Lemma 3.5.2. Let G| and E be as defined above. Then there exist (algebraic) algorithms A,
and A, playing in game k-OMDL that run in time at most T such that:

Pr[k-OMDLM = 1] = Pr[G} = 1 A =E],

1
Pr[k-OMDL™ = 1] > (1 - —) Pr[G? = 1 A E].
p

Moreover, T < T’ + Tsim + 3qn + qs.

Proof. Let & = (&1,...,&) € GK with & = g%, i € [k], be the OMDL instance. A; and A,
both have access to a discrete logarithm oracle DL, () which they can query at most k — 1 times.
Both simulate G;, as we now describe.

Algorithm A, (¢, par): Algorithm A; works as follows. Since DKG has (¢, k, 77, Tsim)-
oracle-aided algebraic security, there exists an algebraic simulator Sim that runs in time at most
Tsim with (k — 1)-time access to a discrete logarithm oracle. Sim takes as input the k-OMDL
instance & = (&1,. .., &%) € GX and perfectly simulates an execution of DKG, where at most ¢
parties can be corrupted. A; simulates the key generation phase by running Sim on input &.
Whenever Sim queries its discrete logarithm oracle, A; forwards this query to its own oracle
DL, (). Random oracle queries are answered by sampling r; < Zj, and returning h; = g"* € G.
A, aborts when there is a collision H[m ] = H[m,] among different random oracle queries
my # my from A. Signing queries (j, m;) are answered by returning hfj via the identity

Hm]™ = ()% = (g9)" =y

Corruption queries are handled by Sim, which allows A; to return the internal state of up to
t parties correctly. It is not hard to see that A;’s simulation of G is perfect and that A; can
correctly answer Sim’s (at most) k — 1 oracle queries.

2Here, we consider r* and r;, i € [n], as formal variables over Z,, rather than the concrete value that they may
take. Note that it is indeed possible that for some i, r;@; = r*a* or r*(ajxy + ...+ dx,) = ri(@1x1 + ...+ d; nXn)
when considering concrete values in Z,, for r*, ;.
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Suppose that A wins G and that event —=F happens, i.e.,x = a*+djx; +...+d,x,. We note
that the partial signing queries of the form (7, m*) do not reveal any more information than if the
challenger were simply handing over the corresponding private key share x;. We thus treat these
partial signing queries for m* as corruption queries. We may also assume w.l.0.g. that |C| = 1.
Otherwise, A; simulates, for itself,  — |C| corruption queries for random parties from the set of
uncorrupted parties H after receiving the forgery, as if these were regular queries from A. (It
does so by querying Sim.) Since A; knows all values {x; };cy, it can compute the secret key x

efficiently via the identity x = a* + ajx; + ...+ d,x,. Let g, ..., g% denote the discrete
logarithm oracle queries made by Sim. As Sim is algebraic, it also outputs a representation
(@i, aiu,...,a;ix) for each of these queries, i € [k — 1]. Similarly, let y = g* be the public
key output by Sim together with its representation (do, a1, - .., a0,k). Then A; obtains the
following system of linear equations in the variables z1, ..., zx:
x=do+ap1z1+...+ao0xik
ap =da, + ai,iz1+ ...+ akik
Ak—-1 = dk-1 + ar-1,121 + . .. + Ak—1,kZk;

which in matrix form is equivalent to

x —do ao,1 ap2 -t Aok \[Z1
a; —dp ai aip o aik ||z
k-1 — k-1 Ag-1,1 Gr-12 "+ Qk-1,k) \Zk

By definition, the simulatability matrix of Sim is invertible and hence A; can efficiently compute
(z1,...,zk) and solve the OMDL instance. Overall, we obtain

Pr[k-OMDL™ = 1] = Pr[G} = 1 A -E].

The bound on the running time of A; (number of group operations and exponentiations) comes
from running the simulator Sim once, one exponentiation for each random oracle query and one
exponentiation for each signing query.

Algorithm A; (&, par): Algorithm A; works as follows. It runs DKG correctly on behalf of
the honest parties. In particular, it knows all the secret key shares x ;. Whenever the adversary A
decides to corrupt a party, A, faithfully reveals the internal state of that party. Random oracle
queries are answered by sampling b;, d; < Z,, and returning h; = g"' = ff ‘g% which implicitly
sets r; = z1b; + d;. A, aborts in case it detects a collision among answers in the list H. Partial
signing queries (j,m;) are answered by returning hfj . Again, it is not hard to see that A;’s
simulation of G| is perfect.

In case A, does not abort, let A; := di1X1 + ...+ d;nx, for all i, where we write A* for A;-.
Suppose that A wins G and that event E happens, i.e., x # @* + A*. With our notation, equation
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() is equivalent to

ub'x+d'x=a+xd +Zax, Z d;a; + ZdA +d*a+d A"
i=1 1€Qp i€Qs

+7 (Z bid; + Z biA; + b a* + b*A*).
ith iEQs

With the further notations

B:=b"x — (Z bia; + Z biAi +b*a* + b*A~*) s

i€Qp 1€Qy

D :=d+xa +Zax, Z d;a; + ZdA +d*a+d*A* —d*x,
i=1 i€Op i€Qs

this reduces to Bz; = D. Recall that we have tacitly combined the other group elements that
were publicly communicated during the key generation phase into the term g4. This is possible
because A, faithfully runs DKG on behalf of the honest parties and therefore has knowledge of
the exponents of those elements relative to the base g and can combine them into the value 4.
Let us now consider the case where B = 0. With the definition of event E, we get

0=>0b"x - Z bi(ii + Z biAi +b*a + b*A*)
ieQp i€eQq
— b*(x -a' - A*) = Z bi&i + Z bl'Ai
iEQh ier
(Z b;a; + Z bA) x—a —A*)_l.
1€0n i€0s

As already noted, };¢ ¢, rid@; and ZleQ riA; do not include the terms r*a* and r* A*, respectively.
Hence, Yicq, bidi and Y bi A; do not include b*a* and b*A*, respectively.® As defined
by the identity H[m*] = g% *¢', b* remains information-theoretically hidden from A. This
implies that the right-hand side of the equation is statistically independent of the uniform value
b*. Therefore, with probability 1 — 1/p we have B # 0, and thus A, can compute z; efficiently
as z; := B~'D. Overall, we obtain

Pr[k-OMDL™ = 1] > (1 - l) Pr[Gh =1 A E].
p

The bound on the running time of A, comes from running the simulator Sim once, three
operations for each random oracle query and one operation for each signing query. |

Consider algorithm B playing in k-OMDL as follows: B samplesi* «— [2] and then internally
emulates A;«. Clearly, B is an algebraic algorithm running in time at most 7' (the running time of

3Here, we consider b* as a formal variable over Z,, rather than its concrete value.

36



3.5. SECURITY ANALYSIS OF Th-BLSpkga

A; and A;). An application of the law of total probability yields for p > 2,

2
Pr[k-OMDLE = 1] = ZPr[k—OMDLB =1 =1] Pr[i* = 1]

i=

Pr[k-OMDLA = 1]

Il
—_

ot

\%

|
| - —) (Pr[Gq\ =1 AE]+Pr[GA=1A —|E])
P

— —

1 1
1- —) Pr[Gf‘ =1] > —Pr[G’f =1]
P 4

v
Bl= NI= NI= =

-Pr[GG = 1] - q;/p.
O

Remark 3.5.1. This result, however, does not rule out a tight reduction from the OMDL
assumption of some lower degree < k to the security of Th-BLSpkg (for DKG with (¢, k)-oracle-
aided algebraic security). Indeed, using Th-BLStp.pkg as an example (see Section 3.5.3 for a
definition), we find a tight reduction from the OMDL assumption of degree ¢ — r for any constant
r > 0 which is independent of ¢ (i.e., r € O(1)) to the security of this scheme. Note that in
Section 3.5.3, Theorem 3.5.7 we show that TD-DKG has (¢, k)-oracle-aided algebraic security
with k£ = ¢ + 1. The reason for the existence of a tight reduction from OMDL of some lower
degree < k is based on the possibility that a potential simulator for TD-DKG might fail during
the simulation. In our definition of (z, k)-oracle-aided algebraic security, we assume a perfect
(oracle-aided) simulator that never fails. However, there does exist a simulator for the underlying
DKG that fails during the simulation with some probability > 0, and such a “deficient” simulator
may just be used by the reduction. This does not only apply to TD-DKG, but possibly also for any
other DKG protocol that is employed in the threshold BLS scheme. Indeed, after our following
explanation it is not hard to see that this also applies to JF-DKG and New-DKG.

In our proof of the (z, k)-oracle-aided algebraic security with k = ¢ + 1 of TD-DKG (see
proof for Theorem 3.5.7), on input ¢ + 1 elements &, . .., & € G, the simulator Sim chooses
the polynomial f = }!_ja;X" € Z,[X] of degree 7 that determines the secret key shares by
embedding &; into the ith coefficient of f for alli € [0, 7], thatis g% = &;; corruption queries are
answered with the oracle DLg (). This simulation is perfect and in line with our security notion
of oracle-aided algebraic simulatability. We now describe a "deficient" simulator Sim that works
for OMDL of some lower degree < ¢ + 1 (that might fail with some probability > 0). Take the
OMDL assumption of degree r — r with r > 0 and let & = (&,41,...,&) with & = g% for all
i € [r+1,t] (where z; € Z,) be the challenge instance to be solved with (7 —r — 1)-times access
to an oracle DL, (). Firstly, Sim picks a random (r + 1)-element subset Scin]ofl,...,n
and r + 1 numbers sy, ..., 5,41 € Z, uniformly at random. For convenience we may assume
S ={1,...,r + 1}. Secondly, Sim chooses the polynomial f = YipaiX' € Zp[X] of degree t
that determines the secret key shares such that (i) g% = &; for all i € [r + 1, ¢] (which implicitly
sets a; = z;), and (ii) f(i) = s; for all i € [r + 1]. This choice determines f completely and
its coefficients solely depend on the z;. This is the case because the equations f (i) = s; for
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i € [r+ 1] give the following system of linear equations in matrix form

s1— X g ailt 1 LR (4 ao
s2— X a2 o2t a
Srtl _Z§:r+l a;j(r + 1) 1 (r+ 1)1 oo (r+ 1) \a,

and the Vandermonde matrix on the right-hand side is invertible.* As a result, the polynomial f
is completely described (even if implicitly). Now, Sim can work properly during a simulation
(i.e., it does not fail) if and only if the adversary chooses a corruption set S C [n] that contains
S as a subset. Otherwise, Sim would have to return at least # — r distinct points on f which it
does not know a priori, so that it would ultimately know t —r + r + 1 = ¢ + 1 distinct points on
f, which conversely means that Sim would have to solve the (¢ — »)-OMDL problem. On the
other hand, the probability that § ¢ S is roughly 1/27*!, and thus the simulator Sim might fail
with probability 1/2"*!. In the other cases, Sim works perfectly and is able to return the internal
states of all the corrupted parties properly. Finally, the security reduction simply uses such a
“deficient” simulator as described above and fails with the additional probability 1/2"*!. The
rest of the reduction, however, proceeds exactly as in the above proof for (¢ + 1)-OMDL. Thus,
for (t — r)-OMDL, the reduction has an additional security loss of 1/2"*! and thus remains tight
as long as r > 0 is independent of 7, i.e., ¥ € O(1). For instance, already the case r = log(z) — 1
gives a (non-tight) multiplicative security loss of 1/z.

3.5.2 No reduction from 2-OMDL and ¢-DLOG

Our next theorem asserts that the security of Th-BLSpkg (for DKG with (¢, k)-oracle-aided
algebraic security) can not be derived from the OMDL assumption of degree 2, even in the
AGM+ROM. Furthermore, we show that such a reduction can not be derived from the g-
DLOG assumption for any g. In particular, the security of Th-BLSpkg has to rely on some
stronger mathematical assumption such as OMDL of some higher degree. Our proofs for these
impossibility results follow Coron’s metareduction technique [Cor02].

The idea behind the proof of the first theorem is the following. Upon receiving an OMDL
challenge ¢ of degree 2, the metareduction M runs the reduction R providing it with (par, &).
The discrete logarithm oracle for R is simulated by M’s own oracle DL, (). At the end of the
key generation phase, R outputs the public key shares and the public key with their respective
algebraic coeflicients. The coefficients of the public key shares form an (n X 2)-matrix Q
over Z,, (disregarding the coefficients corresponding to g). By a mathematical result, we find
that with overwhelming probability (to be precise, with probability at least 1 — 27/*1) a set of
randomly chosen ¢ row vectors of the matrix Q spans the row space of Q. This eventually allows
M to compute all the secret key shares (and hence the secret key x) after corrupting some ¢
parties. With the knowledge of x, it can forge on any message and perfectly simulate an algebraic
adversary F for the reduction. We point out that in this step, it is crucial for the adversary to be

4Note that Sim could likewise embed the instance elements Erglseres &; into some different (arbitrary) t — r
coeflicients of the polynomial f, and not necessarily into the last # — r ones. Eventually, the matrix on the right-hand
side of the above equation would be a generalized Vandermonde matrix, which is also known to be invertible for
pairwise distinct, positive numbers (which is the case here, since § = {1,..., r + 1}). Thus, this would also result in
a complete determination of f.
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allowed to corrupt parties adaptively, i.e., even after the termination of the DKG protocol. If the
adversary were a static one, R would get the set of corrupted parties as an input and could take
the algebraic coefficients of these parties in such a way that the corresponding vectors do not
span the row space of Q. This results in M not being able to compute the secret key and the
proof would fail.

We note that the same proof strategy (for the metareduction) is also applicable to the case
where the underlying hardness assumption is OMDL of some higher degree » < ¢ instead of
degree 2. The problem that arises there, however, is that the probability that a set of randomly
chosen 7 row vectors of the matrix Q (which is now an (n X r)-matrix over Z,) spans the whole
row space of Q is extremely difficult to determine (especially, in order to tell something about
the existence of a tight reduction). We will dive more into this later.

Theorem 3.5.3. Let DKG have (1, k, Tr,,,, Tsim)-oracle-aided algebraic security. Let R be an
algebraic reduction such that for every algebraic forger Fgg that (&f,,, Tr,,> qn» qs)-breaks
Th-BLSpka, RF« is an algorithm that (eg, Tr)-breaks 2-OMDL. Then there exists an algorithm
M such that MR (ew, Ti)-breaks 2-OMDL with

alg

EM = ER — 2_”1, Tw <Tr+ TFalg'

Proof. Assume that R is an algebraic reduction as defined above. We will now build an efficient
solver M against 2-OMDL. Let & = (g%, g%2) € G? be the OMDL instance. M gets access to
DL, () at most one time and his goal is to return (z1, z2). Algorithm M works as follows.

1. M runs the reduction R providing it with (par, &). The discrete logarithm oracle for R is
simulated by M’s own oracle DL, (). As R is an algebraic reduction, at the end of the key
generation phase, it returns a vector of public key shares (g*!, ..., g*) together with a
representation (d;, a; 1, a; 2) for alli € [n] such that

2
g% =g [ ] g9y = g% (g¥) - (g2)2.
j=1

2. After termination of the key generation protocol, M chooses arandom subset S c {1,...,n}
of parties of order r. W.l.o.g. we may assume S = {1,...,t}. Then M queries R, on
behalf of a simulated algebraic forger FZ’{;’, for corruptions of the random ¢ parties given
by S, that is Py, ..., P;. Reduction R returns the internal states of these parties and M
additionally gets full control over them. We stress that the secret key shares of parties
Py, ..., P, returned by R are all correct, which can be checked using the public key shares.

3. Afterwards, M forms the (n X 2)-matrix over the field Z,,

a, aip
Q a1 azp»
Ap,1 anp2

and computes its rank efficiently via Gaussian elimination. We may assume that the rank
of this matrix is 2. The other cases where the rank of Q is less than 2 work analogously.
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Consider the (¢ x 2)-matrix Qg resulting from the ¢ rows of Q corresponding to the set S,
ie.,

a1 ai2

a1 dazp
Os:=| . )

ag,1 42

We consider the following three cases regarding Q:

(i) There are ¢ + 1 row vectors in Q that span a O-dimensional space.

(i1) For ng < t the number of zero row vectors in Q, there are ¢ + 1 — ng non-zero row
vectors in Q that span a 1-dimensional space.

(iii) For ng < t the number of zero row vectors in Q, any ¢ + 1 — ng non-zero row vectors
in Q span a 2-dimensional space.

In each of these cases we describe how M proceeds. Foralli € [n], weletd; := (a;.1,a; 7).
For each case, we define the two events E and F;, i € [3], as follows. E is in each case
the event that the reduction R is successful upon M corrupting these ¢ parties. In case
(i), F is the event that there are at most ¢ row vectors in Q that are zero (obviously, the
probability that this happens is zero). In case (ii), F, is the event that all vectors dj, . . ., d;
(corresponding to the corrupted parties Py, . .., P;) are zero. In case (iii), F3 is the event
that the matrix Qs has rank < 1. In case event F;, i € [3], happens, M fails and just aborts.
But in case F; does not happen, M is able to determine the secret key x in each of the three
cases, as we will see now.

Case (i): In that case, there are ¢t + 1 row vectors, say c_i[l, .. .,Ziim, such that the
corresponding secret key shares are defined as x; = d;, for j € [t + 1] and M efficiently
computes the secret key x by Lagrangian interpolation of these ¢ + 1 points. M proceeds
with step 4.

Case (ii): In that case, there are ¢ + 1 row vectors in Q (and ng > 0 of them being zero),
say dj,, . . .,di,, (Ww.lo.g. withd;,,...,dn, being zero), that span a 1-dimensional space,
so that for all j € [¢] itis a;; = u;a,,,, for some efficiently computable u; € Z,,. Note
that we could replace the role of d,,,, with any other d,, for j € [no + 1,7 + 1]. Since
21

xi—di:c?i-
22

) for all i € [n], we find that

(e A - £ IS £ B A~
/’tj('xlﬁl_al”l)_lujalm—l ) =4 = Xi; — di;

for all j € [¢]. This shows that the polynomial f € Z,[X] of degree ¢ that gives the
secret key shares is by Lagrangian interpolation determined by only one point, namely
x;,,, corresponding to the row vector d;,,, # 0. Note that by the same argumentation, f is
determined by any one point x;; for j € [ng + 1,7 + 1]) corresponding to a row vector E,—J.
that is not zero. And in particular, any secret key share is computable via the Lagrangian
interpolation formula by knowledge of x;,,, (or alike secret key share corresponding to a
non-zero row vector). We conclude that any secret key share x; = f (i) fori € [n] has an
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expression as /; + I} - x;,,, for some efficiently computable constants /;, [ € Z,, where
I7 # 0 if and only if the ith row vector of Q is non-zero. Hence, knowledge of any x;
corresponding to a non-zero row vector of Q determines f completely. So in case event F;
does not happen, M determines f as described, computes the secret key x, and proceeds
with step 4.

Case (iii): In that case, assuming event F3 does not happen, Qs has full rank 2 and
therefore the vectors dy, . . ., d; give a generating set for the row space of Q. In particular,
dr+1 is linearly dependent from the other first ¢ vectors dj, . .., d,. This yields a linear
system of equations A1dy + ...+ A;d; = dr41, Where A; € Z), for all i € [¢]. Via Gaussian
elimination, M determines the linear coefficients 41, .. ., 4, of this system of equations.
Note that this approach would not work in the static corruption model, as previously
explained. As a result, M obtains the following system of linear equations in zy, z»:

X1 =41 +a1,1z1 + a2

Xy =dy+az1z1 +a2222

Xy = ds +a; 121 +a; 222,

which in matrix form is equivalent to

X1 —di a1 aip
xp—dy| |az1 a2z

: : 2]
X; — 4y ag,1 42

Multiplying the i-th row of the matrix with A; for all i € [¢] and adding up the equations
yields

2 2
N A
Ai(x; = a;) = dgs1 - o) T Arel,i%-
i=1

i=1

Since Z%:] Ar+1,i%i = Xr41 — dr+1, M efficiently computes x;4; via the identity x,.| =
Are + Zle A;(x; — a;) by knowledge of the secret key shares xp,...,x; it got at the
beginning of this step through the corruptions. Using Lagrange interpolation, M determines
the secret key x and proceeds with step 4.

. M picks a set M c {0, 1}* of g, arbitrary messages (e.g., uniformly at random or the
lexicographically first). Then it samples a message m* «<— M and a tuple of messages
(mi,...,mg,) — M\ {m"})%.

. M queries the signing oracle, with implicit hash queries, on the messages my, ..., my,.
Thereafter, M makes a hash query on m* and g5, — g5 — 1 additional messages from the
set M. In total, M has made exactly g; hash queries, including the implicit hash queries
from signing, and exactly g signing queries, so that it corresponds to what the reduction
expects.
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6. M then tosses a biased coin ¢ € {0, 1} that takes the value 1 with probability &f,,, and the
value 0 with probability 1 — &f,,,. If £ = 0, then M sends L to R. And if { = 1, then M
computes o* = H[m*]* and submits (m*, o*) as a forgery with algebraic representation
(x,0,...,0), so that c* = gf - [];51 g? where (go, g1,--.,&r) is the list of all group
elements M has received during the execution of R and we assume w.l.o.g. gg = H[m"].
This is done in time 7, in order to correctly simulate an algebraic forger.

7. We see that this constitutes a valid forgery as follows. First, m* was not queried to
the signing oracle and o™ is indeed a valid signature on m*. Second, consider (as a
thought-experiment) an unbounded algebraic forger Fg, = FZ’;gb that brute-forces the
secret key x from the public key g* and outputs a valid forgery o™ on m* with probability
&F,, 1n case event F; for an i € [3] from step 3 does not happen. By assertion of the
theorem, R has to work even against such an unbounded forger. Clearly, the view of R
when interacting with ngg is indistinguishable from its view when interacting with FZ;’b
whenever event F; does not happen. Hence, o* is a valid signature on m*. Additionally,
this yields ey > er — Pr[F;] for i € [3]. R will then return (z1, z2), which M submits as
its solution against 2-OMDL.

Finally, we bound the probability that F; happens for each i € [3]. In case (i), we clearly have
Pr[F;] = 0. In case (ii), since there are at most # row vectors in Q being zero, the probability
that M’s corruption set S contains exactly these parties (corresponding to zero row vectors in Q)
is approximately 277, i.e., Pr[F>] < 27. In case (iii), we have the following fact.

Lemma 3.5.4. The matrix Qs has rank 2 with probability at least 1 — 271,

Proof. We consider the projective 1-space P! (Fp,) over the finite field F), = Z,, with p elements.
The space P! (Fp,) consists of all 1-dimensional subspaces of F%, (considered as a 2-dimensional
vector space over [Fj,). By assumption, there are at most ¢ — ng non-zero row vectors in Q that
span a 1-dimensional space. Thus, at most ¢ — ng non-zero row vectors of Q correspond to one
particular point in P! (F »). Inorder to Qg to have rank less than 2, the row vectors corresponding
to the (randomly chosen) corruption set S = {1, ..., ¢} would precisely have to be the ng zero
row vectors and remaining ¢ — ng (non-zero) vectors that correspond to one particular point in
the projective space, that is these  — ng vectors would span a 1-dimensional space. Otherwise,
there would be at least two row vectors that correspond to different points in the projective space
and would therefore span a 2-dimensional space. The probability of this happening is at most

2%) . 2,,%0 = 2,1_1 . Therefore, Qg has rank 2 with probability > 1 — 27/*1, m|

As aresult, we get Pr[F3] < 27'*!. Overall, the bound on M’s success probability in breaking
2-OMDL is given by ey > er — max;e[31{Pr[Fi]} > er - 2-t*1_ The bound on M’s time comes
from running the reduction R once and simulating the forger. m|

In fact, the exact same proof strategy of the metareduction M can also be applied to the case
where the underlying hardness assumption is OMDL of some higher degree r < ¢ instead of
degree 2. The main difference to the former case 2-OMDL is that the probability that the matrix
Qs (which is now a (¢ x r)-matrix over Z,) has full rank r is no longer 1 — 27* *+1_but another
expression that we believe to depend on r. Based on that very probability, it is possible to extend
our result as follows. For this, we first formulate the underlying mathematical problem and our
conjecture for it.
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Conjecture 3.5.4.1. As usual lett < n/2. Let Q be an (n X r)-matrix over Z, with 1 <r <t
such that any set of t + 1 row vectors of Q generates a space of dimension r. Further, let S C [n]
be a t-element subset of {1, . .., n} chosen uniformly at random, and let Qs be the (t X r)-matrix
over Z,, formed by the row vectors of Q given by the index set S. Then matrix Qs has full rank r
with probability at least 1 — 27171,

The case r = 1 is clear, and the case r = 2 was treated in the preceding proof. We try to give
an intuition of why the conjecture should be true. First assume that » is small (in the order of
magnitude of O(1)). In that case there is much linear dependence among any set of ¢ + 1 row
vectors of Q. Now, for a t-element subset S C [n] to generate a subspace of smaller dimension
r — 1, all the other n — f row vectors of Q would have to be linearly independent from the ¢
vectors of S. It is now intuitively clear that this can be true only with extremely small probability
(in the order of magnitude of O(27")). On the other hand, assume that r is large (in the order of
magnitude of t — O(1)). In that case there is much linear independence among any set of ¢ + 1
row vectors of Q. Therefore, it is much more likely that a 7-element subset S C [n] will generate
a subspace of the same dimension r.

For our purposes, Q is the matrix given by the algebraic coefficients of the public key shares
as defined in the proof of Theorem 3.5.3. Furthermore, we note that the condition that any set
of t + 1 row vectors of O generates a space of dimension r is satisfied if the reduction R is
generic, assuming the matrix Q is of full rank (which can be assumed from the beginning w.l.0.g.,
as the lower rank cases work analogously). We will prove this in Section 3.5.4. Assuming
Conjecture 3.5.4.1 to be true, we extend our result as follows.

Theorem 3.5.5. Assume Conjecture 3.5.4.1 to be true. Let DKG have (t, k, Tk, Tsim)-oracle-
aided algebraic security. Let R be an algebraic reduction such that for every algebraic forger F
that (SFalg, TF s 9> qs)-breaks Th-BLSpkg, RFas is an algorithm that (er, Tr)-breaks r-OMDL
(with 1 < r < t as in Conjecture 3.5.4.1). Then there exists an algorithm M such that MR
(em, Tw)-breaks r-OMDL with

EM = ER — 2_t+r_1, Tw <TRr + TFa[g.

For our next impossibility result regarding the existence of a security reduction from ¢-DLOG,
the metareduction uses a very similar strategy as in the previous proof. The only difference
is in how the metareduction M determines the secret key in step 2 of its strategy. Essentially,
after some ¢ corruptions, M obtains a non-trivial polynomial equation over Z,, in the variable z
(the sought-for solution to the given ¢g-DLOG instance (g%, ..., g%") € G7), which it can solve
efficiently by standard techniques.

Theorem 3.5.6. Let DKG have (t, k, Tk, Tsim)-oracle-aided algebraic security. Let R be an
algebraic reduction such that for every algebraic forger Fq that (&g, Tr,,> qn, 4s)-breaks
Th-BLSpka, R is an algorithm that (er, TR)-breaks qg-DLOG. Then there exists an algorithm
M such that MR (en, Tw)-breaks q-DLOG with

em>er—-2"" Tu<Tr+ TFu]g.

Proof. Assume that R is an algebraic reduction as defined above. We will now build an efficient
solver M against ¢-DLOG. Let & = (g%,...,8%") € G be the g-DLOG instance. M his goal is
to return z € Zj,. Algorithm M works as follows.
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1. M runs the reduction R providing it with (par, £). As R is an algebraic reduction, at the

end of the key generation phase, it returns a vector of public key shares (g*!, ..., g*)
together with a representation (d;, a; 1, . . .,a;i 4) for alli € [n] such that

Xi a; : FAN a; 2)\ai1 FZAN
g =g -]—[(g) =g -(g)’-----(g ) :

Jj=1

. After termination of the key generation protocol, M forms the (n X ¢)-matrix over the field

Zp,

ail a2 0 dlg

a1l a4z o Qg

an,1 dn2 - dpg
Foralli € [n], welet d; := (aj1,...,aiq). With that, we consider the following three
cases:

(i) There are at least # + 1 row vectors in Q identical to the zero vector.
(i1) There are at most ¢ — 1 row vectors in Q identical to the zero vector.

(iii) There are exactly ¢ row vectors in Q identical to the zero vector.

In each of these cases we describe how M proceeds.

Case (i): In that case, there are ¢ + 1 rows, say dj, . .., ds+1, such that the corresponding
secret key shares are defined as x; = d; for j € [t + 1] and M efficiently computes the
secret key x by Lagrangian interpolation of these 7 + 1 points. M proceeds with step 3.

Case (ii): In that case, M queries R, on behalf of a simulated algebraic forger inl’;’, for
corruptions of some random ¢ parties, say P, ..., P;. Reduction R returns the internal
states of these parties and M additionally gets full control over them. We stress that the
secret key shares of parties Py, . .., P; returned by R are all correct, which can be checked
using the public key shares. Since there are at most # — 1 rows in Q identical to the zero
vector, one of the rows dj, .. ., d, (corresponding to the corrupted parties Py, ..., P;) is
non-zero (w.l.o.g. d; # 0). As a result, M obtains the following polynomial equation
over Z, in the variable z: x| = d; + a1z + ai >+ ...+ ay,4z? € Zp[z]. By standard
techniques, M efficiently computes z and is done. It aborts the reduction and outputs z as
the solution of the g-DLOG instance.

Case (iii): In that case, M queries R, on behalf of a simulated algebraic forger FZ’Z, for
corruptions of some random ¢ parties, say P1, ..., P;. Reduction R returns the internal
states of these parties and M additionally gets full control over them. We define the
following two events: FE is the event that the reduction R is successful upon M corrupting
these ¢ parties, and F is the event that not all vectors dy, .. .,d, (corresponding to the
corrupted parties Py, ..., P;) are zero. In case event F happens, proceed as in case (ii).

Now, the reduction is successful with probability e if the algebraic forger is successful.
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That means, er = Pr[E] (conditioned on the algebraic forger F,;, being successful).
Conditioned on the algebraic forger being successful, we obtain the following identities:

&R = Pr[E] = Pr[E A F] + Pt[E A —F]
< Pr[E A F] + Pt[E | —=F] Pr[=F]
<Pr[EAF]+Pr[-F] <Pr[EAF]+27".

It follows that Pr[E A F] > eg — 27" and thus gy > eg — 277.

3. Mpicksaset M c {0, 1}* of g5, arbitrary messages (e.g., at random or the lexicographically

first). Then it samples a message m* < M and a tuple of messages (my,...,mg,, ) —
(M A{m*})s.
4. M queries the signing oracle, with implicit hash queries, on the messages my, ..., m,.

Thereafter, M makes a hash query on m* and g5, — g5 — 1 additional messages from the
set M. In total, M has made exactly g, hash queries, including the implicit hash queries
from signing, and exactly g signing queries, so that it corresponds to what the reduction
expects.

5. M then tosses a biased coin ¢ € {0, 1} that takes the value 1 with probability &f,, and the
value 0 with probability 1 — &g, . If { = 0, then M sends L to R. And if { = 1, then M
computes o* = H[m*]* and submits (m*, o*) as a forgery with algebraic representation
(x,0,...,0), so that o™ = g5 - [1;5; g? where (go, g1, ..., 8r) is the list of all group
elements M has received during the execution of R and we assume w.l.o.g. gg = H[m"].

This is done in time 7, in order to correctly simulate an algebraic forger.

6. We see that this constitutes a valid forgery as follows. First, m* was not queried to
the signing oracle and o™ is indeed a valid signature on m*. Second, consider (as a
thought-experiment) an unbounded algebraic forger F, = FZ;Z’ that brute-forces the
secret key x from the public key g* and outputs a valid forgery o* on m* with probability
&F,,- By assertion of the theorem, R has to work even against such an unbounded forger.
Clearly, the view of R when interacting with FZ’IZ,’ is indistinguishable from its view when

interacting with FZ;‘gb. Hence, o* is a valid signature on m*. R will then return z with
probability g, which M submits as its solution against g-DLOG.

Since Ffjg perfectly simulates a real algebraic forger for R, the bound on A’s success probability
in breaking ¢g-DLOG is clear. The bound on M’s time comes from running the reduction R once
and simulating the forger. m|

Remark 3.5.2. An important implication of this theorem is that the security of Th-BLSpkg can
not be derived from a static mathematical assumption in the AGM (and in particular not in
the plain ROM). This follows from the fact that g-DLOG implies every conceivable hardness
assumption in the AGM (and even some non-static assumptions) [BFL20]. If there was a
reduction from such a static assumption, this would mean that a successful forgery would lead
to the breaking of this underlying assumption. And this would in turn lead to the breaking of
qg-DLOG for some ¢. Thus, there would ultimately exist a reduction from ¢g-DLOG for some ¢
to the security of Th-BLSpkg, which stands in direct contradiction to Theorem 3.5.6.
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3.5.3 Security of several DKG protocols

Before we proceed with our impossibility result on the tightness of a security proof for Th-BLSpkg
under the (7 + 1)-OMDL assumption, we focus on some concrete DKG protocols. In more detail,
we show the (7, k)-oracle-aided algebraic security of several well-known DKG protocols, so
that these can be safely employed into Th-BLSpkg. We begin our excursion with TD-DKG,
which serves as a DKG protocol that represents the traditional trusted dealer scheme. In this
protocol, a trusted dealer TD chooses a random polynomial f € Z,[X] of degree ¢. Then, for
all i € [n], it secretly sends the secret key share sk; = f(i), the vector of public key shares
(pky,....pk,) = (gFD, ..., gf™), and the public key pk = g/ to party P;.

Our strategy for the proof is by building an (¢, k)-oracle-aided algebraic simulator Sim with
k =t + 1 that simulates the role of the trusted dealer TD in an execution of TD-DKG. On input
t + 1 elements & = (&, ...,&) € G'*!, Sim defines the polynomial f € Z,[X] of degree t by
embedding &; into the ith coefficient of f for alli € [0, ¢]. Corruption queries are answered with
the oracle DL, ().

Theorem 3.5.7. Protocol TD-DKG has (t, k, Tp, Tsim)-oracle-aided algebraic security with
k=t+1andTsim < Ta +2n(t +1).

Proof. Let A be an adversary that runs in time at most 7 and corrupts at most ¢ parties during
an execution of the protocol. Clearly, TD-DKG is ¢-consistent and ¢-correct. It remains to show
(t, k, Tp, Tsim)-oracle-aided algebraic simulatability for £k = ¢ + 1. Theorem 3.5.3 then implies
the simulatability factor # + 1. For this, we build an (¢, ¢ + 1, T)-oracle-aided algebraic simulator
Sim as follows. On input ¢ + 1 elements &, . .., & where & = g% for i € [0,¢] with ¢-time
access to an oracle DL, (), Sim lets the polynomial f = Z;ZO a; X' e Z,[X] of degree t be such
that g% = ¢; for all i € [0, #], which implicitly sets a; = z;. Then, for all i € [n], Sim computes
g/ ag

t t
. t e L .
g/ =gZi = [ J(g)" =] | &
j=0

J=0

and sends the public key shares (pk,, ...,pk,) = (g7, ..., gf")) along with the public key
pk = g7 © = & to party P;. Whenever A decides to corrupt a party P;, Sim queries DL, (g/ ()
and returns sk; = f(j). Since A makes at most ¢ corruption queries, Sim accesses the oracle
DLg() at most ¢ times and hence is a well-defined simulator. Let C C {1,...,n} denote the
subset of corrupted parties at the end of an execution of Sim. W.l.o.g. we may assume that
|C| = t. By construction, the simulatability matrix of Sim is the square Vandermonde matrix
V(...) for the t+ 1 distinct numbers in C U {0}, which is invertible. Finally, f is indistinguishable
from a random polynomial over Z,, of degree ¢ and Sim’s simulation of TD-DKG is perfect. The
claim on the running time is easy to verify and thus omitted. |

Now we turn to Pedersen’s JF-DKG protocol. We note that the public key shares
(g*,...,g") are not output explicitly by JF-DKG, but can be computed from publicly available
information [Gen+07]. Therefore, we may simply assume that these values are publicly known.
The proof of the following theorem is essentially just an adaption of the preceding proof to the
setting where each party P; acts as a dealer with its own polynomial f; € Z,[X]. Concretely, we
build an (z, k)-oracle-aided algebraic simulator Sim with k = n(t + 1) that simulates the role of
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the honest parties in an execution of JF-DKG. On input n(f + 1) elements & = &, ...,&k-1 € G,
Sim defines the polynomials f; € Z,[X] of degree t by embedding different 7 + 1 &, ..., &;,
into the coefficients of f; for all i € [n] such that U;¢(n{i0, - .., i;} = [n(z + 1) — 1]. This
means, Sim just evenly distributes & among all the polynomials f;. And corruption queries are
answered through the oracle DL, (). By the end of the simulation, the simulatability matrix of
Sim is just a block diagonal matrix with the ith block being the square Vandermonde matrix
for some ¢ + 1 distinct numbers. This is due to the fact that the i-th block corresponds to the
polynomial f; and these f; each have different &5 = &;, . . ., &;, elements embedded. Since this
block diagonal matrix is invertible, Sim is a well-defined oracle-aided algebraic simulator.

Theorem 3.5.8. Protocol JF-DKG has (t, k, Tp, Tsim)-oracle-aided algebraic security with
k <n(t+1) and Tsim < Ta +2n%(t + 1) + n.

Proof. Let A be an adversary that runs in time at most 7 and corrupts at most ¢ parties during
an execution of the protocol. JF-DKG is known to be ¢-consist and #-correct. It remains to
show (t, k, Tp, Tsim)-oracle-aided algebraic simulatability for k = n(¢ + 1). For this, we build
an appropriate algebraic simulator Sim as follows. Let C, H denote the dynamically evolving
subsets of corrupted and honest parties, respectively. Whenever A decides to corrupt a party
P;, Sim returns the internal state of P; before setting C = C U {i} and H = H \ {i}. Initially,
we set C = (0. On input k elements & = g%, ...,&k—1 = g%-! with (k — 1)-time access to an
oracle DLg (), for all i € [n], Sim lets the polynomial f; = 3 _, airXk e Z,[X] of degree t be
such that g4/ = &;_1)(;41)+; for all j € [0,¢]. In particular, the coefficients of fi are zo, ..., z,
those of f> are z;41,...,22:+1, €tC. f; is the polynomial of party P;.

For all i, j € [n], Sim computes g/i(/) as usual. We note that as long as Sim works
properly, the only elements broadcast by it are those in Step 1. Here, for all i € H, Sim
broadcasts A;x = g% for k € [0,¢]. Whenever A decides to corrupt P;, Sim samples a subset
Gi — {l,...,n} \ C of order t + 1 — |C| and queries DL, (g/i¥)) for all k € G;. In addition,
Sim queries DL, (g1 for all j € H \ {i}. (The idea here is that for each new corruption
query j, Sim already knows |C| points on the polynomial f; from previous corruption queries.
Thus, in order to return f; to the adversary, Sim has to query DL4() only on some other
(random) 7 + 1 — |C| points. Additionally, in order to return P;’s internal state properly, Sim
also has to query DL, () on the polynomial shares f; (i) this party P; is supposed to get from
the other (honest) parties.) By drawing those values from previous corruption queries, Sim
determines the polynomial f; and returns the data f; and f;(i) for j € H before updating C and
H. We may w.l.o.g. assume that A corrupts exactly ¢ parties. At the end of the simulation,
Sim samples i* « H and queries DL, (g%?) for all i € H \ {i*}. (This is done in order to
determine an algebraic representation for the public key.) Subsequently, it outputs the public key
pk = [l;eq 8 with representation (X;cq\ (i} @i0,0 .. .,0,1,0,...0) such that it correctly is
y = gZieQ\{i*}aiO - (g%ro)l,

First, we verify that Sim is well-defined by counting the total number of queries to DLg () it
has made. The j-th corruption query (on party P;) yields |G;|+|H \{i}| = t+1-|C|+|H|-1 =
(t+2—-j)+ (n—j) oracle queries. Summing up these values from j = 1 to j = ¢ yields

;zl(t +2—j)+(n—j) =t(n+1). Atthe end of the simulation, Sim makes |H| -1 =n—r-1
additional queries, which gives a total number of t(n+ 1) + (n — ¢ — 1) = n(t + 1) — 1 oracle
queries. Thus, Sim is a well-defined oracle-aided algebraic simulator.

We consider the simulatability matrix L of Sim. By construction, Sim has eventually queried
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DLg() on g/i®) foralli € [n] \ {i*} on some 7 + 1 distinct arguments (input values) and g/i (")
on some ¢ distinct arguments # 0 with the public key corresponding to a;«9 = f;+(0). Thus, the
queried elements along with the public key essentially correspond to ¢ + 1 distinct arguments
of the polynomials fi,..., f,. Since the invertibility of a square matrix is invariant under
row switching transformations (corresponding to the chronological order of queries made to
DLg () during the execution of the DKG protocol), we may assume that we make the queries
corresponding to each polynomial f; at once. Individually, the matrix corresponding to the
queries g/i(") is the square Vandermonde matrix of the ¢ + 1 distinct input arguments, which is
invertible. Overall, we find that L is a block diagonal matrix

V(f1)
V(f2)
V(fn)
since every polynomial f; has different coefficients: f; has coefficients zg, . . ., z; and thus V( f})
occupies the first ¢ + 1 rows/columns, f> has coefficients z;.1, . . ., 22:+1, €tc. Each block matrix

is invertible and therefore L is also invertible. Finally, each f; is indistinguishable from a random
polynomial over Z,, of degree ¢ and Sim’s simulation of the protocol is perfect. The claim on
the running time is easy to verify. |

The proof for Gennaro et al.’s New-DKG protocol is essentially the same as the preceding
one for JF-DKG, since the ,,masking* polynomials g; appearing in New-DKG do not contribute
to the secret key shares. For these, Sim simply honestly samples g; < Z, [X] at random and
proceeds otherwise as in the proof for JF-DKG.

Theorem 3.5.9. Protocol New-DKG has (¢, k, Tp, Tsim)-oracle-aided algebraic security with
k <n(t+1) and Tsim € Ta + O (n?).

Proof. This is done in the same fashion as the previous proof. Again, New-DKG is known to be
t-consist and z-correct. The (¢, k, Ta, Tsim)-oracle-aided algebraic simulator for &k = n(f + 1)
is described as follows. Sim works in the same way as the algebraic simulator in the previous
proof, whereby honestly sampling the ,,masking* polynomials g; < Z, [ X] at random, so that
these are known to Sim explicitly. The further analysis works analogously. The claim on the
running time is easy to verify. |

3.5.4 Non-tightness of naive reduction from (¢ + 1)-OMDL in ROM

We close this work with an impossibility result on the tightness of a security proof for Th-BLSpkg
under the (z + 1)-OMDL in the plain random oracle model, assuming the reduction is naive. We
give a proper definition of what this means in our context.

Definition 3.5.1 (Naive Security Reduction). Let R be an algebraic reduction from the hardness
of (¢ + 1)-OMDL to the security of Th-BLSpkg. Then we say that R is naive if the n X (¢ + 1)-
matrix Q formed by the algebraic coefficients of the public key shares satisfies the following
condition: any set of # + 1 row vectors of Q generates a space of dimension 7 + 1.
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As we now argue, naive reductions are an interesting class of reductions that appear difficult
to bypass. As we show at the end of this section, any generic reduction that embeds the (¢ + 1)-
element OMDL instance “fully” into the polynomial f € Z,[X] of degree ¢ that determines the
secret key shares is indeed naive. By "fully", we simply mean that the matrix Q has full rank
t + 1. Furthermore, we emphasize that our tight reduction from Theorem 3.5.1 is an example
of a naive reduction and that we do not know of a tighter reduction strategy. An example of a
non-naive reduction would be one that embeds only r or fewer elements of the (¢ + 1)-element
OMDL instance into the polynomial f. However, it is unclear in what way this would be helpful.

As before, our proof follows the metareduction technique. In a typical scenario, the
metareduction M rewinds the reduction R back to a previous state, with the consequence that M
gains some new information from the second run of R which eventually allows M to simulate
a forger to R successfully. In our case, however, the reduction has access to the DLg () oracle
which M also has to simulate to R. This comes with a subtle but severe problem: after rewinding
R back to a previous state, M additionally has to answer the same number of DL, () queries that
R has made in its first run. This is a non-trivial or even impossible task for M, unless R has made
none oracle queries in its first run. But a priori, M can not predict or control R’s behaviour at all.
We resolve this issue by finding a state /g of R in which R necessarily must have queried the
DL, () oracle ¢ times. This state 7g will then be the state to which we rewind R later. In fact,
Ir will be shortly after the termination of DKG. The remainder of the proof proceeds as in the
spirit of [Cor(02; KK 18] which equally leads to a security loss linear in the number of signing
queries ¢g.

Theorem 3.5.10. Let DKG have (¢, k, Ty, Tsim)-oracle-aided algebraic security with k =t + 1.
Let R be a naive reduction as defined above such that for every forger F that (eg, Tk, qn, qs)-
breaks Th-BLSpka, R is an algorithm that (s, Tr)-breaks (t + 1)-OMDL. Then there exists
an algorithm M such that MR (ey, Ty)-breaks (t + 1)-OMDL with

EM = ER — EF * Tv <2(Tr + TF).

N

In particular, a naive reduction from Th-BLSpkg fo (t + 1)-OMDL with a security loss less than
qs yields a solver M for (t + 1)-OMDL with positive success probability .

Proof. Assume that R is an algebraic reduction as defined above. We will now build an efficient
solver M against (¢ + 1)-OMDL. Let & = (g%, ..., g%*') € G'*! be the OMDL instance. M gets
access to DL () at most 7 times and his goal is to return (zy, . .., z;+1). Algorithm M works as
follows.

1. Mruns the reduction R providing it with (par, &) and access to DL, (). As Ris an algebraic
reduction, at the end of the key generation phase, it returns a vector of public key shares
(g™, ..., g") together with a representation (d;, @;.1, . . .,a; +1) for all i € [n] such that

t+1

gXi — g&i . l_[ (gZ_,')ai,j — g&i . (gZI)ai,l oo (th+1)ai,t+l ]
j=1

2. After termination of the key generation phase, M forms the n X (¢ + 1)-matrix Q over the
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field Z,,
ai, a2 o agr+l
a1 dzp - 4+l
ap,1 Aan2 - Apir+l

Since R is a naive reduction, any set of ¢ + 1 row vectors of Q generates a space of
dimension 7 + 1. It follows that any set of ¢ row vectors of Q generates a space of dimension
t, i.e., any t row vectors of Q are linearly independent. Now, M samples a random subset
C c{1,...,n} of parties of order ¢ and queries R, on behalf of a simulated forger F;,,,
for corruptions of these parties. Reduction R returns the internal states of these parties
and M additionally gets full control over them. We stress that the secret key shares of
parties P; € C returned by R are all correct, which can be checked using the public key
shares. We denote R’s state up to this point by 7r. Suppose that R has queried DL () less
than ¢ times up to this point. In that case, M aborts the reduction R and queries DL, (g"/*)
for an arbitrary j* < {1,...,n}\ C. Since any 7 + 1 row vectors of Q span the whole row
space of Q, M efficiently computes (z, ..., z;+1) as usual. Thus, unless (¢ + 1)-OMDL is

easy, we may assume that R has queried DL, () at least ¢ times up to this point.

3. Let ¢ = max{qn,2qs}. M chooses a set M c {0, 1}* of g, arbitrary messages. Then
it samples i < [gs], m* < Mand (my,...,mgy ) < (M \ {m*})?, which defines the

two sequences of messages

My =(my,....mi—1,m"), My=(my,...,mg).

4. M queries the signing oracle, with implicit hash queries, on the messages in M. If R does
not abort, M receives the signature list S; = (o7, ..., 0y-1, 0"). If any of these signatures

is invalid, which can be checked using the public key shares, then M aborts.

5. We rewind R back to its previous state Zr. Now, M queries the signing oracle, with implicit
hash queries, on the messages in M,. If R does not abort, M receives the signature list

S =(op,..., a'qs).5 If any of these signatures is invalid, then M aborts.

6. M makes a hash query on m* and ¢, — ¢ — 1 additional messages from the set M. In total,
M has made exactly gj hash queries, including the implicit hash queries from signing,

and exactly g signing queries, so that it correspond to what the reduction expects.

7. M then tosses a biased coin ¢ € {0, 1} that takes the value 1 with probability f and the
value 0 with probability 1 — er. If £ = 0, then M sends L to R. And if { = 1, then M
submits (m*, o) as a forgery. This is done in time 7 in order to correctly simulate a

forger.

8. Obviously, this constitutes a valid forgery. R will then return (zy, . . ., z;) with probability

&R, which M submits as its solution against £-OMDL.

SHere we use that Th-BLSpkg is a signature scheme with unique signatures.
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In the following, we analyze M’s success probability in breaking (¢ + 1)-OMDL as in the
spirit of [KK18]. We denote by V the set of all sequences of indices such that the corresponding
signature queries are correctly answered by R in time < 7Tgr. Obviously, if (m1,...,m;) €V,
then also (my,...,m;_1) € V. Consider (as a thought-experiment) an unbounded forger
F = F..» that makes hash queries to messages as F;,,, signature queries to the messages from
My, and outputs a valid forgery o™ on m* with probability er. By assertion of the theorem,
reduction R has to work even against such an unbounded forger and outputs (zi,...,Zs+1)
with probability at least eg. After the rewind, the view of R when interacting with Fg;,, is
indistinguishable from its view when interacting with F,,;;, unless M; ¢ V and M, C V. The
first condition means that R does not answer all the signing queries before the rewind correctly,
while the second condition means that R does answer all the signing queries after the rewind
correctly. In this case, Fg;,, would not output a valid signature, while F,,,;, would output a valid
signature. This argument relies on the fact that our threshold signature scheme has unique
signatures. Let Z = (21, ..., 2:+1) be the solution to the OMDL instance. This discussion yields

| Pr[RFm (par, &) = Z] = Pr[RF* (par, ¢) = Z]|
<egp-PrIMy &€V AM, CYV].

We have the following lemma by Coron [Cor02], Appendix D.

Lemma 3.5.11. Let V be a set of sequences of at most qs integers from M with the property that
forany (my,...,mj) €V, itisalso (m,...,mj_1) € V. Then the following identity holds

1
Pr[(my,...,mg) €V A(my,...,mi_1,m") ¢ V] < e
S

where the probability is taken over the randomness of sampling index i «— [qs] and tuple of
messages (my, ..., mg,,m*) « MIs*L

The probability that m; # m* for all i € [g,] is bounded by (1 — gs/|M]). This allows us to
use the above lemma and get

-1
Pr[Mlgt_(V/\Mzg(V]se; (1 qS) .

Overall, we get

em = Pr[RM (par, &) = 7]

- 1 qs -
> Funb = — . 1 -
> Pr[R"* (par, &) = Z] — e o ( |M|)

2

’
€qs

> ER—EF

-1
where the last inequality comes from |[M| > 2¢,, and therefore (1 - |j]\f(|) < 2. Finally, the

bound on M’s time comes from the rewind, which is essentially the same as running both R and
Fim twice. O
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Finally, we also show that any generic reduction that embeds the (¢ + 1)-element OMDL
instance “fully” into the polynomial f € Z,[X] of degree ¢ that determines the secret key shares
is indeed naive. By "fully", we simply mean that the matrix Q has full rank 7 + 1. We have the
following theorem.

Theorem 3.5.12. Let 1 < r <t + 1, and let DKG have (t, k)-oracle-aided algebraic security.
Further, let R be a generic reduction such that for every algebraic forger Fy, that breaks
Th-BLSpke, R is an algorithm that breaks r-OMDL. Let the (n X r)-matrix Q, formed by the
algebraic coefficients of the public key shares, have rank r. Then any set of t + 1 row vectors of
Q generates a space of dimension r.

Proof. Let & = (g%,...,g%) € G" be the given OMDL instance of degree r. And let
f(X)=ao+a1X+...+a,X" € Z,[X] be the degree ¢ polynomial that determines the secret
key shares. As R is an algebraic reduction, at the end of the key generation phase, it returns a
vector of public key shares (g™, ..., g*) together with a representation (d;,a; 1, ..., a; ) for
all i € [n] such that

:
g% =g [ ey = g% (g) .- (g)
J=1

Let Q be the (n X r)-matrix over the field Z,, formed by these algebraic coefficients

ai,i ayn2 -+ alr
a1 dzp - Adzyr
ap,1 Aap2 - dpyr

By Lagrange interpolation in the exponent though the public key shares, the values g also

come with a representation (cfl-, dii,...,d;i,)forallie [0,¢] such that
A r A
g% = gdi . l_[ (ng)di,j — gdi . (gZI)di,l - (ng)di,r ‘
j=1

Consider the (¢ + 1) X r-matrix over the field Z,,

doy dop -+ dor

din dip e day

dt,l dt,z coe dz,r
and let V := V(1,...,n) be the n X (¢ + 1)-Vandermonde matrix for the numbers 1, ...,n. By
construction of Q, V, and D, we have the identity Qz = VDz and thus (Q — VD) - z = 0. Since
R is a generic reduction, there is at least one component of the vector z = (z, . . ., z,-) that looks

uniformly random for R. As a consequence of the Schwartz—Zippel lemma, it follows Q -V D = 0
with overwhelming probability (to be precise, with probability at least 1 — 1/p). Therefore, we
may assume that Q = VD. Since rank(Q) = rank(VD) < min{rank(V),rank(D)} and V has
full rank ¢ + 1, it follows r = rank(Q) < rank(D) < r so that rank(D) = r. Now let S C [n] be
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some (t + 1)-element subset of {1, ...,n}. Welet Qg (and Vg likewise) be the (¢ + 1) X r-matrix
formed by the row vectors of Q specified by S. The equation Q = VD translates into Qs = Vs D,
where Vg isa (r + 1) X (¢ + 1)-matrix of rank # + 1. Finally, Sylvester’s rank inequality yields

t+D)+r—(+1)
=rank(Vs) + rank(D) — (1 + 1)
<rank(Qs) <min{t + 1,r} =r,

that is 7 < rank(Qys) and thus r = rank(Qs). This means that any set S of # + 1 row vectors of
0 generates a space of dimension r. |

Appendix 3A: DKG Protocols

We describe the DKG protocols relevant for this chapter.

3.5.5 TD-DKG Protocol

This is the usual key generation protocol where a trusted dealer shares a secret among n parties
Pi,..., P, via some secret sharing scheme. We treat this protocol as an instance of a DKG for
the purpose of our results being consistent.

Protocol TD-DKG:

1. The trusted dealer TD chooses a random polynomial f* € Z, [ X] of degree t:
f(X):=ao+ar1X+...+a, X €Z,[X].
For all k € [0, t], TD broadcasts the elements A; = g%.

2. For all i € [n], TD computes the public key share pk; = g/ (), Tt then secretly sends
sk; = f(i), the vector (pky,...,pk,),and y = g% to party P;.

3. Each party P; verifies the share he received from the dealer by checking the identity

gho=] A" (1)

If the check fails, P; broadcasts a complaint against TD.
4. For every complaint from party P;, the dealer reveals the share sk; = f (i) matching (1).
5. The dealer is disqualified if either

- he received more than ¢ complaints in Step 3, or

- he answered a complaint in Step 4 with values that do not match (1).
Upon TD being disqualified the protocol terminates and the DKG was unsuccessful.

6. If TD is non-disqualified, every party sets his share of the secret key as x; = sk;. The
vector of public key shares is set as (pky, . .., pk,,) and the public key is set as pk = y. The
secret key x itself is not computed by any party or sent by TD, but it is equal to x = f(0).
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3.5.6 JF-DKG Protocol

This is Pedersen’s traditional DKG in which it shares a secret among n parties P ..., P, via
n parallel executions of Feldman’s VSS scheme. This protocol can be found in [Ped92] and
[Gen+07].

Protocol JF-DKG:
1. Each party P; chooses a random polynomial f; of degree ¢ with coefficients in Z,:
f,' =a; + a,'1X + ...+ ai[Xt.

For all k € [0,¢], P; broadcasts A;, = g%*. Each P; computes the polynomial shares
sij = fi(j) for j € [n] and sends s;; secretly to party P;.

2. Each party P; verifies the shares he received from the other parties by checking
t "
g =[] (A (1)
k=0

for all i € [n]. If the check fails for an index i, P; broadcasts a complaint against P;.

3. Each party P; who received a complaint from party P; reveals the share s;; matching (1). If
any of the revealed shares fails this equation, P; is disqualified. We define Q c {1, ...,n}
as the set of non-disqualified parties.

4. The public key y is computed as y = [];cq Aio. The public verification values are
computed as Ax = [[;cq Aix for k € [t]. Each party P; sets his secret key share as
Xxj = ieqsij- The secret key x itself is not computed by any party, but is equal to

X = Ziea a;o.

3.5.7 New-DKG Protocol

This is Gennaro et al.’s well-known DKG protocol in which the n parties Py, ..., P, take part to
share a secret. This protocol can be found in [Gen+07]. For the protocol, letH : {0, 1}* — G\ {1}
be a hash function (modeled as a random oracle).

Protocol New-DKG:
0. This step is done only once. Set h = H[1].
1. Each party P; performs a Pedersen-VSS of a random value z; as a dealer:

(a) P; chooses two random polynomials f;, g; of degree ¢ with coefficients in Z,:

fl(X) =ajp+apX+...+ ClitXt,
gi(X) = biO + bl‘lX +...+ bl‘th.

For all k € [0,¢], P; broadcasts the elements Cj; = g%*hPik. Let z; = a;o. Each
P; computes the polynomial shares s;; = f;(j), u;; = gi(j) for j € [n] and sends
(sij,uij) secretly to party P;.
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(b) Each party P; verifies the shares he received from the other parties by checking the
identity

t
1 Wi ke
g =[] (Cu)’ (1)
k=0

for all i € [n]. If the check fails for an index i, P; broadcasts a complaint against P;.

(¢) Each party P; who received a complaint from party P; reveals the shares s;;, u;;
matching (1).

(d) Each party marks as disqualified any party that either

- received more than ¢ complaints in Step 1(b), or
- answered a complaint in Step 1(c) with values that do not meet (1).

2. Each party then builds the set of non-disqualified parties Q c {1,...,n}.

3. Each party P; sets his share of the secretkey as x; = 3, q s;; and the value x’,. = DlicqQUij-
The distributed secret key x itself is not computed by any party, butitis equal tox = ;. zi.

4. Each party P;, i € Q, exposes y; = g% via Feldman-VSS:

(a) Each party P;, i € Q, broadcasts the elements A;; = g%* for all k € [0, ¢].

(b) Each party P; verifies the values broadcast by the other parties in Q by checking the
identity

g =[] (A 2)
k=0

foralli € Q. If the check fails for an index i, P; complains against P; by broadcasting
the values s;;, u;; that satisfy (1) but not (2).

(c) For parties P; who receive at least one valid complaint, the other parties run the
reconstruction phase of Pedersen-VSS to compute z;, f; and A for k € [0, 7] in the
clear. Let y; = g% fori € Q. The public value y is computed as y = [];cq ¥i-

Remark 3.5.3. Note that the New-DKG protocol requires the additional element 4 € G in order
to run Pedersen’s verifiable secret sharing (VSS). One possibility is to assume that 27 = H[1] is
made public as part of the global parameters. Another possibility is to have & generated jointly
by the parties in a preliminary phase of the protocol, e.g., by using JF-DKG.
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Details on this Chapter

This chapter is based on the conference publication [BL.23a] and its full version [BL23b]. I
contributed to it as the main author. The original publication has been partially reordered, and
editorial improvements have been made throughout the text.



4.1. INTRODUCTION

Publicly Verifiable Secret Sharing (PVSS) is a fundamental primitive that allows to share a
secret S among n parties via a publicly verifiable transcript 7. Existing (efficient) PVSS are only
proven secure against static adversaries who must choose who to corrupt ahead of a protocol
execution. As a result, any protocol (e.g., a distributed randomness beacon) that builds on top of
such a PVSS scheme inherits this limitation. To overcome this barrier, we revisit the security of
PVSS under adaptive corruptions and show that, surprisingly, many protocols from the literature
already achieve it in a meaningful way:

* We propose a new security definition for aggregatable PVSS, i.e., schemes that allow to
homomorphically combine multiple transcripts into one compact aggregate transcript AT
that shares the sum of their individual secrets. Our notion captures that if the secret shared
by AT contains at least one contribution from an honestly generated transcript, it should
not be predictable. We then prove that several existing schemes satisfy this notion against
adaptive corruptions in the algebraic group model (AGM).

» To motivate our new notion, we show that it implies the adaptive security of two recent
random beacon protocols, SPURT (IEEE S&P 2022) and OptRand (NDSS 2023), who
build on top of aggregatable PVSS schemes satisfying our notion of unpredictability. For
a security parameter A, our result improves the communication complexity of the best
known adaptively secure random beacon protocols to O (An?) for synchronous networks
with t < n/2 corruptions and partially synchronous networks with ¢ < n/3 corruptions.

4.1 Infroduction

In publicly verifiable secret sharing (PVSS) [Sta96], a dealer D shares a secret S among n parties
Py,..., P, by broadcasting a transcript T consisting of encrypted shares E = (Ey,...,En)
along with a proof 7. Any subset of ¢ + 1 parties can pool their (decrypted) shares to reconstruct
S, whereas ¢ or fewer shares give no information about S. Using &, anyone can efficiently
determine whether the shares in E can be decrypted by the appropriate parties and indeed yield
a sharing of S. This sets PVSS apart from the more common notion of verifiable secret sharing
(VSS) [Cho+85a], which typically requires expensive communication among parties to ensure
that the sharing is correct. As such, PVSS is an important building block in high-performance
distributed protocols that aim to minimize communication. Recent examples of such protocols
include distributed randomness beacons [Sch+20; Bha+21; Das+22a; Bha+23] and distributed
key generation (DKG) [Gur+21b; Abr+21a]. In these types of protocols, one typically assumes a
malicious adversary who can corrupt some ¢ < n of the parties and make them behave arbitrarily.
Most of the literature considers a static adversary who must commit to its corruptions before the
protocol execution begins. However, a recent trend in this area has been toward considering a
stronger adaptive adversary who can corrupt parties dynamically over the course of the protocol
execution [Bha+21; BL22a; Abr+22a; CKM23a].

Unfortunately, protocol designers currently face the following limitation: existing (efficient)
PVSS schemes are only proven secure with respect to static corruptions. Hence, adaptively
secure protocols must often resort to less efficient (but adaptively secure) alternatives such as
VSS. To ameliorate this unsatisfactory state of affairs, we ask the following question: Are there
efficient and adaptively secure PVSS protocols?
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CHAPTER 4. AGGREGATABLE PVSS AND ITS APPLICATION TO DISTRIBUTED
RANDOMNESS BEACONS

4.1.1 Our Contributions

In this work, we provide a nuanced answer to the above question. Our contributions are
summarized in the following.

New Security Notions for Aggregatable PVSS. One particularly useful feature supported
by some PVSS schemes is the ability to homomorphically aggregate sharings. In more
detail, suppose that we are given ¢ + 1 PVSS transcripts 71, . . . T;4+| sharing respective secrets
S1,...,8:+1. Then aggregation allows to efficiently combine them into a compact transcript T
sharing § = >}; S;.

Aggregatable PVSS has served as an indispensible building block in many higher-order
constructions, most notably leader-based randomness beacons [Bha+21; Das+22a; Bha+23]. In
such constructions, a designated leader L aggregates PVSS transcripts of different parties and
commits them to consensus. To ensure that a malicious leader cannot propose a self-chosen value,
T should prove that at least one honest party has contributed to the combined secret S. This,
intuitively, ensures that S remains unpredictable. We observe that while several constructions
from the literature already have this property, it is usually proven as part of a security proof for
a broader system (see, e.g., the recent work of Bhat et al. [Bha+23]). Given the importance
of aggregated PVSS as a modular building block, we believe that it is useful to capture the
above unpredictability property in a new standalone security notion that we call aggregated
unpredictability. While aggregatable unpredictability does not ensure full secrecy in the sense
of previous indistinguishability-based notions [HV09], we show that it is sufficient to prove the
security of recent distributed randomness beacons (see below).

We prove that several existing aggregatable PVSS protocols achieve our notion of unpre-
dictability against adaptive corruptions in the algebraic group model (AGM). Here, we rely on
techniques from the recent work of Bacho and Loss [BLL22a], who gave the first adaptive security
analysis of the threshold BLS signature [BL.SO1; Bol03]. Our proof faces many additional
challenges compared to theirs that we elaborate on in more detail in our technical overview. In
particular, our proofs are complicated by the fact that the adversary obtains partial information
about the secret S from the encrypted shares E. Therefore, it must be argued that it cannot use
this information to cancel out honest parties’ contribution to the aggregated secret S and render
it predictable.

Applications to Randomness Beacons. We conclude by showing that our newly introduced
notion of unpredictability for PVSS suffices to prove the security of two recent distributed
randomness beacon protocols, SPURT [Das+22a] and OptRand [Bha+23]. Recall that the
objective of a distributed random beacon protocol is for n parties Py, ..., P, to agree on an a
sequence of (computationally) uniformly random values o7, 0», . . .. The crucial property of a
randomness beacon is that an adversary controlling some minority of # < n parties can neither
predict these values too early before they are output nor bias them. While both SPURT and
OptRand achieve these properties (under different network conditions and corruption regimes),
both of them are proven secure only with respect to static adversaries. We observe, however,
that this limitation is directly inherited from the respective (statically secure) PVSS schemes that
they are built on. Hence, it is plausible that their security can be improved to the same number of
adaptive corruptions if the underlying PVSS provides such security guarantees. We confirm this
intuition by introducing a weak unpredictability notion for randomness beacons and showing
that both SPURT and OptRand achieve it against adaptive adversaries. In our new notion, a
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beacon produces values that remain unpredictable, yet possibly not uniformly distributed from
the perspective of the adversary, up to a certain point before being output. However, since
most beacon protocols assume the random oracle model [BR93] (ROM) anyway, it is trivial to
transform an unpredictable beacon into one fully-fledged one. To do so, each party simply hashes
each value that it outputs from the weak (i.e., unpredictable) beacon to obtain its final output. In
this manner, one immediately obtains the first adaptively secure randomness beacons achieving
O(An?) communication complexity per computed value (1 denotes a security parameter) in the
synchronous regime with # < n/2 corruptions and in the partially synchronous regime with
t < n/3 corruptions. Previously, adaptively secure randomness beacons in these settings relied
on (more expensive) VSS [Bha+21], thus incurring at least O (An?) communication per output.

Our proofs also give a modular template which allows to infer unpredictability of leader-based
beacon protocols in a black-box fashion from the unpredictability of the underlying PVSS scheme.
Thus, we believe that our new security notions will be of use to the design of randomness
beacons in the future.

4.2 Technical Overview

We proceed with a brief overview of our techniques. We remark that the discussion below is
informal and as such does not depend on particular components of the PVSS we consider in this
work. For example, non-interactive zero-knowledge proofs (NIZKs) can be implemented using
Fiat-Shamir type proofs of discrete logarithm equality, pairing-based proofs, or code-based
proofs, but we omit these distinctions here as they are not relevant for this high-level overview.

4.2.1 A Short Recap of PVSS and Adaptive Corruptions

To begin, we describe the common high-level idea behind many efficient PVSS schemes in the
literature. Let again g and /& be known generators of some cyclic group G of prime order p. In
the sharing phase, the dealer D picks a value @ € Z,, and computes a (¢, n)-sharing of a group
element S := A by interpolating a random polynomial P over Z,, of degree ¢ through points
a; =: P(i) and computing the shares 2% for all i = 0,...,n. In addition, D also computes
the commitments g, ..., g% . It then computes ciphertexts E; := Enc(pk;, h*) for all i and
shares the vector E of encrypted shares together with the proof m consisting of the values
g, ..., g% and NIZKs proving that Eisan encryption of values 2% . This can be achieved by

using the values g, ..., g*. Using the NIZKs and these values, anyone is convinced that E
provides a correct sharing of S. To reconstruct, party i decrypts its share via h% = Dec(sk;, E;)
and sends this value to all parties. Upon receiving ¢ + 1 shares h1, ..., h®+1, the secret can

be recovered via Lagrange interpolation in the exponent of 4.

A Common Proof Strategy. The main difficulty in the context of adaptive corruptions that our
simulator Sim has to overcome is to balance two seemingly mutually exclusive tasks. First, Sim
has to simulate the security experiment without knowing the values sk; and the secret shares of
all of the honest parties. If, instead, it knew all these values, the adversary’s final output would
be useless to Sim with regards to breaking the hardness assumption underlying the security of
the PVSS scheme. Also, it is clear that guessing the subset of eventually corrupted parties is out
of the question, as it would lead to a security loss exponential in ¢ and n. On the other hand, Sim
must be able to provide the values sk; along with the share of party i, upon i becoming adaptively
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corrupted during simulation. We stress that this issue does not occur when corruptions are
static, as Sim knows all the corrupted parties upfront. This allows Sim to interpolate a properly
distributed polynomial through a secret S as well as the corrupted parties’ shares, without
actually knowing them. This simulation strategy is well-known from the literature on distributed
key generation protocols [Gen+99; Can+99; JL0O; Gen+07]. Unfortunately, it is not applicable
to a setting with adaptive corruptions, which, instead, requires different arguments. As such,
schemes commonly resort to heavy machinery such as non-committing encryption [JLOO] to
attain adaptive security.

Our techniques for addressing this problem are inspired by the recent work of Bacho and
Loss [BL.22a] who proved adaptive security of the (symmetric) threshold BLS signature scheme
in the AGM under the OMDL assumption. Loosely speaking, the OMDL assumption of degree
k asserts that it is difficult to return the discrete logarithms zi, ..., zx of k discrete logarithm
challenges g%, ..., g% when given (k — 1)-time access to a (perfect) discrete logarithm oracle
DLg(). In more detail, on input a group element ¢ € G, DL, () returns its discrete logarithm
Z € Zp to base g (where p is the prime order of G). The key insight of their work is the
construction of a simulator Sim which reduces from this assumption and hence can leverage
the oracle DL, () to simulate adaptive corruptions. Follow-up works have leveraged similar
techniques to obtain adaptively secure asynchronous DKG [Abr+22a] and threshold Schnorr
signatures [CKM?23a].

4.2.2 Challenges in the Context of PVSS

As explained above, aggregatable PVSS are typically composed of three main components:
an encryption scheme, a commitment scheme, and a NIZK. This combination opens up many
different vectors of attack that add unique challenges to our security proofs when compared to
structurally simpler primitives such as signatures and VSS. Intuitively, there are three ways in
which an attacker can learn the secret S, each corresponding to one of the three aforementioned
components: (1) it can break security of the encryption scheme Enc to learn a (¢ + 1)st share
h9, (2) it can find the discrete logarithm a of & to base g and compute 2?° from the commitment
(g®) via (g™)%, (3) it can pick up to ¢ transcripts 71, ..., T, dependent on a single honest
transcript 7™ in such a way that their aggregate becomes entirely independent of 7*. In particular,
it could choose them in such a way that 7*’s contribution is cancelled out entirely, in which case
the secret shared by the aggregate transcript AT is no longer unpredictable. Intuitively, this lane
of attack should be prevented by the NIZK component of the scheme, as it forces the attacker to
know the discrete logarithms of the secrets.

Following this high-level template, our proof broadly distinguishes multiple cases by
providing appropriate simulations of the unpredictability experiment to the adversary in each of
which the OMDL instance is embedded into different components of the scheme. The main
difficulty of our proof is to balance these simulation strategies without the adversary being able
to tell them apart.

Additional Issues with Asymmetric Groups. While we could prove all of our claims for
symmetric variants of the pairing-based PVSS schemes we consider directly under the OMDL
assumption, we insist on proving these schemes directly in their original and more performant
versions over asymmetric pairing groups. Because of this, the OMDL assumption unfortunately
turns out to be insufficient for our purposes. To see the issue, note that PVSS schemes over
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asymmetric pairing groups typically share the secret in both source groups G| and G,. As
a consequence, our reduction would have to supply the discrete logarithm challenges in both
groups as g',..., 8%, &', ..., &", where g| and g, are the groups’ respective generators. To
remedy this issue, we introduce a natural extension of OMDL to asymmetric pairing groups, in
which the adversary obtains all of these generators and can query the oracle DL, for elements
in G1. We refer to this assumption as co-OMDL and provide a rigorous proof of its hardness in
the generic group model (GGM). Our proof follows along the lines of Bauer et al. [BFP21], but
requires a new mathematical lemma due to the higher degree of polynomials in the exponents of
target group elements.

We believe that, similar to established asymmetric hardness assumptions such as SXDH [ACMO05]
or co-CDH [BLSO01], co-OMDL has many applications to schemes based on asymmetric pairing
groups and, as such, is of independent interest. As an example, we refer again to the work of
Bacho and Loss who prove adaptive security for the (symmetric) threshold BLS from OMDL.
As we later explain in more detail in Appendix 4.6.2, their proof faces similar issues in the
asymmetric setting that would also require co-OMDL.

4.2.3 More on Related Work

We give an overview of the literature on PVSS and how our work fits in. We also briefly discuss
some limitations of our work.

Publicly Verifiable Secret Sharing. The idea of publicly verifiable secret sharing (PVSS) was
first formally stated in the seminal work of Stadler [Sta96], although Stadler notes that it already
was implicitly conceived in the work of Chor et al. [Cho+85c]. Over the years, many improved
schemes have been proposed. The common idea behind many of these schemes is the following.
The dealer samples a polynomial f € Z,[X] of degree  uniformly at random and commits
to it via Feldman commitments [Fel87a] (i.e., it commits to the ¢ + 1 coefficients of f). The
dealer also provides encryptions of shares to an (¢, n)-Shamir secret sharing of f. The Feldman
commitments are used by non-dealer parties to compute commitments to the shares f (i) that are
proven via zero-knowledge proofs to correspond to the encrypted shares.

Stadler realized these proofs via the Fiat-Shamir heuristics in the random oracle model.
Security of the scheme is reduced from the Decisional Diffie-Hellman (DDH) assumption.
Schoenmakers [Sch99] gives a more efficient variant of Stadler’s construction, in which the
security of the scheme is reduced from the computational Diffie-Hellman (CDH) assumption.
Ruiz and Villar [RV05] and Jhanwar et al. [JVSN14] gave standard model constructions which
replace random oracle model proofs through checks based on Paillier encryption [Pai99].
The security of both these schemes is reduced from the Decisional Composite Residuosity
(DCR) assumption. Heidarvand and Villar [HV09] and Jhanwar [Jhal 1] proposed alternative
pairing-based PVSS constructions in the plain model with security under the Decisional Bilinear
Square (DBS) assumption and the multi-sequence of exponents Diffie-Hellman (MSE-DDH)
assumption. A significant drawback of these schemes is that parties must each compute O (nt)
exponentiations to verify the transcript. Since one generally assumes ¢ € O(n), this results in
high computation cost of O (n?), limiting their practicality.

This barrier in quadratic computation cost was first overcome by SCRAPE, an elegant
scheme proposed by Cascudo and David [CD17]. The idea of their scheme is the following.
Instead of committing to the coefficients of f, the dealer directly commits to the polynomial
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evaluations f (i) by publishing g/ (). With the help of linear error correcting codes (and their
dual codes), parties can verify with high probability that the commitments published by the
dealer actually correspond to a polynomial of degree ¢. In this manner, the total computation cost
reduces to O (n) exponentiations. The authors provide two construction based on the underlying
model. In the random oracle model, the proofs are realized via NIZKs and security of the
scheme is reduced from the DDH assumption. In the standard model, the authors use pairings to
realize these proofs and security of the scheme is reduced from the Decisional Bilinear Square
(DBS) assumption. This construction has inspired several followups.

In the context of randomness beacons, Das et al. [Das+22a] propose SPURT, which gives
a variant of SCRAPE that relies on the standard Decisional Bilinear Diffie-Hellman (DBDH)
assumption and achieves similar performance to SCRAPE. The work of Gurkan et al. [Gur+21b]
also gives a variant of the pairing-based SCRAPE and uses it as a building block to design a
DKG protocol. To support efficient aggregation of PVSS transcripts, their construction relies on
signatures of knowledge and is proven secure under the Symmetric External Diffie-Hellman
(SXDH) assumption for Type 3 pairings.

Security of Publicly Verifiable Secret Sharing. The literature on PVSS has considered two
main security notions, both of which capture the notion of indistinguishability of secrets. These
notions were first formally defined by Heidarvand and Villar in [HV09]. In the weaker notion of
IND1-secrecy, the adversary cannot distinguish between the sharings of two secrets S, S2 chosen
uniformly at random by the challenger. In the stronger notion of IND2-secrecy, the adversary
has the additional power to choose the two secrets Sy, S, by itself. As already pointed out by
Heidarvand and Villar, there is a generic transformation from an IND1-secure PVSS scheme to
an IND2-secure PVSS scheme. Omitting some details, the transform uses an IND1-secret PVSS
to share a uniform key K which in turn is used to encrypt a secret S.

In the following, we compare these notions to our notion of unpredictability. Intuitively,
IND-secrecy says that an adversary cannot learn any information about the secret S shared in the
distribution protocol. Therefore, proofs achieving this security notion have to provide simulator
Sim that on input a uniformly random S simulates protocol execution in which the secret S
is shared. As discussed above, it is unknown how to instantiate Sim efficiently for adaptive
corruption without modifying the scheme. Our notion of (aggregated) unpredictability obviates
the need for this type of simulation. This is because unpredictability allows the adversary to
obtain partial information about the secret S, with the only condition that it cannot fully recover
the secret.

4.2.4 Outline of this Chapter

The rest of this chapter is structured as follows. In Section 4.3, we define the preliminaries that
are only relevant for this chapter. In Section 4.4, we give new definitions for standard PVSS
schemes, and show security of several PVSS schemes and distributed randomness beacons from
the literature. In Section 4.5, we give new definitions for aggregatable PVSS schemes, and
show security of several aggregatable PVSS schemes from the literature. In Section 4.6, we
show security of the state-of-the-art distributed randomness beacons OptRand and SPURT. In
Appendix 4.6.2, we discuss related work on distributed randomness beacons. In Appendix 4.6.2,
we give a proof of hardness in the generic group model for our new co-OMDL problem.
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4.3 Preliminaries for this Chapter

In addition to the general preliminaries in Chapter 2, we introduce here preliminaries that are
only relevant for this chapter.

General Notation. For this chapter, we define LC to be the Reed-Solomon code over Z,, of
length n and dimension ¢ + 1 as

LC = A{(f(Doe. f) | f € Z,[X], deg(f) <1}.

Its dual code LC* is defined as
LCH = {(hr(),...,0.r(n) | r(X) € Z,[X], deg(r) < n—t},

with the coefficients 9; := [ ;¢\ iy 1/(i—J). Equivalently, LC* is the vector space consisting
of all ¢+ € ZY} that are orthogonal to all of LC (i.e., {c*,c) = 0 for all c € LC where (-, ") is
the standard inner product on ZY).

Setup and Adversarial Model. In this chapter, we will make direct use of the established public
key infrastructure (PKI) between parties. To recall, each party P; has a public-secret key pair
(pk;, sk;) for a public key encryption scheme, where pk; is known to all parties. And we also
assume that these pairs implicitly include key pairs for a digital signature scheme. Importantly,
these keys are generated by parties locally, and malicious parties may choose their keys arbitrarily.
The adversary is Byzantine, strongly adaptive, and can corrupt up to ¢ < n parties.

Idealized Models and Computational Assumptions. We assume the random oracle model
and the algebraic group model. Both models are defined in Chapter 2. We will work with the
one-more discrete logarithm assumption and a newly introduced assumption called co-one-more
discrete logarithm (co-OMDL), defined in Section 4.5. We also give a proof of its hardness in
the generic group model, in Appendix 4.6.2.

Cryptographic Groups. Let A be the security parameter. Throughout, we assume that global
system parameters par are fixed and known to all parties. Depending on the setting, we either
assume that par = (G, g, h, p) defines a cyclic group G of prime order p with generators g, h,
or that par = (G, Gy, Gr, p, g, &, h, ) defines a triple of groups Gy, G,, G of prime order p
such that g, 8 € G, h € Gy, and e : G| X G, — Gr is an asymmetric pairing of Type 3. That is,
there is no efficiently computable isomomorphism from G; to G, and vice versa. For concrete
choices, we will assume A4 = 128 and that G, G, are instantiated with 256-bit elliptic curves.

4.4 Warm-Up: PVSS Schemes and Plain Unpredictability

In this warm-up section, we provide a formal definition for a standard PVSS scheme and propose
anew security notion for it called (plain) unpredictability. Additionally, we prove the well-known
Schoenmakers’ PVSS scheme [Sch99] secure under this new security notion and show several
distributed randomness beacons from the literature (that use this PVSS) adaptively secure.

Publicly Verifiable Secret Sharing (PVSS). In a VSS scheme, a dealer distributes shares of a
secret among a group of parties such that it can be reconstructed only if a threshold of these
parties collaborate. In a PVSS scheme, any third party can verify the correctness of the sharing,
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thus avoiding the need for a complaint phase as in VSS schemes. In the following, we define a
(non-interactive) PVSS scheme.

Definition 4.4.1 (PVSS Scheme). Let G be a cyclic group of prime order p specified by par. A
(t, n)-threshold PVSS scheme over G is a tuple of algorithms PVSS = (Keys, Enc, Dec, Dist,
Ver, Rec) with the following properties:

* Keys: The randomized key generation algorithm takes as input system parameters par
and an identity index i € [n]. It outputs a public-secret key pair (pk;, sk;).

* Enc: The randomized encryption algorithm takes as input a public key pk; and a message
m. It outputs a ciphertext c.

* Dec: The deterministic decryption algorithm takes as input a secret key sk; and a ciphertext
c. It outputs a message m (optionally with a proof of correct decryption). We require that
for all messages m,

Pr[Decg, (Ency, (m)) = m] = 1.

* Dist: The randomized secret sharing algorithm takes as input a list of n public keys

pky, ..., pk,. It outputs a vector of encrypted shares E = (Encpk, (S1), ..., Encpi, (Sn))
and a proof , where Sy, ..., S, are shares of a secret S € G. Wereferto T := (E, m)asa
PVSS transcript.

* Ver: The deterministic verification algorithm takes as input public keys pk, ..., pk,, and
a PVSS transcript T = (E, 7). It outputs 1 (accept) or O (reject). In the first case we call
the transcript T valid (relative to pky, . . ., pk,); otherwise we call it invalid.

* Rec: The deterministic reconstruction algorithm takes as input ¢ + 1 shares Si,..., S/ 4.

It outputs a reconstructed secret S € G. In case Rec gets more than t + 1 shares as input,
it takes the first lexicographical t + 1.

When the parameters 7, n, and G are clear from the context, we will sometimes refer to a
(¢, n)-threshold PVSS scheme over G simply as a PVSS scheme. Next, we define correctness
and verifiability notions for a PVSS scheme:

Definition 4.4.2 (Correctness and Verifiability). Let PVSS = (Keys, Dist, Enc, Dec, Ver, Rec)
be a (¢, n)-threshold PVSS scheme over G. We define the following correctness and verifiability
notions for PVSS.

» Correctness (of PVSS). We say that PVSS is correct if for all keys (pky,ski), ...,
(pk,,, sk,) € Keys(par),

Pr[Ver({pk, };, Dist({pk;};) = 1] = 1.
* Public Verifiability (of Transcripts). We say that PVSS is publicly verifiable it for all

(pky,sk1), . .., (pk,, skn) € Keys(par) and all (E,x) s.t. Ver({pk;};, (E,)) = 1, there
exists a unique S € G s.t.

Rec({Decy, (En}icr) =S YI C[n], [I]=t+1.
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We introduce a new security notion for PVSS schemes. The notion of unpredictability
prohibits an adversary controlling ¢ parties from learning the secret by observing a transcript.
This models a passive adversary who can observe distributions of transcripts, but does not
contribute itself to the final secret. The notion of aggregated unpredictability to be introduced
later is a non-malleability kind of property specifically for aggregatable PVSS schemes. It
prohibits an adversary controlling ¢ parties from learning the secret of an aggregated transcript
with at least one honest contribution, even if the adversary is allowed to contribute itself to the
aggregate. This models an active adversary who can contribute to the final secret itself. We now
define the notion of unpredictability formally via a security experiment.

Definition 4.4.3 (Unpredictability of PVSS Scheme). Let PVSS = (Keys, Dist, Enc, Dec,
Ver, Rec) be a (1,n)-PVSS scheme over G. For an algorithm A, define the unpredictability
experiment Predévss , as follows:

* Offline Phase. For all i € [n], run Keys on input (par, i) to generate n keys (pk;, sk;) «
Keys(par,i). On input par and {pk;};c[n], A returns an index set C C [n] of initially
corrupted parties along with updated public keys {pk i}jec- Setpk; := pAkj forall j € C.

» Corruption Queries. At any point of the experiment, A may submit an index i € [n] \ C.
In this case, return the secret key sk; and update C = C U {i}. If A is static, it submits an
index set C' C [n] \ C at the beginning of the experiment. Return the secret keys {sk;}icc
and update C := C" U C.

* Random Oracle Queries. At any point of the experiment, A gets access to an oracle that
answers queries of the following type: When A submits a query m, check if H[m] = L.
If so, sample uniformly at random H[m] « Zj, and return it. Otherwise, return H[m].

* Challenge Phase. Run Dist on input pk,...,pk, to obtain the challenge transcript
T = (E,n). Then, run A on input 7. We assume A to be stateful.

* Output Determination. Let S = Rec({Decg, (Ei)}is ++1) be the secret. When A outputs
S* € G, return 1if |C| < r and S* = S. Otherwise, return 0.

We say that PVSS is (g, T, t, qp)-unpredictable if for all algorithms A that run in time at most
T, make at most g; random oracle queries, Pr[Predé,‘VSS’ ., = 1] < &. Conversely, we say that
A (&,T,t, qn)-breaks unpredictability of PVSS if it runs in time at most 7', makes at most gy,
random oracle queries, and Pr[Predf;VSS, =1 >e

4.4.1 Security Analysis of Schoenmakers’ PVSS

In this section, we give a tight security reduction from the hardness of n-OMDL to the
unpredictability of Schoenmakers’ PVSS (cf. Figures 4.2 and 4.3). In this section, we specify G
as a cyclic group of prime order p with independent generators g, A.

In the following, we provide an intuition for our proof of unpredictability. For this, we
start with the observation that an adversary controlling ¢ parties essentially has three options
to successfully predict the secret S € G. Firstly, it learns an additional (¢ + 1)-th decryption
key controlled by an honest party, in which case it can derive S from enough decryptions of
secret shares. Secondly, it breaks the underlying encryption scheme directly and thus obtains an
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Let G be a cyclic group of prime order p and independent generators g, 4 € G. The protocol
takes as input a tuple (g, X, &, Y) of group elements in G and outputs a NIZK proof of
knowledge of an « € Z,, such that X = g” and Y = h holds.

1. Sample s « Z7, and compute the challenge as ¢ := H(X, g*, Y, h*) € Z},.
2. Compute the response r := s — ac € Z,, and output the proof 7 := (c, r).

3. The proof © = (¢, r) is valid if and only if ¢ = H(X, g" X, Y, h"Y°).

Figure 4.1: NIZK proof Dleq() for equality of discrete logarithms.

additional secret share. Lastly, it finds the discrete logarithm e of the second generator & € G
to base g, in which case it can compute the secret S = h¢ directly from the commitment g<.
The key idea of our reduction therefore is to embed the n-OMDL challenge ¢ in the public
keys pky, ..., pk, of parties, the polynomial f € Z,[X] chosen by the dealer, or the second
generator i € G, a choice that remains hidden from the adversary. In the first case, we simulate
by using the discrete logarithm oracle DL, () to answer corruption queries. In the second case,
we simulate by using an honest-verifier zero knowledge simulation in the random oracle to
generate the NIZK proofs of correctness of the sharing. In the third case, we simulate by an
honest execution of the protocol. In either case, we solve the n-OMDL challenge & directly
from the algebraic equation that comes from the secret prediction/forgery (with its algebraic
representation) by the adversary. Overall, our reduction is tight and loses only a factor of 1/4.
The running time of the reduction has a quadratic overhead.

Theorem4.4.1. Ifn-OMDL is (&, T)-hard in the AGM, then Schoenmakers’ PNSS is (¢',T’,t, qp)-
unpredictable in the AGM+ROM, where

8/

Z9
Proof. Let A be an algebraic adversary that (¢’,7”, ¢, gj)-breaks unpredictability of PVSS. In
our proof, we assume that all parties are honest prior to the execution of PVSS. It is easy to
adjust the proof to the case where the adversary has already corrupted some parties before
the execution of the protocol. Let C ¢ # = {Py,..., P,} be the dynamically changing set of
corrupt parties and H = P \ C the set of honest parties. In particular, we assume that C = {}
prior to the execution of the protocol. We consider the following game between a challenger and
the adversary.

GaME G: This is the real game. The challenger runs PVSS on behalf of the honest parties
and the designated dealer. In particular, it generates the system parameters (G, p, g, ), where G
is a cyclic group of order p, and g and & are two independent generators of G, and a uniformly
at random chosen polynomial P(X) = ag + a1 X + ... + ;X" € Z,,[X] of degree ¢ such that
h® = hP) is the secret to be shared among all parties. Furthermore, the challenger generates
the public-secret key pairs (pk;, sk;) = (h*,x;) of the honest parties. Whenever A decides to
corrupt a party P;, the challenger honestly returns the internal state of that party, which consists
of P;’s secret key x; = sk;, and sets C = C U {P;}, H = H \ {P;}. In addition, A gets full
control over party P;. Random oracle queries m; are answered by sampling r; < Z,, uniformly

£> T <T +0(n).
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Let G be a cyclic group of prime order p and independent generators g, h € G. Let (pk;, sk;)
be the key pair of party P; with pk; = h**i. The dealer P; with key pair (pk; , sk; ) wants
to share secret 1 for an @ «— Z,. The Dist algorithm takes as input sk;, and public keys
pky,...,pk,. It outputs the transcript 77 := {C;,Y;, m}ic[n] defined as follows.

1. Sample f(X) :=a+ a1 X +...+a; X" « Z,[X] of degree 1.

2. Publish commitments C; = g% € G fori € [¢]. Also publish encrypted shares
Y; = pk/ € G fori € [n]. Let X; := [/<I'] ct.

3. Compute NIZK proofs x; := Dleq(g, X;, pk;,Y;) for i € [n] using the simultaneous
challenge ¢ := H({X,-,gwi,Yl-,pk;V"}ie[,,]). Compute the responses r; € Zj, as
ri :=w; — f(i)c for i € [n], and publish the proof 7 := (c,ry,...,ry).

The transcript verification algorithm Ver takes as input the public keys pk,,...,pk,
(including pk; ) and transcript 7. It outputs 1 (valid) or O (invalid).

4. Compute X; := []/¢l] C;'.j fori € [n]. Also compute g"* = g"i X¢ and pk!"" = y!'Y¢
for i € [n] using {X;,Y;, pk;, 1, c}ien)-

5. Check that ¢ = H({X;, g"", Y,-,pk;v" }ie[n]) and the NIZK proof 7 verifies.

6. Output 1 if and only if all the above checks verify.

Figure 4.2: Distribution protocol Dist and transcript verification algorithm Ver of Schoen-
makers’ PVSS.

at random and returning H|[m;] = r;. The challenger broadcasts the commitments C; = g
for all i € [¢] and the encrypted shares Y; = pkf)(’) for all i € [n] using the public keys pk; of
parties. Let X; = g for all i € [n], which can be computed by Lagrange interpolation in the
exponent from the commitments C;. Additionally, the challenger broadcasts Chaum-Pedersen
non-interactive zero-knowledge (NIZK) proofs r; of knowledge of the polynomial shares P (i)
for all i € [n] such that X; = g¥() and ¥; = pkf)(i). The common challenge ¢ for the proof is
computed as the hash H : G — Z,, of all elements X;, Y;, gWi,plei, i € [n], where w; « Z, is
chosen uniformly at random. The NIZK 7 consists of ¢ and the n responses s; := w; — P(i)c for
i € [n]. At the end of the game, A outputs a secret o* € G.

As A is an algebraic adversary, at the end of game G it returns a secret o* together with a
representation

(d,@,al,...,an,bo,...,bt,cl,...,cn)
of elements in Z,, such that
*_ @ pb ppar pan cbo b yer o yen
oct=g pki .. - pky 0 G IR S

Here, the representation is split (from left to right) into powers of the generators g, &, the public
keys pky, . . ., pk,,, the polynomial commitments Cy, . . ., C;, and the encrypted shares Y71, ..., ¥;,.
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On input the encrypted shares Y1, ...,Y,, the decryption Dec and reconstruction Rec
algorithms work as follows.

1. Using sk;, compute the secret share S; = h/() from Y¥; via extracting the root
S; = Yl.1 Iski - Also provide a proof of correct decryption 6; := Dleq(h, h", S;, S7) for
an r « Z,, sampled uniformly at random. Publish (S;, 6;).

2. Upon receiving a secret share tuple (S¢, 8¢) from party P,, check that the proof 8,
verifies. Otherwise, the secret share is invalid.

3. Upon receiving ¢ + 1 valid secret shares S; = RS from ¢ + 1 different parties,
compute the secret S = 1/(?) via Lagrange interpolation in the exponent.

Figure 4.3: Decryption Dec and reconstruction Rec algorithms of Schoenmakers” PVSS.

In the following, let e € Z,, denote the discrete logarithm of 4 to base g (i.e., g¢ = h). Assuming
the adversary wins the game G by outputting the secret h1*'(?) = g¢P(0) chosen by the challenger,
the above equation is equivalent to

eq =d+el3+ezn:xia,- +Zt:a/ibi +e§n:xiP(i)ci. (&)
i=1 i=0 i=1
We define the following three events:
« Event E; defined by the identity o = b + YimiXiap + 2 xiP(i)c;.
* Event E; defined by the identity 1 = xjc1 + ...+ Xx,¢, = 21, Xic.
« Event E3 defined by the existence of an index i € H such that ¢; # 0.!

We have the following technical lemma.

Lemma 4.4.2. Let G and E; for i € (3] be defined as above. Then there exist (algebraic)
algorithms A; for j € [4] playing in game n-OMDL that run in time at most T such that:

Pr[n-OMDLA = 1] = Pr[G” = 1 A —E/],
Pr[n-OMDLA = 1] = Pr[G* = 1 A E| A =E5],
Pr[n-OMDLA = 1] = Pr[G* = 1 A E; A E» A =E3],
Pr[n-OMDL™ = 1] = Pr[GA = 1 A E| A E; A E3].

Moreover, the running time satisfies T < T’ + O (n?).

Proof. Leté = (&1,...,&,) € G" with £ = g% for i € [n] be the OMDL instance of degree n.
Algorithms A; for i € [4] have access to a (perfect) discrete logarithm oracle DL, () (to base

! At this stage, H C P is the set of parties that remain honest at the end of the game.
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g) which they can query at most n — 1 times. The algorithms A;, i € [4], simulate game G as
described in the following.

Algorithm A, (&, par): Algorithm A; works as follows. On input &, A| queries the discrete
logarithm oracle DLy () on &, ..., &, and gets (22, ..., z,). It publishes the second generator
h by setting & = &;. In particular, it is e = DLg(h) = z;. Furthermore, A; generates the
public-secret key pairs of parties and the polynomial P(X) € Z,[X] honestly (by sampling
ski,a; < Z, uniformly at random). Commitments X;, encrypted shares Y;, and NIZK proofs
m are computed honestly and published. Random oracle queries m; are answered honestly by
sampling r; < Z,, and returning H[m;] = r;. Corruption queries are answered by returning the
secret key of the corresponding party. It is not hard to see that A;’s simulation of G is perfect.

Suppose A; wins G and that event —E| happens. Equation () is then equivalent to

n n -1
e:(&+2aib,~ '(Q—B—inai_zxip(i)ci ,
i=0

i= i=1
since the second factor is non-zero. As a result, A; can efficiently compute e = z; and solve the
OMDL instance. Overall, we obtain

Pr[n-OMDLA' = 1] = Pr[G* = 1 A =E/].

The bound on the running time of A; (number of group operations and exponentiations) is
straightforward.

Algorithm A, (&, par): Algorithm A, works on input &; = g%, i € [n], as follows. It samples
e < Z, uniformly at random and publishes & = g¢. It generates the public-secret key pairs of
parties honestly. It chooses the polynomial P(X) = a9 + a1 X + ...+ a, X" such that g% = &,
for all i € [t]. In particular, it is @; = z;41 for all i € [t]. The commitments X; = g% = &; are
published without the need of computation. The encrypted shares Y; = pkf)(i) are computed
as ¥; = (h¥)% and published. Note that Lagrange interpolation in the exponent allows A,
to compute g”?) for any i € [n] from the commitments C;, j € [¢]. The NIZK proofs r are
created via an honest-verifier zero-knowledge (HVZK) simulation using the random oracle.
Corruption queries are answered by returning the secret key of the corresponding party. Random
oracle queries m; are answered honestly by sampling r; <— Z,, and returning H[m;] = r;. Itis
not hard to see that A;’s simulation of G is perfect.

Suppose A, wins G and that event E; A —E3 happens. With the notation P(X) := ag + g(X)
for polynomial ¢(X) = a1 X + ... + &, X" € Z,[X], the equation defined by event E; then
reduces to

n n n
a=b+ Zx,-a,- + inq(i)ci + oszl-c,-.
i=1 i=1 i=1

With the condition that —E) is satisfied, this equation is equivalent to
n n n -1
a=|b+ inai + Zx,-q(i)ci) (1 - Zx,-ci) . ()
i=1 i=1 i=1

Algorithm A, proceeds as follows. It queries the discrete logarithm oracle DL, () on &3, ..., &,
and obtains (22, ..., Zz,). In particular, it knows a; = 22, ..., @; = z;+1 and thus ¢(i) for all
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i € Zp, (i.e., it knows the coeflicients of the polynomial ¢(X)). From identity (), A> can
efficiently compute z; = @ and solve OMDL. Overall, we get

Pr[n-OMDL” = 1] = Pr[G* = 1 A E| A —E5].

The bound on the running time is obvious, since A, has to compute the group elements g ) for
all i € [n] by Lagrange interpolation in the exponent from the commitments, which results in
additional O (n?) running time.

Algorithm A;(&, par): Algorithm Az works on input & = g%, i € [n], as follows. The
simulation of the game G is identical to that of Ay; in particular, A3 chooses P(X) € Z,[X]
such that g% = & for all i € [¢]. The only difference lies in how A3 extracts the solution to
the OMDL instance after the game has finished. Again, A3’s simulation of G is perfect.

Suppose that Az wins G and that event E; A E> A —E3 happens. With the same notation
P(X) = ap + q(X) as before, the equations defined by events E| and E, then reduce to

n

n n
0=b+ ina,- + inq(i)c,-, 1= le-ci, (%)
i=1 i=1

i=1
where ¢; = 0 for all i € H by condition —F3. Therefore, the identity

n

1= Zx,—ci = inc,-

i=1 ieC

implies that there is an index j € C such that x ;¢; # 0. The first equation in (%) is then
equivalent to

. 1 PO
CI(J')=—F' b+zxiai+ Z xiq(i)c; |-

J i=1 ieC\{j}

Algorithm A3z proceeds as follows. It queries the oracle DL, () oninput &1, &42, ..., &, and g4 (@)
foralli € C \ {J}. Note that since gF'X) = g . g4(X) = £, . g7(X) algorithm Az can compute
(and hence query) gq(i) forany i € Z,. W.l.o.g. we may assume that [C| = ¢ (otherwise, A3
simply simulates, for itself, # — |C| corruption queries for random parties from ). As aresult, A3
can compute ¢( ) and has finally knowledge of 7 + 1 points in the range of [n] on the polynomial
q(X) of degree ¢. In particular, A3 knows the coeflicients of ¢, i.e., @] = 22,...,Q = Zs+1.
From previous oracle queries it knows z, z;42, . . . , 2, and thus solves the OMDL instance with
1+ (n—t-1)+(t-1) =n~—1queries to DLg (). Overall, we obtain

Pr[n-OMDLA = 1] = Pr[G” = 1 A E| A E5 A —E3].

The bound on the running time of algorithm Ajz is obvious from the previous case.

Algorithm A4 (&, par): Algorithm A4 works on input &; = g%, i € [n], as follows. It samples
e < Zp uniformly at random and publishes i = g¢. It generates the polynomial P(X) € Z,[X]
honestly by sampling «; < Z,, for all i € [t uniformly at random. It chooses party P;’s public
key as pk; = £; forall j € [n]. In particular, it is x; = sk; = z; for all j € [n]. Commitments
X;, encrypted shares Y;, and NIZK proofs m are computed honestly and published (which is
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possible, since the polynomial P(X) is completely known to A;). Random oracle queries m;
are answered honestly by sampling r; < Z,, and returning H[m;] = r;. Corruption queries are
answered with the help of the discrete logarithm oracle DL (). A corruption query on party P;
is answered by computing DL, (pk;)/e and returning the secret key sk; (note that pk; = hki
and the oracle returns the discrete logarithm to base g so that we have to divide the result by e
afterwards to get sk;). It is not hard to see that A4’s simulation of G is perfect.

Suppose A4 wins G and that event E; A E; A E3 happens. The equation 1 = Z:’: | XiCi
defined by event E, together with E3 implies there is an index i € H such that

1
Xp= . XiCj. (»)

Lo

Algorithm A4 proceeds as follows. It queries the discrete logarithm oracle DL, () on &; for
all j € H \ {i} and obtains x; for all j € H \ {i}. Therefore, A4 has knowledge of x; for all
jeH\{i}uC =P\ {i} and computes the remaining value x; by the above identity (¥). As a
result, it solves the OMDL instance with n — 1 oracle queries. Overall, we obtain

Pr[n-OMDLA = 1] = Pr[G* = 1 A E| A E> A E3].

The claim on the running time of Ay is clear. O

To end the proof, consider algorithm B playing in n-OMDL as follows: B samples i* < [4]
and then internally emulates algorithm A;«. Clearly, B is an algebraic algorithm running in time
at most 7' (the running time of A;, 1 < i < 4). An application of the law of total probability
yields

~

Pr[n-OMDLE = 1] = ZPr[n—OMDLB =1|i* =i]-Pr[i* = ]
i=1

1

4
Z Pr[n-OMDLA = 1]
=1

IR

> _—Pr[G*=1] =

Py
1
[m}

Remark 4.4.1. By breaking down our above proof, we find that it can be adapted to obtain a
security reduction (with the same parameters for tightness) from the plain discrete logarithm
problem assuming a weaker static adversary. The main idea being to embed the discrete
logarithm challenge ¢ € G into the public keys {pk;};e4s of honest parties (which is fixed
from the very beginning in the static corruption model) via pk; = £ g** for uniformly random
Ui, vi < Zp, into the polynomial f(X) = ap + aX + ... + ;X" € Z,[X] chosen by the dealer
via g% = £" gV for uniformly random u;,v; < Z,, or into the second generator & € G via
h = £. Using this technique, the above proof can be adapted accordingly for the static case to
reduce the security from plain DLOG.
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4.4.2 Application to Distributed Randomness Beacons

We discuss the adaptive security of the previous state-of-the-art randomness beacon protocol from
the literature, GRandPiper [Bha+21] in the synchronous network model. The protocol employs
an unspecified PVSS scheme in its design. Thus, by instantiating their generic construction with
Schoenmakers’ PVSS, this results in the adaptive security of the randomness beacon. We briefly
discuss the randomness beacon.

GRandPiper. The protocol employs an unspecified PVSS scheme (any secure PVSS scheme
can be used) and a leader-based SMR protocol with a communication cost of O(nf + An?)
bits per consensus decision on a block of size ¢. In each epoch e > 1, the leader L, puts a
randomly sampled PVSS transcript on the ledger. If L. does not put anything on the ledger
or the transcript is invalid, parties blacklist L. from future leader elections. Apart from that,
parties adhere to a randomized election with blacklisting. Concretely, the leader for epoch e’
is chosen based on the beacon output O, _; and by removing the leaders L. _1, ..., Le—; of
the previous ¢ epochs. Incorrectly behaving leaders are blacklisted from future leader elections.
When the same party is elected as a leader L. in epoch e’ > e + ¢ the next time, parties take its
previously published (valid) transcript and reconstruct the secret S.. The beacon output O, for
epoch ¢’ is computed as hash O, = Hash(O./_1,...,0¢_;, S.). Finally, to ensure availability
the first time a party is elected as the leader, the protocol relies on a setup where parties start
with agreed-upon buffers B(P;) fori € [n] that contain random PVSS transcripts each. Ignoring
the pre-processing phase for the buffers, GRandPiper outputs a randomness beacon value with a
communication cost of O (An?) bits and optimal resilience in the synchronous setting. However,
we note that even if the underlying PVSS scheme was adaptively secure, the randomness beacon
remains only (¢ + 1)-unpredictable, since an adaptive adversary can predict the next ¢ beacon
values (by sequentially computing the next beacon value and corrupting the next leader). The
reason for that is that single transcripts are proposed by leaders and not aggregated transcripts.

Theorem 4.4.3. If Schoenmakers’ PVSS is (&,T,t, qy)-unpredictable in the AGM+ROM, then
GRandPiperis an (¢',T',t, L, q;l, t + 1)-secure randomness beacon protocol in the AGM+ROM,
where

SZZ——, T <T +0(Ln?%).

Proof. The proof follows along the same lines as the proofs for OptRand and SPURT in
Section 4.6.2, Theorem 4.6.1. Therefore, we omit them. O

4.5 Aggregatable PVSS Schemes

In this section, we provide a formal definition for aggregatable PVSS (APVSS). Additionally,
we propose our new security notion and prove several schemes from the literature secure with
respect to it.

An APVSS scheme allows a dealer to share a secret S via ADist via a transcript T = (E ,TT).
E contains a vector of encrypted shares of S, each to a different public key pk;, such that any
t + 1 decryptions uniquely reconstruct S. T is publicly verifiable using algorithm Ver. The
aggregation routine Agg allows to homomorphically combine the secrets corresponding to
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transcripts 71, . . ., Tx into an aggregate transcript AT. To be useful as a building block, we
endow an aggregatable PVSS scheme with an additional verification routine AVer for aggregated
transcripts. Intuitively, AVer can be used to detect whether an aggretated transcript AT has at
least one contribution from an honest party. In order for this to be well-defined, we also define
the notion of ownership of a transcript 7. This is captured via the auxiliary algorithm Ownld
that can efficiently find the creator of T. In concrete schemes, this is usually implemented
by parties holding signing keys in addition to their encryption keys and digitally signing their
transcripts. Rather than unnecessarily convoluting our syntax, we simply require that the
distribution algorithm ADist take in a party’s secret key as part of its input. (This would, for
example, allow a party holding a signing key as part of its overall secret key to sign its transcript
upon distributing it.) We remark that in our definitions, we syntactically distinguish between
transcripts and aggregated transcripts.

Definition 4.5.1 (Aggregatable PVSS Scheme). Let G be a cyclic group of prime order p
specified by par. A (t, n)-threshold aggregatable PVSS (APVSS) scheme over G is a tuple of
algorithms APVSS = (Keys, Enc, Dec, ADist, Ownld, Ver, AVer, Rec, Agg) with the following
properties:

* Keys: The randomized key generation algorithm takes as input system parameters par
and an index i € [n]. It outputs a public key pk; and a secret key sk;.

* Enc: The randomized encryption algorithm takes as input a public key pk; and a message
m. It outputs a ciphertext c.

* Dec: The deterministic decryption algorithm takes as input a secret key sk; and a ciphertext
c. It outputs a message m (optionally with a proof of correct decryption). We require that
for all messages m,

Pr[Decg, (Ency, (m)) = m] = 1.

* ADist: The randomized aggregatable secret sharing algorithm takes as input a secret key sk;
and public keys pk, . . ., pk,,. It outputs a vector of encrypted shares E = (Enc,, (S1), . . .,
Encyi, (S»)) and a proof &, where Sy, ..., S, are shares of a secret § € G. We refer to

T := (E ,7) as a PVSS transcript.

 Ver: The deterministic verification algorithm takes as input public keys pk,, . .., pk,,, and
a PVSS transcript T = (E, m). It outputs 1 (accept) or O (reject). In the first case we call
the transcript T valid (relative to pky, .. ., pk,); otherwise we call it invalid.

* Ownld: The deterministic owner identifier algorithm takes as input a PVSS transcript
T = (E, m) and a public key pk;. It outputs 1 (accept) or O (reject). In the first case, we
refer to P; as the owner of T.”

* Agg: The deterministic aggregation algorithm takes as input ¢ + 1 PVSS transcripts
(Ey, 1), ..., (Ete1, mr41) with pairwise distinct owners. It outputs an aggregated PVSS
transcript AT = (E, x).

2We remark that Ownld could return 1 on an invalid transcript.
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* AVer: The deterministic aggregation verification algorithm takes as input public keys
pky,...,pk,, and an aggregated PVSS transcript AT = (E, «). It outputs 1 (accept) or 0
(reject). In the first case we call the aggregated transcript AT valid; otherwise we call it
invalid.

* Rec: The deterministic reconstruction algorithm takes as input ¢ + 1 shares S1,..., S/ 41.
It outputs a reconstructed secret S € G. /n case Rec gets more than t + 1 shares as input,
it takes the first lexicographical t + 1.

For an aggregatable PVSS scheme APVSS = (Keys, Enc, Dec, ADist, Ownld, Ver, AVer,
Rec, Agg) as defined above, we define public verifiability of transcripts and aggregated transcripts
as well as correctness as follows:

» Correctness (of Aggregatable PVSS). We say that APVSS is correct if for all keys
(pky, ski), ..., (pk,,sk,) € Keys(par) and all i € [n],

Pr[Ver({pk;}je(n), T) = 1 AOwnld(pk;, T) = 1] = 1,
where the probability is taken over all T« ADist(sk;, {pk;}je[n})-

* Public Verifiability (of Transcripts). We say that APVSS is publicly verifiable if for all
(pky,ski), ..., (pk,,skn) € Keys(par) and all (E, ) s.t. Ver({pk;};c[n), (E, 7)) = 1,
there exists a unique S € G such that

Rec({Decy, (Ei)}ier) =S YI C[n], |[T|=t+1.

* Public Verifiability (of Aggregated Transcripts). We say that APVSS is publicly verifiable if
for all (pky, sk1), ..., (pk,,sk,) € Keys(par) and all aggregated transcripts AT = (E, x)
s.t. AVer({pk;}jern], (E,m)) = 1, there exists a unique S € G such that

Rec({Decy, (Ei)}icr) =S VI C[n], |T|=t+1.

We say that an APVSS scheme is publicly verifiable if both its transcripts and aggregated
transcripts are publicly verifiable. We would also like to guarantee that the secret reconstructed
from an aggregated transcript AT = Agg(T1, ..., T;+1) corresponds to the sum of the secrets S;
that can be reconstructed from 7;. This is captured in the following definition.

Definition 4.5.2 (Correctness of Aggregation). We say that an aggregatable and publicly
verifiable (¢, n)-threshold APVSS scheme APVSS = (Keys, Enc, Dec, ADist, Ownld, Ver, AVer,
Rec, Agg) over G is correctly aggregatable if for all keys (pky, ski), . . ., (pk,. sk,) € Keys(par)
and all PVSS transcripts 7} = (F?l, )y Tyr1 = (E,H, 7;+1) With pairwise distinct owners,
the following holds. Ifforalli € [7+1], Ver({pk;}je(n), 1) = 1, thenforall I C [n], || =1+1,

the aggregated transcript AT = (E’, ') .= Agg(Ti, ..., T;4+1) satisfies

Rec({Decy, (E))}ier) = l_l Rec({Decy, (E;.i)}ier),
jelt+1]

where we write E; = (Ej 1,...,E;j ).
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4.5.1 New Security Notions for APVSS

We introduce a new security notion for APVSS schemes called aggregated unpredictability.
This is a kind of non-malleability kind property specifically for aggregatable PVSS schemes. It
prohibits an adversary controlling ¢ parties from learning the secret of an aggregated transcript
with at least one honest contribution, even if the adversary is allowed to contribute itself to the
aggregate. This models an active adversary who can contribute to the final secret itself. We now
define this notion formally.

Definition 4.5.3 (Aggregated Unpredictability of Aggregatable PVSS Scheme). Let APVSS =
(Keys, Enc, Dec, ADist, Ownld, Ver, AVer, Rec, Agg) be a publicly verifiable aggregatable (7, n)-
PVSS scheme over G. For an algorithm A, we define the aggregated unpredictability experiment
AggPredﬁPVSS, , as follows:

* Offline Phase. For alli € [n], run Keys on input (par, i) to generate keys (pk;, sk;)
Keys(par,i). On input par and {pk;};c[n], A returns an index set C C [n] of initially
corrupted parties along with updated public keys {pk iYjec. Setpk; = pk jforall jeC.

» Corruption Queries. At any point of the experiment, A may submit an index i € [n] \ C.
In this case, return the secret key sk; and update C := C U {i}. If A is static, it submits an
index set C' C [n]\ C at the beginning of the experiment. Return the secret keys {sk; }icc
and update C := C' U C.

* Random Oracle Queries. At any point of the experiment, A gets access to an oracle that
answers queries of the following type: When A submits a query m, check if H[m] = L
(i.e., undefined value yet). If so, sample H[m] « Z;, and return it. Otherwise, return
H[m].

* Transcript Queries. At any point of the experiment, A gets access to an oracle that answers
queries of the following type: When A submits a request (givePVSS, i) forani € [n]\ C,
do the following. On behalf of dealer P;, run ADist on input sk; and pky, . . ., pk,,. Return
the output transcript 7 = (E, 7).

* Output Determination. When A outputs an aggregated transcript AT = (F? ', 7’) and an
element * € G, do:

- Return 1 if the following holds: |C| < t, AVer({pk; }ic[n]> (E’,n’)) =1,
and §” = Rec({Decy, (E)) bre(ro1)).

— Return 0 otherwise.

We say that APVSS is (&, T, t, qr, qn)-aggregated unpredictable if for all algorithms A that run
in time at most 7', make at most gy, transcript queries, and make at most g5 random oracle queries,
Pr[AggPredﬁvasJ = 1] < &. Conversely, we say that A (&,T,t, qk, qn)-breaks aggregated
unpredictability of APVSS if it runs in time at most 7', makes at most g transcript queries,
makes at most g; random oracle queries, and Pr[AggPredﬁPVSS, =1 > e
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Let e : G X G, — Gr be an asymmetric pairing and independent generators g, § € G and
h € Gy. Let (pk;, sk;) be the key pair of party P; with pk; = h**i. The dealer Py with key
pair (pkp, skr) wants to share secret e(g, h”) for an @ « Z,,. The ADist algorithm takes
as input skz and public keys pk,, ..., pk,. It outputs the transcript 77, := {C;,Y;, T}ic[n]
defined as follows. In the following, (m); := (m, o) denotes the pair consisting of message
m and a signature o~ on m from party P;.

1. Sample f(X) :=a+ a1 X +...+a; X" « Z,[X] of degree 1.

2. Publish commitments C; = g/ € G, fori € [n]. Also publish encrypted shares
Y; = pk/") € G, fori € [n].

3. Compute ¢ = g% and a NIZK proof 6 = (c, r) of knowledge of @ where the challenge
isc=H(g"¢7¢,¢). Publish 7 := (Z,0).

The transcript verification algorithm Ver takes as input the public keys pk,...,pk,
(including pk; ) and transcript 77,. It outputs 1 (accept) or O (reject). Let LC be the linear
code as defined in General Notation 4.3 and let LC* be its dual code.

4. Check that e(g,Y;) = e(C;,pk;) for all i € [n]. Sample a random codeword
(V1,...,vn) € LC* and check that C' -...- " = 1.

5. Check that ¢ = g/(©) via Lagrange interpolation in the exponent from the C;.

6. Check that the NIZK proof 8 = (c, r) verifies using £ and H. Check that the signature
on ({, 6 verifies using pk; .

7. Output 1 if and only if all the above checks verify.

Figure 4.4: Aggregatable distribution protocol ADist and transcript verification algorithm
Ver of OptRand’s APVSS.

4.5.2 Security Analysis of several APVSS schemes

We analyze the (adaptive) security of two recent APVSS schemes from the literature that are
designed upon Type 3 asymmetric pairings, OptRand’s and SPURT’s APVSS. As already
explained in the introduction, the standard OMDL assumption is not sufficient anymore for this
setting. The reason is that the secret is shared in both source groups, which makes it impossible
for the simulation to work when relying on OMDL. We elaborate on this in more detail in
Appendix 4.6.2. We observe that this issue can be resolved by relying on an extended version
of OMDL, which we call the co one-more discrete logarithm (co-OMDL) assumption. In the
following, let G| and G, be two cyclic groups of prime order p with respective generators
g € Gy and h € Gy. As usual, we denote by DL, () an oracle that on input £ := g* € G returns
the discrete logarithm z of & (to the base g).

Definition 4.5.4 (co-OMDL Problem). Let par := (G, G», p, g, h) be as defined above. For an
algorithm A and n € N, we define the experiment n-co-OMDLA as follows:

78



4.5. AGGREGATABLE PVSS SCHEMES

On input the encrypted shares Y1, ...,Y,, the decryption Dec and reconstruction Rec
algorithms work as follows.

1. Using sk;, compute the secret share S; = h/() from Y¥; via extracting the root
S; = Yl.1 /% _Publish the decryption S;.

2. Upon receiving a secret share Sy from party P,, check that e(Ce, h) = e(g, S¢).
Otherwise, the secret share is invalid.

3. Upon receiving ¢ + 1 valid secret shares §; = k) from different parties, compute
S = h/©) via Lagrange interpolation in the exponent. Finally, the secret is computed
as e(g,S) € Gr and output.

Figure 4.5: Decryption Dec and reconstruction Rec algorithms of OptRand’s APVSS.

* Offline Phase. Sample (z1,...,2z,) < Z}, uniformly at random and define elements
&= (g%, h%) e Gy x Gy forall i € [n].

* Online Phase. Run A on input par and (&1, . ..,&,). In this phase, A gets access to the
oracle DL, ().

* Output Determination. When A outputs (z7, . .., z,), return 1 if (i) z; = z; fori € [n], and
(ii) DLg () was queried at most n — 1 times during the online phase. Otherwise, return 0.

We say that the co one-more discrete logarithm problem of degree n is (&, T)-hard if for all
algorithms A that run in time at most T, Pr[n-co-OMDL” = 1] < &. Conversely, we say that an
algorithm A (&, T)-solves the co one-more discrete logarithm problem of degree # if it runs in
time at most 7', and Pr[n-co-OMDLA = 1] > &.

In Appendix 4.6.2, we provide a proof of hardness of co-OMDL in the generic group model
(GGM) when the groups are equipped with a bilinear pairing e : G; X G, — Gry. This structure
gives the adversary additional power and makes our proof even more valuable. Our proof follows
along the lines of Bauer et al.’s [BFP21] proof of hardness of OMDL in the GGM. At the heart
of their proof is a technical lemma on vector spaces generated by the vanishing set of linear
(multivariate) polynomials. Their proof relies on techniques from linear algebra, especially the
theory of linear vector spaces. In our case, however, this lemma does not suffice anymore, since
we obtain polynomials of degree 2 from the pairing operation. Nevertheless, using techniques
from algebraic geometry and the theory (of rational points) on projective varieties, we are able
to extend their lemma to our setting and thus get a proof of hardness of co-OMDL in the generic
group model. Further, our proof extends to the setting in which the source groups G; and G,
might have different order (and the discrete logarithm oracle is given in the larger group).

Some notes on OptRand’s APVSS. In their scheme, the authors use an unspecified digital
signature scheme to sign the commitment = g% along with the NIZK proof of knowledge 6.
In our description of their scheme, we assume for convenience that the generated pairs (pk;, sk;)
also (implicitly) include the verification-signing key pair (vk;, dk;) of the underlying signature
scheme for party P; so that we do not have to keep track of these pairs in our description of the
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We demonstrate aggregation for the first # + 1 parties Pq,..., P;+1. The algorithm Agg
takes as input the individual parties’ transcripts {C; ;,Y; j, 7j}ie[n] for all party indices
J € [t + 1] and outputs an aggregated transcript AT := {C;,Y;, 7};e[,]. In the following,
let u1, ..., us41 denote the Lagrange coefficients for the set [z + 1] at the point x = 0, i.e.,

Hi = T jeprengy J/ (G —0) fori € [t +1].

1. For i € [n], compute C; := Cj 1 ... -Cipyyand ¥Y; := Yiq - ... Yis41. Let
m = (my,...,m4+1) Where as above 7r; = ({;,60;); for all j € [t + 1]. Publish the
aggregated transcript AT := {C;,Y;, t}ie(n)-

The aggregation transcript verification algorithm AVer takes as input public keys
pky,...,pk, and an aggregated transcript AT := {C;,Y;, };c[n] as above. It outputs
1 (valid aggregated transcript) or O (invalid aggregated transcript).

2. Check as usual that {C;,Y;};e[,] and that (;, 8;); for i € [t + 1] verify. Also check
that £y - ... - {41 = C']“' o Ct”g‘. Output 1 if and only if all the above checks
verify.

Figure 4.6: Aggregation algorithm Agg and aggregation transcript verification algorithm
AVer of OptRand’s APVSS.

scheme. We will use a signature scheme DS = (SKey, Sign, Ver) as defined in Definition 2.4.1
to implement their (and SPURT’s) underlying APVSS scheme. For this, we will write APVSSpg
to denote that APVSS is implemented with DS. In particular, (vk;, dk;) < SKey(par, i) is used
for the owner identifier algorithm. In Definition 2.4.2, we define the security of a signature
scheme by means of the unforgeability under chosen message game.

Subsequently, we give a tight security reduction from the hardness of n-co-OMDL to the
aggregated unpredictability of OptRand’s APVSS scheme. In the following, we provide an
intuition for our proof. Our analysis starts with the observation that the adversary controlling ¢
parties essentially has four options to successfully predict the secret S of the aggregate. Firstly,
it learns an additional (¢ + 1)-th decryption key controlled by an honest party, in which case
it can derive S from enough decryptions of secret shares. Secondly, it breaks the underlying
encryption scheme directly and thus obtains an additional secret share. Thirdly, it finds the
discrete logarithm ¢ of the second generator § € G to base g, in which case it can compute
the secret S = e(g, h*) from the element g¢ (which is derived via Lagrange interpolation in
the exponent from the public commitments) by the identity e(g, %) = e(g®, h)¢. Lastly, it
forms its contributions to the aggregate such that honest parties’ contributions erase (malleability
attack). The key idea of our reduction therefore is to embed the n-co-OMDL challenge ¢ in
the public keys pk, . .., pk,, of parties, the polynomial f € Z,[X] chosen by the challenger to
answer a transcript query, or the second generator ¢ € Gy, a choice that remains hidden from the
adversary. In the first case, we simulate by using the discrete logarithm oracle DL () to answer
corruption queries. In the second case, we simulate by using an honest-verifier zero knowledge
simulation in the random oracle to generate the NIZK proofs for the transcripts of honest parties.
In the third case, we execute the protocol honestly. Additionally, our reduction is able to leverage
the algebraic equations that result from the random oracle queries by the adversary to generate
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its NIZK proofs of knowledge to handle the malleability attack. Overall, our reduction is tight
and loses only a factor of 1/6. The running time of the reduction has a quadratic overhead.

Theorem 4.5.1. If n-co-OMDL is (&, T)-hard in the AGM and DS is (&g, T, q5)-secure, then
the OptRand APVSSps is (g',T',t, qk, qn)-aggregated unpredictable in the AGM+ROM, where

828 ;85—2—;, T<T +Ts+0(n?.

Proof. Let A be an algebraic adversary that (¢’, T, ¢, g, qn)-breaks aggregated unpredictability
of APVSS. In our proof, we assume that all parties are honest prior to the execution of APVSS.
It is easy to adjust the proof to the case where the adversary has already corrupted some parties
before the execution of the protocol. Additionally, we assume that the aggregated transcript
output by the adversary at the end of the game has contribution from exactly one corrupt party.
At the end of the proof we explain how to adjust the proof (at one place) to obtain the general
case. In the following, let C ¢ # = {Py,..., P,} be the dynamically changing set of corrupt
parties and H = P \ C the set of honest parties. In particular, we assume that C = {} prior to
the execution of the protocol. We consider the following game against the adversary.

GaME Go: This is the real game. The challenger generates the system parameters
(G1,Gy, p,g,8,h), where ¢ : G X G — Grp is an asymmetric pairing of cyclic groups
of prime order p with independent generators g, & € G| and & € G;. Furthermore, the challenger
generates the public-secret key pairs (pk;, sk;) = (h*, x;) of the honest parties. Whenever A
decides to corrupt a party P;, the challenger returns the internal state of that party, which consists
of P;’s secret key x; = sk;, and sets C = C U {P;}, H = H \ {P;}. In addition, A gets full
control over party P;. Random oracle queries m; are answered by sampling r; « Zj, uniformly
at random and returning H[m;] = r;. Transcript oracle queries are answered by sampling
a polynomial fi « Z,[X] of degree ¢ uniformly at random, running the ADist algorithm
and returning the transcript T with reconstructed secret e (g, h**) where ag x = fx(0). The
transcript also includes {; = g“* and a Chaum-Pedersen non-interactive zero-knowledge
(NIZK) proof of knowledge 7y = (ck, ) of ap . The challenge cy for the proof is computed
as the hash H(g**||{x), where sx = ri — cxao « and || denotes the concatenation of elements
in G;. From now on, we write P := f; € Z,[X] for fi. At the end of the game, A outputs an
aggregated transcript AT with contribution from ¢ + 1 different parties along with a (predicted)
secret 0" € Gr.

GaME G1: This game is identical to the game before, except that the game aborts and the
adversary loses when it forges a signature of an honest party. Clearly, the statistical distance
between game Go and G, is bounded by the advantage €; of A in the UF-CMA game of
the underlying signature scheme DS. This observation is necessary, otherwise A could forge
signatures on the NIZK and aggregate ¢ + 1 transcripts it sampled itself. Note that in the APVSS
scheme the signature is used as proof of ownership of a transcript.

The strategy of our reduction will be to embed the co-OMDL instance into the generator
&, the public keys pky, ..., pk, of parties, or the polynomials f; € Z,[X] of transcripts T;. In
the following, we make the simplification by embedding the instance in only one particular
polynomial, w.l.o.g. the first one fi, and that the adversary picks the corresponding transcript 7}
for his aggregated transcript. At the end of the proof, we will eliminate these simplifications.
Having said that, our reduction now samples all but the first queried transcript honestly. As A is

81



CHAPTER 4. AGGREGATABLE PVSS AND ITS APPLICATION TO DISTRIBUTED
RANDOMNESS BEACONS

an algebraic adversary, it returns the secret o* together with a representation

(a,b,{ci}?:p{di}?:p{ei iets Ufidios {u ?:1,{Vi,j}ﬁj:p{wi,j}ﬁj:l)

of elements in Z,, such that

n n n

o =e(gh)-e(@n’ | [e(Cm) -] |e(e.pk)® | [e(g, ¥
i=1 i=1 i=1

| [e@ k-] Je@ vy [ e(Crpkp™ - [ ] e(Cry)*. (1)

i=1 i=1 i,j=1 ij=1

Here, the representation is split (from left to right) into powers of pairing evaluations on
combinations of the generators g, § € G and & € G,, the public keys pky, ..., pk, € Gy, the
polynomial commitments C1y, ..., C, € G; of f], and the encrypted shares Yi,...,Y,, € G,. As
already clarified, we do not explicitly present the elements from the outputs {7 }x>» in the
equation because these can directly be put into the other terms in on the right-hand side of
the equation (since the Ty for k > 1 are honestly generated). We also do not include ¢ into
the equation because it can be computed via Lagrange interpolation in the exponent from the
commitments Cq, ..., C,.

In the following, let R; for i € [g;,] denote the random oracle queries made by the adversary.
Let R+ and ¢’ be the elements corresponding to the contribution of the corrupt party. Since A is

an algebraic adversary, it returns the elements R; 2 g’ '=¢' € Gy and " € Gy together with an
algebraic representation. Note that we assume w.l.0.g. that the adversary queries the random
oracle on R+||{ to obtain a challenge for the NIZK n” corresponding to its contribution. For Ry,
let (a’, b’ Clovnns c;,) be elements in Z,, such that

Ri=g%-g".c'-....com. (1)

And for 7, let (aT, bt, cf, R CI,) be elements in Z,, such that

T

A K .
=g% 8" Cl . C 17

In the following, let £ € Z,, denote the discrete logarithm of g to base g (i.e., gt =%). And let
ap,; = fi(0) fori € [2, qx] denote the secret field elements chosen by the reduction to answer
the i-th transcript oracle query 7;. Assuming the adversary wins the game G, by outputting
the secret of the aggregated transcript AT (w.l.o.g. it has contributions (', @, @2, . .., @0),
where @’ comes from the adversary), the above equation (1) to base e(g, i) yields

fla+a + Z[: @) =a+b+ Zn:P(i)cl- + anxidi + Zn:xip(i)ei
i=2 i=1 i=1 i=1

+€infi +£inP(i)ui + Z P(i)XjVi’j + Z P(l')P(j)XjWi,j.
i=1 i=1

i,j=1 i,j=1
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Since the ag ; for i > 1 are known and the sum with coefficients e; also appears in the sum with
coefficients v; ;, this equation reduces to (where we use the same symbols for the coefficients)

n n n n
lla+a’) = f(b + infi + Zx,-P(i)ui) +a+ Z P(i)c; + indi
1 i=1 i=1 i=1

i=

+ Z P(i)xjvi’j + Z P(l')P(j))CjW[’j, (2)
i,j=1 i,j=1
which we write as €(a + a’) = @A + B for appropriate variables A and B. On the other hand,
equation (1°) together with the condition that R+ ] g ¢ yields

n
ac =r -a -tb - Z P(i)c;. (2%
i=1

We make the crucial observation that the adversary necessarily queries the random oracle
on input R;||{ before obtaining the challenge ¢’, thus fixing the value @’ before ¢’ was chosen
by the reduction. Therefore, all appearing variables including ¢’ are independent from ¢’ and
the above equation (2°) is equivalent to @’ = @ + €b + 3;,, P(i)&;/c’ (2”), where the elements
a,b,é e’ p are appropriately defined. Plugging this equation into the above one (2) with the
same notation for A and B yields

n
£%b +€(a+d+ZP(l’)c~i/c’ —A)-B=0. (a)
i=1
Additionally, equation (1) yields

o =a +eb" + Z P(i)cj, ()

i=1

where the coefficients on the right-hand side are again independent from ¢’. In the following, we
denote by V the Vandermonde matrix corresponding to the polynomial w(X) = 1+ X+...+ X" €
Z,[X] of degree ¢ at the points {1,2,...,n}. Since V is Vandermonde, its rank is 7 + 1 and thus
its kernel ker(V) is of dimensionn — (¢t + 1) = 1.

We define the following four events:

* Event E; definedby 5 =0 A a+d+ 2 P(i)éi/c" = A =0.
* Event E; defined by: (¢1,...,¢) € ZZ is in the kernel of V.
* Event E3 defined by 1 = xju; + ... + x,u,.

* Event E, defined by: There is no index i € H s.t. u; # 0.?

We have the following technical lemma.

3At this stage, H C P is the set of parties that remain honest at the end of the game.
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Lemma 4.5.2. Let G| and E; for i € [4] be defined as above. Then there exist (algebraic)
algorithms A; for j € [5] playing in game n-co-OMDL that run in time at most T such that:

Pr[n-co-OMDL" = 1] = Pr[G" = 1 A ~E{],

1
Pr[n-co-OMDL” = 1] = (1 - —) -Pr[G? = 1 A Ej A —Es],
p

Pr[n-co-OMDL" = 1] = Pr[G? = 1 A E; A E2 A —E3],
Pr[n-co-OMDL™ = 1] = Pr[G? = 1 A E| A Ex A E3 A —E4],
Pr[n-co-OMDL? = 1] = Pr[G} = 1 A E; A Ey A E3 A Ey).

Moreover, the running time satisfies T < T’ + O(n?).

Proof. Let & = (&1,...,&n) € (G X Gp)" with & = (g%, h¥) for i € [n] be the co-OMDL
instance of degree n. Algorithms A; for i € [5] have access to a (perfect) discrete logarithm
oracle DL, () in Gy (to base g) which they can query at most n — 1 times. When we say
algorithm A; queries the discrete logarithm oracle on ¢, we mean that it queries DL () on the
first component of £; which is a group element in G;. The algorithms A;, i € [5], simulate game
G as described in the following.

Algorithm A, (&, par): Algorithm A; works as follows. On input &, A| queries the discrete
logarithm oracle DL, () on &,...,&, and gets (22,...,2,). It publishes the generator § by
setting & = &1,1. In particular, itis £ = DL (g) = z1. Furthermore, A; generates the public-secret
key pairs of parties and the polynomial P(X) € Z,[X] honestly (by sampling sk;, a; < Z,
uniformly at random). Random oracle queries m; are answered honestly by sampling r; « Z,,
and returning H[m;] = r;. Transcript oracle queries are answered honestly by sampling a
polynomial fi < Z,[X] of degree ¢ uniformly at random and running the distribution phase on
it. Corruption queries are answered by returning the secret key of the corresponding party. It is
not hard to see that A;’s simulation of G is perfect.

Suppose that A; wins G| and that event —=E; happens. Equation (#) is then a non-trivial
equation of degree one or two in £ over the field Z,, (either the coefficient of £? or the one from
{ is non-zero). By standard techniques, A; can efficiently compute £ = z; and thus solve the
co-OMDL instance. Overall, we obtain

Pr[n-co-OMDL" = 1] = Pr[G} = 1 A =E].

The bound on the running time of A; is obvious.

Algorithm A, (&, par): Algorithm A, works on input elements &; = (g%, h%), i € [n], as
follows. It samples £ < Z,, uniformly at random and publishes § = g%. It generates the public-
secret key pairs of parties honestly. It chooses the polynomial P(X) := ag + a1 X + ... + o, X’
such that g% = &,y for all i € [r]. Hence, itis @; = z;4 for all i € [¢]. Commitments
C; = g and encryptions ¥; = pkf(i) = (WP@W)%i are computed via Lagrange interpolation in
the exponent from the elements &1, . . ., &+1 and returned to the adversary. The NIZK proof 7
is generated via an HVZK simulation and returned. Random oracle queries m; are answered
by sampling r; < Z, and returning H|[m;] = r;. Transcript oracle queries for k > 1 are
answered by sampling a polynomial f; « Z,[X] of degree # uniformly at random and running
the distribution phase on it. Corruption queries are answered by returning the secret key of the
corresponding party. It is not hard to see that A,’s simulation of G is perfect.
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Suppose that A, wins G| and that event E; A —E; happens. In particular, the vector
(¢1,...,6n) € Z;’, is not in the kernel of V. Comparison of the equations (2”) and (1) coming
from the random oracle query on R+||{” gives

a+th+ Z PG)é;/c' =a' +tbT + Z P(i)c]
i=1 i=1
n '
— Z P(i)s; =a" —a+e(b" - b),
i=1
where §; := (&;/c’ — cj) for all i € [n]. With the fixed notation P(X) := ag + ...+ a; X", the
last equation is equivalent
t . . .
Zai(él +26, 4363 +...+n'6,) =a’ —a+€(b" -b)
i=0

t
= Y aF@)=a'-a+eb' -b), (9)
i=0

where F(X) := 81 +2%6, +3%63 + ... + n%5,,. Assuming F(i) = 0 for all i € [t], we get the
following system of linear equations in the variables ¢y, . .., 0n:

0=01+0,+03+...+0,
0=061+20,+353+...+no,

0=061+2'6,+3"03+...+n'6,,

which in matrix form is equivalent to

1 1\ (6 0 & 01

2 nl s, 0 & c)
=1. — V- [ =V-|

1 20 ... n) \s,) \0O én ch

By assumption that event —E, happens, the left-hand side is an n-dimensional non-zero vector
with scaling factor 1/¢’, whereas the right-hand side is an n-dimensional vector independent
from ¢’ (since the coefficients cj and ¢; were fixed by the adversary before seeing ¢’). As a
result, both sides are equal with probability at most 1/p. Therefore, there is an 7 € [¢] such
that F(i) # 0 with probability 1 — 1/p and algorithm A, proceeds as follows. It queries the
discrete logarithm oracle DLg(&;41) foralli € [n— 1]\ {i} and obtains z; foralli € [n] \ {{ +1}.
In particular, A3 has knowledge of the polynomial coefficients a; for all i # I and computes
the remaining value @; from the above equation (®) using F(i) # 0. As a result, it solves the
co-OMDL instance with n — 1 oracle queries. Overall, we obtain

1
Pr[n-co-OMDL” = 1] = (1 - —) Pr[G} = 1 A Ey A =Es).
p
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The bound on the running time of A; is clear.

Algorithm A3 (&, par): Algorithm Az works on input & = (g%, h%), i € [n], as follows.
It queries the discrete logarithm oracle DLy () on &, ..., &, and gets (22, ..., 2,). It samples
¢ « Z, uniformly at random and publishes g = g’. Tt generates the public-secret key pairs
of parties honestly. It chooses the polynomial ¢(X) = a1 X + ...+ a; X" € Z,,[X] uniformly
at random and lets P(X) = a + ¢(X) such that g¢ = &, ;. In particular, it is @ = z; and A3
knows the coefficients a; for i € [¢] (since it chose them uniformly at random). Commitments
C; = gP(i) are computed as C; = §l,lg‘1(i) and returned. Encrypted shares ¥; = pkf(i) are
computed as ¥; = (hF@)* where h¥") = £ ,h9") and returned. The NIZK proof 7 is
generated via an HVZK simulation and returned. Random oracle queries m; are answered
honestly by sampling r; < Z,, and returning H[m;] = r;. Transcript oracle queries for k > 1
are answered honestly by sampling a polynomial fx < Z,[X] of degree ¢ uniformly at random
and running the distribution phase on it. Corruption queries are answered by returning the secret
key of the corresponding party. It is not hard to see that A3’s simulation of G is perfect.

Suppose that A3 wins G| and that event E; A E; A =E3 happens. The equation defining
event E is given by

n n n
a+a+ Z P(i)é;/c’' = b+ infi + Zx,-P(i)ui.
i=1 i=1 i=1
The knowledge that (¢4, ..., ¢,) € ker(V) given by event E, reduces this equation to
n n
a+da=>b+ Zx,f,- + le-P(i)ui.
i=1 i=1

With the same notation P(X) = a + g(X) as above, this yields

n n n
a/+d=b+infi+Zx,'q(i)u,~+a/2x,-u,-. (+)
i=1 i=1 i=1

With the condition that event —E3 happens, equation (#) is a non-trivial linear equation in @ and
thus yields
n n n -1
a=|b-a+ le-fl- + Zx,-q(i)ul-) (1 - inui) ,
i=1 i=1 1

i=

since the second factor is non-zero. As a result, Az can efficiently compute @ = z; and thus solve
the co-OMDL instance with n — 1 oracle queries. Overall, we obtain

Pr[n-co-OMDL"™ = 1] = Pr[G} = 1 A E; A E2 A —E3].

The bound on the running time of algorithm Aj is obvious.

Algorithm A4 (&, par): Algorithm A4 works on input & = (g%, h%), i € [n], as follows.
It samples ¢ < Z, uniformly at random and publishes g = g’. It generates the polynomial
P(X) € Z,[X] honestly by sampling «; <— Z,, for all i € [¢] uniformly at random. It chooses
party P;’s public key pk; as pk; = &, for all j € [n]. In particular, it is x; = sk; = z;
for all j € [n]. Commitments C;, encrypted shares Y;, and NIZK proof n are computed

86



4.5. AGGREGATABLE PVSS SCHEMES

honestly and returned (which is possible, since the polynomial P(X) is completely known to Ay).
Random oracle queries m; are answered honestly by sampling r; < Z,, and returning H[m;] = r;.
Transcript oracle queries for k > 1 are answered honestly by sampling a polynomial f; « Z,[X]
of degree ¢ uniformly at random and running the distribution phase on it. Corruption queries are
answered with the help of the discrete logarithm oracle DL, (). A corruption query on party P;
is answered by computing DL, (pk ;) and returning the secret key sk;. It is not hard to see that
A,’s simulation of G is perfect.

Suppose that A4 wins G and that event £ A E» A E3 A—E4 happens. In particular, event =E4
implies that there is an index 7 € H such that u; # 0. Given the equation 1 = xju; + ... + X,Up
(%) defined by Ej3, algorithm A4 proceeds as follows. It queries the discrete logarithm oracle
DL,() on¢; foralli € H \ {i} and obtains x; for all i € H \ {i}. Therefore, A4 has knowledge of
x; foralli € H \ {i} UC = P \ {i} and computes the remaining value x; by the above equation
(#). As aresult, it solves the co-OMDL instance with n — 1 oracle queries. Overall, we obtain

Pr[n-co-OMDL* = 1] = Pr[G? = 1 A E| A Ex A E3 A —Ey].

The bound on the running time of algorithm Ay is clear.

Algorithm As(&, par): Algorithm As works on input & = (g%, h%), i € [n], as follows.
The simulation of the game G is identical to that of A; in particular As chooses the polynomial
P(X)=ap+ a1 X +...+a,X" suchthat g% = &,y forall i € ], and thus it is @; = z;4+ for
all i € [¢]. Again, As’s simulation of G is perfect.

Suppose that A5 wins G| and that event E; A E; A E3 A E4 happens. With the same notation
P(X) = a + q(X) as before, events E| to E4 yield the identities (note that u; = O for alli € H
by definition of E4)

d:b+ixifi+2xiq(i)u,-, 1 :inui~ (x)
i=1

ieC ieC

The latter implies that there is an index j € C such that x suy # 0. The first equation in the above
identity () is then equivalent to

q(f)=—L- b—d+inff+ Z xiq(i)u; |.
i=1

] O\

Algorithm As proceeds as follows. It queries the oracle DL () on input &1, &2, ..., &, and g9 (@)
foralli € C \ {J}. Note that since gFX) = g . g¢(X) = £, . g7(X) a]gorithm As can compute
(and hence query) g9 for any i € Zp. W.lo.g. we may assume that [C| = ¢ (otherwise, As
simply simulates, for itself, 7 — |C| corruption queries for random parties from #). As a result,
As can compute ¢ () from the above identity and has finally knowledge of ¢ + 1 points in the
range of [n] on the polynomial ¢ of degree ¢. In particular, As knows the coefficients of ¢, i.e.,
a) = 22,...,q; = Z;+1. From previous oracle queries it knows zy, z¢42, . . . , Z, and thus solves
the co-OMDL instance with 1 + (n—t—1) + (1 —1) = n— 1 queries to DL, (). Overall, we obtain

Pr[n-co-OMDL" = 1] = Pr[G? = 1 A E; A E2 A E3 A Eq].
The bound on the running time of algorithm As is obvious. m|
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To end the proof, consider algorithm B playing in n-co-OMDL as follows: B samples
i* « [5] and then internally emulates A;-. Clearly, B is an algebraic algorithm running in time at
most 7 (the running time of A;, 1 < i < 5). An application of the law of total probability yields

5
Pr[n-co-OMDLE = 1] = éz Pr[n-co-OMDL” = 1]
i=1
1 1 A
Zg l—l—))Pr[Gl = 1]
1 1,

where the last equality comes from the soundness error of the NIZK proof of knowledge of
discrete logarithm output by the adversary, one try for each random oracle query.

Finally, we elaborate on the simplifications made at the beginning of the proof, which then
completes our analysis. The first point was to assume that there is contribution in the aggregated
transcript from precisely one corrupt party. If we more generally assume contribution from

f <t corrupt parties, then the corresponding NIZKs yield f pairs of equations for af, ..., @ ¥
(instead of only @) as given in the identities (2”) and (}):

n n
Y e ’r_ N 7 r 7 T N
aic; =r;—a; —{b; E P(i)c; ;, aj—aj+é’bj+ E P(z)ci’j
i=1 i=1

for all j € [f]. By summation of these equations over j € [f] and observing that the last
queried challenge (w.l.o.g. the adversary queries and gets ¢/, . . ., c} in ascending order) is truly
independent from all the algebraic coefficients output by A for all previously queried challenges,
we can reduce to the single-challenge case that we already considered because ¢} + ... + ¢/

is now completely independent from the algebraic coefficients on the right-hand side of the
resulting equation. The second point was to embed the challenge in only one answer to the
transcript queries and that the adversary picks this transcript for his aggregate (which actually
only happens with probability at most 1/gx). We resolve this with the trick of embedding
this instance re-randomized into all transcript. That is, whenever in a simulation that embeds

&1, ...,& 41 into the polynomial f;, we instead embed & l(i), . ,.ft(i)l into polynomial f; for

i € [qx], where fj(.i) := ¢/ . gVii for uniformly at random chosen u; ;, v; j Z, for j € [t+1]
and i € [gr]. The initial algebraic equation coming from the forgery of the adversary is then
identical with polynomial P = f; replaced by f := Z?:kl fi. The corresponding coefficients are
then not DL, (¢;) = z; (fori € [t + 1]), but they are z; := (1121 ui jz; +v; j. Still, the reduction
can solve for the 2 in each scenario and thus compute the z; (since it chose the values u; ;,v; ;

by itself). This justifies our simplifications and completes our proof. |

We conclude with a theorem on the aggregated unpredictability of SPURT’s APVSS scheme.
The proof mostly follows the lines of the above one with some modifications. For this, we
observe that there are only two differences between SPURT’s and OptRand’s APVSS. (1) The
former assumes an additional generator /1 € G, (resulting in a total of four generators g, § € Gy,
h, h € G,) whose purpose being solely to help their security analysis, which is a reduction from
the decisional bilinear Diffie-Hellman (DBDH) problem. (2) The NIZK proof © = (c,r) of
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knowledge of @ = f(0) is replaced by n independently generated knowledge-sound NIZK proofs
i = {(ci,ri)} fori € [n] of discrete logarithm equality of commitment C; and encrypted share
Y; (thus obviating the need to compute n pairings for this task). Here, a challenge c;,i € [n],
is computed as the cryptographic hash H(C;, " C;*,Y;, h"iY;") defined by the non-interactive
Chaum-Pedersen X-protocol. We give a formal description of their scheme next and continue
with a security proof of it.

Let e : G X G, — Gr be an asymmetric pairing and independent generators g, § € G and
h,h € Gy. Let (pk;, sk;) be the key pair of party P; with pk; = h**. The dealer Py, with key
pair (pkp, skr) wants to share secret e(g, h*) for an @ « Z;,. The ADist algorithm takes
as input sk;, and public keys pk, ..., pk,,. It outputs the transcript 77 := {C;,Y;, 7; }ie[n]
defined as follows.

1. Sample f(X) :=a+ a1 X +...+a; X" « Z,[X] of degree 1.

2. Publish commitments C; = g/ € G, fori € [n]. Also publish encrypted shares
Y; = pk!' " € Gy fori € [n].

3. Compute NIZK proofs n; = Dleq(g, C;, pk;,Y;) of discrete logarithm equality for
i € [n]. Publish ; fori € [n].

The transcript verification algorithm Ver takes as input the public keys pk,...,pk,
(including pk; ) and transcript 7. It outputs 1 (accept) or O (reject). Let LC be the linear
code as defined in General Notation 4.3 and let £C* be its dual code.

4. Check that e(g,Y;) = e(Cj,pk;) for all i € [n]. Sample a random codeword
(V1,...,vs) € LC* and check that C" - ...- C)* = 1.

5. Check that the NIZK proofs ny, . . ., m, verify using keys pk, ..., pk, and H.

6. Output 1 if and only if all the above checks verify.

Figure 4.7: Aggregatable distribution protocol ADist and transcript verification algorithm
Ver of SPURT’s APVSS.

Theorem 4.5.3. If n-co-OMDL is (&, T)-hard in the AGM and DS is (&g, Ty, g5)-secure, then
the SPURT APVSSps is (¢',T',t, qi, qn)-aggregated unpredictable in the AGM+ROM, where
ex S8 A oL T rO().

6 6p

In the following, we explain how the proof differs from the proof of OptRand’s APVSS.
For this, we observe that there are only two differences between SPURT’s and OptRand’s
APVSS. (1) The former assumes an additional generator i € G, (resulting in a total of four
generators g, 8 € Gy, h, h € G,) whose purpose being solely to help their security analysis,
which is a reduction from the decisional bilinear Diffie-Hellman (DBDH) problem. In particular,
their PVSS scheme itself makes no use of this additional generator besides in the system
parameter generation. (2) The NIZK proof 7 = (¢, r) of knowledge of @ = f(0) is replaced
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On input the encrypted shares Y1, ...,Y,, the decryption Dec and reconstruction Rec
algorithms work as follows.

1. Using sk;, compute the secret share S; = h/() from Y¥; via extracting the root
S; = Yl.1 /% _Publish the decryption S;.

2. Upon receiving a secret share Sy from party P,, check that e(Ce, h) = e(g, S¢).
Otherwise, the secret share is invalid.

3. Upon receiving ¢ + 1 valid secret shares §; = k) from different parties, compute
S = h/©) via Lagrange interpolation in the exponent. Finally, the secret is computed
as e(g,S) € Gr and output.

Figure 4.8: Decryption Dec and reconstruction Rec algorithms of SPURT’s APVSS.

by n independently generated knowledge-sound NIZK proofs m; = {(c;,7;)}ic[n] Of discrete
logarithm equality of commitment C; and encrypted share Y; for i € [n] (thus obviating the
need to compute n pairings for this task). Here, a challenge c;,i € [n], is computed as the
cryptographic hash H(C;, g"*C;",Y;, K’iY{") defined by the non-interactive Chaum-Pedersen
Y-protocol. In particular, challenge ¢; depends only on the pair (C;, Y;) and does not establish a
connection to the whole transcript {C;,Y;, ... }ie[n]. In contrast to that, in Schoenmakers’ PVSS
scheme there is only one challenge ¢ for all n NIZKs that is computed as hash of the whole
transcript. The reason for SPURT’s choice of using n separate challenges is that the design of
their randomness beacon would not work otherwise, as we will see in the next section.

This choice, however, comes with a subtle nuance in the security analysis of SPURT’s
APVSS compared to the one from OptRand that we explain now. An argument in the analysis of
OptRand’s APVSS involves the observation that the challenge ¢ = H(g" ™, g%) for the proof of
knowledge of a is completely independent from the algebraic coefficients for g chosen by the
adversary. In the case of SPURT’s APVSS, the algebraic adversary could choose the algebraic
coeflicients for a tuple (C;, ¥;) (that is input into the random oracle H to obtain the corresponding
challenge c;) dependent from previously obtained challenges c; for different (C;,Y;), j # i, so
that our above argument does not apply directly anymore. We solve this issue by regarding the
on H last queried tuple (Cr, Yr) which gives a challenge c, that is truly independent from the
algebraic coeflicients for all previously queried tuples (C;, Y;) chosen by the adversary. This
allows us by summation over the algebraic equations coming from the n NIZKs to reduce to the
single-challenge NIZK case as is given in OptRand’s APVSS security analysis. Together with
the fact that the additional generator i € G, in SPURT’s APVSS is an auxiliary element used
only in their security analysis, allows us in the algebraic group model to transform the resulting
algebraic equations to the algebraic equations that arose in the analysis of OptRand’s APVSS,
thus getting SPURT’s APVSS aggregated unpredictability.

Proof. In the following, we explain how to adapt the proof for OptRand’s PVSS into one for
SPURT’s PVSS. To this end, we first recapitulate the differences between these two designs. (1)
SPURT’s PVSS assumes an additional generator i € G, (resulting in a total of four generators
g,8 €Gy, h, he G») which the scheme itself makes no use of besides in the system parameter
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We demonstrate aggregation for the first # + 1 parties Pq,..., P;+1. The algorithm Agg
takes as input the individual parties’ transcripts {C; ;,Y; j,7; j}iec[n) for party indices
J € [t + 1] and outputs an aggregated transcript AT := {C;,Y;};e[,]. In the following, let
U1, --., U+ denote the Lagrange coefficients for the set [¢ + 1] at the point x = 0, i.e.,
pi = I jeprepgy /(G — 1) fori € [ +1].

1. Fori € [n],compute C; :==C;1:...-CisyyandY; :=Y; 1 ... Y 4+1. Publish the
aggregated transcript AT := {C;,Y;}ie[n]-

The aggregation transcript verification algorithm AVer takes as input public keys
pky,...,pk, and an aggregated transcript AT := {C;,Y;}ic[n] as above. It outputs 1
(valid aggregated transcript) or O (invalid aggregated transcript).

2. Check as usual that {C;, Y; };e[»] verifies using the pairing. Output 1 if and only if all
these checks verify.

Note on aggregation verification. The aggregated transcript AT does not include any
NIZK proofs in contrast to OptRand’s scheme. However, to ensure security SPURT
introduces a novel collective verification mechanism in which the set of elements of the
individual transcripts 71, . . ., T;4+1 is distributed among all parties. This allows the parties
to collectively verify that AT is indeed an aggregation of single transcripts 71, . . ., T41-

Figure 4.9: Aggregation algorithm Agg and aggregation transcript verification algorithm
AVer of SPURT’s APVSS.

generation (its purpose is solely to help their security analysis, which is a reduction from
the decisional bilinear Diffie-Hellman (DBDH) problem). (2) The NIZK proof = = (c,r) of
knowledge of @ = f(0) in OptRand’s PVSS is replaced in SPURT’s PVSS by n independently
generated knowledge-sound NIZK proofs m; = {(c¢;,7;)}ie[n] Of discrete logarithm equality
of commitment C; and encrypted share Y; for i € [n]. Here, a challenge ¢; for i € [n] is
computed as the cryptographic hash H(C;, g""C;*,Y;, h"'Y") defined by the non-interactive
Chaum-Pedersen X-protocol. In particular, challenge c¢; depends only on the pair (C;, Y;) and
does not establish a connection or dependence to other elements of the transcript {C;, Y;, T}ic[n]-
In contrast to that, in Schoenmakers’ PVSS scheme there is only one challenge ¢ for all n NIZKs
simultaneously that is computed as the hash of the whole transcript.

Let A be an algebraic adversary that (&', 7', ¢, gk, gn)-breaks aggregated unpredictability of
PVSS. As in the previous proof, we make some simplifications. First, we assume that all parties
are honest prior to the execution of PVSS. Second, we assume that there is contribution from
exactly one corrupt party in the aggregated transcript. Third, we embed the co-OMDL instance
in only the first answer to the transcript queries. The justification of these three points is analog
to the one in the proof for OptRand’s PVSS. The adversary wins the aggregated unpredictability
game if it can predict the secret of the aggregation that it outputs at the end.

In the following, let C ¢ £ = {Py,..., P,} be the dynamic set of corrupt parties and
H = P \ C the set of honest parties. The game between a challenger and the adversary is the
same as in the previous proof with the following modifications as described above: (1) the system
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parameters are generated as (G, Gy, p, g, 8, h, fz), where e : G| X G, — Gy is an asymmetric
pairing of cyclic groups of prime order p with independent generators g, § € Gy and h, i € G»,
and (2) a transcript {C;, Y; }ie[n] is generated with n NIZKs proofs {r;};c[n]. At the end of the
game, A outputs an aggregated transcript AT along with a secret o* € Gr. As A is an algebraic
adversary, it returns the secret o* together with a representation

R O I A LI (YL R T LR M) LR UM L o ki

of elements in Z,, such that

n n

ot =e(g W) e(@, )| |e(Cmy | | elg.ph)®
i=1 i=1

n
| Tete. v - [ [e@pk -] Jea vy
i=1 i=1 i=1
n n
: l_l e(Ci,pk;)" - n e(Ci, ;)"
ij=1 i,j=1
n
ce(g, )" - e(@, ) - | [e(Ci e, (»)
i=1

All our simulations will generate /i € G, honestly by sampling £ « Z,;, uniformly random
and setting i = h’". By replacing the elements e(X, i) with e(X, h)¢ for X € {g,8,C1,...,C,},
the above equation reduces to the initial equation coming from the adversary’s forgery obtained
in OptRand’s PVSS proof. The only difference is that the coefficients for e(X, ) are shifted by
¢’ which sets no problem, since the reduction knows the value ¢’. The other modification to
OptRand’s PVSS proof comes from the n NIZKs output by the adversary corresponding to the
transcript of the contribution of the corrupt party (for the reduction, it simply simulates the n
NIZKSs for a transcript via n-time honest-verifier zero-knowledge (HVZK) simulation instead of
one time). Let the corresponding equations be the following.

F'(G)=a;+thj+ )y P()j/c; Vjeln], (v)
i=1

which come directly from the NIZKs 71} = (c;., r}) output by the adversary with degree-t
polynomial f” € Z,[X]. From the input to the random oracle, there are also the following
equations

f/(J) = aj+ ebj+ ) PG)c], Vi€ [n]. (M)
i=1

Without loss of generality we assume that the adversary queries the random oracle on the
corresponding group elements (C;,Y;) in ascending order starting from j = 1 up to j = n.
Since we assume that the adversary wins the game, its output transcript is valid and thus f”
is a polynomial of degree ¢. Therefore, once the adversary queried the random oracle on
the group elements (C;,Y;) for j € [t + 1], the other elements (C;,Y;) fori > ¢ + 1 can be
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computed (by the adversary) via Lagrange interpolation in the exponent and thus their algebraic
representations won’t give more information than needed. So we only consider the first 7 + 1
equations. An argument in the analysis of OptRand’s PVSS involved the observation that the
challenge ¢ = H(g" (7€, g?) for the proof of knowledge of @ is completely independent from the
algebraic coefficients for g® chosen by the adversary. In the above case, however, the algebraic
adversary could choose the algebraic coefficients for a tuple (C;, Y;) dependent from previously
obtained challenges c; for different (C;,Y;), j < i, so that the previous argument does not apply
directly anymore. We solve this issue by regarding the last queried tuple (Cy41, Y;4+1) which
gives a challenge ¢, that is truly independent from the algebraic coefficients for all previously
queried tuples (C;,Y;), i <t + 1 chosen by the adversary. Let uj, ..., u;+1 be the Lagrange
coeflicients for the set [# + 1] at the point x = 0. By Lagrange interpolation (and summation),
the equations (%) and (1) with the notation @’ = f”(0) reduce to

n n
o =a+lh+ Z PG) (G +Cin/cl,), o =a+eb"+ Z P(i)c],
i=1 i=1

with appropriately defined coefficients. In OptRand’s PVSS proof, event E, was defined by
(C1,...,Cn)/c" € Z, being in the kernel of the linear map V. We replace this condition by E;
defined by

(Cri+€1a/ci ys s Cnt +Cnnfci, ) €L,

’

being in the kernel of V. Since the coefficients (¢; 1, ¢; 2) for i € [n] are independent from ¢ 1
the same argumentation as in the previous proof applies and there is no other difference. With
the same simulations and same extraction of solutions to the OMDL challenge, the proof goes
through. This completes our proof. O

Remark 4.5.1. By breaking down our above proof, we find that it can be adapted to obtain a
security reduction (with the same parameters for tightness) from the plain discrete logarithm
problem assuming a weaker static adversary. The main idea being to embed the discrete logarithm
challenge ¢ € G into the public keys {pk; };c4s of honest parties (which is fixed from the very
beginning in the static corruption model) via pk; = " g" for uniformly random u;, v; < Z,
into the polynomial fi(X) = @9 + aX + ... + ;X" € Z,[X] chosen by the simulator via
g = &"igVi for uniformly random u;, v; < Z,,, or into the second generator § € G via § = ¢.
Using this technique, the above proof can be adapted accordingly for the static case to reduce
the security from the plain co-discrete logarithm problem (i.e., our asymmetric version of the
discrete logarithm problem). The same is true for the security proof of OptRand’s PVSS.

4.6 Application to State-of-the-Art Distributed Randomness
Beacons

In this section, we discuss the adaptive security of the state-of-the-art randomness beacon
protocols in their respective network models: OptRand [Bha+23] in the synchronous network
model, and SPURT [Das+22a] in the partially synchronous network model. In Appendix 4.6.2,
we provide a detailed discussion (including a comparison table) on existing work of randomness
beacons. We begin by formally defining a randomness beacon protocol.
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Distributed Randomness Beacon. A (distributed) randomness beacon is a distributed protocol
that allows a system of n parties to generate a sequence of unpredictable and unbiased random
values, one for each epoch. Each party P; has a local log that is defined as a write-once array
¥ = (X [1],Z:[2],...) with X;[£] being its beacon output at epoch £ > 1. Initially, each value
is set to L. We say that party P; outputs a beacon value in epoch ¢ if it writes a value on Z; [{].
A secure randomness beacon has to satisfy the following properties: consistency, availability,
bias-resistance, and d-unpredictability.

Definition 4.6.1 (d-Secure Randomness Beacon). Let RS be an epoch-based protocol executed
by n parties Py, ..., P,. We define the following security properties for RB:
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* Consistency. R® is (t, L)-consistent if the following holds whenever at most ¢ parties

are corrupted: if an honest party outputs a value o, € {0, 1} in epoch £ € [L], then all
honest parties output o in epoch £.

* Availability. R8 is (t, L)-available if the following holds whenever at most ¢ parties are

corrupted: for each £ € [L], every honest party outputs a value o € {0, 1}* in epoch ¢.

* Bias-Resistance. RB is (&,T,t, L)-bias-resistant if it is (z, L)-available, (¢, L)-consistent,

and the following holds for all algorithms A, D s.t. A corrupts at most ¢ parties and both A
and D run in time at most 7. Denote by Xa 1 the probability distribution induced by the
outputs of an honest party in an execution of RS until epoch L with A as adversary. Then

| Pr [D(o)=1] - Pr [D(u) =1]| <&,

o—2Za L

where Uy, denotes the uniform distribution over the L-fold Cartesian product of {0, 1}
with itself.

d-Unpredictability. R8B is (&,T,t, L, g, d)-unpredictable if it is (¢, L)-available, (¢, L)-
consistent, and for all £ € [L] and algorithms A that run in time at most 7 and make at
most g, random oracle queries, the following experiment outputs 1 with probabillity at
most & :

— Offline Phase. Foralli € [n], run Keys on input (par, i) to generate keys (pk;, sk;) <
Keys(par,i). Oninput par and {pk;};c[n], Areturns an index set C C [n] of initially
corrupted parties along with updated public keys {pk jYjec. Setpk; := pk ; forall
j € C. Initiate an execution of RS with A controlling parties in C.

— Random Oracle Queries. At any point of the experiment, A gets access to an oracle
that answers queries of the following type: When A submits a query m, check if
H[m] = L. If so, set H[m] « {0, 1}*. Return H|[m].

— Online Phase. Run R8 with A. When A outputs a tuple (o7, e) for an e > ¢, the
experiment ends with output O if there is an honest party that has output a value o4
for epoch ¢ + 1. Continue the execution of R$ for another e — ¢ epochs.

— Corruption Queries. During the online phase, A may corrupt a party P; by submitting
anindex i € [n] \ C. In this case, return the internal state of P; and set C := C U {i}.
Henceforth, A controls P;.
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— Output Determination. Return 1 if |C| < t,e > {+d, L > e, and 0, = 0.
Otherwise, return 0.

We say that RB is a (e, 7,1, L, gn, d)-secure randomness beacon protocol if it is (&, T, ¢, L)-
bias-resistant, (&, 7, t, L, g, d)-unpredictable, (¢, L)-available, and (¢, L)-consistent.

Discussion. We briefly elaborate on the security notions defined above. Consistency and
availability guarantee that each honest party outputs the same value o, € {0, 1}* in each epoch
e > 1. Bias-resistance guarantees that the beacon outputs are indistinguishable from uniformly
random numbers. This property ensures that the adversary has no power in biasing the beacon
output, even when controlling up to ¢ parties in the system. On the other hand, this notion does
not prohibit the adversary from learning the beacon output some epochs ahead of the honest
parties. That is ensured by the notion of d-unpredictability, which states that the adversary
does not learn the beacon output d epochs before the honest parties. Conversely, an adversary
could predict the beacon output some epochs ahead of the honest parties, e.g., by corrupting
the next ¢ leaders whose previously committed values determine the next ¢ beacon outputs as
in GRandPiper [Bha+21] or HydRand [Sch+20], without having the power to bias it. In our
notions, we introduce an epoch bound L upon which the randomness beacon protocol can run.

In the following, we introduce the notion of a weakly secure randomness beacon to capture
the properties of SPURT. Since the construction of SPURT allows the parties to output a bot
symbol L gg whenever the leader of an epoch does not behave correctly, the protocol does not
achieve full availability. Instead, every n epochs the randomness beacon outputs at least n — ¢
truly random outputs o; € {0, 1}* (and thus non-_Lgg values) and thus has a form of weak
availability. We adapt the other security notions of a randomness beacon accordingly.

Definition 4.6.2 (d-Weakly Secure Randomness Beacon). Let R% be an epoch-based distributed
protocol executed by parties Py, ..., P,. We define the following security properties for R$B:

* Weak Consistency. RB is (¢, L)-weakly consistent if the following holds whenever at most
t parties are corrupted: if an honest party outputs a value o € {0, 1}* U {Lgg} in epoch
¢ € [L], then all honest parties output ¢ in epoch .

* Weak Availability. RB is (t, L)-weakly available if the following holds whenever at
most ¢ parties are corrupted: for each £ € [L], every honest party outputs a value

or € {0,1}* U {Lgg} in epoch £. Furthermore, the sequence o, 0, ... of beacon
outputs has the following property: for all ¢ € [L — n], any n consecutive values
O¢+l, .- ., 0pepn contain at most ¢ values Lgg.

* Weak Bias-Resistance. RB is (&,T,t, L)-weakly bias-resistant if it is (z, L)-weakly
available, (¢, L)-weakly consistent, and the following holds for all algorithms A, D such
that A corrupts at most ¢ parties and both A and D run in time at most 7. Denote by Za 1,
the probability distribution induced by the outputs of an honest party in an execution of
RSB until epoch L with A as adversary. And denote by Uy, the uniform distribution over
the L-times Cartesian product of {0, 1}* U {Lgg} with itself. Then

|Pr[D(c) = 1] = Pr[D(u) = 1]| < &,
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where the probabilities are taken over all (o, u) € Xa 1 XUy, such that u; = Lgg whenever
o; = Lgg fori € [L]. This captures the condition that u is sampled from a distribution
with Lgg at all points where o < Xp_ 1 also has 1 gg.

* d-Weak Unpredictability. RB is (&,T,t, L, d)-weakly unpredictable if it is (z, L)-weakly
available, (¢, L)-weakly consistent, and the following holds for all algorithms A that corrupt
at most ¢ parties and run in time at most 7: A’s advantage in the d-weak unpredictability
experiment defined hereafter is at most €.

We say that RBis a (¢, T, t, L, d)-weakly secure randomness beacon protocol if it is (&, T, t, L)-
weakly bias-resistant, (g, T, t, L, d)-weakly unpredictable, (¢, L)-weakly available, and (¢, L)-
weakly consistent.

Definition 4.6.3 (d-Weak Unpredictability for RB). Let RSB be an epoch-based protocol as
defined above. For an algorithm A and an ¢ € [L], define the d-weak unpredictability experiment
d-wUnpred’%’g , as follows:

* Offline Phase. Initialize sets C = {} and H = P \ C. Run the parameter generation
algorithm on input A to obtain par. Run A on input par.

* Corruption Queries. At any point of the experiment, A may corrupt a party P; by
submitting an index i € . In this case, return the internal state of P; and set H = H \ {i},
C = C U {i}. Henceforth, A controls P;.

* Online Phase I. Run R8 for £ epochs until the first honest party outputs value op. Note that

A may also participate in the protocol through the corrupt parties. Let o = (071, ..., 0¢)
denote its output values and 7y its protocol transcript up to that point. Run A on input
(T¢, o).

* Online Phase II. When A outputs a value (07, e) for an e > £, run RS for e — ¢ further
epochs to obtain the output values (oy41,...,0.). Again, A may participate in the
execution of RS through the corrupt parties.

* Output Determination. Return 1if |C| <t,e >{+d, L > e, and 0, = 0, # Lgg.
Otherwise, return 0.

Define the advantage of A in the above experiment as

Advl;‘Q 8= Pr[d-wUnpred';‘e’é’ , =11,

where the probability is taken over all possible executions of RSB and all £ < L.

4.6.1 OptRand’s and SPURT's Beacon Design

We give a high-level description of the randomness beacons of interest, OptRand and SPURT.
We further provide formal descriptions in Figure 4.10 (OptRand) and Figure 4.11 (SPURT) in an
abstracted manner. We do this for two reasons: (i) the abstractions that we provide, capture the
most important building blocks of the beacons that are sufficient to understand them, and (ii) the
actual protocols contain a lot of involved consensus parts. For more details, we refer the reader
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directly to the respective papers [Bha+23; Das+22a]. Both protocols are built upon (respective)
leader-based state machine replication (SMR) protocols. In leader-based SMR, parties run a
protocol to agree on a public ledger. The protocol proceeds through epochs, where each epoch e
has a designated leader L. responsible for choosing the value to agree on for that epoch. In our
setting, L. will be instructed to gather and aggregate PVSS transcripts that other parties send to
it at the beginning of epoch e.

The protocol rotates through leaders in round-robin fashion (or using a randomized schedul-
ing) so that even a malicious leader cannot stall progress for more than one round. Whenever
L. is honest, parties are guaranteed to agree on a correct value for epoch e (where correctness
here refers to that of the aggregate transcript L, proposes). We stress that the details of these
consensus protocols are immaterial for the ensuing discussion. However, it is important to note
that while both OptRand and SPURT achieve only static security for their beacon constructions,
their underlying SMR protocols are adaptively secure. We elaborate more on this below.

Network Models. In a synchronous network as in OptRand, honest parties have local clocks
that move at the same speed. Protocols proceed in rounds of fixed and a-priori known length A
and parties start executing the protocol within A time from each other. Here, A corresponds to
an upper known bound on the network delay: hen an honest party P sends a message at time 7,
the message is guaranteed to be delivered by time 7 + A. In particular, messages sent by honest
parties cannot be dropped from the network and are always delivered. Thus, messages sent
at the beginning of a round r are guaranteed to be delivered by the end of round r. However,
the adversary has full control of the network subject to the above constraints and may deliver
some messages much faster, i.e., within time ¢ < A. In addition, the adversary is rushing and
may pick its messages after seeing the honest parties’ messages within a round. In SPURT, the
network is partially synchronous. This means that the network can have unbounded message
delays which are under full control of the adversary (however, messages of honest parties may
not be dropped). However, there is an unknown global stabilization time (GST), which occurs
eventually. After GST, the network behaves synchronously with parameter A as above.

OptRand. The protocol employs their APVSS scheme and an optimistically responsive extension
of RandPiper’s adaptively secure leader-based SMR [Bha+21]. This gives a communication
complexity of O(nt + An?) bits per consensus decision on a block of size ¢ bits. In each epoch
e > 1, the leader L, first collects ¢ + 1 valid PVSS transcripts from other parties, aggregates
them, and then puts the aggregate on the ledger. If L, does not put anything on the ledger or the
aggregate is invalid, parties blacklist L, from future leader elections. Apart from this policy,
parties adhere to a round-robin leader election. When the same party is elected as a leader L,/
in epoch ¢’ > e + ¢ the next time, parties take its previously published (valid) aggregate and
reconstruct the secret S.. The beacon output O, for epoch e’ is computed as hash O, = H(S,).
Finally, to ensure availability the first time a party is elected as the leader, the protocol relies on a
setup where parties start with agreed-upon buffers B(P;) for i € [n] that contain random PVSS
transcripts each. Ignoring the pre-processing phase for buffers, OptRand outputs a randomness
beacon value with a communication cost of O (An?) bits and optimal resilience ¢ < n/2 in the
synchronous setting.

SPURT. The protocol employs their APVSS scheme and a leader-based SMR protocol based on
HotStuff [Yin+19]. Adaptive security of this SMR protocol follows directly from the adaptive
security of HotStuff [Yin+19; Nay23b; Nay23a]. Furthermore, their SMR has a communication
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complexity of O(£n?) bits per consensus decision on a block of size ¢ bits. In each epoch
e > 1, the leader L, collects ¢ + 1 valid PVSS transcripts from other parties, aggregates them
and multicasts the aggregate. Additionally, L. distributes other parts of the collection of
t + 1 transcripts among the parties via the private channels such that each non-leader party
checks a disjoint part of the aggregation such that any subset of # + 1 honest parties collectively
checks the entire aggregation. For efficiency reasons, the SMR is only used for the hash of the
aggregate. Again, parties adhere to a round-robin leader election. However, SPURT does not
use a blacklisting strategy and a pre-processing phase for buffers and thus does not guarantee
availability. When the same party is elected as a leader L. in epoch ¢’ = e + n the next time,
parties take its previously agreed-upon aggregate and reconstruct the secret S, (in case the leader
did not behave correctly, parties do not output a beacon value for that epoch). The randomness
beacon value O, is computed as e(S,, &). Spurt outputs a beacon with a communication cost
of O(An?) bits and optimal resilience ¢ < n/3 in the partially synchronous setting.

4.6.2 Security Analysis of OptRand and SPURT

We prove that the state-of-the-art randomness beacons OptRand and SPURT are indeed adaptively
secure. In their respective papers, the authors only provide a security analysis against a much
weaker static adversary. For this, we employ our results from the previous section. For our
analysis, we consider the derived protocol SPURT+ which results from SPURT by hashing its
final output (OptRand hashes the reconstructed secret at the end anyway). This is necessary,
since our aggregated unpredictability notion allows the adversary to obtain partial information
about the secret. Thus, by hashing the result, we obtain a truly random beacon output (in the
random oracle model, which both protocols assume anyway).

Theorem 4.6.1. If the underlying APVSSps is (&,T,t, gk, qn)-aggregated unpredictable in the
AGM+ROM, then OptRand (SPURT+) is an (¢',T',t, L, q;l, 1)-(weakly) secure randomness
beacon protocol in the AGM+ROM, where

Proof. In the following, we provide a security analysis of the randomness beacons of interest.
There are four security notions to consider: consistency, availability, unpredictability, and
bias-resistance. Regarding the first two notions, their validity follows directly from the analysis of
the randomness beacon protocols in their respective papers [Bha+23; Das+22a] by additionally
noting that the underlying SMR protocols are already proven adaptively secure. The defining
reason is that consistency and availability (also called safety and liveness in the context of SMR
protocols) are exclusively part of the consensus layer and not affected by the security of the
underlying APVSS scheme. For the last two notions, we provide a reduction to the aggregated
unpredictability of the underlying APVSS schemes (which themselves reduce to the hardness of
n-co-OMDL as seen before).

To provide an intuition for the latter two notions, we have the following. Regarding 1-
unpredictability of the randomness beacons, we observe: until reconstruction of a secret S, in
epoch e, the hash H(S,) is uniformly random for the adversary A that corrupts up to ¢ parties and
does not break aggregated unpredictability of the underlying APVSS. Therefore, the inequality
for the parameter ¢ in the theorem directly follows from the results on the underlying APVSS
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Let# = {Py,..., P,} be the distributed system of n parties. All parties run the underlying
(responsive) state machine replication protocol SMR. The beacon protocol starts with
epoch e = 1.

e Setup Phase. Sete = 1 and let G := {Py,..., P,} denote the dynamic set of
potentially good leaders. Parties agree on a buffer B(P;) := {AT;} of a valid random
PVSS transcript for each i € [n].

* Leader Election. Use a round-robin leader election with respect to G. If an epoch
leader L, fails to publish a valid aggregated PVSS transcript on SMR, blacklist it
from future leader elections by setting G := G \ {L.}.

* Leader Proposal. Upon receiving ¢ + 1 valid PVSS transcripts from other parties at
the beginning of epoch e, the leader L, creates an aggregated PVSS transcript AT,
and publishes it on SMR.

* Buffer Update. Upon observing a valid aggregated transcript AT, published by the
leader L, of some epoch e, update the buffer B(L,.) := B(L.) U {AT.}. At the end
of epoch e, if no valid aggregated transcript was proposed for epoch e — ¢ by leader
Le_;, remove L._; from future leader elections by setting G := G \ {L.-+}.

* Reconstruction Phase. Upon entering epoch e with leader L., pick the aggregated
PVSS transcript AT, from B(L,) and run the PVSS reconstruction protocol on AT,
among all parties. Also update B(L,.) := B(L.) \ {AT.}.

* Qutput Generation. Upon reconstruction of the secret S, in epoch e, output the
beacon value p, = Hash(S,) € {0, 1}*.

On the Setup Phase. In order to agree on n valid random PVSS transcripts in their buffers,
parties can run the SMR protocol for an initial 2n epochs, after which the first epoch e = 1
of the actual randomness beacon starts. This ensures that by the time the beacon protocol
starts at least n valid aggregated transcripts are available to every party.

Figure 4.10: Distributed randomness beacon protocol OptRand described from the
view of party P;.

schemes from Section 4.5; the loss in 1/L comes from the reduction now guessing which of the
at most L beacon outputs the adversary can predict. This implies 1-unpredictability. To argue
bias-resistance, we observe that according to the above H(S,) is uniformly random to A up to
reconstruction of S., at which point it is fixed in the view of all honest parties and can no longer
be altered. The algorithm D gets strictly less information than A about all output beacon values
(since D only gets these values, but no information about the protocol execution). Therefore,
the uniformity of H(S,) for A prior to reconstruction of S, implies uniformity for D of H(S,)
under the same assumptions. In the following, we denote by RS the DRB of consideration, i.e.,
RB e {OptRand, SPURT}.

* (t, L)-consistency and (¢, L)-availability. From previous work [Bha+21; Yin+19; Nay23b],
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Let# = {Py,..., P,} be the distributed system of n parties. All parties run the underlying
(responsive) state machine replication protocol SMR. The beacon protocol starts with
epoch e = 1.

* Setup Phase. There is no setup phase of the protocol.
¢ Leader Election. Use a deterministic round-robin leader election for P.

* Leader Proposal. Upon receiving ¢t + 1 valid PVSS transcripts 71, . .., T;4+; from
other parties at the beginning of epoch e, the leader L, creates an aggregated PVSS
transcript AT, that consists of the commitments and encrypted shares only. It
publishes Hash(AT,) on SMR, multicasts AT, and additionally sends a part (AT,);
to party P; (see bottom explanation).

» Buffer Update. Upon observing a valid aggregated transcript AT, published by the
leader L. of some epoch e, update the buffer B(L,.) := B(L.) U {AT.}. At the end
of epoch e, if no valid aggregated transcript was proposed for epoch e — ¢ by leader
L._;, output Lgg as beacon output for that epoch.

* Output Generation. Upon entering epoch e with leader L., pick the aggregated
PVSS transcript AT, from B(L,) and run the PVSS reconstruction protocol on AT,
among all parties to obtain the secret S,. Output the beacon value p, = S, € {0, 1}*.
Additionally, update B(L,.) := B(L,) \ {AT,}.

On the Leader Proposal and Aggregation. The aggregated transcript AT, consists only of
the commitments and encrypted shares, the NIZK proofs are ignored for AT,. However,
the leader also sends (AT,); to party P; which is defined as the i-th part of the collection
{T1, ..., Tt+1} of individual transcripts including the NIZKs. Via quorum certificates the
parties can collectively verify that the aggregate AT, is indeed a valid aggregation of the

single transcripts 717, . .., T41.

Figure 4.11: Distributed randomness beacon protocol SPURT described from the view of
party P;.
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we know that the randomness beacon R builds upon an already adaptively secure SMR
(state machine replication) protocol. As a consequence, the analysis on (the weak variants
of) consistency and availability remains the same as in their respective papers [Bha+23;
Das+22a], since the security of the consensus layer is not affected by the security of the
underlying APVSS scheme.

(e’,T’,t, L, qpn, 1)-unpredictability. Let A be an algebraic adversary that breaks (&’, 7", 1,
L, gn, 1)-unpredictability of the randomness beacon protocol R8. In particular, there is
an epoch ¢ € [L] in which A outputs a prediction (o, e) for a future epoch e € [{ + 1, L]
such that o, = o, where o is the randomness beacon output for epoch e. We then use
algorithm A and its prediction to build an algebraic reduction R that breaks aggregated
unpredictability of the underlying APVSS. For this, we simulate an execution of RS for
the adversary A with the help of the oracles provided by the aggregated unpredictability
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game for APVSS. In the following, let C ¢ # := {Pi,..., P,} be the dynamically
changing set of corrupt parties and H := P \ C the set of honest parties. We consider
the following game of aggregated unpredictability of APVSS between R (with black-box
access to the randomness beacon predictor A) and a challenger C.

Building a Reduction. In the following, we describe the workings of our reduction R.
The challenger C provides R with public keys {pk;};c[n] along with system parameters
par. Before starting the simulation of the randomness beacon RS with A (having full
control over parties in C), algorithm R makes a guess which of the at most L beacon
outputs the adversary will predict. For this, the reduction samples a number ¢* « [L]
uniformly at random from the set [ L]. Then, R begins the offline phase of an execution of
KRB and runs A on input par and {pk;};c[n]- A returns an index set C C [n] of initially
corrupted parties along with updated public keys {ﬁk_i} jec, which R forwards to C. The
challenger sets pk; := pAkj for all j € C. Subsequently, R begins an execution of RS with
A controlling parties in C. At any point of the execution, A may corrupt a party P; by
submitting an index i € [n] \ C. In this case, R forwards this corruption query to C who
returns the secret key sk; of P; to R. Upon receiving this secret key, R forwards it to A
and gives A also full control over P;. Additionally, at any point of the execution of RSB,
A may query the random oracle H on input m;. In this case, R checks if H[m;] = L. If
so, it samples r; « {0, 1}* uniformly at random and returns H[m;] := r;. Now, for all
epochs € € [L] \ {e*}, algorithm R simulates an honest execution of RS on behalf of all
honest parties. For this, R samples on behalf of each honest party P; € H a polynomial
fi,e < Z,[X] of degree ¢ uniformly at random, runs the aggregated distribution protocol
ADist on it, and sends the corresponding PVSS transcript 7; ¢ to the leader L, of the epoch.
All other instructions of the randomness beacon protocol are also executed honestly. For
epoch e* € [L], however, R does the following. On behalf of all honest parties P; € H,
it queries the transcript oracle provided by C. More precisely, it submits (givePVSS, i)
for all i € H, upon which C returns PVSS transcripts 7; .-. Algorithm R uses these
transcripts to simulate the behavior of honest parties in the execution of RSB with A.
Denote the aggregated transcript of that epoch e* by AT,-. We define the event E by
e = ¢*. Obviously, we have Pr[E] = 1/L, since ¢* € [L] is sampled uniformly at random
and unknown to A. In case event E does not happen, R aborts the game with C and the
execution of RB. Note that this happens with probability 1 —Pr[E] = 1 —1/L. Otherwise,
A outputs with probability &’ a successful prediction (o7, e) such that o, = o before the
reconstruction of AT,«. Since 0. = H(S¢+), where S.- is the reconstructed secret of the
aggregated transcript AT,-, algorithm A must have queried the random oracle H on S,-
before outputting its prediction. As a consequence, it must have submitted S,- to R before
outputting o,~. Following the prediction output by A, R aborts the execution of RSB with
A and submits (AT,~, S.-) as a solution to C for the aggregated unpredictability game. R’s
success probability in breaking aggregated unpredictability of APVSS is then given by

e = Pr[AggPredﬁPVSs =1] > Pr[E] 'Pr[Unpredé\{B =1] - Z_ﬁ

’ ’
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where the negative summand ¢}, / 24 (which is equal to q;,/ p» since p has A-bit size) comes
from the fact that the hash H(S,+) € {0, 1}* could occur more than once in the list of q;,
queried hashes by A, in which case R cannot recover S.-. Regarding the running time
bound, R has to simulate each of the at most L epochs which comes with a computational
overhead of L - O (n?).

(&’,T’,t, L)-bias-resistance. We begin with the observation that D gets strictly less
information than A about the beacon outputs (since D only gets these output values and no
other information about the R8B protocol execution). Now, our previous analysis on the
1-unpredictability of the randomness beacon output for A, however, implies that even A
cannot distinguish the beacon output before reconstruction from uniform with probability
better than &’. As a result, D’s success probability in distinguishing the beacon outputs
from uniform is bounded by A’s success probability &’ in predicting the beacon output.
Thus yielding the desired (&’, T, t, L)-bias-resistance property.
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Appendix 4A: Related Work on Distributed Randomness Bea-
cons

In this appendix, we discuss existing works on distributed randomness beacons.

Distributed Randomness Beacons. Over the years, numerous (distributed) randomness beacon
protocols have been proposed, each having its own set of strengths and weaknesses, depending on
factors such as the network model, setup assumptions, desired efficiency and security properties,
and reliance on cryptographic tools or specialized hardware. We briefly categorize several
notable randomness beacon protocols found in the literature:

Table 4.1: Comparison table of existing distributed randomness beacon protocols.

Protocol | Network | Resil | Adapt | Unpred | Unbias | Commun | Crypto Primitive | Assump | Setup
Cachin et al. [CKS05] async 1/3 X v v 0(an?) Unique Th-Sig CDH DKG
RandHerd [Syt+17] async 1/3 X v v O(Ac?log(n)) | PVSS, Th-Schnorr DL DKG
Dfinity [Abr+18; Cam+21] | part sync | 1/3 X v v 0(an?) Th-BLS CDH DKG
Herb [CSS19] sync 1/3 X v v o(and) Th-ElGamal DDH DKG
Drand [Dra20] sync 12 X v v 0(An?) Th-BLS CDH DKG
Algorand [Gil+17b] part sync | 1/3 X Q(1) X O(Acn) VRF VRF CRS
SPURT [Das+22a] part sync | 1/3 X v v 0(An?) PVSS, Pairings DBS CRS
HydRand [Sch+20] syne 173 X r+1 v 0(n?) PVSS DDH CRS
Proof-of-Work [Nak08] sync 12 X Q(t) X O(An) Hash function Pow CRS
GRandPiper [Bha+21] sync 12 X t+1 v 0(an?) PVSS SXDH PoT
OptRand [Bha+23] sync 12 X v v 0 (an?) PVSS, Pairings SXDH PoT
RandShare [Syt+17] async 1/3 v v v o(an*) Async VSS DL CRS
RandChain [HY1.20] sync 12 v o) v 0(An?) Naka Consensus | VDF, POW | CRS
RandRunner [Sch+21] sync 172 v t+1 v 0(An?) Trapdoor VDF tVDF, DL CRS
BRandPiper [Bha+21] syne 1”2 | v v v 0(Afn?) Multi-VSS SXDH PoT

We explain the table. Resil denotes the Byzantine resilience threshold. Adapt denotes adaptive
adversary. Unpred denotes unpredictability. Unbias denotes bias-resistance. Commun denotes
communication complexity in bits. In RandHerd and Algorand, ¢ denotes the average size
of a randomly chosen committee. In BRandpiper, f < t denotes the actual number of faults
in the system. Crypto Primitive denotes the cryptographic primitives in usage. The prefix "Th-"
stands for threshold, and "Naka Consensus" stands for Nakamoto Consensus. Assump denotes
the underlying hardness assumption for the security proof. Setup denotes the setup assumption,
where "PoT" stands for powers-of-tau. We note that all protocols achieve availability.

* DKG-based protocols. These distributed randomness beacon protocols employ threshold
cryptography to generate random values. More specifically, the randomness beacon
output is a unique threshold signature on the hash of the epoch number. Typically, the
threshold BLS signature is used in conjunction with an initial distributed key generation
(DKG) phase. Most protocols in this category achieve a communication cost of O(1An?)
bits per beacon output when ignoring the setup phase. A significant drawback of these
protocols is their reliance on a DKG, which implies an expensive setup phase and limited
reconfiguration guarantees.

* VDF- and PoW-based protocols These randomness beacon protocols employ verifiable
delay functions (VDFs) or Proof-of-Work (PoW) to generate random values. VDFs are
functions that require a certain amount of time to compute but can be verified quickly.
While VDF-based protocols can offer high efficiency, they require specialized hardware
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to compute the VDF, which might not be accessible to all parties. The same applies to
PoW-based protocols, which have a very high computation cost. These protocols utilize
heavy and expensive cryptographic or hardware tools.

* Other protocols. These randomness beacon protocols do not rely on a DKG and do
not utilize heavy cryptographic tools such as VDFs. Most of these protocols employ a
PVSS or a VSS to generate random values. As such, they are reconfiguration-friendly,
efficient, and simple. With some exceptions, these protocols have cubic or even quartic
communication cost.

Protocols in the first category include [Dra20; CKSO05; Syt+17; Abr+18; Cam+21; CSS19].
Most of these works rely on the clever idea from Cachin, Kursawe, and Shoup, in which a
randomness beacon value in epoch e > 1 is computed as a unique threshold signature on Hash(e).
In more detail, each party P; generates a partial signature O'e(’) on the message Hash(e) and
sends this share to every other party. Upon collecting 7 + 1 of these partial signatures, any
party can locally compute the beacon output as a full signature o,. Cachin et al. works in
asynchrony and neither specifies the threshold signature nor the DKG. Dfinity works in partial
synchrony and uses threshold BLS together with a non-interactive DKG [Gro21]. Drand [Dra20]
works in synchrony and uses threshold BLS together with Gennaro et al.’s DKG [Gen+07].
Other threshold signatures are also employed: Herb works in synchrony and uses the threshold
ElGamal signature [DF90], and RandHerd works in asynchrony and uses threshold Schnorr
signatures with collective signing [SSO1; Syt+16]. For setup, all these protocols incur at least a
communication cost of O(An?) bits. Once the setup phase is finished, the protocols achieve an
improved communication cost of O (An?) bits per beacon output. The protocols in this category
are unpredictable and bias-resistance, but security is only guaranteed against a static adversary.
The most significant drawback of the protocols in this category is that they do not support
efficient reconfiguration. In case a party is removed from the network and another one joins, the
DKG must be run again among all parties. In particular, these protocols are not well-suited for
public permissionless blockchain environments.

Protocols in the second category include [HYL20; CD20; Sch+21; Cho+23; Bau+20;
BGB17; Dral8]. These protocols rely on computationally expensive tools such as Proof-of-Work
(PoW) [Nak08] and Verifiable Delay Functions (VDF) [Bon+18; Dral8] that require specialized
hardware and rely on strong and new assumptions about verifiable time-lock puzzles. Protocols
in this category are highly energy-consuming. These works essentially rely on the same idea, in
which it takes a certain amount of energy (in the case of PoW) or time (in the case of VDF) to
compute the next block or beacon output. VDF-based protocols rely on the assumption that the
adversary has no advantage over the honest parties in computing the VDF faster. PoW-based
protocols rely on the assumption that the adversary has less computational hash power than the
honest parties. RandRunner [Sch+21] works in synchrony and uses a trapdoor VDF. Such a
trapdoor VDF can generate unique function values efficiently with the knowledge of the trapdoor,
but takes some high specified time 7" otherwise. RandRunner is bias-resistant against an adaptive
adversary and has a communication cost of O(An?) bits per beacon output. However, it only
achieves (¢ + 1)-unpredictability, since an adaptive adversary can simply corrupt the next ¢
leaders and thus learn the beacon values for the next ¢ epochs. Other protocols in this category
such as RandChain [HYL20] that uses a combination of sequential PoW, Nakamoto Consensus
and VDF even achieve a communication cost of O (An) bits per beacon output while providing
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security against an adaptive adversary. Besides the high energy costs another drawback is that
the beacon output is only guaranteed to be 1/5-fair (1-fairness means that each party in the
system controls comparable power on deciding random outputs). Apart from that, it also suffers
from problems concerning blockchain-oriented attacks.

Protocols in the third category include [Syt+17; HYL20; Sch+21; Bha+21; Bha+23; Sch+20;
Das+22a; CD17; Dav+18; Gil+17b; Kia+17; AMM18]. These protocols are reconfiguration-
friendly and further do not rely on heavy tools such as PoW or VDF. Most notably are
HydRand [Sch+20], SPURT [Das+22a], GRandPiper [Bha+21], BRandPiper [Bha+21], and
OptRand [Bha+23]. We briefly elaborate on some of them. SPURT works in partial synchrony,
achieves bias-resistance and unpredictability against a static adversary, and has a communication
cost of O (An?) bits per beacon output. It relies on a pairing-based PVSS scheme and a modified
version of the HotStuff SMR protocol [Yin+19]. Since it relies on a PVSS scheme, it does not
provide security against an adaptive adversary. GRandPiper is a protocol from the RandPiper
family of randomness beacons. It works in synchrony, achieves bias-resistance against a static
adversary, and has a communication cost of O(An?) bits per beacon output. It relies on a
PVSS scheme and the RandPiper SMR protocol. However, against an adaptive adversary it
only provides (z + 1)-unpredictability (apart from the problem of adaptive security of the PVSS
scheme) and even against a static adversary it achieves only min(4, #)-unpredictability. HydRand
works in synchrony with sub-optimal Byzantine resilience threshold ¢ < n/3 and achieves a
communication cost of O(An?) bits. Similar to GRandPiper, it only provides bias-resistance and
(t + 1)-unpredictability against a static adversary. It relies on the Scrape PVSS scheme and the
repeated execution of a Byzantine agreement protocol. Since it uses a PVSS scheme, it also
suffers from the existence of a security proof against adaptive adversaries. BRandPiper is a
self-claimed better version of GRandPiper from the family of RandPiper protocols. It works in
synchrony with optimal-resilience threshold and provides complete security (i.e., unpredictability
and bias-resistance) against an adaptive adversary. It achieves a communication cost of O (1 fn?)
bits per beacon output, where f < r is the actual number of faults in the system. It relies on
an efficient VSS scheme and the RandPiper SMR protocol. In BRandPiper, the leader of an
epoch shares n secrets at once and for the beacon output parties reconstruct a random value
accumulating secrets from 7 + 1 different (previous) leader parties. The other only protocol in this
category that provides complete security against an adaptive adversary is RandShare [Syt+17].
It works in asynchrony with optimal-resilience threshold, and has a worst-case communication
cost of O (An*) bits per beacon output with best-case communication of O (An?) bits per beacon
output. It relies on a VSS scheme and a Byzantine agreement (BA) protocol. In RandShare,
parties run n independent Byzantine agreement instances in parallel, from which the beacon
value is then computed.

Appendix 4B: On the Hardness of co-OMDL in the Generic
Group Model

In this appendix, we provide a proof for the hardness of the co-OMDL assumption in the generic
group model (GGM). We assume that the groups are equipped with a pairing e : G| X G, — Gr.
In that case the adversary has access to an additional pairing evaluation oracle that on input
(u,v) € Gy X G, returns e(u,v) € Gr. Our proof is inspired from the original proof for the
hardness of the standard OMDL assumption in the GGM of Bauer et al. [BFP21].
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4.6.3 On the Necessity of the co-OMDL Assumption

We give two examples from the literature (including this work) and explain why the ordinary
OMDL assumption does not suffice anymore to provide adaptive security in the context of
asymmetric pairings. We believe this observation to be of high significance, since actual
implementations of pairing-based schemes do use asymmetric pairings for efficiency reasons.

Asymmetric PVSS Schemes. In our warm-up section, we gave a reduction from plain
unpredictability of Schoenmakers’ PVSS (which uses a group G with generators g, 2 and no
pairing is involved) to the hardness of n-OMDL. In the setting of Type 3 asymmetric pairing,
our reduction cannot rely on the n-OMDL assumption anymore. We explain the reason for that.
Summarizing our proof for Schoenmakers’ PVSS in Section 4.4.1, the reduction embeds the
OMDL challenge ¢ in the second generator £, the public keys pk, . .., pk, of parties, or the
degree- polynomial f € Z,[X] chosen by the dealer/challenger (in the plain unpredictability
notion, there is no aggregation involved). For the simulation to work, it needs to generate the
commitments g/ () and encrypted shares pklf @ fori e [n]. In the case where the reduction
embeds £ into the polynomial f, it relies on the knowledge of the discrete logarithm of / to base
g to compute the elements /() and from that generate the encrypted shares. This strategy also
works for symmetric (Type 1) pairings and Type 2 pairings where there is an efficient way to
map between g and h, even if these elements live in different source groups. However, for Type
3 pairings G| X G, — Gr, there is no such connection between generators g € Gy and h € G,
from different groups. Thus, the reduction is not able to compute 4/ ¥ from g/() (and vice
versa) and thus fails. This issue can be resolved by relying instead on the co-OMDL assumption
that simultaneously provides challenges with the same exponents in both source groups.

Asymmetric Threshold BLS. We recall the threshold BLS signature scheme. Given a symmetric
pairing ¢’ : G X G — G’ and a random oracle H : {0, 1}* — G, a threshold BLS signature
share o; from party P; on a message m is computed as o; = H(m)*i. Verification of o7 is done
by checking the equality e’(g, o) = e’ (pk;, H(m)). Now, the security reduction of Bacho and
Loss [BL.22a] embeds the OMDL instance either in the public keys pky, . . ., pk,, of parties or in
the answers H(m) to random oracle queries. In the first case, signature shares o; on a message m
are simulated by sampling r « Zj, uniformly at random and returning H(m)*% = (g%)" = pk’.
In the asymmetric version of the threshold BLS scheme, the underlying pairing e : G; XGy — Gr
is of Type 3 with public keys pk; € G; and hash values H(m) € G,. Since there is no connection
between the two source groups, signature shares cannot be simulated as before if the secret keys
are unknown to the reduction. More concretely, a signature share on m is o; = H(m)*%i = pki"
for an r € Z), and the generator i € G,. Obviously, there is no way to compute this value unless
h*%i is known. However, the public keys g**i are elements in G; and do not help in the Type 3
setting. Consequently, the simulation fails. We believe this issue can be resolved by relying
instead on the co-OMDL assumption that simultaneously provides challenges with the same
exponents in both source groups.

4.6.4 Proof of Hardness of co-OMDL in GGM

Theorem 4.6.2. Let A be an adversary that (e, T)-solves the co-OMDL problem of degree n in
the generic group model, making at most m group operation queries and q. pairing evaluation
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queries. Then

2m? 4(m+ q,)* 1
e< 1 4 (m + ge) +—.

T p-m? p—-4(m+gq.)? p

Proof. Let e : G; X G, — Gr be a pairing of prime order p cyclic groups with generators
g € Gy, h € Gy, and e(g, h) € Gr. And let A be an adversary that wants to break n-co-OMDL
defined for e : G; X G, — G7. We consider the generic group model (GGM). In the GGM, the
adversary does not see actual group elements of the form g* € G; with x € Z,,, but encodings
E1(x) of them, where E : Z,, — {0, 1}°2(P) is a random injective function corresponding to
the group G;. The same holds true for the groups G, and Gy with encoding functions E; and
Er, respectively. Furthermore, the adversary cannot compute the encoding of g* - g¥ from
encodings of g* and g”. Instead, it is provided with an group operation oracle that on input the
pair (E;(x), Z(y)) returns E;(x + y). The same holds true for the group G, and Gy with its
encoding functions. Additionally, the adversary can query the pairing on evaluations. That is,
on input a pair (Z(a), Z»(b)) which corresponds to (g%, h”), the oracle returns 7 (ab) which
corresponds to e(g, h)*? € Gr.

In their proof, the authors of [BFP21] observed the following. In general GGM proofs, the
challenger replaces the secrets (that the adversary is supposed to find) by indeterminates. For
instance in the case of the discrete logarithm problem, the challenger provides the adversary with
an encoding Z(X) of a group element gX where X € Z p[X] is an undefined variable instead of
an actual value x € Z,,. As long as the simulation succeeds, the adversary cannot distinguish
between gX and an actual group element g*. The idea is then, after the adversary outputs a
solution x” € Z,, to the discrete logarithm problem g%, the challenger chooses an actual value
X < Zp uniformly at random to replace X with x. However, an issue arises. During the game
the adversary queried the group operation oracle GC to compute several group elements, e.g.,
gX g%, g% (g%)7 - ¢, ... (note that the adversary can only query the oracle GC on input
two already computed group elements A, B along with a bit b € {~1, 1} to compute A - B”,
but we simply assume the adversary already computed the elements (gX)7, g> etc.). More
general, we assume that the adversary computed the group elements g¥#X) for i € [m] (where
m denotes the total number of group operation oracle queries) for polynomials P; € Z, [ X] of
degree 1. Obviously, different polynomials P; # P; correspond to different group elements and
thus different encodings &; # &; that the challenger provided the adversary with. However, if
the variable X is set to be defined X := x for the actual (uniformly random) value x € Z,, it
could happen that there are polynomials P; # P; such that P;(x) = P;(x). In that case, the
adversary detects incorrect behavior and thus the simulation fails. However, by the well-known
Schwartz-Zippel lemma, for a fixed pair (P;, P;) of polynomials P; # P;, the probability that
P;(x) = Pj(x) is the probability that (P; — P;)(x) = 0, which is at most 1/p by Schwartz-Zippel,
since x < Z, is chosen uniformly at random (after the polynomials P;, P; are defined). As a
consequence, when considering all O (m?) pairs of polynomials (P;, P i) with (i, j) € [m]? and
i # j, Schwartz-Zippel tells us that the simulation fails with probability at most m?/p which is
negligible. This is the original proof idea of Shoup [Sho97] (for the plain discrete logarithm
problem).

However, Bauer et al. observed that this technique does not suffice anymore in the OMDL
game. Again, the strategy is to replace the n-OMDL challenge X = (xi,...,x,) € Zy, with

independent indeterminates X = (X1,...,Xn) €Z,[Xy, ..., X,] from the n-dimensional ring
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Zp[Xy,...,X,]. In contrast to the discrete logarithm (DL) game, the adversary has access
to a discrete logarithm oracle DL, () that it can query on (encodings & = Z(a;) of) group
elements A = g% to obtain a; € Z,. In particular, if it queries the oracle DL, () on, e.g., a
challenge element g%, the challenger is forced to return an actual value x; € Z p and thus the
adversary gains (partial) information on the challenge X. Hence, the adversary can choose the
polynomials P; (after obtaining x;) dependent on x; and for this reason the Schwartz-Zippel
lemma does not apply anymore, since the polynomials Py, ..., P, may not be independent from
(x1,...,x,) anymore. However, the idea is that even though the adversary gains information on
X via its DLg4() queries, the total information can only encode a space of dimension ¢ < n in
Z;, where g is the total number of queries to DL, () (when we think of one DL, () query giving
the adversary one information on X). Let us informally encode this information in the space
L c Zj,. Following this, the intuition is that, when sampling X uniformly at random (when
the adversary queries DL, () on a newly g%, the challenger simply returns a uniformly random
x; < Zp), there is still one dimension in the vector left that is completely independent from all
the polynomials Py, ..., Py, and thus by (some form of) Schwartz-Zippel the probability that a
collision appeared somewhere outside of the space £ should be at most 1/p. Indeed, the authors
provide a technical lemma that exactly captures the above intuition and can be seen as some
form of the Schwartz-Zippel lemma that deals with polynomials of degree 1.

We will follow that idea. However, in our case, since there is a pairing e : G| X G, — Gr
involved, we have to deal with polynomials of degree 2 that appear in the target group
Gr. Precisely, when the adversary obtains encodings of polynomials P(X) via the group
operation oracle GC; in the group Gy, Q(X) via GG, in G (recall that X = (X (R , Xp) is
the list of indeterminates), then it can query the pairing oracle on (g” (X), hQ(X)) to obtain
e(gp(i), h(i)) =e(g, h)(PQ)(i) where PQ is now a polynomial of degree 2. We will deal with
this issue by carefully keeping track of three different lists, each for one group G, G, Gr, for
the simulation to go through. We also provide a generalization of their technical lemma to
incorporate polynomials of degree 2. However, the structure and simulation of our proof follows
the one of Bauer et al. with some adaptions to deal with the pairing. Our proof progresses through
a series of games that we describe now. In the following, we write Ep := {0, 1}'°2(P) for the
space of strings and we let generators be g; := g € Gy, g2 := h € Gy, and g7 := e(g, h) € Gr.
Foraset L = {Py,...,P4} CZp[X1,...,X,] of polynomials in n variables, we write Span(L)
for the Z,-subspace spanned by P, ..., P,, that is

Span(L) :={a1P1+ ...+ 4P, | a; € Zp}.

GaME Gg: This is the real game in the generic group model. First, the challenger C
initializes the challenge counter n := 0, the discrete logarithm oracle counter ¢ := 0, a group
operation oracle counter c¢; := 0 for the group G; for each group index j € {1,2,T}, the
pairing evaluation oracle counter g, := 0, the challenge vector X := (), and the field element
ao,; := 1 corresponding to the generator g; € G; for each j € {1,2,T}. The adversary has
access to an OMDL challenge oracle Chal, a discrete logarithm oracle DL, () in the group Gy,
a group operation oracles GC; in the group G; for each j € {1,2,T}, and a pairing oracle
e(—,—). For j € {1,2,T}, the challenger C has an encoding function Enc; that implements an
injective random function E; : Z,, — E, to return encodings of group elements (in the generic
group model). For this, the challenger initializes lists M for j € {1,2,T} that keeps track of
already assigned encodings &; ; := Z;(a;) for a field element a; € Z,, corresponding to the
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group element g;.l" € G;. Each time the function Enc; is called on a field element a; € Z,, it
returns &; ; if a; is already assigned an element ¢; ;. Otherwise, it returns a uniformly random
&ij «— Ep \ {éx jtr<i and updates M; := M; L {(&; j,a;)} where LI means that the pair
(&i,j,a;) is appended to the list M with associated index i. For each j € {1,2,T}, these lists
M are initially empty and the challenger inserts uniformly at random chosen & ; « E, strings
for to represent the generators g; € Gj, i.e., it updates M; := M; L {(&o,;, 1)} for each j. By
abuse of notation, we may sometimes write a; € M; or & ; € M; to mean (&; ;,a;) € M;.

If the adversary calls the group operation oracle GC; for an j € {1,2,T} on input (£, &', b)
where b € {0, 1} is a bit (which indicates if the actual group operation A - A’ should be computed
or the inverse A - A™!), the challenger returns L if £ ¢ M joré& ¢ M; (because the group
operation can only be queried on already known group elements). Otherwise, it updates the
group operation counter ¢; := c¢; + 1 and returns Enc;(ay) where ay := a; + (—l)ba; where
k := c; and a;, a; are the representatives for &, £’, respectively. This captures the idea that
the challenger keeps track of already returned (encodings of) group elements so that it does
not assign different values &; ; # &/ ; to the same group element. Further, if the adversary
calls the pairing oracle on input (¢; 1, & 2) corresponding to the pair (gfi, g;j ) € G| X Gy, the
challenger returns L if & 1 ¢ M or &; 5 ¢ M, (one of the two input elements are not assigned
and thus unknown to the adversary at this point). Otherwise, it updates cr := cr + 1 and returns
Encr(a;a;) where the value a;a; € Z, is considered modulo p as usual. If the adversary calls
the challenge oracle Chal, update the challenge counter n := n + 1, sample a challenge x,, < Z,
uniformly at random, update the group operation counters ¢; := ¢y + 1 and ¢, := ¢ + 1 (since the
challenge is provided in both source groups G and G»), return Enc (a.,) and Ency(a.,) where
dc, = xp and a., = xp, and update the challenge vector X Ll {x, } (append the element x,, at the
end of the vector X). This captures the idea that the challenger samples a new random challenge
X5 (resulting in the total challenge (x, . ..,x,) up to that point), and returns (an encoding of)
the corresponding group elements in G| and G,. Finally, if the adversary calls the discrete
logarithm oracle DL () on input ¢ (which operates in the group G; only), return L if & ¢ M;
(that is, the element £ is unknown to the adversary or not in the group G;). Otherwise, update
the discrete logarithm oracle counter g := g + 1, set v := a; where i = mingcc,1{§ = §k.1}, and
return v. This captures the idea that the challenger returns the to ¢ already assigned value a;.

The following game is where we (acting as the challenger) introduce polynomials and the set
of polynomials L C Z,[Xj,..., X,] that encodes the information the adversary gets through
the discrete logarithm oracle queries. Initially, the set L is empty. For instance, if the adversary
queries DL, () the first time on input Z; (X;) corresponding to the group element gX!, we return
a uniformly random x; < Z,, and update L := L U {X; — x1}. If the adversary queries DL, ()
the second time on input Z;(3X; + 4), we are supposed to return the element 3x; + 4. For
this, we simply consider the Z,-subspace Span(1, L) ¢ Z,[Xi, ..., X,] spanned by 1 and the
polynomials in L. The composition 3X; + 4 = (3x; +4) + 3(X; — x1) lets us return the value
3x1 + 4 if DLg() is queried on 3X; + 4. This strategy just ensures that we do not sample a new
uniform value x, < Z,, to answer the discrete logarithm query on Z;(3X; +4). In that case, the
adversary would detect incorrect behavior directly. Recollecting the idea of the GGM proof for
the discrete logarithm problem, the simulation aborts when there is a pair P; # P; such that
P;(¥) = P;(x). For the OMDL problem, the simulation of Bauer et al. allow the existence of
pairs P; # P; for which the current knowledge of X allows to deduce P;(X) = P;(X) (this is
necessary, since the adversary adaptively obtains information on X and thus can construct such
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polynomials). However, if P; — P; ¢ Span(L) and still P;(X) = P;(X), then the simulation
should abort. On the other hand, if P; — P; € Span(L), then obviously P;(X) = P;(x). Hence,
the event P;(X) = P;(X) can be phrased as P; — P; € Span(L) in the OMDL game. As a further
consequence, if a new polynomial P; (which replaces the scalar a; that corresponds to the group
element g%/) is getting encoded, their simulation sets &; := &; if there is an index i € [j — 1]
such that P; — P; € Span(L) (since this corresponds to the event P;(X) = P;(X) in the plain
discrete logarithm game). On the other hand, the simulation fails if there is a pair of polynomials
P; # Pj such that P; — P; € Span(L) but &; # &;. Since we have now three groups and a
pairing, this argument adapts slightly. For this, we let Py 1, ..., Py, .1 be the polynomials the
adversary constructs in the group Gy, and Pj 5, ..., Py, 2 the ones that it constructs in G, and
Py, ..., Py, 1 the ones that it obtains in G7. Note that the P; | and P; » are polynomials of
degree 1, but the P; 7 are polynomials of degree 1 or 2 because of the pairing. In this case,
the simulation fails if there is an £ € {1,2,T} with a pair of polynomials P; ; # P; ¢ such that
Pi¢—Pj¢ € Span(L) but & ¢ # & ¢. This will be the idea for the final game. But before that,
we will formally define an intermediate game that tells the simulation to abort when it finds a
collision among some P; o # P; ¢ evaluated at X while P; ; — P, ; ¢ Span(L). For this game,
we will derive a technical lemma that bounds the probability of simulation failure and thus
bounds the statistical distance between games Gg and G;. Afterwards, we will define the final
game and show that the intermediate and final game are equally distributed. Having obtained
that, we upper-bound the probability of the adversary in winning the final game.

GaME Gq: This is the intermediate game. We introduce polynomials P; ; that replace the
scalars a;, the set of polynomials L C Z,[Xj, ..., X,,] that encodes the information the adversary
gets through the discrete logarithm oracle queries, and the abort condition that tells the simulation
to abort if it finds a collision among a pair of distinct polynomials whose difference does not lie
in the span Span(L) of L. Apart from that, there is no difference to the previous game. For this
reason, we will keep the following description short. The challenger C initializes as usual n := 0,
q:=0,cj:=0foreach j € {1,2,T}, g := 0, X := (). Additionally, the challenger initializes
polynomials Py ; := 1 for j € {1,2,T} instead of scalars ag,; and an initially empty set L := 0.
The adversary has access to the oracles Chal, DL, (), GC; for j € {1,2,T}, and e(—, —). For the
encoding functions Enc;, the challenger has its bookkeeping lists M for j € {1,2,T} that keep
track of already assigned encodings &; ; := E;(P; ;) for a polynomial P; ; € Z,[ X1, ..., X,]
corresponding to the group element gfi’j € G;. Additionally, the challenger C checks for each
new request Enc; (P ;) if there exists an already assigned polynomials P; ; withi € [¢—1] such
that P, ; — P; ; € Span(L). In that case, it sets &7 j := &; ;. (Otherwise, it sets & j < E, \ M
to a uniformly random string that has not already been assigned). If the adversary calls the
challenge oracle Chal, update n := n + 1, sample a new indeterminate X,, and a value x,, < Z,
uniformly at random (this value should help the simulation to abort directly when it finds a
collision), update c; := ¢y + 1 and ¢, := ¢ + 1 (since the challenge is provided in both source
groups G; and Gy), return Enc(P,,,;) and Ency (P, 2) where P., 1 := X,, and P, > := X,,,
and update X LI {x, }. On the other hand, if there is a polynomial P; ; with i € [¢ — 1] such that
P¢ j — P;; ¢ Span(L) but with a collision P, j(X) = P; j(X), then the simulation aborts the
game. We will after the definition of this game bound the probability that this happens. For
J € {1,2} with groups Gy, G,, the polynomials are of degree 1 so that the technical lemma of
Bauer et al. applies. However, in the case of Gr, these polynomials can be of degree 2, so that
we have to come up with a new lemma that captures also quadratic polynomials. To upper-bound
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the final probability that a collision occurs in any of the three groups, we simply sum up the
individual probabilities.

Continuing with the game, if the adversary calls the group operation oracle GC; for an
J € {1,2,T} on input (£,¢’, b), the challenger updates c; := c¢; + 1 and returns Enc; (P ;)
where Py j := P; ; + (—1)?P;/ ; where k := ¢ and P; j, Py ; are the representatives for &, ¢/,
respectively. (In case one of the inputs is invalid/not already assigned, the challenger returns L
as usual). If the adversary calls the pairing oracle on input (&; 1, £, 2), the challenger returns L
or it updates ¢z := cr + 1 and returns Encr (P; 1 P} 2). We point out that this is exactly the point
where the quadratic polynomials appear. Finally, if the adversary calls the discrete logarithm
oracle DLg () on input & (which operates in the group G only), return _L if the input is invalid and
otherwise do the following. Let i € [c;] be such that & = &; | with corresponding polynomial
P; 1. Setv :=P;(X). If P;; € Span(l,L), thenlet P; | = ap + @101 + ...+ ag-1Q4-1 be
the decomposition of P; ; in the Z,-subspace Span(1, L), where the coeflicients are ay € Z,
and update v := ag. Return v, set Q, := P; 1 —v and L := L U{Q,}. This captures the idea
that the challenger should be consistent with its answers to discrete logarithm oracle queries in
case the adversary queries for redundant information (if A asks for the discrete logarithm of X
to get x1, and then asks for 3X1, the challenger should always return 3xy).

In the following, we will upper-bound the probability that the simulation aborts the game. That
is, we will bound the probability that foran j € {1,2, T’} there is a pair of polynomials P ; # P; ;
such that P, j — P; ; ¢ Span(L) but P, ;(X) = P; j(X). For this, we will need two lemmas.

We introduce some notation. For a polynomial P € Z,[X{, ..., X, ], we let the corresponding
calligraphic # denote the zero set of the polynomial in Z”, i.e., P := {X € z, | P(x) = 0}.
Lemma 4.6.3. Let Dy,...,D,;,Q1,...,Qq+1 € Zp[X1, ..., Xn] be polynomials of degree 1

(i.e., linear polynomials). Also let
c:=( @)\ (U o)
i€lq] ie[m]

be the set of points at which all polynomials Q; vanish but none of the polynomials D; do.
Assume that Qg1 N C # 0 and that (Q1 N ...NQy) € Qq+1. IfX € Z), is sampled uniformly at
random from the set C, then

-m N 1
P2 < PrQgn(®) = 0] < ——.
P p—m
Proof. See Bauer et al. [BFP21] on page 9. O
Lemma 4.6.4. Let Q1,...,Q, € Z,[Xi, ..., Xn] be polynomials of degree 1, and let Dy, . . .,

Dy, Qg1 € Zp[Xi, ..., Xu] be polynomials of degree d; € {1,2} (i.e., linear or quadratic

polynomials). Also let
c=(1a)\ (U 2)

i€(q] ie[m]

be the set of points at which all polynomials Q; vanish but none of the polynomials D; do.
Assume that Qg+1 NC # 0 and that (Q1 N ... N Qy) & Qy+1. If X € Z}, is sampled uniformly at
random from the set C, then

p —4m o 4
o <P (M =01 <
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Proof. Since X is sampled uniformly at random from the above non-empty set C, it is Pr[x €
Qq+1] = 1Q4+1 N C|/IC|. In the following, we bound both these set sizes. We begin with C. In
the following, we write FF,, := Z,, for the field of p elements.

We let Q := Njc[4]Q; be the affine space with dimension d (note that the polynomials
Q1,...,0Q4 are of degree 1). By assumption we know that Q is non-empty, otherwise C would
be empty. In particular, Q contains p? elements. We write the set C as

c=a\(|J@no)

ie[m]

For ani € [m], we want to upper-bound the size of the set Q N D); and at the end sum up over all
i € [m] to obtain a bound on C. For this, we fix an i € [m] and consider Q N D;. There are two
cases two consider: (i) the polynomial D; is of degree 1, and (ii) the polynomial D; is of degree
2. The first case is easy to handle, which we do now. Obviously, @ cannot be contained in D;,
otherwise we would get C = 0. Therefore, either Q N D; = O or @ N D; is of dimension d — 1
(since D; defines a hyperplane in F)). In both cases, the space contains at most 91 elements.
And as a result, we obtain by summing over all i € [m] the bound

p!=mp?t<iCl < p?. (D
The second case (ii) is more complicated, since D; does not define a hyperplane anymore but a
hypersurface of degree 2 and linear algebraic methods do not apply anymore (as was done above
for the case where D; is of degree 1). Additionally, since D; defines a multivariate polynomial
of degree 2, its vanishing set intersection with Q can contain more points if D; was of degree
1. As a result, the union over the sets Q N D; could be close to Q so that their set-theoretic
difference C could be very small (e.g., of size 1). This, however, would result in a lower-bound
|C| = 1 which would have a devastating effect on our probability bound, since that would yield
Pr[X € Q+1] = 1Q4+1 N C|/|C| < 1, giving us no way to properly bound the probability of
simulation failure in our security game. Our intuition, however, tells us that the set Q N D;
for a degree 2 polynomial D; should only be about twice (or some other constant factor) as
big as if D; was of degree 1. Indeed, we back up this intuition by escaping the realm of linear
algebra to enter the realm of algebraic geometry. In the following, let D; be a polynomial of
degree 2 and let Fp be the algebraic closure of the field F,,. We will pass to the n-dimensional
projective space P" (Fp) over the field Fp to analyze the zero set Q N D;. In order to do so, the
polynomials Q1, ..., Q4 and D; are homogenized and considered in Fp [X1,..., Xy, Xo] where
X is a new variable that homogenizes the polynomials. Now we can do algebraic geometry. We
denote by d < n — g the dimension of the variety Q which is simply a complete intersection of
hyperplanes. Again, Q cannot be contained in 9;, otherwise we would get C = 0. Therefore,
either itis Q N D; = 0 or Q N D; defines a projective variety of dimension d — 1. The reason for
the latter is: Since Q € D; and Q N D; # 0, the set Q N D; is a proper closed subvariety of Q
and thus of dimension < d (see any textbook on algebraic geometry, e.g., Hartshorne [Har77]).
On the other hand, since any new equation cuts out at most one dimension, and 9; is defined by
one equation, the intersection @ N D; drops by at most one dimension (cf. Gathmann [Gat21]).
Since we want to upper bound the size of Q N D;, we ignore the case Q N D; = O of empty
intersection (anyway, this gives the trivial bound |Q N D;| < 0). An important tool in the study
of Fp -rational points on an algebraic variety is Bezout’s inequality [Cat92; Ful98] which states
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that for two (projective) varieties V and W, the following inequality holds:
deg(VNW) < deg(V) - deg(W).

For our variety Q N D; this gives a degree of at most 2, since Q is defined by polynomials of
degree 1 and D; by a polynomial of degree 2. A long line of works in mathematics has studied
estimates on the number of F,-rational points on a projective variety V C P", which even goes
back to the fundamental work of Deligne [Del74]. Extending classical results [LN96], Cafure
and Matera [CMO07] find an elementary bound on this number depending on the degree ¢ and
dimension r of V.

Theorem 4.6.5. Let V C P" (Fp) be a projective variety of dimension r and degree 6. Then the
following estimate on the number V(F,) of F,-rational points on 'V holds:

[V(Ep)| <6 - [P (Ep)|=d(p" +...+p+1).

In our case, we have for the degree ¢ = deg(Q N D;) < 2 and for the dimension r =
dim(Q N D;) = d - 1. Given the above bound, we find the resulting bound over F,,

QND;| <s(p? ' +...+p+1)<26p? ! <4pdl.
As aresult, we obtain by summing over all i € [m] the bound
p? —dampt <|C| < p. 2)

Next, we want to bound the size |Q,+1 N C|. We define the intersection set Q" := Q N Qg41.
Again, there are two cases two consider: (i) the polynomial Q4 is of degree 1, and (ii) the
polynomial Qg4 is of degree 2. The first case is easy to handle, which we do now. By
assumption Q € Q+1, and therefore Q. cuts out one dimension of Q, i.e., dim(Q") = d — 1
where as before d := dim(Q). For a fixed i € [m], using the same techniques as before applied
to Q" now (instead of @), we find the bound

p —dmp?T? < 1@ nC < p?. (3)

In the second case, we directly pass to the projective space P over the algebraic closure Fp.
The only difference now is that we directly apply Theorem 4.6.5 to the variety Q" (which is now
of degree 2 by Bezout) and then to the varieties @ N D; (which is now of degree 4 by Bezout).
With the updated degrees of the respective varieties, the same calculation as before gives

4pt =t —8mp?? < |Quu1 N C| < 4p?l. (4)
Taking all bounds (1)-(4) together, we finally obtain
p?—damp?~' <|C| < p4,
pdt —4mp4—? < |Qg+1NC < 4pd-T,
Combining these identities, we obtain

d-1 _ -2 1Q...NC d-1
p 4mp < | g+1 | < 4p

p? ooler T opd—Ampd-!
p—4mS|Qq+1ﬁC|S 4
p? ICI p—4m
This completes the proof of our technical lemma. |
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We continue with our sequence of games. We now compare the statistical distance of games
Go and G;. Recall that the simulation in game G, aborts when it finds a collision among
a pair of distinct polynomials in one of the groups Gi, G,, Gy. More concretely, let us for
J € {1,2,T} define the event F; as: There exists an i € [c; — 1] such that P, ;(X) = P; j(X)
and P, ; — P; j € Span(L). As the group operation oracles are called at most m times, we get

Advéo < Advél +mPr[F|] + mPr[F;] + (m + q.) Pr[F3]. (#)

We upper-bound the probability Pr[F;] that event F; happens. Before a call to Enc;,
the oracle defines P.; ;. We fix j € {1,2,T} and consider a fixed i € [c; — 1] and let
Pj := P, j — P; j. We want to use our two technical lemmas to bound the probability that
P;j(X) = 0 while P; ¢ Span(L). Therefore, we let L := {Q1,...,Q,} with the Q;’s being
defined as in Gy and Q441 := Pj. According to Bauer et al., we further observe that the
adversary A knows P; ;(¥) # P;, ;(X) when &, ; # &;, ;. By writing D; := P; ; — P;, ; for
iel:={(i1,ir) € [cj =117 | &,.; # &7}, we know that A knows D+(X) # 0. Using previously

defined notation, we get that
tec=(a)\(Jo)
i€[q] iel

The same argumentation as in [BFP21] on page 17 ff. allows us to use our technical lemmas.
Since for j € {1,2} in the group G; all appearing polynomials are of degree 1, we can directly
apply the more straightforward Lemma 4.6.3. In the case j = T for the group Gr the appearing
polynomials can be of degree 2, so that we need to apply the more complicated Lemma 4.6.4.
We will now apply these lemmas. For j € {1,2}, we obtain

1
27

Pr[P;(¥) = 0] <

since there are at most m? elements in the set 7 which define the polynomials D-. Since we fixed
ani € [c; — 1] to define P}, we get the following when running over all such indices i < m:

m Pr[F>] < ——

Pr[Fi] <

p—m?’ p—-m?

On the other hand, for j = T in the group G with quadratic polynomials, we obtain
PrLP; (D) = 0] < ———
r[P;(¥) =0] < ——,
! p—4(m+gq e)z
since the queries to the pairing operation give additional g, polynomials (i.e., the set [ is of size
(m + g.)?). Running over all possible i < (m + g.), we obtain
4(m +
Pr{Fy] < —Untde)
p—4(m+q.)
Combining all these identities, (#) then reduces to

2m? 4(m + qe)2
p-m?> p—4(m+q.)?

Advé0 SAdV(A;l +
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We end with the final game G, which is described as G4 in Bauer et al.’s proof. In this
game, we completely get rid of actual values for the challenge X = (xy,...,x,) and only use
polynomials. The only use of X in the previous game G| was in the abort conditions in the
encoding function and how to sample the answer v to an discrete logarithm query. However,
as already noted previously, we can transfer these events to the discrete logarithm oracle by
letting the simulation to abort when it finds a collision among a pair of polynomials P; ;o # P; ¢
such that P; r — P , € Span(L) while &; 0 # £, ¢ foran ¢ € {1,2,T}. As observed by Bauer
et al., the abort conditions in G and G, are indeed equivalent from the view of the adversary.
Furthermore, the authors also show why it is possible to sample v < Z,, uniformly at random
when there is no X involved anymore. Therefore, we can define the final game now.

GaME G;: This is the final game. We will keep the following description short (since
there is barely a difference to the previous game). The challenger C initializes as usual
n:=0,q:=0,c;:=0foreach j € {1,2,T}, g, := 0, X := (). Additionally, the challenger
initializes polynomials Pg ; := 1 for j € {1,2,T} and L := 0. The adversary has access
to the oracles Chal, DL, (), GC; for j € {1,2,T}, and e(—,—). For the encoding functions
Enc;, the challenger has its bookkeeping lists M; for j € {1,2,T} that keep track of already
assigned encodings &; j := E;(P; ;) for a polynomial P; ;. The challenger C checks for each
new request Enc;(Py ;) if there exists an already assigned polynomials P; ; with i € [¢ — 1]
such that P, ; — P; ; € Span(L). In that case, it sets & ; := & ;. (Otherwise, it sets
ée,j < Ep \ M; to a uniformly random string that has not already been assigned). If the
adversary calls the challenge oracle Chal, update n := n + 1, sample a new indeterminate X,,,
update ¢y := ¢y + 1 and ¢; := ¢ + 1, return Enc (P, 1) and Ency (P, 2) where P, 1 := X,
and P, > := X,. Furthermore, if the adversary calls the group operation oracle GC; for an
J € {1,2,T} on input (&£,¢, b), the challenger updates ¢; := c; + 1 and returns Enc;(Py ;)
where Py j := P; ; + (—l)bP,v,j where k := c; and P; ;, Py ; are the representatives for £, &’,
respectively. (In case one of the inputs is invalid/not already assigned, the challenger returns L
as usual). If the adversary calls the pairing oracle on input (¢; 1, & 2), the challenger returns
L or it updates ¢ := cr + 1 and returns Ency(P; 1P, »). Finally, if the adversary calls the
discrete logarithm oracle DL, () on input & (which operates in the group G; only), return L
if the input is invalid and otherwise do the following. Let i € [c;] be such that ¢ = &; | with
corresponding polynomial P; ;. Sample v < Z, uniformly at random. If P; ; € Span(1, L),
thenlet P; | = ap + @101 + ...+ ay-104-1 be the decomposition of P; | in the Z,-subspace
Span(1, L) and update v := ag. Set Q, := P;; —vand L := L U {Qg}. If there is a pair of
polynomials P;  # P; ¢ for (i, j) € [ce]? such that P; , — Pj¢ € Span(L) and & ¢ # & ¢ for
¢ € {1,2,T}, then abort the game. Otherwise, return the value v.

To end the proof, we bound the probability that the adversary wins the final game. To this
end, we show that there is a component of X that is sampled uniformly at random after the
adversary outputs its solution y to the co-OMDL game. After A outputs y, the set L is of size g
and thus dim(Span(L)) < g < n. Therefore, Span(1, L) is of dimension < g + 1 < n. On the
other hand, dim(Span(Xj, ..., X,)) = n while 1 ¢ Span(Xi, ..., X,). Having said that, we
obtain

Span(Xi,...,X,) ¢ Span(1, L).

In particular, there is an index i € [n] such that X; ¢ Span(1, L). Leti € [n] be the smallest
such index. The discrete logarithm oracle DL, () outputs a value x; uniformly at random when
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queried on ¢;, 1. However, this x; is sampled uniformly at random after the i-th component of y
output by the adversary A. Hence, Pr[X = ¥] < 1/p. Finally, this yields the winning probability

1
Advé2 < —.
p

Taking together the obtained distances between sequential games, gives us the desired final
bound

2m? 4(m + q.)? 1
€< 5+ >t
p-m*> p—4(m+q.)* p
Finally, we remark that the proof naturally extends to the setting in which the groups G; and G,
might be of different orders p > ¢ and the discrete logarithm oracle DL, () is given in the larger
group G;. This is clear, since the only time we rely on the groups having same order is when

x; < Zj, is sampled to instantiate the indeterminate X;. However, by sampling x; < Z, and
just reducing it modulo ¢ so that [x;] € Z,, the simulation remains correct. O
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Details on this Chapter

This chapter is based on the conference publication [Bac+24a] and its full version [Bac+23b].
I contributed to it as the main author. The implementation for Section 5.6 was carried out by
my co-authors Dimitrios Papachristoudis and Simon Ochsenreither, under my guidance. The

original publication has been partially reordered, and editorial improvements have been made
throughout the text.



5.1. INTRODUCTION

A randomness beacon is a source of continuous and publicly verifiable randomness which
is of crucial importance for many applications. Existing works on randomness beacons suffer
from at least one of the following drawbacks: (i) security only against static (i.e., non-adaptive)
adversaries, (ii) each epoch takes many rounds of communication, or (iii) computationally
expensive tools such as proof-of-work (PoW) or verifiable delay functions (VDF). In this work,
we introduce GRandLine, the first adaptively secure randomness beacon protocol that overcomes
all these limitations while preserving simplicity and optimal resilience in the synchronous
network setting.

We achieve our result in two steps. First, we design a novel distributed key generation
(DKG) protocol GRand that runs in O(An*logn) bits of communication but, unlike most
conventional DKG protocols, outputs both secret and public keys as group elements. Here, A
denotes the security parameter. Second, following termination of GRand, parties can use their
keys to derive a sequence of randomness beacon values, where each random value costs only
a single asynchronous round and O (An?) bits of communication. We implement GRandLine
and evaluate it using a network of up to 64 parties running in geographically distributed AWS
instances. Our evaluation shows that GRandLine can produce about 2 beacon outputs per second
in a network of 64 parties. We compare our protocol to the state-of-the-art randomness beacon
protocols OptRand (NDSS 2023), BRandPiper (ACM CCS 2021), and Drand, in the same setting
and observe that it vastly outperforms them.

5.1 Infroduction

Distributed randomness plays a crucial role in many cryptographic and distributed system
applications. A randomness beacon [Bha+21; Das+22a; Bha+23] is a source of public,
unpredictable, and unbiased random values that can be used by anyone in a secure manner.
A well-designed randomness beacon protocol ensures that random values are generated in a
decentralized and secure manner, preventing a threshold of ¢ out of n collaborating parties from
biasing or predicting the random outputs. Randomness beacon protocols have wide-ranging
applications in both academia and industry. In many consensus protocols [Yin+19; HMW 18]
they are used to securely choose a leader or a committee among participating parties (e.g., through
a verifiable random function [Gil+17a]) to perform specific tasks. In this manner, these protocols
can achieve better efficiency and circumvent impossibility results that apply to their deterministic
counterparts. In mix networks [DMS04], randomness beacons are used to shuffle messages
and thus provide unlinkability between sender and receiver of a message. In privacy-oriented
cryptocurrencies and voting systems [HMW 18; Mo+18], randomness beacons provide user
anonymity and unlinkability to their actions. In recent years, randomness beacons have attracted
significant interest and numerous protocols have been proposed [CMB23; KWJ23]. However,
existing randomness beacon protocols found in the literature suffer from at least one of the
following drawbacks: (i) they achieve security only against static (i.e., non-adaptive) adversaries,
(ii) each epoch takes many rounds of communication, or (iii) they rely on computationally
expensive tools such as proof-of-work (PoW) or verifiable delay functions (VDF).
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5.1.1 Our Contributions

Motivated by this unsatisfactory state of affairs, we give a novel randomness beacon protocol
GRandLine which improves upon the state-of-the-art by combining, for the first time, all of the
following properties:

* Adaptive Security. We prove GRandLine secure in the presence of an adaptive adversary.
Many other protocols [Syt+17; Sch+20; Gil+17a] are only proven statically secure.

* One-Round Epoch. Each epoch in GRandLine takes only a single asynchronous round of
communication and is non-interactive. It only requires synchrony for its pre-processing
phase. This sets GRandLine apart from all other protocols except Drand [Dra20].

 Communication-Efficient. GRandLine has a communication cost of O (An?) bits per epoch,
where A is the security parameter. This sets GRandLine apart from BRandPiper [Bha+21]
and RandShare [Syt+17], which have (worst-case) cubic or higher communication cost
per epoch.

* Optimal Resilience. GRandLine has optimal resilience threshold ¢ < n/2 (i.e., corruption
threshold) in the synchronous network. This sets GRandLine apart from SPURT [Das+22a]
and RandShare [Syt+17], which tolerate only suboptimal ¢t < n/3.

» Lightweight Tools. After its pre-processing phase, GRandLine only uses lightweight
cryptography such as hash functions and pairings. Notably, it does not rely on tools
such as PoW or VDF. This sets GRandLine apart from RandChain [HYL20] and
RandRunner [Sch+21], which rely on PoW and VDF, respectively.

* Quadratic Pre-Processing. GRandLine has a pre-processing phase with only O (1n? log n)
bits communication cost. This sets GRandLine apart from Drand [Dra20], OptRand [Bha+23],
and BRandPiper [Bha+21], which have cubic or higher communication cost for pre-
processing.

We achieve our result in two steps. First, we design a novel distributed key generation (DKG)
protocol GRand with O (An? log n) bits communication cost that, unlike most of the conventional
DKG protocols, outputs both secret and public keys as group elements. It is the first DKG
protocol in any network setting that achieves subcubic communication cost with optimal resilience
threshold. Second, we give a simple construction that allows to use the keys output by GRand
for a non-interactive and unique locally verifiable threshold signature” from which we naturally
derive a one-round randomness beacon using a final hash operation. For a detailed comparison
of existing work on randomness beacon and DKG protocols, we refer to Table 5.1 and Table 5.2,
respectively. Further, recent work [CMB23; KWJ23] give an excellent systematization of
knowledge (SoK) for the extensive literature on randomness beacons.

IFor the sake of clarity, we only compare to adaptively secure protocols in this list.
2By “locally verifiable” we mean that the final threshold signature does not have an efficient (independent of )
verification algorithm, but the partial signatures have.
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Table 5.1: Comparison table of distributed randomness beacon (DRB) protocols.

Protocol ‘ Network ‘ Resil ‘ Adapt ‘ Unpred ‘ Resp ‘ Rounds ‘ Commun ‘ Crypto Primitive ‘ Setup ‘ Preprocess
Cachin et al. [CKS05] | async 173 X v 4 1 0(An?) Unique Th-Sig CRS o(an?)
RandHerd [Syt+17] async 173 X v v ABA | O(Ac?logn) | PVSS, Th-Schnorr | CRS 0(An?)
Herb [CSS19] sync 173 X v X t+1 0(An?) Th-ElGamal CRS 0(an?)
Drand [Dra20] sync 12 X v v 1 0(an?) Th-BLS CRS o(an?)
SPURT [Das+22a] part sync | 1/3 X v v 9 0(An?) PVSS, Pairings CRS Xt
Algorand [Gil+17a] part sync | 1/3 X Q(1) X BC O(Acn) VRF Seed 0(an?)
HydRand [Sch+20] sync 13 X t+1 X 3 0(an?) PVSS Seed o(nd)
OptRand [Bha+23] sync 12 X v v 11 0(n?) PVSS, Pairings PoT o(nd)
RandShare [Syt+17] async 1/3 v v v ABA O(An*) Async VSS CRS X
SPURT [BL23c] part sync | 1/3 v v v 9 0(an?) PVSS, Pairings CRS Xt
RandChain [HYL20] | sync 172 v o) v Apow O(An) PoW, VDF CRS X°
RandRunner [Sch+21] | sync 12 v t+1 X AvpF 0(An?) Trapdoor VDF Seed 0(an?)
BRandPiper [Bha+21] | sync 172 v v X 11 O(Afn?) Multi-VSS PoT o(Afn?)
OptRand [BL.23c] sync 172 v v v/ 11 0(An?) PVSS, Pairings PoT o(And)
Drand [BL.22a] sync 12 v v v 1 0(An?) Th-BLS CRS o(an?)
GRandLine (ours) | sync | 12 | v | v | v* | 1 | O@n? | PVSS Pairings | CRS | O(in’logn)

Resil denotes the Byzantine resilience threshold. Adapt denotes adaptive adversary. Unpred denotes
unpredictability. Resp denotes responsiveness, i.e., progresses at the actual speed of the network.*In Drand
and GRandLine, this is achieved only affer the pre-processing phase. OptRand is responsive only when
there are ¢t < n/4 corrupt parties in the system. Asynchronous protocols are by default responsive. Rounds
denotes the number of (a)synchronous rounds per epoch. In RandHerd and RandShare, parties run n
asynchronous Byzantine agreement (ABA) instances in parallel which leads to expected O (log n) rounds per
epoch. Algorand assumes a broadcast channel BC which leads to ¢ + 1 rounds per epoch when implemented
with an actual broadcast protocol. In RandChain and RandRunner, each epoch takes one computational
round to evaluate the VDF or POW which is much larger than a synchronous network round. Commun denotes
the communication cost in bifs. In RandHerd and Algorand, ¢ denotes the average size of a randomly
chosen committee. In BRandpiper, f < t denotes the actual number of faults in the system. Crypto Primitive
denotes the cryptographic primitives in usage. Setup denotes the setup assumption. CRS denotes a common
reference string setup. Seed denotes an initial random seed used to run the protocol. PoT denotes the
powers-of-tau setup (Nik+22). Preprocess denotes the communication cost for pre-processing. This can either
be a DKG, an SMR, or some other distributed protocol that generates the initial random seed. Since the
protocols with an initial seed do not specify how to obtain it (other than by trusted setup), we assume the
most efficient DKG for this task. ¥ SPURT guarantees only a weak form of liveness: ¢ out of n consecutive
epochs might fail to produce an output. ¢ RandChain uses Nakamoto consensus and also suffers from
blockchain-related attacks.

5.2 Technical Overview

The idea of using a threshold signature scheme with unique signatures (per message m and
public key pk) and a non-interactive signing procedure is a well-known approach to generate
one-round distributed randomness. It is most commonly used in consensus protocols and dates
back to the seminal work of Cachin et al. [CKS05]. For epoch e > 1, this works as follows:

* Each party P; non-interactively creates a signature share o; on the message m := e and
sends o7 to all other parties.

» Upon receiving ¢ + 1 valid shares {07 };cs, a party locally reconstructs the full signature
o . The randomness beacon value is then computed as hash O, := H(o).

In this manner, one obtains a simple and efficient randomness beacon protocol which is also
used by many blockchain and consensus protocols [Yin+19; HMW18]. This construction
relies on a setup in which a secret key sk is (¢, n)-secret shared among all parties. In a fully
distributed system, this is commonly established via a DKG protocol for field elements [Can+99].
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Concretely, this means that at the end of the DKG protocol each party P; holds a secret key share
sk; € Z, such that sk; = f(i) for a polynomial f* € Z,[X] of degree ¢. Further, the public key
shares pk; := w**i € G are publicly known where G is a prime order p group with generator w.
Unfortunately, even the most efficient DKG protocols [Shr+21a; Abr+23] incur a communication
cost of O(An?) to generate their keys. So what does that mean for us?

5.2.1 Challenges and Our Techniques
We discuss the challenges in achieving the goal and our techniques to resolve these.

Challenges in Subcubic DKG. A common approach to generate a secret key sk € Z,, shared
among a set of n parties with at most 7 of them being malicious is as follows. Each party P;
samples a random value r; < Z, and shares it among all parties using a verifiable secret
sharing (VSS) scheme where r; lies on a polynomial f; € Z,[X] of degree ¢. Then, parties
agree on a subset I C [n] of at least ¢ + 1 dealers whose VSS sharings completed successfully.
Finally, each party P; combines the shares it received from dealers in [ to obtain a share sk; of
the final secret sk. Crucially, we have the guarantee that the secret key sk can be reconstructed
even when corrupt parties refuse to participate in the reconstruction. However, the best known
VSS schemes have quadratic communication cost [Shr+21a; AVZ21], which leads to cubic
communication cost in the overall protocol. One way to overcome this issue is to let a randomly
sampled (and sometimes anonymous) committee of small size (e.g., in the range of O (1))
perform the task of sharing a secret. This technique is commonly used in consensus protocols to
boost its scalability [Gil+17a], most notably in the Algorand blockchain. However, in order to
achieve security against an adaptive adversary, these protocols come with undesirable features
such as sub-optimal resilience threshold of ¢ < n/4, reliance on secure erasures of internal states,
and inefficient primitives such as fully homomorphic encryption (FHE) [Gen+21b]. Further,
to sample the committee in the first place, these protocols rely on an initial seed of common
randomness, which creates a circularity (without assuming some form of trusted setup).

Starting Point: Aggregatable PVSS. Publicly verifiable secret sharing (PVSS) schemes [Sta96]
are VSS schemes with the additional property that any third party can verify that the sharing has
been done correctly. In particular, this avoids the need for a complaint phase as is required in
regular VSS schemes, which greatly simplifies constructions based on PVSS schemes. Recently,
Gurkan et al. [Gur+21b] introduced a PVSS scheme that supports aggregation of several PVSS
transcripts while preserving security (called aggregatable PVSS or simply APVSS). From that
the authors design a DKG protocol whose secret and public keys both are group elements in an
underlying pairing group. Crucially, the authors leverage the property of aggregation from their
APVSS scheme in order to reduce the communication and computation cost of parties by relying
on gossiping techniques rather than all-to-all communication [TLP22b]. However, given a
known lower bound of Q(n?) communicated messages for Byzantine broadcast [DR85] (without
assuming shared randomness in the first place), their protocol still has cubic communication
cost due to the invocation of n instances of Byzantine broadcast. Additionally, their techniques
only work against a static adversary that corrupts a mere log n parties maliciously. So, is there a
way to regain all the desirable features simultaneously?

Recursion in APVSS to the Rescue. To solve the problem, we take inspiration from the world
of recursive algorithms. In a recursive algorithm, the function calls itself with smaller input
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values in such a way that eventually a base case is reached which is easy to solve. The result
of the function for the current input is then obtained from simple operations on the returned
value for the smaller input. This technique has also found application in distributed protocols in
order to improve communication cost. The recursive Phase-King protocol [LS22; MR21b] for
Byzantine agreement is a well-known example for this. The standard, non-recursive Phase-King
protocol [BGP8&9] runs over ¢ + 1 phases with a different leader (called the king) in each phase.
The protocol succeeds because at least one honest party is guaranteed to be a leader. Interestingly,
the need to run over ¢ + 1 phases can be avoided using recursion. In the recursive variant, the
leader is replaced by one half of the entire system, whose value is generated by the recursive
invocation of the protocol. Essentially, in this manner there are only two phases, with the first
half of the system emulating the leader of the first phase and the second half of the system
emulating the leader of the second phase. Since at least one of these halves has an honest
majority and thus emulates an honest leader, the protocol terminates after these two phases. In
this manner, the communication cost of the protocol can be brought down from cubic to only
quadratic.

We explain how we use a similar idea to design a DKG protocol whose secret and public
keys both are group elements. Concretely, we want to devise a recursive protocol that allows
parties to agree on an aggregated PVSS transcript AT with contribution from at least one honest
party. From this transcript AT each party can locally and without any further interaction derive
its share of the secret by a simple decryption operation (we will explain this in more detail
soon). In order to achieve our goal in an efficient way (with the hope to not exceed quadratic
communication cost), we carefully put together aggregation properties of PVSS and recent
techniques from the theory of verifiable information dispersal for communication-efficient
broadcast protocols [Nay+20a]. On a high level, our protocol works as follows. We split the
system of n parties into two halves and run the protocol recursively and in parallel in both halves
separately, so that each half ends up with a single transcript. In the next step, for each half, the
protocol emulates an efficient single-sender broadcast protocol for long messages to transmit
the transcript to all parties. For this step, we use the techniques developed in [Nay+20a] that
rely on erasure codes and cryptographic accumulators. Finally, all parties aggregate these two
transcripts and end up with a single (aggregated) PVSS transcript AT. Crucially, contribution
from at least one honest party to the aggregate AT provides secrecy guarantees as discussed
in [BL23c; Bha+23]. Conversely, such honest contribution is guaranteed by an argument similar
to [LS22; MR21b], since at least one of the two halves has honest majority (relying on the fact
that t < n/2).

From Aggregated PVSS to DKG. For the following discussion, let ¢ : G; X G, — Gr be an
asymmetric pairing of (multiplicative) groups of prime order p with generators g € G; and
h € G,. We recall that a PVSS transcript generated by some dealing party P, consists of a vector
of commitments C := (Cy,...,C,) € G7, a vector of encryptions E := (Ey, ..., E,) € G7, and
some auxiliary data 7 which usually includes some proof. The commitments are computed as
C; := g/ foralli € [n] where f € Z,[X] is some polynomial of degree # chosen randomly
by the dealer P., while the encryptions are computed as E; := pkfr @, Here, (pk;, sk;) is the
key pair of party P; from a plain PKI setup such that pk; = h*% € G,. The distinctive property
of a PVSS scheme is that any subset S of at least 7 + 1 parties can pool their decrypted shares
{D;};es to reconstruct the secret D encoded in the transcript, while this remains infeasible
with ¢ or less such shares. By combining several PVSS transcripts with contribution from at
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least one honest dealing party, we have the guarantee that the secret of the aggregated transcript
AT remains hidden from the adversary. In most applications of PVSS, the aggregated transcript
AT is used to obtain one-time randomness by direct reconstruction of the secret (and possibly
subsequent hashing). This is also the case for several previous randomness beacon protocols such
as OptRand [Bha+23] and SPURT [Das+22a]. We are taking a different route inspired by the
work [Gur+21b]. Specifically, we think of the commitments Cy, . .., C, as public key shares and
of the decryptions D1, ..., D, as secret key shares. That is, each party P; outputs a secret key
share SK; := D; € G, a vector of public key shares (PK1,...,PK,) where PK; := C; € G
for all j € [n], and a public key PK := Cy € G; computed by standard Lagrange interpolation
in the exponent from Cy, ..., C,.

Table 5.2: Comparison table of distriouted key generation (DKG) protocols.

Protocol ‘ Network ‘ Resil ‘ Adapt ‘ Commun ‘ Rounds ‘ Field ‘ Crypto Primitive ‘ Setup
Kokoris et al. [KMS20] async 1/3 v o(an*) O (n) v Async VSS CRS
Abraham et al. [Abr+21a; Gao+21] | async 173 X o(An?) 0o(1) X PVSS, Pairings CRS
Das et al. [Das+22c; Das+23] async 173 X 0 (an?) O(logn) v Async VSS CRS
Bingo [Abr+23] async 173 v 0 (an?) o(1) v AVSS, Pairings PoT
Harts [Bac+24b] async 173 v O(An®logn) o(l1) v Async VSS CRS
Shrestha et al. [Shr+21a] sync 12 X o(an?) O(n) v VSS PoT
Gurkan et al. [Gur+21b] sync logn X O (An logn) O(n) X PVSS, Pairings CRS
NI-DKG°® [Kat+23; Gro21; CD24] | sync 12 X 0 (an*)° O(n) v PVSS CRS
Gennaro et al. [Gen+07] sync 172 v o(an*)° O(n) 4 VSS CRS
Canetti et al. [Can+99] sync 12 v o(an*)° 0(n) v VSS, Erasures CRS
Jarecki et al. [JLOO] sync 12 v o(an*° O (n) v PVSS CRS
GRand (ours) |syne | 12| v | OQn’logn)| O@m) | X | PVSS, Pairings | CRS

Resil denotes the Byzantine resilience threshold. Adapt denotes adaptive adversary. The pro-
tocol (Gen+07) was proven adaptively secure in the AGM (BL22a). Commun denotes the
communication cost in bits. ¢ The protocols (Gen+07; Can+99; JLOO) assume a broadcast chan-
nel, which we implement with the commonly-used Dolev-Strong broadcast protocol (DS83a).
However, we note that it is possible to achieve cubic communication cost by using an optimal
broadcast protocol. Rounds denotes the number of (a)synchronous rounds to terminate. For
asynchronous protocols, this is the expected number of rounds (as these protocols are random-
ized). Field denotes if the secret key is a field element or not (group element). Crypto Primitive
denotes the cryptographic primitives in usage. The protocol (Can+99) relies on secure erasure
of secret states. Setup denotes the setup assumptions. o The protocols (Kat+23; Gro21; CD24)
follow the common technique (JLO0), where each party broadcasts a PVSS transcript for a field
element, and primarily focus on the concrete computational efficiency of the PVSS scheme
(which are rather inefficient compared to PVSS schemes for group elements).

From One to Infinity: Towards a Simple Randomness Beacon. Clearly, GRand is different
from most DKG protocols found in the literature that output secret keys in a field rather
than a group. However, a delightful key insight in [Gur+21b] is that this setup is enough to
generate a stream of one-round randomness values. The idea is inspired from the threshold
BLS signature [Bol03] and its application to randomness generation as introduced by Cachin
et al. Specifically, each party P; non-interactively creates a threshold BLS signature share
o7 := Hi(m)* on the epoch number m := e € Zs; with its secret key share sk; and multicasts
(i.e., sends it to all parties) it. Upon receiving ¢ + 1 valid shares {05 };cs (which is checked by
a pairing equation e(g, 0;) = e(pk;,H;(m)) from P;’s public key share pk;), a party locally
reconstruct the full signature o = H;(m)*% by Lagrange interpolation in the exponent and
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derives the randomness beacon value as another hash O, = H;(0"). With our DKG protocol
GRand that generates keys (PK;, SK;) as group elements, the operation H (m)5X is not possible.
However, when we think of the operation of ,,raising the group element H; (m) to a power of
sk;*“ as an abstract group action sk; © H;(m), we realize that the action® SK; © H;(m) defined
as e(H{(m), SK;) € Gr is possible. Therefore, we let each party P; non-interactively create a
share oy as e(H; (m), SK;). And upon receiving 7 + 1 valid such shares, each party can locally
reconstruct the full signature by Lagrange interpolation in the exponent as o = e(H;(m), SK).
Again, the randomness beacon value for epoch e is then derived as another hash O, := Hy (o).
Intuitively, since the secret key SK is hidden from the adversary, the signature o~ should remain
unpredictable so that O, gives a random and unbiased randomness value. However, there is
one crucial issue with this approach: the verification of beacon shares ;. Previously, it was
possible to verify such a (signature) share by a pairing check, but now the beacon share o5 is an
element in the target group Gr itself so that there is possibly no way to verify correctness of
o; = e(H;(m), SK;). To resolve this issue, the authors in [Gur+21b] augment the public keys
and shares o; with additional elements inspired by Escala-Groth non-interactive zero-knowledge
(NIZK) proofs. While their construction in the appendix is reasonably efficient, it still requires a
lot of pairings and elements. Further, it lacks an adaptive security proof.

A Simple Two-Step Trick. In order to regain efficiency, we use the following two-step
approach. After the DKG setup, each party P; locally samples an element ; <« Z), uniformly
at random and sends an ElGamal encryption cm; := (g%, h™ % SK;) of its secret key SK;
to all parties. Correctness of its second component can be checked via a pairing equation.
Crucially, this requires only a single round of communication (no broadcast in the sense
of consensus is needed) and therefore does not add asymptotic overhead. These additional
elements allow parties to verify received beacon shares. Concretely, each party computes
¥; = (Hi(m)%, 0;) along with an efficient Chaum-Pedersen NIZK proof of discrete logarithm
equality m; := Dleq(g, g% ,H;(m), H{(m)%) to prove correctness of H; ()% . Upon receiving
such a tuple (%;, n;), any party can verify the correctness of the beacon share oy using a
pairing equation that involves the element cm; ». Having done this, each party can compute
the randomness beacon value O, for epoch e = m as described before. Intuitively, security is
preserved because the elements g%, H;(1)%,H;(2)%,... do not reveal too much information
about ¢;, thus making it hard for the adversary to compute SK; from the (randomized) element
h~%SK;. Overall, an epoch takes only a single round of communication in which each party
P; sends two group elements ¢; := (H;(m)%, o) and a simple NIZK proof 7z; to the other
parties. Further, (PK;,cm;) can be thought of as an updated public key share of P; which is
three group elements, and verification of a beacon share o; takes two pairing operations (the
same as threshold BLS!) and verification of the NIZK proof 7;.

Concurrent Work. Concurrent with or subsequent to our work, two other constructions for
shared randomness generation have been proposed [FLT24; Das+24]. The first one [Das+24]
focuses on the weighted setting for DKG and threshold verifiable unpredictable function (VUF),
but the authors do not consider subcubic DKG protocols. The second one [FLT24] focuses on
communication-efficiency in DKG and achieves: (i) a DKG protocol with O (An?* log ) bits of
communication cost that outputs secret keys as group elements, and (ii) a DKG protocol with

3Note that this does not define a group action in the mathematical sense. Here, we use the term group action only
informally to convey the intuition.
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O(A?n? log n) bits of communication cost that outputs secret keys as field elements. None of
these works consider adaptive adversaries. Further, we note that generic transformations can be
applied to our DKG protocol to generate secret keys as field elements at the cost of O (1%n?)
added communication and reliance on secure erasures. At a high level, each party generates
a PVSS transcript for a field element and erases the underlying secrets. Then, it disperses the
transcript using linear erasure codes. A common coin (provided by our DKG protocol) then
elects a random committee of ®(A1) parties, whose transcripts are reconstructed jointly. Finally,
the parties execute ®(1) parallel instances of a quadratic-communication consensus protocol to
agree on these transcripts, from which the secret key shares are obtained. Note that each step
incurs only quadratic communication cost.

5.2.2 More on Related Work

In this section, we provide a detailed discussion on existing work of randomness beacon and
distributed key generation protocols.

Randomness Beacons. We categorize existing randomness beacons according to their as-
sumptions and reliance on cryptographic tools. Essentially, there are two types of designs:
the first employs threshold cryptography, while the second employs specialized tools such as
proof-of-work or VDF.

Threshold Cryptography. The protocol of this type employ threshold cryptography in
order to generate randomness. For this, there are two approaches. In the first one [Dra20;
CKSO05; Syt+17; Abr+18; CSS19], parties generate a (¢, n)-threshold key (ski,...,sk,) by
running a DKG protocol from which the randomness beacon value is derived as a unique
threshold signature on some message (typically the hash of the current epoch number). In
more detail, there are the following protocols. Cachin et al. [CKS05] works in asynchrony,
but does not specify the threshold signature nor the DKG protocol. Dfinity works in partial
synchrony and uses the threshold BLS signature together with the non-interactive DKG protocol
of Groth [Gro21] (it assumes a broadcast channel). Drand [Dra20] works in synchrony and
uses threshold BLS together with Gennaro et al.’s DKG [Gen+07]. Herb works in synchrony
and uses the threshold ElGamal signature, and RandHerd works in asynchrony and uses the
threshold Schnorr signature [SSO1]. The setup phase of these protocols have a communication
complexity of O (An*) or higher due to the use of a DKG protocol for field elements. On the other
hand, once the setup phase has terminated, these protocols achieve an improved communication
complexity of O(An?) per beacon output within optimal one round. The second approach
works through (P)VSS [Syt+17; HYL20; Sch+21; Bha+21; Bha+23; Sch+20; Das+22a; CD17;
Dav+18]. Notable randomness beacons here are SPURT [Das+22a], BRandPiper [Bha+21],
and OptRand [Bha+23]. The idea of this approach is to generate a new random value at each
epoch by combining secret sharings from at least # + 1 parties. This ensures that the combined
secret has contribution from at least one honest party that chose its secret uniformly at random
so the randomness beacon value also inherits that property. Let us elaborate in more detail on
some of the protocols. SPURT works in partial synchrony and has a communication complexity
of O(An?) bits per beacon output. It relies on a pairing-based PVSS scheme. BRandPiper
is a protocol from the family of RandPiper protocols. It works in synchrony and achieves a
communication complexity of O (A fn?) bits per beacon output, where f < ¢ is the actual number
of faults in the system. It relies on an efficient VSS scheme and the RandPiper SMR protocol. In
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BRandPiper, the leader of an epoch shares n secrets at once and for the beacon output parties
reconstruct a random value accumulating secrets from ¢ + 1 different (previous) leader parties.
Most of these protocols assume a setup phase that when actually implemented incurs cubic or
higher communication cost. Further, protocols of this type have a computation-heavy epoch
where most of the computation is carried by one single party (epoch leader). Some protocols
here have a communication complexity of O (1n?) per epoch, while others have cubic or higher.
Finally, HashRand [Ban+24] is a recent randomness beacon in asynchrony that achieves adaptive
security without the use of a threshold cryptographic setup. Their randomness beacon is based on
a (small) committee selection from which the secret shares of an AVSS scheme are reconstructed.
Interestingly, the committee requires the presence of only one honest party to preserve security.
However, their techniques rely on secure erasures of secret states and without that their protocol
has a communication complexity of O(An’logn) per epoch. Further, it assumes resilience
t < n/3. An advantage of their protocol is its post-quantum security.

Specialized Tools. The protocols in this category employ verifiable delay functions
(VDFs) [Bon+18; Dral8] or proof-of-work (PoW) [Nak(08] in order to generate random-
ness [HYL20; CD20; Sch+21; Cho+23; BGB17; Dral8]. VDFs are functions that require a
certain amount of time to compute but can be verified quickly. Solana uses VDFs in its proof-
of-history consensus protocol to establish a global source of time and generate random values.
While VDF-based protocols can offer strong security guarantees and quadratic communication
complexity, they require specialized hardware to compute the VDFs efficiently, which might
not be accessible to all participants. The same applies to PoW-based protocols that rely on the
assumption that the adversary has less computational hash power than the honest parties. In
general, these primitives are computationally expensive tools with specialized hardware and are
highly energy-consuming. We elaborate on some of these protocols. RandRunner [Sch+21]
works in synchrony and uses a trapdoor VDF. Such a trapdoor VDF can generate unique function
values efficiently with the knowledge of the trapdoor, but takes some high specified time T
otherwise. RandRunner achieves a communication complexity of O (An?) bits per beacon output.
However, it only achieves (7 + 1)-unpredictability, since an adaptive adversary can simply corrupt
the next ¢ leaders and thus learn the beacon values for the next ¢ epochs. RandChain [HYL.20]
uses a combination of PoW, VFD, and Nakamoto Consensus, and achieves a communication
complexity of O(An) bits per beacon output. One crucial drawback is that the beacon output is
only guaranteed to be 1/5-fair. Further, it suffers from blockchain-related attacks.

Distributed Key Generation. Most of the DKG protocols found in the literature are in
synchrony [Can+99; Gro21; Gur+21b; JLOO; Sch+19; Shr+21a]. Among these protocols, only
the ones of Canetti et al. [Can+99] and Jarecki and Lysyanskaya [JL.OO] provide adaptive security.
All of these synchronous DKG protocols with the exception of Shrestha et al. [Shr+21a] assume
the existence of a one-round broadcast channel. When instantiating the broadcast channel with a
state-of-the-art Byzantine broadcast protocol [Bac+23a; DY 83], all these protocols have cubic
or higher communication cost. More importantly, these DKG protocols require each party to
broadcast a message of size at least A, which inevitably results in Q(An>) bits communication cost
by a known lower bound for Byzantine broadcast [DR85] (without assuming shared randomness
in the first place). DKG protocols in asynchrony have only gained attention very recently by the
works in [Bac+24b; KMS20; Abr+23; Abr+21a; Das+23; Das+22c]. All these constructions
have cubic or higher communication cost, and the one of Abraham et al. [Abr+23] relies on a
powers-of-tau setup.
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5.2.3 Outline of this Chapter

The rest of this chapter is structured as follows. In Section 5.3, we define the preliminaries
that are only relevant for this chapter. In Section 5.4, we present our new distributed key
generation protocol and give a security and complexity analysis. In Section 5.5, we present our
new distributed randomness beacon protocol and give a security and complexity analysis. In
Section 5.6, we implement our distributed randomness beacon and compare it to the state-of-the-
art distributed randomness beacons. In Section 5.7, we give a brief conclusion for the chapter.
In Appendix 5.7, we give additional preliminaries relevant for the chapter. In Appendix 5.7, we
give additional figures relevant for our distributed key generation protocol.

5.3 Preliminaries for this Chapter

In addition to the general preliminaries in Chapter 2, we introduce here preliminaries that are
only relevant for this chapter.

5.3.1 Assumptions and Model
We specify our assumptions and the model for this chapter.

Network and Adversarial Model. In this chapter, we assume a synchronous network as defined
in Chapter 2. The adversary is Byzantine, strongly adaptive, and can corrupt up to r < n/2
parties. The adversary is in full control over message delays (subject to the network delay A)
and rushing.

Idealized Models and Computational Assumptions. We assume the random oracle model
and the algebraic group model. We rely the co one-more discrete logarithm (co-OMDL)
assumption [BL23c] for our security proofs. This assumption is also defined in Section 4.5.

Cryptographic Groups. Let A denote the security parameter. Throughout this chapter, we
assume that global parameters par := (G, Gy, Gr, p, g, h, ) are fixed and known to all parties.
Here, e : G| X G, — G is a type 3 asymmetric pairing of prime order p cyclic groups with
generators g € G, h € G,. Further, we use G to denote a group specified by par.

5.3.2 Cryptographic Primitives
In this section, we define the relevant cryptographic primitives for the chapter.

Aggregatable Publicly Verifiable Secret Sharing. In a verifiable secret sharing (VSS) scheme,
a dealer distributes shares of a secret among a group of parties such that it can be reconstructed
only if a threshold of these parties collaborate. In a publicly verifiable secret sharing (PVSS)
scheme, any third party can verify the correctness of the sharing, thus avoiding the need for
a complaint phase as in VSS schemes. Henceforth, we consider PVSS schemes that support
aggregation of several sharings while preserving public verifiability (called aggregatable PVSS
scheme).

Definition 5.3.1 (Aggregatable PVSS Scheme). Let G be a cyclic group of prime order p
specified by par. A (t,n)-threshold aggregatable PVSS (APVSS) scheme over G is a tuple of
algorithms APVSS = (Keys, Enc, Dec, Dist, Agg, Ownld, Ver, Rec) such that:
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* Keys: The randomized key generation algorithm takes as input system parameters par
and an index i € [n]. It outputs a public key pk; and a secret key sk;.

» Enc: The randomized encryption algorithm takes as input a public key pk; and a message
m. It outputs a ciphertext c.

* Dec: The deterministic decryption algorithm takes as input a secret key sk; and a ciphertext
c. It outputs a message m (optionally with a proof of correct decryption). We require that
for all messages m, Pr[Decg, (Ency, (m)) = m] = 1.

* Dist: The randomized secret sharing algorithm takes as input a secret key sk; and
public keys pky,...,pk,. It outputs a vector of encrypted shares E = (Ency, (S1),
..., Encyy, (S,)) and a proof &, where Sy, ..., S, are shares of a secret § € G. We refer
to T := (E, ) as a PVSS transcript.

* Agg: The deterministic aggregation algorithm takes as input PVSS transcripts (E{, 7r1), . . .,
(Eg, 1) (for any k € N). It outputs an (aggregated) PVSS transcript T := (E, «r).

* Ownld: The deterministic contributor identifier algorithm takes as input an (aggregated)
PVSS transcript T = (E, 7) and a public key pk;. It outputs 1 (accept) or O (reject). In the
first case, we refer to P; as a contributor to T.*

* Ver: The deterministic verification algorithm takes as input public keys pky, . .., pk,,, and
an (aggregated) PVSS transcript T = (E, ). It outputs 1 (accept) or O (reject). In the first
case, we call the transcript T valid; otherwise we call it invalid.

* Rec: The deterministic reconstruction algorithm takes as input ¢ + 1 secret shares Sy, . . .,
S¢+1. It outputs a secret S € G.

Discussion. We defer formal definitions for correctness and secrecy of an APVSS scheme
to Appendix 5.7. Our definition above (and those in the appendix) are based on the ones
from [BL23c]. Essentially, the only difference to their definitions is the following. Their
aggregation algorithm takes exactly ¢ + 1 transcripts as input, in contrast to ours that can take any
finite number of transcripts as input, even a single one. In particular, our definition generalizes
theirs and we do not need to explicitly separate anymore between a standard PVSS transcript
and an aggregated one. However, when we want to emphasize that the transcript was formed by
aggregation of several (possibly themselves aggregated) transcripts, we will make this explicit
and call the transcript aggregated. Having said this, we appropriately adapted some other
algorithms and security notions to our generalized setting. Further, for an APVSS scheme, we
require the secrecy notion of aggregated unpredictability as defined in [BL.23c] (slightly adapted).
This notion captures malleability attacks and prohibits any #-bounded (i.e., corrupting at most ¢
parties) adversary from learning the secret of an aggregated transcript that has contribution from
at least one honest party, even if the adversary is allowed to contribute to the aggregation itself.

Linear Erasure and Error Correcting Codes. We use standard (g, »)-Reed-Solomon (RS)
codes [RS60]. This primitive allows to encode b data symbols into code words of ¢ symbols
(using the algorithm Encode) such that b elements of the code word suffice to recover the original

“We remark that Ownld could return 1 on an invalid transcript.

129



CHAPTER 5. DKG AND DISTRIBUTED RANDOMNESS BEACON WITH
(NEAR-)QUADRATIC COMMUNICATION COMPLEXITY

data (using the algorithm Decode). In our DKG construction, we will use Reed-Solomon codes
with varying (g, ). Concretely, we use codes with g being the number of parties in some
designated subset of parties Q C P = {Py,..., P} (called a committee) and b being [g/2]. In
the special case Q = P, we have (g, b) := (n,t + 1). For a formal definition, see Chapter 2.

Cryptographic Accumulator. A cryptographic accumulator scheme [NguO5] allows to
accumulate several elements from some set D into an accumulated value z (using the algorithm
Eval). Further, for each element in D it allows to generate a compact proof of membership in D
(using the algorithm Wit) called a witness. The standard security notion of collision-resistance
requires that it is hard for an adversary to create invalid proofs of membership. An example of
cryptographic accumulators are Merkle trees, where the root is the accumulation value and the
authentication paths are membership proofs (i.e., witnesses) for the leaves. In this chapter, we
use an accumulator scheme with membership proofs and accumulation value each of size O ().
This can be implemented using the accumulator scheme of [BBF19] built upon class groups of
unknown order. Alternatively, we could use Merkle trees at the cost of O (log n) multiplicative
overhead in the communication complexity. For a formal definition, see Chapter 2.

5.3.3 Consensus Primitives
In this section, we define the relevant consensus primitives for the chapter.

Byzantine Agreement. A Byzantine agreement (BA) protocol [LSP82a] allows a set of parties,
each holding an input v; € V from a value set V with |V| > 2, to agree on a common output
value v € V that was input from at least one honest party. In our definition, we also account for
some probability of failure & which corresponds to the adversary’s ability in breaking underlying
cryptographic tools.

Definition 5.3.2 (Byzantine Agreement). Let I1 be a protocol executed by n parties Py, ..., Py,
where each party P; holds an input value v; € V. We define the following properties for IT which
each holds with probability at least 1 — £ in the presence of an adversary corrupting at most ¢
parties:

* Validity. 11 is (¢, €)-valid if the following holds: if every honest party has the same input
value v as input, then every honest party outputs this value v.

* Consistency. 11 is (¢, €)-consistent if the following holds: every honest party that outputs
a value outputs the same value v.

* Termination. 11 is (¢, €)-terminating if the following holds: every honest party terminates
with an output value v € V.

We say that I is a (¢, £)-secure Byzantine agreement protocol if it is (¢, £)-valid, (¢, €)-consistent,
and (t, &)-terminating.

Distributed Randomness Beacon. A distributed randomness beacon (DRB) is a distributed
protocol that allows a set of n parties to generate a sequence of unpredictable and unbiased
random values, one for each epoch. Each party P; has a local log that is defined as a write-once
array X; = (Z;[1], 2;[2],...) with Z;[£] being its beacon output at epoch £ > 1. Initially, each
value is set to L. We say that party P; outputs a beacon value in epoch ¢ if it writes a value on
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%;[€]. A secure randomness beacon has to satisfy the properties of consistency, availability,
bias-resistance, and d-unpredictability. We elaborate on these security notions. Consistency and
availability guarantee that each honest party outputs the same value o, € {0, 1}* in each epoch
e > 1. Bias-resistance guarantees that the beacon outputs are indistinguishable from uniformly
random numbers. This property ensures that the adversary has no power in biasing the beacon
output, even when controlling up to ¢ parties in the system. On the other hand, this notion does
not prohibit the adversary from learning the beacon output some epochs ahead of the honest
parties. That is ensured by the notion of d-unpredictability, which states that the adversary
does not learn the beacon output d epochs before the honest parties. Conversely, an adversary
could predict the beacon output some epochs ahead of the honest parties, e.g., by corrupting
the next ¢ leaders whose previously committed values determine the next ¢ beacon outputs (see
GRandPiper [Bha+21] and HydRand [Sch+20]) without actually having the power to bias it. We
defer formal definitions to Appendix 5.7.

5.4 Distributed Key Generation

In this section, we design a novel distributed key generation (DKG) protocol whose secret and
public keys both are group elements. This is different from most DKG protocols that output
secret keys in a field rather than a group. However, as demonstrated delightfully by Gurkan et
al. [Gur+21b], this is enough for applications such as efficient randomness beacons. We first
formally define a DKG protocol.

Definition 5.4.1 (DKG Protocol). Let IT be a protocol executed by n parties Py, ..., P,, where
for alli € [n], P; outputs a secret key share SK;, a vector of public key shares (PKy, ..., PK,),
and a public key PK. We define the following properties for IT which each holds with probability
at least 1 — ¢ in the presence of an adversary corrupting at most ¢ parties:

* Consistency. Il is (¢, €)-consistent if the following holds: all honest parties output the
same public key PK and the same vector of public key shares (PK1, ..., PK,).

* Correctness. Il is (t, &)-correct if the following holds: there exists a deterministic
algorithm Rec that on input any set of 7 + 1 secret key shares {SK;};c; outputs the same
unique secret key SK. Further, SK is a valid secret key for PK.

» Secrecy. Il is (¢, &, T)-secret if for all algorithms A that run in time at most 7, its success
probability in the following experiment is at most &.

— Offline Phase. Initialize a corruption index set C := ) and let H := [n] \ C. Run A
on input par.

— Corruption Queries. At any point of the experiment, A may corrupt a party by
submitting an index i € H. In this case, return the internal state of P; and update
C := C U {i}. Henceforth, A has full control over P;.

— Online Phase. Initiate an execution of IT with A having full control over parties in C.
Let y := PK « II be the public key output by honest parties, and x := SK the secret
key.

— Winning Condition. Let S* denote the output of A. Then, A is considered successful
iff |C] <tand S* = x.
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We say that I1 is a (¢, &, T)-secure DKG protocol if it is (¢, €)-consistent, (z, £)-correct, and
(t,&,T)-secret.

5.4.1 Building Blocks

In this section, we describe the building blocks that will be used in the construction of our DKG
protocol GRand. Although we instantiate these building blocks with specific schemes, our
construction of GRand in the next section is done in an abstract way such that these building
blocks can also be instantiated with other such schemes.

Aggregatable PVSS Scheme. We will make use of an APVSS scheme in the construction
of GRand. Concretely, we instantiate this with our APVSS scheme given in Figure 5.6 (see
Appendix 5.7). Our APVSS scheme is similar to the one of Bhat et al. [Bha+23] which is
essentially SCRAPE [CD17] augmented with a signed NIZK proof of knowledge of discrete
logarithm for { = g where a := f(0) for a randomly chosen degree-¢ polynomial f € Z,[X].
The only difference is that the reconstructed secret in our scheme is S := h%, whereas the
one in their scheme is §’ := e(g, h*) where ¢ € G is an additional generator. This choice is
motivated by their security analysis, which is a reduction from the co-decisional bilinear squaring
(co-DBS) problem. However, since in our randomness beacon we never explicitly reconstruct
the secret, it does not make much of a difference for our security proof and thus we can sidestep
the need for further generators in the source groups. Finally, aggregated unpredictability of
our APVSS scheme follows directly from aggregated unpredictability of their APVSS scheme
(see [BL23c] for a proof of the latter), since any prediction S$* := h? for the former gives a
prediction S := e(g, S*) for the latter.

Byzantine Agreement Protocol. We will make use of a Byzantine agreement (BA) protocol
in the construction of GRand. Concretely, we instantiate this with the BA protocol given
in Appendix 5.7.1. Essentially, this is merely a variant of the BA protocol of Momose and
Ren [MR21b]. Their protocol has optimal resilience ¢t < n/2 and achieves a communication
complexity of O(An?) bits assuming threshold signatures of size O(1) from a trusted setup.
The threshold signatures are used to prove knowledge of a threshold of signatures from other
parties on the same message. Instead, we implement these threshold signatures with the recent
transparent-setup threshold signatures of Attema et al. [ACR21] at the cost of multiplicative
logarithmic overhead in the communication complexity.” Importantly, this scheme has the
following desirable features: (i) It does not require a trusted setup phase, i.e., all public parameters
are random coins. (i1) The k-aggregation algorithm can be evaluated by any party with input
at least k valid signatures from distinct signers, and it only takes the signatures and public
values as input. (iii) It allows for any threshold k£ < n which can be chosen by the aggregator
at aggregation time independent of the setup phase. (iv) It is non-interactive, correct, and
unforgeable against an adaptive adversary. Having said this, our resulting Byzantine agreement
protocol has a communication complexity of O(An?logn) and terminates in a linear number
of rounds. For more details on the transparent threshold signatures, we refer to the original
work [ACR21]. Further, we briefly discuss the security guarantees of the resulting BA protocol
in Appendix 5.7.1.

SWhen the network of parties is of small size n € O (1), we can instead directly use an aggregated BLS signature
augmented with the n-bit long vector of signers.
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Deliver Protocol. We will make use of a protocol in the construction of GRand that allows
parties to efficiently broadcast a long message. Concretely, we instantiate this with the protocol
Deliver given in Figure 5.5 (see Appendix 5.7). The protocol design was introduced in [Bha+21;
Nay+20a] and is based on erasure codes and cryptographic accumulators. Deliver is a two-round
protocol that is invoked by a party P; that wants to efficiently broadcast a long message m to all
parties in some set Q. In contrast to [Bha+21; Nay+20a], we make use of Deliver for sets of
varying sizes. We parameterize Deliver by a set Q of ¢ parties among which it is executed. It is
invoked by a party P; € Q and takes as input a long message m, the accumulation value z for
an encoding of m, and Q along with implicit parameters g = |@Q| and b = [¢/2]. For this, P;
first splits m into b data symbols and encodes these into g code words using an (g, b)-erasure
code RS. Then, P; sends the j-th code word, the accumulation value z for the set of ¢ code
words along with a witness to P; € Q. Upon receiving a valid triple of this type, P; forwards
it to all other parties in Q. Finally, upon receiving b valid code words corresponding to the
accumulation value z, P; reconstructs the full message m using the decoding algorithm. In this
way, message m can efficiently reach all honest parties in Q when the sender P; was honest.
Finally, we note that correctness of Deliver is implied by collision-resistance of the underlying
cryptographic accumulator scheme, since the only way to reconstruct a different message m’ # m
is by receiving a witness for non-membership. For more details, we refer to [Nay+20a].

5.4.2 Our Design

In this section, we present our novel DKG protocol GRand. At its heart lies a recursive protocol
GenAPVSS that allows parties to aggregate several PVSS transcripts with contribution from at
least one honest party in an efficient manner. From such an aggregated PVSS transcript parties
can locally derive their secret key shares without any further interaction between them.

Recursive PVSS Aggregation. We give an informal description of the protocol GenAPVSS (cf.
Figure 5.1). We parameterize GenAPVSS by a set Q of ¢ parties among which it is executed.
Upon termination of the protocol, all parties output a common, single PVSS transcript AT which
is obtained by aggregation of two transcripts. The high-level idea of the protocol is to split
the system Q of all parties into two disjoint sets (called committees) Q;, Q, of roughly equal
size, let each committee @;, i € [2], run the protocol among themselves, and then broadcast the
resulting PVSS transcript 7; to the other committee Q;_;. All parties then terminate with the
aggregation AT := Agg(T1,T>). In more detail, this works as follows.

Let Q = Q; U @, be a (deterministic) partition of Q into two disjoint sets called committees.
For each i € [2], run the protocol GenAPVSS among parties in Q; and let 7; denote the
common output. Now, instead of directly sending the whole transcript 7; to all parties in the
opposite committee Q) —;, each party sends only a much shorter accumulation value z; for 7;.
To counteract malicious behavior, all parties in Q establish consensus on both accumulation
values 71, zo via two separate instances of a Byzantine agreement protocol BA. Note that at
this stage, parties in Q; do not know anything about the opposite committee Q;_;’s transcript
T)-; other than the accumulation value z;_; and vice versa. Therefore, for each i € [2], parties
in Q; next broadcast their transcript 7; to all parties in Q using the protocol Deliver on input
(Q,T;,z;). This ensures efficient delivery of the large transcript 7; to all other parties. Since
an adversarial-controlled committee could simply refuse to deliver its transcript to some of
the honest parties, we introduce two further steps to maintain consistency. First, parties in Q
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decide on whether the previous step succeeded via two separate instances of binary Byzantine
agreement, one to decide for each committee. Second, parties proceed with another invocation
of Deliver to guarantee that all honest parties obtain the transcripts among {7}, 7>} for which
the respective Byzantine agreement execution output 1. Parties conclude the protocol with
aggregation of these transcripts and terminate with AT := Agg(7y, T2) as output.

Our DKG Protocol. A formal description of our DKG protocol GRand is given in Figure 5.2.
The protocol consists of two simple steps. First, all parties in  execute the protocol GenAPVSS
to establish consensus on an aggregated PVSS transcript AT := {C;, E;, n} je[,] (Which has
contribution from at least one honest party by design and thus is secure from the adversary). Then,
each party P; computes its secret share D; := Decg, (E;) and terminates. The public key shares
of GRand are defined as (PKy,...,PK,) := (Cy,...,C,) with the secret key shares being
(SK1,...,S8K,) := (Dy,...,D,). Using the specific APVSS scheme described in Figure 5.6,
the public key shares of GRand are PK; = g/(!) and the secret key shares are SK; = h/(®),
where f € Z, [ X] is the hidden polynomial of degree ¢ encoded in the APVSS transcript AT. We
note that even though P; knows i/ () it does not know £ (i) itself. In particular, this is different
from many DKG protocols in the literature where the hidden polynomial itself is distributed
among the parties.

5.4.3 Security and Complexity Analysis

In this section, we give a security and complexity analysis of our DKG protocol GRand. In
the following, let APVSS be an aggregatable PVSS scheme, let BA be a Byzantine agreement
protocol, and let AC be a cryptographic accumulator scheme. Then, assuming aggregated
unpredictability of APVSS, security of BA, and collision-resistance of AC, this implies security
of GRand. Further, it has log-quadratic communication complexity and linear round complexity
when instantiated with our components from Section 5.4.1.

Theorem 5.4.1. If APVSS is (t,e4,Ta, q5)-aggregated unpredictable, if BA is (t,ep,Tp)-
secure, and if AC is (n, ec, Tc)-collision-resistant, then GRand (cf. Figures 5.1 and 5.2) is a
(t,&,T)-secure DKG protocol, where

e<2n(ea+2ep+nec), T>Ta+Tp+Tc+00n>.

Using the components in Section 5.4.1, GRand has a communication complexity of O (An* log n)
bits and terminates in O (n) rounds.

Subsequently, we give a proof of Theorem 5.4.1. We split our proof into two parts. First, we
show security of GRand in the sense of Definition 5.4.1, assuming security of the underlying
components. Second, we compute the communication and round complexity of GRand when
using our concrete components. In this context, we note that security of GRand with our
concrete components follows from the first part, since the security of these components was
already discussed in previous sections of this paper.

Proof. Before we do the analysis, we briefly recall the high-level idea of the DKG protocol
design. For the following discussion, we assume for the sake of presentation that the number
of all parties # is a power of two n := 2%, k € Nk, and recall that P := {Py, ..., P,}. For the
protocol description, we follow the direct down-top approach. First, each party Py;_1, i € [n/2],
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LetQ C P beasetof g partiesandlet b := [¢/2]. Further, let @ = QUQ; be a (deterministic)
partition of Q into two disjoint subsets (each called a committee) of size q; := [¢/2] and

q2 =

for a

Lg/2], respectively. Hereafter, we use the notation (m) := Encode(m,...,mp)
(g, b)-Reed-Solomon code RS = (Encode, Decode) and where (my,...,myp) is a

deterministic partition of m. We describe the protocol from the view of party P; and let
I € {1,2} be such that P; € Q.

Initialization. Initialize empty lists C, T, Z of length 2 and set Z[j] := L (default
value) for j € {1,2}. // Variables are defined.

Recursive Execution. Run GenAPVSS(Q;) among parties in @; and let 7; denote the
output. If |Q;| = 1, then obtain 7; by locally executing 7; «— Dist(sk;, (pk;,...,pk,)).
// Both committees run the protocol recursively and output a PVSS transcript each.

Accumulator Delivery. Compute an accumulation value z; for the encoding (7;) and
send z; to all parties in Q. Upon receiving the same value z; from |g;/2] + 1 distinct
parties in Q; (i.e., a majority set of parties), update Z[j] := z; for each j € {1,2} at
most once. // Parties only accept the majority value zj received from each committee

Q;.

Accumulator Agreement. For each j € {1, 2}, run Byzantine agreement BA ; on input
Z[j] among parties in Q. Let z; denote the output, and update Z[j] := z;. / Parties
establish consensus on both accumulation values z1, 7, (one from each committee).

Transcript Delivery. If Z[/] # L, then invoke Deliver on input (Q, 7, Z[l]) among
parties in Q. Further, only participate in another instance of Deliver with respective
accumulation value z # L if z € Z[-]. Upon decoding a message T; (with accumulation
value Z[j]), update T[] := T for each j € {1,2} at most once. // Parties efficiently
broadcast their T; to all parties in Q.

Committee Selection. For each j € {1,2}, update the list C[j] :=
Ver(T[j], (pky,...,pk,)) € {0,1}. For each j € {1,2}, run (binary) Byzantine
agreement BA ; on input C[j] among parties in Q. Let b; denote the output bit, and
update C[j] := b;. // Parties decide on which committee(s) have correctly delivered a

valid PVSS transcript T; with resp. accumulation value z ;.

Transcript Agreement. For each j € {1,2} such that C[j] = 1, invoke Deliver on
input (Q, T[j],Z[j]) among parties in Q. Upon decoding a message 7 (with respective
index j) such that C[j] = 1 and Ver(T}, (pk,,...,pk,)) = 1, update T[] := T at
most once. // This ensures that T; reaches all honest parties in Q.

Final Aggregation. Compute the aggregation AT := Agg(T[1],T[2]) and output. //
Aggregate both transcripts and terminate.

Figure 5.1: Description of GenAPVSS for the set Q ¢ £ from the view of party P;.
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Let # := {Py,...,P,} be the n parties. The protocol outputs a vector of secret key
shares (SK1, ..., SK,) € G} where SK; is known only to P, a vector of public key shares
(PKy,...,PK,) € G", and a public key PK € G;.

* Transcript Generation. Run GenAPVSS(#) among all parties in # and obtain a
PVSS transcript AT := {C,E, n} from the execution. // This generates a common
(aggregated) PVSS transcript AT for all parties in P.

* Key Derivation. Compute the decryption D; := Decy, (E;). Terminate with output
(PKi,...,PK,) = (Cy,...,Cy) and SK; := D;. // Parties derive their secret key
shares non-interactively from the PVSS transcript AT. In particular, these key shares
interpolate a degree-t polynomial f € Z,[X] in the exponent.

Figure 5.2: Description of our DKG protocol GRand from the view of party P;.

generates a random (¢, n)-threshold PVSS transcript T»;_ by itself, which encodes a degree-t
polynomial f>;_1 € Z,[X] in the exponent. Then, each party P»;_; interacts with its neighbor
P,; with the goal to exchange their transcripts and aggregate them to a single (aggregated)
transcript AT; := AQQ(T»;_1,T»;). Then, we split # into disjoint sets of neighboring parties (that
we call committees) Q; := {P;_1, P»;} for all i € [n/2], so that

Q1 = {P1, P2}, Q ={P3,Ps}, ..., Qup = {Pn-1,Pn}.

We consider committee Q; and its interaction with Q,, but note that each committee Q;,
J € [n/2], executes the same instructions. Let AT} and AT, denote the transcripts established
by committees @ and Q», respectively. First, each party P; € @, generates an accumulation
value z; for AT} and sends it to all parties in Q := Q; U @,. Then, parties in Q collectively
execute two instances of Byzantine agreement BA in order to have consensus on the values
21, z2. Following this, each party P; € @ broadcasts AT to all parties in Q using Deliver on
input (ATy, z1). In the next step, parties in Q collectively execute two instances of (binary)
Byzantine agreement BA in order to decide which committee(s) delivered its transcript correctly.
Finally, each party P; € Q broadcasts AT}, j € {1,2}, to all parties in Q using Deliver on input
(AT}, z;) in case the committee Q; was determined to be successful in the previous step. This
ensures that the transcripts reach all honest parties. Parties conclude by locally aggregating
AT := Agg(AT), AT») the valid PVSS transcripts and progress to the next level of iteration. This
high-level idea applies to all levels ¢ € [logn] of the iteration/recursion: the two neighboring
committees Qy;—; and @Qy; of size ¢g/2 := 2¢-1 each interact with each other to exchange their
newly generated PVSS transcripts from the previous level and finally aggregate them. At the end
of the protocol, all parties obtain the same, aggregated PVSS transcript AT from which they
directly derive the key shares without any further interaction.

Security Analysis. Let A be an adversary that (7, &, T)-breaks security of GRand. Using
this adversary, we build a reduction against the aggregated unforgeability of the underlying
aggregatable PVSS scheme APVSS. For this, we split our proof into two parts. First, we provide
a simulation of the aggregated unforgeability experiment to A via a sequence of games. In
particular, we interpolate between some games using reductions against the security of the
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Byzantine agreement protocol BA and the security of the cryptographic accumulator scheme AC.
Second, we bound A’s winning probability in the final game by providing an efficient reduction
against the aggregated unforgeability of APVSS. We consider the following sequence of games
with A as adversary. Throughout the analysis, we denote by C C [n] the set of corrupt parties
and by H := [n] \ C the set of honest parties.

GaME Gy: This is the real game. In particular, the game samples system parameters par and
initializes a corruption set C := () and updates H := [n] \ C throughout the game. Then, the
game runs A on input par with access to a corruption oracle. Whenever A decides to corrupt
a party P; € H, the game faithfully returns the internal state of party P; to A and updates
C = C U {i}. Henceforth, A gets full control over P;. Further, all honest parties follow the
protocol instructions for the DKG protocol as specified in Figure 5.1. In particular, at the
beginning of the protocol, each party P; honestly samples a polynomial f; € Z,[X] of degree
¢t and computes a PVSS transcript 7;. After the protocol execution, each party P; outputs a
transcript AT and derives the public key PK, the vector of public key shares, and its secret
key share SK;. At the end of the game, A outputs a secret S*. It wins the game if |C| < ¢ and
S* = SK. Clearly, A’s advantage in winning the game is given by

Pr[Go=1] = &.

GaME G1: This game is identical to the previous game, except that we add an abort condition.
The idea of this hybrid is to rule out failure of the protocol Deliver. Namely, whenever an
instance of Deliver fails to output the correct message, the game aborts. At each level r € [logn]
of the recursion, there are 2n - 2"~ ! instances of Deliver. Summing these up over all levels, we
obtain

logn logn

Z on-2r"1 = op. Z 271 <2,
r=1 r=1

It is easy to see that Deliver only fails when an invalid proof of membership is received. As such,
the probability of failure of Deliver is directly given by the probability of finding a collision for
the cryptographic accumulator scheme AC underlying Deliver. As this probability is given by
&c, we can bound the winning probability of this game by

Pr[G, = 1] > Pr[Gy = 1] - 2n’ec.

GaME G;: This game is identical to the previous game, except that we add another abort
condition. The idea of this hybrid is to rule out failure of the consensus protocol BA. Namely,
whenever an instance of the Byzantine agreement protocol BA fails to establish consensus, the
game aborts. Ateach level 7 € [logn] of the recursion, there are 4 -2”~! instances of the protocol
(each of the 2"~ committees executes two instances of BA for accumulation value agreement
and two instances of BA for committee selection). Summing these up over all levels, we obtain

logn logn

Z4-2"1=4-Z2r_1§4n.
r=1 r=1

As each instance of BA fails with probability £p, we can bound the winning probability of this
game by

Pr[G; = 1] = Pr[G| = 1] — 4nep.
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GaME G3: This game is identical to the previous game, except that we add another abort
condition. So far we have rule out failure of the distributed protocols BA and Deliver. From
Lemma 5.4.2, it follows that the protocol execution then established the same aggregated
transcript AT for all parties that has contribution from at least one honest party. As such, the
idea of this hybrid is to guess this special party P* € [n] that contributes to the aggregate AT
and that remains honest until the end of the game. Concretely, at the beginning of the game,
the game makes a random guess by sampling i* < [n] and executes the game as in G;. At
the end of the game, the game aborts if P;+ # P* or P;. ¢ H. Since the choice of i* remains
information-theoretically hidden from A’s view, we can bound the winning probability of this
game by

Pr[G; = 1] = Pr[G, = 1]/(2n).

Note that the factor n comes from the condition P;» = P*, while the factor 2 comes from the
condition P;+ € H. It remains to bound the probability that the final game G3 outputs 1. For
that, we build an efficient reduction R against the aggregated unforgeability of APVSS. The
design should be straightforward.

Building a Reduction. At the beginning of the aggregated unforgeability experiment, R submits
a submits a request (givePVSS, i*) and obtains a PVSS transcript T;«. Then it simulates the
game G3 to A by sampling random degree- polynomials f; € Z,[X] foralli € H \ {i*} and
computing corresponding PVSS transcripts 7;. For party P;«, however, it uses 7;<. Whenever
A decides to corrupt a party P; € H, the reduction R simply forwards this query to its own
challenger for the aggregated unforgeability experiment and returns the output to the adversary A.
In this manner, R can correctly answer all corruption queries of A. At the end of the simulation
to A, the adversary A outputs a secret x* to R. We assume that the adversary outputs a correct
forgery x*, so that x* is the secret of the final aggregated transcript AT which has contribution
from P;. Now, the reduction R outputs the tuple (AT, T;, x*) to the challenger of the aggregated
unforgeability experiment. In particular, the winning conditions are satisfied: (i) |C| < ¢ is
clear, since the same holds true for the adversary A. (ii) Ver((pk,,...,pk,), AT) = 1 is clear,
since the DKG protocol execution succeeded by assumption. (iii) The existence of an index
i € H such that Ownld(AT, pk;) = 1 is clear, since i* is this index. Having said this, it follows
immediately that we can bound the winning probability of the final game by

Pr[Gs = 1] < g4.

Overall, we obtain the final bound

1
£p 2> o (8 - 27’l28c - 4n83) — £<2n(ep+2ep+nec).
n
We proceed with the proof for the statement that the DKG protocol is complete assuming no
failure of the distributed protocols BA and Deliver. Here, complete means that all honest parties
at the end of the protocol execution output the same transcript AT that has contribution from at
least one honest party.

Lemma 5.4.2. If the protocols BA and Deliver are perfectly secure, then GRand (cf. Figures 5.1
and 5.2) is a complete DKG protocol in the sense that all honest parties output the same transcript
AT with contribution from at least one honest party at the end of the protocol.
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Proof. We will show this lemma using an iterative argument. Concretely, we show that the
recursive protocol GenAPVSS executed among a set of parties Q := Q1 U @, succeeds under the
assumption that Q has honest majority. By this we mean that after termination, all honest parties
output a common transcript AT that has contribution from at least one subcommittee among
{Q, Q,} with honest majority itself (the existence of such a subcommittee is clear, otherwise Q
itself would not have honest majority). From this, it then follows that GRand is complete, since
at least one of the two committees £ = P U P, from the first recursion step has honest majority
(as we assume ¢ < n/2), say P for example. Then, the same argument also applies to #; and its
splitting 1 = P1,1 U P1.2, and so on. Since at the bottom level, there is a pair of neighboring
parties that form a committee, we know that both their initially sampled PVSS transcript will be
included in all subsequent levels and thus also in the final aggregate AT .

We start with the proof. Consider a committee Q = Q; U @, with honest majority among
which the protocol GenAPVSS is executed. It follows that one of the two committees Q;, Q@
also has honest majority, and we assume w.l.0.g. @; to be this committee. Further, we assume
that parties in Q; have already established a common PVSS transcript 7. We will show that at
the end, all parties in Q obtain a common PVSS transcript AT that has contribution 7;. In the
first step of the protocol, all parties in Q; generate an accumulation value z; for 7} and then
send it to all parties in Q. Since Q; has honest majority and we assume that all messages are
signed by a party before it sends it, all parties in Q will set their local accumulation value list
as Z[1] := {z;} and have agreement on it (without possibly knowing this). Then, parties run
two instances of the Byzantine agreement protocol, which by consistency establishes the same
accumulation values zj, z, for all parties in Q. By validity of BA, we know that z; is the correct
accumulation value for 7}, which was sent by an honest majority of parties in Q. In the next
step, each party in Q; broadcasts 7 to all parties in Q using Deliver. Since this protocol uses
Reed-Solomon codes with a reconstruction threshold of ¢/2 + 1 (majority threshold) and there
are at least ¢/2 + 1 honest parties in Q, all parties in Q will reconstruct the correct transcript 7
after this step. On the other hand, we cannot say anything regarding a hypothetical transcript
T, with accumulation value z, coming from the other committee Q. It could be that corrupt
parties in Q, (which can form the majority in that committee) send a valid transcript 75 to only
some honest parties in Q or even none so that not all honest parties might be able to reconstruct
the full message. Therefore, in the next step, parties execute two instances 2BA, 2BA; of binary
Byzantine agreement on input 1 if it was able to reconstruct a transcript 7; with accumulation
value z; and on input O otherwise. The security guarantees of Byzantine agreement now have
the following implications. If the output for say B; is 1, then there must have been at least one
honest party that provided the input 1 into the protocol. In particular, that honest party was able
to reconstruct a transcript 7; with accumulation value z; from the previous step. If the output for
BA; is 0, then we cannot say anything further (as it could be that some honest parties have input
0 and others 1). But since all honest parties in Q were able to reconstruct the full transcript 7}
coming from the (honest) committee Q;, we know that all honest parties input 1 into BA; and
therefore by validity of Byzantine agreement they all output 1.

In the final step of the protocol, all parties that have a transcript 7; with accumulation value
z; send it to all other parties in Q using the Deliver protocol. If the output of BA; was 0, then
parties simply ignore any transcript 7; delivered by any party. If the output of BA; was 1, then
all honest parties will reconstruct 7;, as there was at least one honest party that invoked the
deliver protocol on 7; by the properties of BA as already clarified. As BA| has output 1, we
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know that all honest parties will have the same transcript 7} at the end of this step. Further, if
BA; has also output 1, then likewise all honest parties will have the same transcript 7, at the
end of this step. If BA; has output 0, then we know that all honest parties will simply ignore
any transcript 7, delivered by any party and thus all honest parties will agree on 7, = @ simply.
Having said all this, we have shown that in case the committee Q has honest majority, then
all honest parties will end up with the same transcripts 77 and 7, (coming from the children
committees @ and @Q;) where at least one of them is a valid and true PVSS transcript 7; # 0. As
aresult, after the local aggregation step of {T; };[2], all honest parties obtain the same transcript
AT := Agg(Ty,T»). This concludes our discussion on our initial goal to show that all honest
parties terminate GenAPVSS with the same aggregated transcript that has at least one honest
contribution. Termination of the protocol is clear, as all building blocks are deterministic and
run in a finite number of rounds. O

Communication Complexity. In the following, we measure the communication complexity
of GRand. We begin by focusing on one particular level of the recursive protocol GenAPVSS
and then sum over the total number of log n levels. For this, let us consider the level £ € [logn]
of the recursion tree (£ = 1 denotes the bottom level in which parties form committees of size
2) with Q| and Q, each of size 2¢~! that merge into Q which is of size ¢ := 2¢. We count the
communicated bits among honest parties in the committee Q and then multiply this with the
number n/qg of parent committees at that particular level £. However, in contrast to the previous
analysis we do not now assume that Q has honest majority. The reason for this is that even
though our protocol is deterministic, it could be possible that in a corrupt majority committee
the honest parties communicate much more bits (e.g., O(1¢>) bits) than in an honest majority
committee which could blow up the overall communication complexity. Thus, we do not make
any assumptions on Q and its children committees Q, Q.

We begin with the analysis assuming the worst-case scenario in which both committees are
corrupt and all honest parties in both committees start each with a different transcript. In the first
stage, each party in @ multicasts an accumulation value of size O () to all other parties in Q.
Thus, this step takes a total communication of O (1¢?) bits, as the number of parties in Q is ¢. In
the next stage, the parties execute two instances of the Byzantine agreement protocol BA which
itself has a communication complexity of O(1¢”logq) bits. Here, we assume the scenario
where the adversary lets the honest parties agree all on a different accumulation value which is
the one from its own local PVSS transcript. Afterwards, parties invoke the deliver protocol on
their PVSS transcript which is of size O (An). By definition of the deliver, each party splits its
transcript into chunks of size O (An/q) and sends its chunk to one particular party. Therefore, the
total communication complexity of this step is ¢ - O(An/q - g) = O(Ang) bits. In the next step of
the deliver protocol, each party multicasts a chunk it received from a different party only in case
the augmented accumulation value corresponds to its own accumulation value and it does so only
once in total. Hence, this step also incurs the same number of communicated bits which is O (Ang).
Following this, the next two steps of the recursive protocol are identically to the preceding two
steps: two instances of (binary) Byzantine agreement followed by an invocation of the deliver
protocol. As a result, we obtain O (Ang + Ag?* log g) bits for the total communication complexity
of honest parties in the committee Q of size ¢g. Since there are n/q such parent committees, we
get a communication complexity of n/q - O(Ang + Ag*log q) = O(An® + Anglog q) bits for
that particular level. By summing over all levels for £ € [logn] with ¢ = 2¢, we obtain a total
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communication complexity of

logn logn
Z O (An* + Anglog q) = O(An*logn) + Z O (An2%e)
t=1 =1

logn
< 0(An*logn) + Z O (2% logn) < O(An*logn) + O(An*logn).
£=1

bits, which is identical O (1n? log n) as claimed. This concludes our discussion on the communi-
cation complexity of GRand.

Round Complexity. We proceed with the round complexity of GRand which is the same as
the one of the recursive protocol GenAPVSS. For this, we first give a formula for the round
complexity of our Byzantine agreement protocol in Appendix 5.7.1. Denote by r(n) the round
complexity of the protocol that consists of two sequential executions of the four-round graded
Byzantine agreement protocol GBA with two rounds of proposal phases and two sequential
executions of the Byzantine agreement protocol recursively on committees of size n/2. From
this observation, we easily derive the recursive formula

r(n)=AG+r(n/2)+ 1)+ @4 +r(n/2)+1) =2r(n/2) + 10,

where at the lowest level of the recursion we have (1) = 0, since a Byzantine agreement protocol
involving a single party is trivial. It can easily be seen that r(n) = 10n — 10 is the correct solution
for this recursive formula. We use this now to establish a formula for the round complexity of
our recursive protocol GenAPVSS. The protocol consists of the following steps: two parallel
executions of the protocol itself with committees of size n/2, a one-round accumulator proposal
step, two parallel executions of Byzantine agreement protocol, an invocation of the two-round
deliver protocol, again two parallel executions of Byzantine agreement, and finally again an
invocation of the two-round deliver protocol. From this observation, we derive for the round
complexity R(n) of GenAPVSS the following recursive formula

R(n) = (R(n/2) + 1) + (r(n) +2) + (r(n) +2)
=R(n/2)+2r(n)+5
= R(n/2) +20n - 15,
where at the lowest level of the recursion we trivially have R(1) = 0. Again this can be solved

using standard techniques, which gives us R(n) = 40n — 151log(n — 2) — 40. This concludes our
security and complexity analysis of GRand. O
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Let e : G| X G, — G be a pairing with generators g € Gy, h € Gp. LetH; : {0, 1}" — Gy
and H, : G — {0, 1} be two cryptographic hash functions modeled as random oracle.
Hereafter, let g, := H(r) for all » € N.

 Setup Phase. Parties execute the DKG protocol GRand and obtain a vector of secret
key shares (SK1,...,SK,) € G4, a vector of public key shares (PKy,...,PK,) € G?,
and a public key PK € Gy. // This serves as setup for the randomness beacon which
starts following a one-time, one-round commitment phase.
¢ Commitment Phase. Initialize an empty local set G := 0. Sample a; <5 Z),
uniformly at random and multicast (i.e., send to all parties) the commitment cm; :=
(g%, h~%SK;). Uponreceiving cm; = (cm; 1,cm; ) from party P;, check if equality
e(PKj,h) =e(cm; 1, h)e(g,cm; ) holds. Only if this equality holds, update the set
G := G U {P;}. // This step is done only once, and each party stores the commitments
cm; it received from other parties.

 Beacon Epoch r. Compute the share o; := (g/7, e(g,,SK;)) along with the NIZK
proof 7r; := Dleq(g, g, g, g, ), and multicast (o7, 7;). Upon receiving (o7, 7r;) from
any party P; € G, check if 7 verifies using cm; | and o7 ;. Further, check if equality
oj2=e(gr,cm;z)e(o; 1, h) holds.

* Reconstruction Phase. Upon receiving ¢ + 1 valid tuples {(cj, 7;)} jes from distinct
parties in G, compute o := e(g,, SK) by Lagrange interpolation in the exponent from
{oj2 =e(gr,SKj)}jes. / Only local computation without interaction.

* Beacon Output. Upon reconstruction of o in epoch r, output the beacon value as
or := Ha(0) € {0, 1}, // The beacon value is output as soon as t + 1 valid tuples are
received.

Figure 5.3: Description of our DRB protocol GRandLine from the view of party P;.

5.5 Distributed Raondomness Beacon

In this section, we design an efficient and simple randomness beacon protocol. The construction
is inspired by the threshold VUF design of Gurkan et al. [Gur+21b] and can be thought of as an
optimized version of their protocol that comes with an adaptive security proof. As such, our
protocol is comparable with the threshold BLS signature.

5.5.1 Our Design

In this section, we present our randomness beacon GRandLine. For a formal description of the
protocol, we refer to Figure 5.3 below. Let H; and H; be hash functions modeled as random
oracle and denote g, := H{(r) forall » € N. Parties begin by executing GRand upon which every
party P; obtains a public-secret key pair (PK;, SK;) := (g/®, /(D) for a hidden polynomial
f € Z,[X] of degree t. The idea now is to use ¢; := e(g,,SK;) € Gr as a partial signature on
the epoch number r € N, obtain the full signature ¢ := e(g,, SK) via Lagrange interpolation in
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the exponent from enough shares, and derive the randomness beacon value as H,(¢) € {0, 1},
However, the problem with a naive implementation of this approach is that no party can verify
the correctness of a received share ¢; = e(g;, h)f () In order to resolve this issue, we augment
the signature shares with additional elements from which its correctness can be checked via
pairing equations. For this, we follow an economical two-step approach. After DKG setup,
each party P; locally samples an @; < Z,, uniformly at random and multicasts (i.e., sends to
all parties) cm; = (g%, h~ % SK;). Correctness of its second component can be checked via
a pairing equation. After this commitment phase, the actual randomness beacon starts. For
epoch r > 1, each party computes o := (g,"*,¥;) along with a Chaum-Pedersen NIZK proof of
discrete logarithm equality [CP93] as n; := Dleq(g, g%, g,,g,") to prove correctness of g;".
Upon receiving such a tuple, any party can verify the correctness of the partial signature
using a pairing equation. Having done this, each party can compute the randomness beacon
value for epoch r as described above. Overall, partial signatures consist of two group elements
along with a simple proof of discrete logarithm equality. And verification of a share takes a
single pairing equation with two pairing operations (as for the regular BLS signature).

5.5.2 Security and Complexity Analysis

In this section, we give a security and complexity analysis of our randomness beacon protocol
GRandLine. On an high level, consistency and availability follow from uniqueness of the
signature 9 := e(H(r), SK) (per message r and public key PK) and soundness of the Chaum-
Pedersen NIZK proof system for discrete logarithm equality. Unpredictability follows from
unforgeability of 3, and the final hash operation H; (1) guarantees uniformity in the random oracle
model. Essentially, these are the standard arguments for the transformation from unique threshold
signatures to randomness beacons [CKSO05], but with the additional argument of soundness
of NIZK proofs for correctness of the threshold signature. Using techniques from [BL.22a] to
handle adaptive corruptions, we give a security reduction from the hardness of n-co-OMDL to
the unforgeability of the threshold signature.

Intuitively, the adversary essentially has three options to successfully forge a signature
9 = e(H;(r*), SK) on some message (i.e., epoch number) r*. It either finds the secret key SK,
the encryption secret ; for an honest party’s i € [n], or the discrete logarithm of the element
Hi(r*). But this should be infeasible given secrecy of the underlying DKG protocol and the
ElGamal encryption used for commitments cm; := (g%, h~*SK;). Further, the output BLS
signatures Hy (1), H;(2)%, ... do not reveal additional information. We make this intuition
sound by building a reduction that embeds the n-co-OMDL challenge ¢ in either the PVSS
transcript of some party (that remains honest at the end), in the ElGamal encryption secrets
ay, ..., a, of parties, or in the random oracle outputs H; (-), a choice that remains hidden from
the adversary. Leveraging the algebraic group model, we are able to solve & using the polynomial
equations that come from the forgery and additional data output by the adversary.
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Theorem 5.5.1. If n-co-OMDL is (g4, Ta)-hard in the AGM and BA is (t, eg, Tg)-secure, then
GRandLine (¢f. Figure 5.3) is a (t,e,T, L, qp, 1)-secure randomness beacon protocol in the
AGM+ROM, where

, T>Ts+Tg+O(Ln?.
2p

e<Ln|12e4 +4nep +

Further, GRandLine has a communication complexity of O(An?) bits per epoch, and each epoch
takes one asynchronous round.

Subsequently, we give a proof for Theorem 5.5.1. Since the claim on the communication and
round complexity of GRandLine is trivial to verify, we will only focus on the security analysis.

Proof. In the following, we prove 1-unpredictability and bias-resistance of our randomness
beacon GRandLine. We do this by showing that it is hard for an algebraic adversary to output a
future randomness beacon value that is valid. Since our randomness beacon values are derived as
a unique (deterministic) threshold signature from threshold keys output by GRand, it is enough
to show that the adversary cannot produce a forged signature for a future epoch. Since we hash
the final epoch signature through a random oracle H,, the 1-unpredictability and bias-resistance
of GRandLine follows.

Having said that, let A be an algebraic algorithm that (¢, £, T, L, g, 1)-breaks unpredictability
of GRandLine, and let & = (£1,...,&,) € (G X Gy)" be the co-one-more discrete logarithm
challenge of degree n with corresponding oracle DL, () where &; = (&;.1,&;2) = (g%, h¥) for
all i € [n]. Without loss of generality, we assume that A queries the random oracle H, before
producing its prediction o, := Hy (o) for some round r € [L]. Further, we assume that all
parties are honest prior to the execution of the protocol. It is straightforward how to adjust the
proof to the general case. Hereafter, let C C [n] be the dynamically changing set of corrupt
parties and let H := [n] \ C be the set of honest parties. Initially, we have C = (). We consider
the following sequence of games with A as adversary.

GAME Gg: This is the real game. Generate the system parameters par = (G, G,, Gr, p, g,
h,e) where e : Gy X G, — Gr is an asymmetric type 3 pairing of prime order p cyclic
groups with generators g € Gy,,h € G,. For all indices i € [n], generate the key pairs as
(pk;, sk;) < Keys(par,i) such that pk; = h**i. Whenever A decides to corrupt a party P;,
return the internal state of that party and set C := C U {i}. Thereafter, A gets full control over
P;. Execute the DKG protocol GRand on behalf of the honest parties and let (PK1, ..., PK})
and (SK1,...,SK},) be the vector of public and secret key shares, respectively. For all i € H,
execute the commitment phase by sampling @; < Z,, uniformly at random and publishing
cm; = (g%, h”“SK;). Answer random oracle queries r; to Hy by sampling y; « Z, and
returning H; [r;] := g” € G. Answer random oracle queries s; to H, by sampling o; < {0, 1}*
and returning Hj[s;] := ;. For all i € H and epoch numbers r > 1, compute the beacon
share o; of party P; as (g7, e(gr,SK;)) along with a proof of discrete logarithm equality
n; := Dleq(g, g%, g, g"") certifying the correctness of g, and publish it. Output the beacon
value o, := e(g,, SK) for epoch r (either by Lagrange interpolation in the exponent from beacon
shares {e(g,, SK;)}s or directly from the knowledge of the secret key SK). At any point of the
game, say in epoch r, A outputs a prediction (¢j, ) for an epoch ¢ € [L]. The adversary wins
the game if £ > r and o} = o, where o, := Hy(e(g¢, SK)). Clearly, A’s advantage in winning
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the game is per definition given by
PI‘[G() = 1] =E&.

GaME G: This game is identical to the previous game, except that we add an abort condition.
Before the execution of the game, sample a guess £* «— [L] uniformly at random. Then, execute
the game as before and abort the game if £ # ¢£*. Since the choice of £* remains hidden from A
and does not affect the subsequent execution of the game, we bound the winning probability of
this game by

Pr[G| = 1] = Pr[Go = 1]/L.

GaME G;: This game is identical to the previous game, except that we reprogram the random
oracle H; on input ¢ differently (note that £ = £* is the epoch for which A provides a prediction,
i.e., a forgery for the underlying threshold signature). To this end, program H; on input r; as
follows. For r; # £, sample y; «—s Z, uniformly at random and return H; [r;] := g”i. Forr; = £,
however, return H,[£] := &1 where &1 < G is some randomly sampled group element.
Clearly, this game is indistinguishable from the previous one so that there is no change in the
winning probability, i.e.,

PI‘[G2 = l] = Pr[G1 = 1].

GaME G3: This game is identical to the previous game, except that we add another abort
condition. The idea of this hybrid is to guess a party P;« € [n] that contributes to the keys
generated from GRand and that remains honest until the end of the game. Note that the keys
output by GRand are directly derived from the final APVSS transcript AT «— GenAPVSS
which is just an aggregation of several initially sampled PVSS transcripts with contribution
from at least one honest party P*. Before the execution of the game, make a guess by sampling
i* < [n]. Then, execute the game as before and let P* € H be the honest party whose initial
PVSS transcript is included in the final aggregated transcript AT during the execution of GRand.
At the end, abort the game if P;+ # P*. Since the choice of i* remains information-theoretically
hidden from A’s view, we bound the winning probability of this game by

Pr[G; = 1] > Pr[G = 1]/n.

GaMmE G4: This game is identical to the previous game, except that we add another abort
condition. Namely, whenever an instance of the Byzantine agreement protocol BA fails to
establish consensus, the game aborts. At each level r € [logn] of the recursive setup phase,
there are 4 - 2"~ ! instances of the consensus protocol (each of the 2" ~! committees executes two
instances of BA to agree on accumulation values and two instances of BA to agree on which
PVSS transcripts of the children committees to aggregate). Summing these up over all levels,
we obtain

logn logn

2 l=g0y 2l <4,
24 2 Z
r=1 r=1
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As each instance of BA fails with probability £z, we can bound the winning probability of
this game by

Pr[G4 = 1] = Pr[G3 = 1] — 4nep.

GaMmE Gs: This game is identical to the previous game, except that we add another abort
condition. Namely, whenever the adversary can forge a NIZK proof of knowledge of discrete
logarithm 6 for one of its PVSS transcripts, the game aborts. As the NIZK proof of our PVSS
scheme is a regular Schnorr proof with statistical soundness, we may bound the soundness error
simply by 1/p. Since the adversary makes a total of ¢, random oracle queries, we can bound
the winning probability of this game by

Pr[Gs = 1] 2 Pr[Gy = 1] - 2.
p
GaME Gg: This game is identical to the previous game, except that we add another abort
condition. Namely, whenever the adversary can forge a NIZK proof of discrete logarithm
equality 7 for one of his partial signatures during a randomness beacon epoch, the game aborts.
As the NIZK proof of discrete logarithm equality is a standard Chaum-Pedersen proof with
statistical soundness, we may bound the soundness error simply by 1/p. Since the adversary
makes a total of g5, random oracle queries, we can bound the winning probability of this game by

Pr[Gg = 1] = Pr[Gs = 1] — 2.
p
GaME G7: This game is identical to the previous game, except that we add another abort
condition. Namely, whenever the adversary finds a collision among the random oracle queries to
the hash function H; : {0, 1}* — Gy, the game aborts. As the adversary has a total of g, tries
and can run the birthday paradox algorithm, we bound the winning probability of this game by

PI‘[G7

[
=
v
o)
—
P

=)}

[

|
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As A is an algebraic adversary, at the end of the game it returns the forgery (o¢, £) where
o¢ = Ha(e(ge, SK)) together with an algebraic representation (w.l.o.g. we assume that the
adversary queries the random oracle on e(g¢, SK) before outputting p;)

({ao, ails---s bi,z}?zl, {bi,3}?jls {ri,l, cee ri,n}?il, {Ci,j,b cee Ci,j,S},rfj:],

{di,l,Za L) di,n,Z}(-I: ’ {ei,1,29 L) ei,n,Z}l'I: ) {.fi,l,29 L] _fi,n,Z}('I: ’
i=1 i=1 i=1

{dij1 it fijo 3 jmrs S0 0s s St ooy At -+ s tinn Y2

{ui,l,la cve ui,n,n}"]i B {vi,ls R ] Vi,n}?i
i=1 i=1

of elements in Z,, such that

n

! . . .
E(g[,SK) = €(g, h)ao ’ 1—[ e(g’Yi)al’l : e(g’pki)a"z ' e(g7cmi,2)al’3

i=1
n qh qs n

: l_[ e(Ci, )P - e(cm; 1, h)"12 - l_[ e(hy i )" - H e(oy,j, )™
i=1 i=1 i=1 j=1
n
[ ecci vt - e(Ci k)it - e(Cryom; 5)
i,j=1
n qh n
. 1—[ e(cm;, i, ¥;) %t - ]—[ I_I e(hy i, Y)) %2
i,j=1 i=1 j=1
qs n n
1T et vomee- [ ] etem,pk;ye
i=1 j,k=1 i,j=1
qdh n s n
1T Teropkpes>- ][] eten»pha)+
i=1 j=1 i=1 j,k=1
n qh n
: 1—[ e(cm; i, cmj ) /07! 1_[ l_[e(hl,iacmjl)fi’j’z
i,j=1 i=1 j=I
qs n qs n
: l_[ n e(0i,j, CMy 2) 7k - l_[ l—le(g,-,SKj)"’*f. (1)
i=1 j,k=1 i=1 j=1

Here, the representation is split (from left to right) into powers of pairing evaluations on
combinations of the generators g, &, the polynomial commitments Cj, ..., C, and encrypted
shares Y1, ..., Y, of the aggregated transcript output by GenAPVSS (which has contribution
from the designated party P*), the public keys pky, . . ., pk,, of parties (these constitute the setup
phase), the auxiliary commitments cmy,...,cm, (these constitute the commitment phase),
the answers to hash queries &, ; := Hi(m;),i € [qn], returned by the random oracle, and the
beacon value shares (seen as partial signatures of the underlying threshold signature scheme)
e(gi,SK;), where i € [g,] and j € [n], along with the correctness shares o; ; := glfl'i (recall
that g; := H; () by definition). Here, ¢, is defined as the current epoch in which the adversary
outputs its prediction and thus g, < £ by assumption (as the protocol is deterministic after the
setup phase and parties do output the beacon values in sequence). Further, we assume w.l.o0.g.
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that m; =i for all i € [¢;]. In the following, we let Qj, denote the set [g;,] \ {£} (recall that £ is
the index where the forgery happens). Then the above equation over Gr to base e(g, #) yields

Yef(0) = ag+ Y a1 f(D)ski +aiaski +aiz(—ai + £()

i=1

+Zb11f(l)+b120'l+ Z bl371+zzrljyla]

ieQyp i=1 j=

+ Z cij1 fOf()sk; +cijof(@D)sk;+cijaf@)(—a;+ f())

i,j=1

n n
+ Z dijaaif(j)sk; + Z Zdi,j,zwf(j)skf

i,j=1 ieQy j=1
qs n n
+ Z Z si’j,ky,-ajf(k)skk + Z e,-,j,loz,-skj
i=1 j,k=1 ij=1
n qs n
+ ) D e aviski+ ) ) b aviaysk
i€eQy j=1 i=1 j,k=1
n n
+ D fonai(=ag+ FGN + D > fijavil=aj+ £()
tj—l i€0 j=1
¥ Z Z i g xyioj (- + f(K)) + ZZvl i ()
i=1 j,k=1 i=1 j=1

+ve (bm + Z dejo2f(j)skj+ Z ec,j25kj + Z fej2(—a;+ f(j)))-
= = =

Note that we have split the terms into those that contain the £-th term and those that do not. As a
result, the terms on the right-hand side of the equation other than the last one are independent
from the variable y,. By rewriting, we get the simplified identity

Ye|bes— f(0) + Z [de.jof(j)sk; +ecjosk;+ feja(...)] | = A, ()
=

where A is the negative/minus of the appropriate rest term. Let us write this equation as
ve¢ - B = A for the appropriate B. We consider the following five events:

* E; defined by the identity B = 0.

* E, defined by: there is no index i € H such that f; # O that are known polynomials in

fei2, o5 feno

» E5 defined by: there is no index i € H such that ¢; # O that are known polynomials in the
coeflicients output by A.
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* E, defined by: there is no index i € H such that dy; » # 0 and f7 ;2 + s; # 0 for known
coeflicients s;.

* Es defined by: there is no index i € H s.t. r{ # 0 and ] # O that are known polynomials
in the coeflicients output by A.
With this, we obtain the following technical lemma.

Lemma 5.5.2. Let G7 and events E; fori € [5] be defined as above. Then there exist (algebraic)
algorithms A; for j € [6] playing in game n-co-OMDL that run in time at most T such that:
Pr[n-co-OMDL* = 1] = Pr[G5 = 1 A =E{],
Pr[n-co-OMDL* = 1] = Pr[G) = 1 A E| A —E],

Pr[n-co-OMDL"™ = 1] = Pr[G} = | A E| A Ey A —E3],
Pr[n-co-OMDL™ = 1] = = Pr[G5 = 1 A... A E3 A =Eq4],

Pr[n-co-OMDL" = 1] = ~Pr[G5 = 1 A... A E4 A =E5],

N =N =

Pr[n-co-OMDL* = 1] = Pr[GS = 1 AE| A ... A Es].
Moreover, T <T' + O(Ln?).

Proof. Let & = (&1,...,&) € G with & = (g%, h%) for i € [n] be the co-OMDL instance of
degree n. Algorithms A; for i € [6] have access to a (perfect) discrete logarithm oracle DL, () in
G (to base g) which they can query at most n — 1 times. When we say algorithm A; queries
the discrete logarithm oracle on &, we mean that it queries DL, () on the first component of &;
which is a group element in G;. Before we start with the description of the algorithms A;, we
describe four different algorithms Sim; for i € [4] that give a perfect simulation of the game G5
to the adversary A.

Simulator Sim; (¢, par): On input &, Sim; queries the discrete logarithm oracle DL, () on
&, ..., &, and gets (z2,...,2,). It generates the public-secret key pairs of honest parties by
sampling sk; < Z, uniformly at random and publishes pk; := h*%i. Sim| executes the DKG
protocol GRand on behalf of the honest parties by sampling degree-f polynomials f; € Z, [X]
uniformly at random for all i € H. At any point of the simulation, Sim; answers corruption
queries by returning the internal state of the respective party faithfully. After this setup phase,
it executes the commitment phase by sampling @; <« Zj, uniformly at random for all i € H
and publishes cm; = (g%, h~ % SK;). Further, for all i # ¢ it answers random oracle queries
r; to H by sampling y; <—s Z, uniformly at random and returning H;[r;] := g”. Forr; = ¢,
however, it returns H[£] := &;. It answers random oracle queries to H, by lazy sampling as
usual. After the setup phase, the sequential randomness beacon phase begins. For all epochs
r < ¢, Sim; computes the beacon share o; = (g, e(g,, SK;)) along with the proof of discrete
logarithm equality 7r; = Dleq(g, g%, g, gr") for honest party P; by simple computation from
the knowledge of @; and SK;. It is clear that this simulation is perfect, since the simulator follows
all steps of the protocol instructions faithfully and only changes the way how the random group
element g, = Hy(¢) is generated (on which the forgery is produced).

Simulator Sim; (&, par): On input &, Sim; generates the public-secret key pairs of honest
parties by sampling sk; <5 Z, uniformly at random and publishes pk; := h*i. Sim, executes
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the DKG protocol GRand on behalf of the honest parties by sampling degree-f polynomials
fi € Z,[X] uniformly at random for all i € H. After this setup phase, it executes the
commitment phase as follows. For all i € H, it generates the commitment cm; of party P; as
cm; = (&1, gl—; SK;) and publishes it. Further, for all i it answers random oracle queries r; to
H by sampling y; <5 Z,, uniformly at random and returning H[r;] := g”%. It does so also for
the random oracle query H,[{]. It answers random oracle queries to H, by lazy sampling as
usual. After the setup phase, the sequential randomness beacon phase begins. For all epochs
r < ¢, Sim, computes the beacon share o; = (g, e(g,, SK;)) along with the proof of discrete
logarithm equality 7r; = Dleq(g, g%, g, g+") for honest party P; by the identity g, = Ziv by
computation e(g,, SK;) from the knowledge of SK;, and n; by honest-verifier zero-knowledge
(HVZK) simulation. At any point of the simulation, Sim, answers corruption queries i € H by
calling its discrete logarithm oracle DL, () on input ¢; to obtain a; := DL4(cm;) and returning
a; along with other internal data such as sk; (note that ¢; is the only value for party P; that was
not generated honestly). Note that this is different from the previous simulator in that it was able
to return the full internal state without calling its discrete logarithm oracle. It is clear that this
simulation is perfect, since the simulator only changes the way how the commitments cm; for
i € H are generated (indistinguishable from an honest generation) and can output beacon shares
via random oracle programming and HVZK simulation.

Simulator Sims(&, par): On input £, Sim3 generates the public-secret key pairs of honest
parties as pk; := &; » and publishes them. This implicitly fixes the secret keys as sk; = z; which
is the discrete logarithm value of &;. Sims executes the DKG protocol GRand on behalf of the
honest parties by sampling degree-¢ polynomials f; € Z,[X] uniformly at random for all i € H.
After this setup phase, it executes the commitment phase by sampling @; < Z), uniformly at
random for all i € H and publishes cm; = (g%, h~% SK;). Further, for all i it answers random
oracle queries r; to H by sampling y; <5 Z,, uniformly at random and returning Hi [r;] := g”".
It does so also for the random oracle query H[£]. It answers random oracle queries to H, by
lazy sampling as usual. After the setup phase, the sequential randomness beacon phase begins.
For all epochs r < ¢, Sims computes the beacon share o; = (g;", e(g,, SK;)) along with the
proof of discrete logarithm equality 7; = Dleq(g, g%, g,, g5 ) for honest party P; as follows:
generation of g, and 7r; are by simple computation from the knowledge of «;, and generation of
e(gr,SK;) is done via the identity

e(gr,SK;) = e(g,SK)) = e(g/ D, h)Y = e(PK;, h)".

At any point of the simulation, Sims answers corruption queries i € H by calling its discrete
logarithm oracle DL, () on input &; to obtain sk; and returning sk; along with other internal data
such as a; (note that sk; is the only value for party P; that was not generated honestly). It is clear
that this simulation is perfect, since the simulator follows all steps of the protocol instructions
faithfully and only changes the bulletin board keys are generated.

Simulator Simy (&, par): On input &, Simy queries the discrete logarithm oracle DL, () on
&40y, & and gets (242, - - - > 2n). It generates the public-secret key pairs of honest parties by
sampling sk; < Z, uniformly at random and publishes pk; := h*%i. Sim, executes the DKG
protocol GRand on behalf of the honest parties by sampling degree-f polynomials f; € Z, [X]
uniformly at random for all i € H \ {P*}. For the designated party P* (that contributes to
the final aggregated PVSS transcript and remains honest), however, it generates the degree-¢
polynomial fi = do + diX +...+d; X" € Z,[X] such that g% = &4 for all j € [] (i.e., the
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t + 1 coefficients of the polynomial are given by the discrete logarithm values of &1, ..., & +1).
From this, it can generate the commitments and encrypted shares of party P*’s PVSS transcript
by Lagrange interpolation in the exponent and knowledge of the secret keys sk; of all parties.
In this context, it is important to note the following crucial and subtle observation: since Simy
generates the public keys pk; of honest parties faithfully and the adversary A is algebraic, it
outputs the (updated) public keys of corrupt parties as a linear combination of known values
which enables Simy to compute the respective secret keys from this linear combination along
with the algebraic representation.

At any point of the simulation, Simy answers corruption queries by returning the internal
state of the respective party faithfully. Note that by assumption P* remains honest and for any
other party the simulator follows the protocol instructions honestly so that it can return the
internal state of the respective party without any discrete logarithm query. After this setup phase,
it executes the commitment phase by sampling @; < Zj, uniformly at random for all i € H
and publishes cm; = (g%, h™ % SK;). Further, for all i it answers random oracle queries r; to H
by sampling y; < Z, uniformly at random and returning H;[r;] := g”i. It does so also for
the random oracle query H[¢]. It answers random oracle queries to H, by lazy sampling as
usual. After the setup phase, the sequential randomness beacon phase begins. For all epochs
r < ¢, Simy computes the beacon share o; = (g, e(g,, SK;)) along with the proof of discrete
logarithm equality 7r; = Dleq(g, g%, g,, g+") for honest party P; by simple computation from
the knowledge of @; and SK;. It s clear that this simulation is perfect, since the simulator follows
all steps of the protocol instructions faithfully for all parties except P* and only changes the way
the designated party generates its PVSS transcript which is indistinguishable from an honestly
generated transcript.

Having defined the simulators Sim; for i € [4], we can now describe the algorithms A;
and how they convert the forgery output by A (winning game G7) into a valid solution to the
co-OMDL instance ¢ with high probability, conditioned on some event happening. Recall
equation (#) defined as By, = A for the appropriate terms A and B. We now describe the
algorithms A; that simulate the game G7 to the adversary.

Algorithm A (&, par): Algorithm A works identical as the simulator Sim;. In particular,
the simulation is perfect and the only change is the way how the random group element
ge = Hi(£) is generated on which the forgery is produced. Suppose that A; wins the game G
and that event —E happens, i.e., B # 0. Then equation (4) is a non-trivial equation of degree
one in y, = DL4(&7) (as clarified before, the terms A and B are completely independent from
the variable y,). By simple algebra, this allows A, to solve for y, = A - B~! and thus efficiently
output the discrete logarithm values of the co-OMDL challenge £. Overall, we obtain

Pr[n-co-OMDL" = 1] = Pr[G} = 1 A —E].

The bound on the running time of A; is obvious.

Algorithm A, (&, par): Algorithm A, works identical as the simulator Sim,. In particular, the
simulation is perfect and the only change is the way how the commitments cm; are generated. In
this case, we have cm; = (&; 1, 5:21 SK;) foralli € H (here, H C [n] is the set of all honest parties
up to the point in which parties output these commitments) and thus a; = DL (£;). Suppose that
A, wins the game G- and that event E| A —E; happens, i.e., B = 0 and also there is an index
i € H such that f; # 0 (we will define these very soon). We let F := f; 12a1 + ...+ fraoan
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and from B = 0 get the identity

F=be3~- f(0)+ Z [de,j2f (G)skj+ecjask;+ fei2f (D], (%)
=

and so all terms on the right-hand side of the equation are independent from the variables
ay,...,a, and can also be concretely computed by A; as they are known. We consider the
defining equation of F in more detail now.

Since the adversary A is algebraic, it outputs its commitments cm; as (known) linear
combinations of the commitments of the honest parties, since all previously generated elements
output by the simulator Sim, are generated honestly and thus independent from the unknown &.
For simplicity, we assume for the remainder of this paragraph that C = [¢t] and H = [t+1,n]. As
aresult, there are linear polynomials F; € Z,[X] foralli € C such that @; = F; (41, ...,a,) =
Fi(zs+1, - - -, Zn) that only depend on the outputs by the honest parties. Therefore, the defining
equation for F' can be transformed into

F=fo+ firiai1 + fre2@2 + ...+ fray

for some appropriately defined coefficients fo, fi+1,..., fu € Z,. By assumption we suppose
that A, wins the game G7 and that event —=E> happens, that means there is an index i € H
such that f; # 0. Since the value of F by equation () can be concretely computed by A;, in
combination with the above equation for F linear in the variables @;.1, . . ., @, the algorithm A,
proceeds as follows. It computes all the values a; = DL, (¢;) by calling its discrete logarithm
oracle on input &; for j € H \ {i} and then solves for the value «; in the above linear equation
for F. By simple algebra, this allows A; to solve for a1, . . ., @, and thus efficiently output the
discrete logarithm values of the co-OMDL challenge £. Overall, we obtain

Pr[n-co-OMDL™ = 1] = Pr[G% = 1 A E; A —E3].

The bound on the running time of A; is obvious.

Algorithm A3 (&, par): Algorithm Az works identical as the simulator Sims. In particular,
the simulation is perfect and the only change is the way the bulletin board keys are generated.
In this case, we have pk; = &; » for all i € H and thus implicitly sk; = z; which is the discrete
logarithm value of &;. Suppose that A3 wins the game G7 and the event E; A E; A —E3 happens.
Recall the E| defining equation

n

Z [de.jof(G)skj +ecjosk;— fejaaj+ fri2f ()] = £(0) = be 3. ()

J=1

Again, let F := fp 1201 + ...+ fr.n20a, as before. In contrast to the previous paragraph, now
the values «; for all i € C (here, C C [n] is the set of all corrupt parties up to the point in which
parties output their commitments cm;) are known and independent of z, ..., z, that are the
discrete logarithm values of &;. The reason for this is that since the adversary A is algebraic, it
outputs the commitments cm; | = g% € G; with an algebraic representation of elements in the
prime field Z,,. However, as the simulator Sim3 (that defines the algorithm A3) only uses the
elements &; » € G in the second source group for its simulation of the protocol, A is agnostic
of the elements &; | € G; and therefore has to explicitly provide knowledge of the a; fori € C
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through the algebraic representation. This argument relies on the fact that the underlying pairing
is of type 3 and there is no efficient way for A to transform elements from one source group
to the other source group. The same argument also applies to the evaluations of the hidden
degree-t polynomial f(X) € Z,[X], as the adversary outputs the commitments of its chosen
polynomials in the first source group G; and therefore independent of the &; » elements. As
a result, the values f(0), f(1),..., f(n) are known to A3 and independent from the variables
Z1, ..., 2n. Overall, the only variables in the above equation (¢) that depend on zy, ..., z, are
the secret keys ski, . .., sk,. We simplify as

Jj=1

sk = fO) =bes+ Y [fejoj— fojaf ()] ®)
j=1

where é; = d¢ j2f(j) + e¢ jo forall j € [n]. Since A is algebraic, it outputs its (updated)
keys pk; for i € C (up to the point in which parties publish their keys on the bulletin board) as
linear combinations of the honest parties’ keys. For simplicity, we assume that C = [¢] and
H = [t + 1,n]. Thus, let us write

ski = A0, + Aps1,iZer1 + oo+ ApiZn

for alli € C and some coefficients Ao ;, Ar41,i - - ., An,i € Zp, since sk; = z; fori € H. If we
plug in these identities into (¢), we obtain

Zéj/lo’j+ Z Zj (éj'l'Z/ljJ) =[...]
jec jeH ieC
— Zéj/lo’j-i- Z Zj (éj +/1j,1 +.../lj7;) = []
jeC jeH

where [...] is simply identical to the right-hand side of (#). From this equation we see that it
defines a polynomial of degree one in the variables z;41, . . ., z,. We define the corresponding
coefficients of z; for j € H as e, thatis e; := &; + },;cc A;,;. By assumption we suppose that
Az wins the game G7 and that event —E3 happens, that means there is an index i € H such
that e; # 0. Having said that, algorithm A3 proceeds as follows. It computes all the values
zj = DL4 (&) by calling its discrete logarithm oracle on input &; for j € ¥ \ {i} and then solves
for the remaining variable z; in the above linear equation. By simple algebra, this allows A3 to
solve for ski, . .., sk, and thus efficiently output the discrete logarithm values of the co-OMDL
challenge ¢ that it received. Overall, we obtain

Pr[n-co-OMDL" = 1] = Pr[G} = | A E| A Ey A —E3].

The bound on the running time of Ajz is obvious.

Algorithm A4 (&, par): Algorithm A4 works identical as the simulator Simy. In particular, the
simulation is perfect and the only change is the way the final aggregated PVSS transcript is formed.
In this case, the simulator generates the degree-f polynomial fi+ = do+d | X +...+d, X" € Z,[X]
such that g% = ¢ j+1 forall j € 1] (i.e., the t + 1 coefficients of the polynomial are given by the
discrete logarithm values of &1, ..., &;+1). Everything else is generated honestly (in particular,
the bulletin board keys and the PVSS transcripts of other parties). Without loss of generality, we
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assume that the adversary chooses all PVSS transcripts that contribute to the final aggregated
transcript AT «— GenAPVSS output from the DKG execution except the one from party P*.
Further, we assume for simplicity that the final transcript only consists of two single PVSS
transcript (i.e., the contribution vector b € {0, 1}" is of weight two |b| = 2). The general case in
which there is more than one PVSS transcript chosen by A works analogously (intuitively, it
does not make a difference if A outputs its PVSS transcripts separately or aggregated).

Now there are two cases that can happen: (i) A chooses its PVSS transcript dependent
from the transcript 7 of the honest party P*, and (ii) A generates its PVSS transcript honestly
and independent from 7*. However, since parties augment the PVSS transcript with a (non-
interactive) proof od knowledge 6, the idea is that the reduction can extract the evaluation f;(0) of
the polynomial f; € Z,,[X] chosen by A (since the proof of knowledge comes with an algebraic
representation of the respective hash query for the challenge in the Fiat-Shamir heuristic) and
thereby solve for f;(0) in case A chose f; dependent on f;-. This allows the reduction to obtain
the discrete logarithm value z; = f;+(0) and thus solve the co-OMDL challenge. This intuition
is made formal and explicit in the security reduction of [BL.23c]. We omit it here and directly
assume that the adversary chooses its polynomial f; honestly and independent of the honest
party’s P* polynomial f;+. On the other hand, the adversary has also the possibility to choose its
commitments cm; dependent of the elements output by the transcript 7* (or equivalently the
aggregated transcript AT), since the transcript includes terms in both source groups G| and G,
to base g and h, respectively. The bulletin board keys, however, remain independent from the
transcript or challenge £, as already clarified in the description of Sims. We will take these facts
into consideration in our following analysis. Suppose that A4 wins the game G7 and that the
event E; A Ey A E3 A —E4 happens. From event E| we recall the equation

n

Z [de,j2f (J)skj+ecjask; — frj20;+ feiaf ()] = £(0) = bes.

J=1

From event E3 we know that e; = O forall j € H where e; = é; + }\;cc A;,; = €; (observe
that now A;; = O for alli € C and j € H as the secret keys are independent of the challenge ¢).
It follows that 0 = é; = dy j 2 f(j) + ee,j2. The easy case now is if there is an j € H such that
de,j» # 0, as this allows us to rewrite f(j) = —e¢ j2/de, ;> and obtain a non-trivial equation

€e,j,2

- :Zl+22j+---+Zt+ljt ©)
dejo

in the variables zi, . . ., z;+1 (recall that the reduction A4 chooses the polynomial f;. such that its
coefficients are the discrete logarithm values of &1, ..., & +1). Further, by calling its discrete
logarithm oracle DL, () on inputs &>, . . ., &1, it can solve for z; in the above equation (©) and
thus efficiently output the discrete logarithm values of the co-OMDL challenge ¢. This case in
the definition of event —F is settled and thus for the remainder of this paragraph we assume
de,j» = 0forall j € H. Having said that, the only unknown terms dependent on zy, ..., Z;4+1 in
dej2f(J)skj + e joskj are the f(j) for j € C. Since |C| < ¢, the algorithm A4 proceeds as
follows. It calls its discrete logarithm oracle DL, () on inputs g/ ) forall j € C, thus obtaining
t new linearly independent equations f(j) = z1 + z2j + ... + 2,41 (the equations written in
matrix form give a Vandermonde matrix which is well-known to have full rank) with known
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values f(j). In particular, we can rewrite the above equation from event E; as

n

> lde.jof ()skj+ecjaskj = fr.joa; + frj2f ()] = £(0) = bes,
J=1

which is equivalent to

n

Do lfrinai+ frjaf (D] = FO +D = > [Ff()=aj] fej2=FO)+D ()
j=1

J=1

where D € Z,, is the appropriate (known) rest term. Note that the terms d¢_; » f(j)sk; vanish
for j € H, the values e, j 2sk; and b, 3 are known, and finally the terms d¢_j > f (j)sk; are also
now known for j € C. On the other hand, when the adversary A outputs its commitments cm; »
in the second group G, it outputs them as a (known) linear combination of the elements #,

pky,....pk,,CMy12,...,€6My 0, and Yy, ..., Y,. Asaresult, this gives an identity foralli € C
as follows
n n
f@) —ai=ro;i+ Z rjiskj + Z sji (f() —aj) + Z tiif (j)skj, 4)
j=1 jeH j=1

where the 7 ;,5;,,t;,; € Z, are known coefficients. We take the sum of fz; »(f (i) — a;) over
all i € [n] and also use the equations given by (4) and the one given by (2) above. This results in

FO) +D =) fria(f(i) - ar)
i=1

= Z feia(f(i) —ai) +ro+ Z rjskj + Z si(f(j) —aj) + ijf(j)Skj
ieH j=1 JjeH j=1
=ro+ Y ryski+ Dt F()ski+ D (frja+s)(f() = a)), ()
= =

Jj jeH

where we define the symbols

ro i= fo,i,zro,i, rj= fo,i,er,ia sj= fo,i,zsj,i, tj = fo,i,ztj,i-

ieC ieC ieC ieC

Now the other case of —E, applies, which means that there is an index i € H such that
fri2 +si # 0. In that case, we could let A4 instead work identical as simulator Sim,. In
particular, the simulation is perfect and the only change is the way how the commitments cm;
are generated. In this case, we have cm; = (&; 1, 51.‘,21SK,-) for all i € H and thus o; = DLg(&;).
Analogously, we can derive the same (general) equation (&), where D only depends on f(j)
and sk; for j € [n] and is independent of «; for j € H. As aresult, this equation gives a linear
polynomial in the variables {a} je4/ and there is a non-zero coefficient f7 ; » +s; # 0 of a; for
that particular i given by event —FE4 happening. As for algorithm A;, the algorithm A4 proceeds
as follows. It computes all the values «r; = DL, (&) by calling its discrete logarithm oracle
on input &; for j € H \ {i} and then solves for the value @; given the above linear equation
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(#). By simple algebra, this allows A4 to solve for a1, ..., a, and thus efficiently output the
discrete logarithm values of the co-OMDL challenge £. Finally, we let algorithm A4 choose the
simulation strategies Sim, and Simy4 each with probability 1/2 at the beginning of its execution.
Since, this choice remains hidden from the adversary A, we obtain

1
Pr[n-co-OMDLA = 1] = 3 Pr[GS = L A ... AE3 A—Ey].

The bound on the running time of A4 is obvious.

Algorithm As(&, par): Before we proceed with the description of algorithm As, we give a
brief summary of the identities we have so far. From event E in its very plain form, we have the
equation

n
Z [de,j2f (G)skj+ecjask; — fejaa;+ feiaf ()] = £(0) = bes.
j=1
Together with event E4, we have as before

FO)+D =ro+ Y risk;+ > 1, F(j)sk;

J=1 j=1

where by event E3 now

D =—|bes+ Z [de.jof (j)skj +eejoski] |
jec

Taking these together, we get

FO) = (ro+bes) = ) sk + D 1, £ (j)sk; )
j=1

=1

for appropriate (known) coefficients r;. and t}. This equation has the same form as the one that
algorithm Aj started with. From this observation, we let algorithm As choose the simulation
strategies Sims and Simy each with probability 1/2 at the beginning of its execution. This choice
remains completely hidden from the adversary A’s view. Therefore, the same calculations as
for A3 and A4 with our new coefficients and just adjusted event —E5 (which is basically just
an adaption of events —E3 and the first case of event —=E,), A5 can derive a solution for the
co-OMDL challenge & with probability 1/2. We omit the whole calculation here again and
simply proceed with the next event. Overall, we obtain

1
Pr[n-co-OMDL” = 1] = 3 Pr[G) = 1 A... A Ey A —Es).

The bound on the running time of As is obvious.

Algorithm Ag (&, par): Algorithm Ag works identical as the simulator Simy. In particular, the
simulation is perfect and the only change is the way the final aggregated PVSS transcript is formed.
In this case, the simulator generates the degree-7 polynomial fi+ = do+d | X +...+d; X' € Z,[X]
such that g% = ¢ j+1 forall j € 1] (i.e., the ¢ + 1 coefficients of the polynomial are given by the
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discrete logarithm values of &1, ..., &;+1). Everything else is generated honestly (in particular,
the bulletin board keys and the PVSS transcripts of other parties). As clarified before, we make
the assumptions as in the fourth algorithm description A4. That is, we assume that the adversary
chooses its polynomial independent of the honest party P*’s transcript and thus we may also
assume directly that the aggregated transcript hides the polynomial f = fi- € Z,[X] (i.e., we
ignore the shift caused by the adversary’s polynomials). We suppose that Ag wins the game
G7 and that the event E; A ... A Es happens. Then the above equation (¢) simplifies into the
following

FO) = (ro+bez) =y rhsky+ Y 1, £(j)sk;

jec jecC
n n
= fO) =ro+brs+ Y riskj+ > 1, f(j)sk;.
jeC jeC
Having computed that, the only unknown terms dependent on z1, . . ., z;+1 on the right-hand

side of this equation are the f(j) for j € C. Since |C| < ¢, the algorithm Ag proceeds as
follows. It calls its discrete logarithm oracle DL, () on inputs g/ ) for all j € C, thus obtaining
t new linearly independent equations f(j) = z1 + 22j + ... + ;41" (the equations written in
matrix form give a Vandermonde matrix which is known to have full rank) with known values
f(j). Finally, the above equation allows Ag to compute f(0) = z; and thus obtain in total ¢ + 1
points on the polynomial f € Z,[X] of degree ¢. Hence, it can efficiently solve for the discrete
logarithm values of the co-OMDL challenge &. Overall, we obtain

Pr[n-co-OMDL” = 1] = Pr[G5 = 1 A ... A E4 A E5].
The bound on the running time of Ag is obvious. |

To end the proof, consider the following algorithm B playing in n-co-OMDL. B samples
i* < [6] and then internally emulates A;-. Clearly, B is an algebraic algorithm running in time
at most 7" (the running time of A;, 1 < i < 6). An application of the law of total probability
yields the following

6
1
Pr[n-co-OMDLE = 1] = < ZPr[n-co-OMDLAi =1]
i=1
LI [GS =1]
— - Pr =
12 7
2
1 2
> — i—4n83—ﬂ—ﬁ .
12\ Ln p 2p

By rearrangement, we conclude the proof of Theorem 5.5.1 with the final bound

2

+4

e<Ln (123A +4nep + qhz—qh) .
p
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5.6 Implementation and Evaluation

In this section, we evaluate the performance of our distributed randomness beacon protocol
GRandLine for various network sizes. Concretely, we evaluate its throughput (i.e., the number
of beacon values output per second) and compare it to existing state-of-the-art randomness
beacons in the same setting: OptRand [Bha+23], BRandPiper [Bha+21], and Drand [Dra20].
Although we developed our code to be agnostic to the choice of a pairing-friendly curve, we
have used BLS12-381 for our instantiation. In particular, we have used the implementation of
BLS12-381 by arkworks [con22] for primitive elliptic curve operations.

Table 5.3: Computation cost per epoch for non-leader, leader parties.

Protocol | Balanced | Rounds | Pairings | NIZKs (Ver) | NIZKs (Gen) | Exponents |  Public Ver
Drand [Dra20] v 1 2n 0 0 t+2 2,0
OptRand [Bha+23] X 11 dn+1,2n+1 n,n®+n n+1 2n+t+2 2n+3,3t+3
BRandPiper [Bha+21] X 11 4n, 2n 0 0, n? n, n* 2n,t+ 1
GRandLine (ours) | v | 1 | 2n+1 | n | 1 | t+2 | 2t+2.4n+1+1

Balanced denotes balanced computation cost across all parties. Rounds denotes the number
of rounds per epoch. Pairings denotes the number of pairing operations performed by each
non-leader, leader party. NIZKs (Ver) denotes the number of NIZK verifications performed by
each non-leader, leader party. OptRand and GRandLine employ Chaum-Pedersen proofs of
discrete logarithm equality for the NIZKs. NIZKs (Gen) denotes the number of NIZKs generated by
each non-leader, leader party. BRandPiper employs KZG proofs for the NIZKs whose verification
uses pairings. Exponents denotes the number of group exponentiations performed by each non-
leader, leader party. For Drand and GRandLine, this can be done using one multi-exponentiation
and one regular exponentiation. For OptRand, this can be done using one mulfi-exponentiation
and 2n + 1 regular exponentiations. For BRandPiper, this can be done using one resp. n multi-
exponentiation(s) by a non-leader resp. leader party. Public Ver denotes the number of pairings.
group exponentiations performed to publicly verify an epoch beacon output. Here, we directly
incorporate the NIZK verifications into the group exponentiation count.

5.6.1 Implementation Details

We have implemented our prototype of GRandLine using the Rust programming language and
the arkworks ecosystem [con22]. We use a custom, optimized APVSS scheme implementation
for our underlying cryptographic operations [Pap23a] and tokio [con23] for networking. The
implementation follows strictly the description in Figure 5.3 and it is publicly available at our
GitHub repository [Pap23b].

An important note: We emphasize that we have not implemented our DKG protocol and
instead manually set up the keys of parties for our experiments. The same is also true for the other
randomness beacon protocols of interest, BRandPiper and OptRand. Their publicly available
implementations [Shr22; Luo22] have the output generated from a potential pre-processing
phase already configured. Without major modifications on their codes, it is not possible for us
to run and evaluate their pre-processing phase. That being said, we likewise decided to not
implement our DKG protocol.

Instantiation. We instantiate pairings with the BLS12-381 pairing-friendly family of elliptic
curves. For efficiency, we use in our implementation G as the group for encrypted shares of
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the underlying APVSS scheme and G, as the group for commitment shares. For our group
generators g; € G| and g, € G, we use fixed generators of unknown exponent. We simulate
our protocol’s setup phase by precomputing and using config files with the PVSS public keys
and BLS12-381 public keys for Schnorr digital signatures.

5.6.2 Experimental Setup

We demonstrate the efficiency of GRandLine by evaluating our implementation with a varying
total number of nodes, i.e., 4, 8, 16, 32, and 64. All experiments were conducted over Amazon
EC2 where each replica was executed on a t3.medium instance. Each instance has 2 vCPUs, all
cores sustained a Turbo CPU clock speed of up to 3.1GHz. The machines have up to 5 Gbps
bandwidth, 4GB memory and run Ubuntu 22.04 LTS.

Network. To simulate execution over the Internet and to ensure comparability with other
proposals, all of our experiments were conducted over Amazon EC2 where each replica was
executed on a t3.medium instance across 8 regions: N. Virginia (us-east-1), Ohio (us-east-2), N.
California (us-west-1), Oregon (us-west-2), Stockholm (eu-north-1), Frankfurt (eu-central-1),
Tokyo (ap-northeast-1), Sydney (ap-southeast-2). For any choice of total number of nodes, we
distribute the nodes evenly across all eight regions. For our runs with 4 nodes we used the
following regions: N. Virginia (us-east-1), N. California (us-west-1), Frankfurt (eu-central-1),
Tokyo (ap-northeast-1). In all cases, we create an overlay network among nodes where all nodes
are pairwise connected in a complete graph.

Baselines. We compare the performance of our implementation to three state-of-art publicly
available implementations: BRandPiper [Luo22], Drand [Dra20] and OptRand [Shr22]. Our
choice is motivated by the fact that all of these schemes are adaptively secure, have optimal
resilience threshold ¢ < n/2, and do not use cryptographically heavy tools such as proof-of-work
or (trapdoor) VDFs. For a comparison of the computation costs, we refer to Table 5.3.

5.6.3 Evaluation Results

Similar to previous work [Das+22a], we run each experiment three times for about 10 minutes
each and took the average over these three runs. Additionally, we note that many other
previous works [Bha+21; Bha+23; Sch+20; Ban+24] do not specify the number of runs for their
experiments (which could therefore potentially be only a single run). We report the throughput
of GRandLine and the comparative randomness beacons as the number of beacon outputs per
second in Figure 5.4.

GRandLine. Compared to all three baselines, GRandLine outputs beacons at significantly
higher rates. In particular, our evaluation results show that with 4, 8, 16, 32, and 64 nodes,
GRandLine generates on average 11, 8, 7, 4, and 2 beacons per second, respectively. The average
time between generating two consecutive beacons is 87.19ms, 117.37ms, 133.29ms, 249.65ms,
and 489.89ms, respectively. We recall that each experiment was run for about 10 minutes.

OptRand. The protocol proceeds through epochs of up to 11 rounds, where each epoch e > 1 is
delegated by a different leader L, chosen in a round-robin fashion. In each epoch e > 1, the
leader L. is instructed to collect and aggregate ¢ + 1 valid PVSS transcripts that other parties
send to it at the beginning of the epoch. Later, parties collectively reconstruct the secret S, of
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Figure 5.4: Performance graph for the randomness beacons: OptRand, BRandPiper,
Drand, GRandLine.

the aggregated transcript and compute the beacon value O, for epoch ¢ as hash O, := H(S.).
Further, the protocol relies on an initial setup where parties start with agreed-upon bufters B(P;)
for alli € [n] that contain random PVSS transcripts each. In their public implementation [Shr22]
this phase is skipped and already configured. Finally, the protocol has two modes of operation:
an optimistically-responsive mode and a non-optimistic mode. The former allows for responsive
progress when there are ¢t < n/4 actual corrupt parties in the system, which results in much
higher throughput compared to the latter.

We test only against OptRand’s optimistically-responsive variant, since its non-optimistic
variant performs comparably to BRandPiper (see [Bha+23] for a discussion on that). OptRand
is leader-based, has many rounds of communication per epoch, and the epoch leader has to
carry most of the computation which leads to a bottleneck for higher values of n. This results in
significantly lower throughput per second compared to GRandLine where the computation cost
is balanced across all nodes (cf. Table 5.3). Further, OptRand’s reference implementation is
instantiated with the BN 128 pairing-friendly curve from libff [Lab21]. Unfortunately, while this
curve allows OptRand to benefit from more efficient modular operations, it is below acceptable
security standards [Sak+22]. Concretely, it provides only 100-bit security level. By instantiating
GRandLine with a similar curve, specifically arkworks’ ark-bn254 crate [Ark], we estimate that
our protocol is capable of generating roughly twice the number of beacons compared to what is
shown in Figure 5.4.

BRandPiper. The protocol proceeds through epochs of 11 rounds, where each epoch ¢ > 1
is delegated by a different leader L, chosen in a round-robin fashion. In each epoch e > 1,
the leader L, shares n randomly chosen secrets s, = (S¢.1,...,8¢.n) € ZZ among all parties
via an efficient multi-secret VSS scheme. Later, parties collectively reconstruct the ephemeral
randomness R, as a sum of n secrets S¢;, ..., Se—n+1,; from n consecutive leaders (i.e., one
secret from each leader). The randomness beacon value O, for epoch e is then computed as
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hash O, := H(R,). Further, the protocol relies on an initial setup where parties start with
agreed-upon buffers 8(P;) for alli € [n] that contain elements from a multi-secret VSS sharings.
In their public implementation [Luo22] this phase is skipped and already configured. Finally,
the protocol is not responsive.

BRandPiper’s throughput depends heavily on an estimate for the synchronous network delay
parameter A. A higher value for A leads to increased security but reduces the performance and
vice versa. For BRandPiper, we first look for the smallest value for A that does not break their
implementation and then measure throughput with this value for the delay parameter. Like
OptRand’s non-optimistic variant, BRandPiper outputs beacons every 11A. BRandPiper suffers
from increased overheads incurred by both synchronization as well as cryptographic operations
due to its round-robin leader election and the use of multi-secret VSS. In particular, our results
shown in Figure 5.4 confirm that BRandPiper’s performance is severely limited by the presence
of a single slow node in the system.

Drand. The protocol uses the non-interactive and unique threshold BLS signature to generate
the beacon value. Concretely, in each epoch e > 1, parties collectively reconstruct the full
signature o, on the message m := e and compute the beacon value O, for epoch e as hash
O. := H(o). Further, the protocol relies on an initial key setup realized through Pedersen’s
DKG protocol [Ped92], which essentially runs »n parallel instances of Feldman’s VSS with some
additional verification steps. It has a communication cost of O (An*) bits and outputs secret keys
as field elements.

Although the threshold BLS signature allows for asynchronous communication, the actual
deployment of Drand relies on a period parameter that determines the time after which a beacon
value is output. Concretely, in each period of 30 seconds only a single beacon value is output.
Finally, we note that we were only able to evaluate Drand’s throughput for up to 32 nodes, as
in our experiments, Drand’s DKG initialization step keeps failing for 64 or more nodes, even
for large estimates of the network delay. The very same issue was already reported in previous
works [Das+22a; Bha+21]. For a fair comparison, we measure Drand’s throughput only after its
DKG setup by computing the time from the start of the epoch until the beacon is reconstructed.
We observe that GRandLine outperforms Drand despite their similarity in computational cost (cf.
Table 5.3). We suspect that there may be implementation inefficiencies in Drand that hindered
its throughput. Another reason could be the choice of programming language. Our protocol
is implemented in Rust which is highly optimized for fast execution and has a better run-time
performance due to the lack of garbage collection On the other hand, Drand is implemented in
Go-lang whose garbage collector can mess up consistency of performance (especially, at these
high throughput rates).

5.7 Conclusion

In this work, we presented a novel distributed key generation (DKG) protocol GRand and a
novel distributed randomness beacon protocol GRandLine. Our DKG protocol GRand has a
communication complexity of O(An?logn) bits while preserving optimal Byzantine resilience
threshold ¢ < n/2 in the synchronous network setting. This gives the first DKG protocol in
any network setting that achieves subcubic communication complexity (cf. Table 5.2). Our
randomness beacon protocol GRandLine has a communication complexity of O (An?) bits per
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epoch, where each epoch takes only a single asynchronous round of communication and is non-
interactive (cf. Table 5.1). In each epoch, GRandLine employs only lightweight cryptography
such as hash functions and pairings. Further, both our protocols are secure in the presence of a
strongly adaptive adversary. Finally, we have implemented GRandLine in Rust (with manually
configured key setup) and found that it vastly outperforms previous randomness beacons in the
same setting.

While our DKG protocol has a low communication complexity, it only terminates after a
linear number O (n) of rounds. Especially in large-scale systems, a lower number of rounds is
highly desirable, preferably independent of the number n of all parties. Therefore, an intriguing
question is how to lower the number of rounds from linear O(n) to expected constant O (1)
while preserving quadratic communication complexity. On the other hand, our randomness
beacon has low communication and round complexity, but has slightly worse computational
complexity compared to the randomness beacon derived from threshold BLS. Concretely, each
party needs to compute two pairing evaluations along with a Chaum-Pedersen NIZK (for
discrete logarithm equality) verification to verify other parties’ beacon shares. In contrast, the
threshold BLS scheme only requires one pairing evaluation for this step. Finally, our randomness
beacon protocol requires O (n) pairing evaluations and NIZK verifications for public verifiability
of an epoch beacon value. This is where it significantly falls behind threshold BLS, but is
comparable to the other protocols (cf. Table 5.3). However, using standard batch verification
techniques [CHPO7; Tom+20], this can be reduced to only six multi-exponentiations and two
pairing evaluations.
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Appendix SA: Additional Definitions

In this section, we provide the omitted definitions from Section 5.3.

Aggregatable PVSS Scheme. We define the security notions for an APVSS schemes (cf.
Definition 5.3.1). We start with correctness and public verifiability.

» Correctness. We say that APVSS is correct if for all keys (pky,sk1), ..., (pk,, sky)
€ Keys(par) and all i € [n],

Pr[Ver((pk;)je(n),T) =1 AOwnld(pk;, T) = 1] = 1,
where the probability is taken over all transcripts T output by Dist(sk;, (pk;)ic[n])-

* Public Verifiability. We say that APVSS is publicly verifiable if for all key pairs (pk;, sk),
..., (pk,,sk,) € Keys(par) and all (E, ) such that Ver((pk,,...,pk,), (E,7r)) =1,
there exists a unique S € G such that

Rec({Decy, (Ei)}icr) =S VI C[n], [T|=1+1.

We require that the secret from an aggregated transcript 7 = Agg(T1, . . ., T) corresponds to the
sum of the secrets S; that can be reconstructed from the 7; individually. Further, we require that
the set of contributors to 7' consists of the contributors to the single transcripts 7;. Formally, we
define this as follows.

Definition 5.7.1 (Correctness of Aggregation). Let APVSS = (Keys, Enc, Dec, Dist, Agg,
Ownld, Ver, Rec) be a publicly verifiable APVSS scheme over G. We say that APVSS is correctly
aggregatable if for all (pky, sk1), ..., (pk,,sk,) € Keys(par), all k € N, and all transcripts
(E1, 1), ..., (Eg, mx) the following is true. If for all i € [k], we have Ver((pk,,...,pk,),
(Ei,m;)) = 1, then for all 7 C [n], |I| =t + 1, the (aggregated) transcript (E’, 7’) := Agg(
(E1,m), ..., (Eg,m)) satisfies

Rec({Decy, (E)}ier) = | | Rec({Decy, (E;)}icr),
JElk]

where we write E; = (E; 1,...,E; ;). Additionally, we require that Ownld(pk;,T) = 1 for an
i € [n] if and only if there is an j € [k] such that Ownld(pk;,T;) = 1.

We recall the security notion for APVSS schemes called aggregated unpredictability as
introduced in [BL23c]. Intuitively, it captures malleability attacks and prohibits any ¢-bounded
(i.e., corrupting at most ¢ parties) adversary from learning the secret of an aggregated transcript
that has contribution from at least one honest party.

Definition 5.7.2 (Aggregated Unpredictability of APVSS). Let APVSS = (Keys, Enc, Dec, Dist,
Agg, Ownld, Ver, Rec) be a publicly verifiable APVSS scheme over G. For an algorithm A, we
define the aggregated unpredictability experiment AggPredﬁPVSS’ , as follows:

* Offline Phase. Initialize 7 := (. For all i € [n], run Keys on input (par,i) to generate
keys (pk;,sk;) < Keys(par,i). On input par and {pk;};c[n], A returns an index set
C C [n] of initially corrupted parties along with updated public keys {pAki}iec. Set
pk; := pk; foralli € C.
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» Corruption Queries. At any point of the experiment, A may corrupt a party by submitting
anindex i € [n] \ C. In this case, return the secret key sk; and set C := C U {i}. Further,
let H := [n] \ C denote the set of honest parties (updated adaptively as C changes).

» Transcript Queries. At any point of the experiment, A gets access to an oracle of the
following type: When A submits a request (givePVSS, i) for an i € H, do the following.
On behalf of dealer P;, run Dist on input sk; and pk(,...,pk,. Return the output
T=(E,mr)andset7 =T U{(T,i)}.

* Output Determination. When A outputs an aggregated transcript (E’, 7”) and an element
$* € G, proceed as follows:

— Return 1 if the following hold: |C| < ¢, Ver((pky,...,pk,), (E', ")) =1,
§* = Rec({Decg; (E}) }ic[s+1]), and there exists an index i € H such that
Ownld((E’, "), pk;) = 1.

— Return 0 otherwise.

We say that APVSS is (¢, ¢, T, q,)-aggregated unpredictable if for all algorithms A that run in
time at most 7 and make at most g, transcript queries, Pr[AggPredﬁPVSS, , = 1] <& Onthe
other hand, we say that A (¢, &, T, q5)-breaks aggregated unpredictability of APVSS if it runs in
time at most 7, makes at most g transcript queries, and we have Pr[AggPredﬁPVSS, =1l >e

Distributed Randomness Beacon. We give a formal definition of a secure distributed
randomness beacon. For that, we use the definition in [BLL23c] verbatim.

Definition 5.7.3 (d-Secure Randomness Beacon). Let RB be an epoch-based protocol executed
by n parties P, ..., P,. We define the following security properties for RB:

164

* Consistency. R® is (t, L)-consistent if the following holds whenever at most ¢ parties
are corrupted: if an honest party outputs a value o € {0, 1} in epoch £ € [L], then all
honest parties output o in epoch £.

* Availability. R8 is (t, L)-available if the following holds whenever at most ¢ parties are
corrupted: for each £ € [L], every honest party outputs a value o € {0, 1}* in epoch ¢.

* Bias-Resistance. RB is (&, T,t, L)-bias-resistant if it is (¢, L)-available, (¢, L)-consistent,
and the following holds for all algorithms A, D s.t. A corrupts at most ¢ parties and both A
and D run in time at most 7. Denote by Xa 1 the probability distribution induced by the
outputs of an honest party in an execution of R$ until epoch L with A as adversary. Then

| Pr [D(c)=1] - Pr [D(u) =1]|<e,
o—3aL u—Ur

where Uy, denotes the uniform distribution over the L-fold Cartesian product of {0, 1}*
with itself.

» d-Unpredictability. RB is (e,T,t, L, gy, d)-unpredictable if it is (¢, L)-available, (¢, L)-
consistent, and for all £ € [L] and algorithms A that run in time at most 7 and make at
most g random oracle queries, the following experiment outputs 1 with probabillity at
most € :
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— Offline Phase. Foralli € [n], run Keys on input (par, i) to generate keys (pk;, sk;) «
Keys(par,i). Oninput par and {pk;};c[n], Areturns an index set C C [n] of initially
corrupted parties along with updated public keys {pk iYjec- Setpk; := pk ; forall
J € C. Initiate an execution of RB with A controlling parties in C.

— Random Oracle Queries. At any point of the experiment, A gets access to an oracle
that answers queries of the following type: When A submits a query m, check if
H[m] = L. If so, set H[m] « {0, 1}*. Return H|[m].

— Online Phase. Run RB with A. When A outputs a tuple (o7, e) for an e > ¢, the
experiment ends with output 0 if there is an honest party that has output a value o,
for epoch ¢ + 1. Continue the execution of R$ for another e — £ epochs.

— Corruption Queries. During the online phase, A may corrupt a party P; by submitting
anindex i € [n] \ C. In this case, return the internal state of P; and set C := C U {i}.
Henceforth, A controls P;.

— Output Determination. Return 1 if |C| < t, e > {+d, L > e, and 0, = 0.
Otherwise, return 0.

We say that RB is a (g, T,t, L, qn, d)-secure randomness beacon protocol if it is (&, T, ¢, L)-
bias-resistant, (&,T,t, L, qp, d)-unpredictable, (¢, L)-available, and (¢, L)-consistent.

Appendix 5B: Additional Figures

In this section, we provide figures for components of our DKG protocol. In Figure 5.5, we give a
description of the deliver function whose purpose is to efficiently broadcast a long message to
all parties in some designated set. In Figure 5.6, we give a description of the aggregatable PVSS
scheme which allows for public verifiability of a sharing with the additional feature of secure
aggregation of several sharings. For the description, we denote by LC the linear vector space
over Z,, of length n and dimension ¢ + 1 defined as

L ={(f(D),....f () | feZp[X]},

where Z,, [ X] ;) denotes the set of all polynomials in Z, [ X] of degree at most 7. Its dual space
LC* is defined as

L = {(ur(D),...opar(m) | 7 € Zp[X](n-n) },

where y; := []e(ap iy 1/(i — ). Further, we denote by (m); the tuple consisting of message m
and a signature o; of P; on m.

5.7.1 Byzantine Agreement Protocol

In this section, we present the Byzantine agreement protocol designed by Momose and
Ren [MR21b] in which we implement the threshold signatures with the ones of Attema et
al. [ACR21]. On a high level, the protocol recursively calls itself two times on each half and uses
threshold signatures (with variable thresholds) to prove knowledge of a threshold of signatures
from different parties on the same message. We emphasize that the transparent threshold
signatures [ACR21] we use are not unique and thus not suitable for randomness beacons. We
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Let Q C P be a set of ¢ parties and let b := [¢/2] be the decoding threshold for a (g, b)-
Reed-Solomon code RS = (Encode, Decode). Further, let AC = (Gen, Eval, Wit, Ver) be
an accumulator scheme, and let z « Eval(ak, Encode(m)) be the accumulation value for a
deterministic encoding of message m.

* Round 1. Split m into b data symbols (my,...,mp) as per a predefined policy. Run

Encode on input (m;, ..., mp) to obtain ¢ code words (s, ...,s,). Forall j € [q],
compute a witness w; <« Wit(ak, z, s;) and send the (signed) tuple (s, w;, z); to party
Pj € Q.

* Round 2. Any party P; € Q does the following. Upon receiving the first valid code
word (s, w, z) for z, forward this code word to all parties in Q. // Valid here means
that the tuple (s, wj, z) verifies according to Ver(ak, z, w;, s;) = 1.

* Local Output. Upon receiving b valid code words for z, run Decode on these code
words to obtain m.

Figure 5.5: Description of the Deliver protocol on input (Q, m, z) invoked by party P;.

provide a formal description of the BA protocol in Figure 5.7. As a building block, it uses the
protocol in Figure 5.8. For more details, we refer directly to the original work [MR21b].

Transparent Threshold Signatures. In the following, we elaborate on the setup of the
transparent threshold signatures of Attema et al. [ACR21]. Concretely, it requires a plain PKI and
additional O (n) random group elements for a vector commitment scheme which can for example
be derived from random oracles. Essentially, the latter defines the public parameters of the
commitment scheme, which is an unstructured public random string. In the recursive Byzantine
agreement protocol, threshold signatures are used within sets of parties that are determined
at the onset of the protocol execution (as the partition of the set of parties is deterministic).
Therefore, the setup can be run for each such set of parties specified by the protocol, once the
set of all parties along with their PKI keys is fixed. By the recursion, the total number of such
setsis 1 + 2 +4 + ... + n < 2n with exponentially decreasing sizes. Thus, the total number of
additional random group elements required for setup is still O (n) with essentially no overhead
in the running time (compared to when the setup is only run for the set of all parties).

Security. The authors show that their BA protocol [MR21b] is secure against an adaptive
adversary, assuming perfect security of the threshold signature. Conversely, if the threshold
signature has only computational security, we can build a straightforward reduction from the
security of the Byzantine agreement protocol to the security of the threshold signature. For
this, observe that a total of O(nlogn) threshold signatures are exchanged in an execution of
the BA protocol, and any violation of security in the BA protocol is directly incurred by a
threshold signature. Therefore, a guess with success probability more than 1/n? suffices to build
an efficient reduction against the security of the threshold signature. In particular, the security
of the threshold signature of Attema et al. implies the security of our Byzantine agreement
protocol.
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Let e : G| X Gy — Gy be a pairing with generators g € Gy, h € Gy, and let (pk;, sk;) be the
key pair of party P; where pk; = h*ki,

The secret sharing algorithm Dist (invoked by some dealing party Py ) takes as input a secret
key sk, and public keys pk, . . ., pk,,. It outputs a PVSS transcript 7, := {C, E, 7} as follows.

1. Sample a polynomial f(X) :=a +...+ ;X" < Z,[X] of degree . For alli € [n],
set the commitments C; := gf () € G; and encrypted shares E; := pklf ) ¢ Go».

2. Compute a Schnorr NIZK proof of knowledge 6 = (c,r) of discrete logarithm for
l:=g% andsetm :={(.,0)L.

The aggregation algorithm Agq takes as input k > 1 transcripts {C;, E;, 7; };¢[«] and outputs
a transcript T := {C,E, }. Let uy,..., us+ denote the Lagrange coeflicients for the set
{1,...,¢t + 1} at the point x = 0.

3.SetC; :=Cy;-...-Cr;and E; := E;;-... -Eg; forall i € [n]. Further, set
n:= (my,...,mx). Return the transcript T := {C, E, 7} where C = (Cy, ..., C,) and
E=(E...,E,).

The contributor identifier algorithm Ownld takes as input a transcript 7 := {C,E, 7} and a
public key pk;.

4. Parse m as (mq,...,my). Forall j € [k], check if the signature on r; verifies using pk;.
Output 1 if and only if one of these checks succeeds.

The verification algorithm Ver takes as input public keys pky,...,pk, and a transcript
T = {C,E, n}. It outputs 1 (accept) or O (reject). Recall the linear space LC and its dual
LC* as defined before.

5. Sample (vi,...,v,) <5 LC* and check if C}' ... - C;" = 1. Forall i € [n], check
ife(gaEi) = e(Ciapki)‘

6. Parsemas (71, ..., mx) and checkif i -...-{x = Cp (obtained by Lagrange interpolation
in the exponent from C). Further, check if the NIZK proofs 6; and signatures on 7;
(using pk;) for all i € [k] verify.

7. Output 1 if and only if all the above checks verify.

The decryption algorithm Dec (on input encrypted shares E = (Ey,...,E;)) and the
reconstruction algorithm Rec.

1/Ski

8. On input a secret key sk;, compute the secret share S; = E,

valid if e(C;, h) = e(g, S;). Otherwise, it is invalid.

. A secret share §; is

9. On input ¢ + 1 valid secret shares {S;};c7, reconstruct the secret S by Lagrange
interpolation in the exponent. The secret has the form § = 1/ () € G,.

Figure 5.6: Description of the algorithms of our aggregatable PVSS scheme.
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Let Q C P be a set of ¢ parties and let b := | ¢g/2] + 1. Partition Q into two disjoint subsets
Q = Q; U @, (each called a committee) of size q1 := [q/2] and ¢ := | ¢/2], respectively.
Let [ € {1,2} be such that P; € @;, and also fix some small number const € Z>;. The
protocols uses subprotocol GBA() defined in Figure 5.8.

* Graded Consensus. Execute GBA(Q, v;) among all parties in Q. Let (v;, g;) denote
the output.

* First Recursion. If / = 1, execute BA(Q, v;) among parties in Q. Let v denote the
output. In case |Q| < const, parties can execute any Byzantine agreement protocol to
obtain v.

* Proposal Phase. If [ = 1, send {(propose, v); to all parties in Q. Upon receiving the
same proposal value v from | g1/2] + 1 different parties in @ (i.e., a majority value)
and if g; = 0, update v; = v.

* Graded Consensus. Execute GBA(Q, v;) among all parties in Q. Let (v;, g;) denote
the output.

* Second Recursion. If [ = 2, execute BA(Q», v;) among parties in @,. Let v denote
the output. In case |Q,| < const, parties can execute any Byzantine agreement protocol
to obtain v.

* Proposal Phase. If [ = 2, send (propose, v); to all parties in Q.

* Output Generation. Upon receiving the same proposal value v from |g;/2] + 1
different parties in @, (i.e., a majority value) and if g; = 0, update v; = v. Finally,
terminate with output v;.

Figure 5.7: Recursive Byzantine agreement protocol BA described from the view of
party P; on input v;.
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Let Q C P be a set of ¢ parties among which the protocol is executed and let b := | g/2] + 1.
We denote by mp(m) a threshold signature on m with threshold b, which is a proof of
knowledge of b signatures on m from different parties.

Echo Phase. Initialize sets W, Cy, C, := 0, grade g := 0, and variable sent := 0. Send
(echo, v;); to all parties.

Forward Phase. Upon receiving b valid echo messages (echo, v); on the same value
v from different parties, update W := W U {(v, np(echo,v))}. Once W # 0, send
(v, mp(v)); € W to all parties and update sent = 1.

First Vote Phase. If sent = 1 and did not receive a valid tuple (¥, 75 (v)) for a different
value ¥ # v, send (vote, v); to all parties. Upon receiving b valid votes (vote;, w); on
the same value w from different parties, update Cy := C; U {(w, 7rp,(vote, w))}.

Second Vote Phase. Once C; # 0 is non-empty, send (vote;,w); along with
(w, mp(voter, w)); € C; to all parties.

Output Generation. Upon receiving b valid votes (vote;, u); on the same value u from
different parties, update Cp := Co U {(u, mp(votes, u))}. If C; # 0, set v; := 7 € C.
If further v € C, set g := 1. Terminate with (v;, g).

Figure 5.8: Graded Byzantine agreement protocol GBA described from the view of
party P; oninput (Q, v;).
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Details on this Chapter

This chapter is based on the conference publication [Bac+23a] and its full version [Bac+22]. The
sections on DKG to which I contributed as the main author are included, whereas the sections on
MPC are not. The original publication has been partially reordered, and editorial improvements
have been made throughout the text.



6.1. INTRODUCTION

Distributed key generation (DKG) protocols are an essential building block for threshold
cryptosystems. Many DKG protocols tolerate up to 7y < n/2 corruptions assuming a well-
behaved synchronous network, but become insecure as soon as the network delay becomes
unstable. On the other hand, solutions in the asynchronous model operate under arbitrary network
conditions, but only tolerate ¢, < n/3 corruptions, even when the network is well-behaved. In
this work, we ask whether one can design a protocol that achieves security guarantees in either
scenario. We give a complete characterization of network-agnostic DKG protocols, showing
that the tight bound is given by the identity ¢, + 2¢; < n. Our protocol incurs comparable
communication complexity as state-of-the-art DKG protocols with optimal resilience in their
respective purely synchronous and asynchronous settings, thereby showing that network-agnostic
security comes (almost) for free.

6.1 Introduction

The problem of distributed key generation (DKG) has been extensively studied in the crypto-
graphic literature and is a fundamental building block for threshold cryptosystems. It allows a set
of n parties to compute a uniform sharing of a secret key such that a sufficiently large threshold
of t + 1 < n parties must cooperate to reconstruct the secret or compute some function of it.
As such, DKG has met several applications, including key escrow services, password-based
authentication, threshold signing and encrypting, and many more. Many existing protocols solve
DKG for up to ¢ < n/2 malicious corruptions, assuming that the network is synchronous [Ped91;
Gen+99; Shr+21a]. In the synchronous model, message delays are upper bounded by some
known finite delay A and parties are assumed to have synchronized clocks. These protocols,
however, provide no security guarantees when the network is asynchronous. Therefore, a more
recent line of work has aimed at solving DKG in the asynchronous network model [KG09;
Abr+21a; Das+22c]. However, asynchronous protocols inherently tolerate at most t < n/3
malicious parties, even when the network is synchronous. This poses a vexing dilemma for
a protocol designer who can not predict the behaviour of the network. On the one hand, she
can choose a synchronous protocol that tolerates the maximum number of ¢ < n/2 malicious
parties. However, such a protocol might lose all security guarantees if the network ever becomes
asynchronous. On the other hand, she can opt for an asynchronous protocol. While this type of
protocol remains secure under arbitrary network conditions, it tolerates only ¢ < n/3 corrupted
parties even if the network behaves synchronously.

Motivated by the above discussion, we ask the following question: Is it possible to design a
network-agnostic DKG protocol that achieves security guarantees in either scenario? Moreover,
can we achieve network-agnostic security with no efficiency overhead, i.e., with the same
efficiency as state-of-the-art purely synchronous and asynchronous DKG protocols?

6.1.1 Our Contributions

We answer these questions in the affirmative. Our contributions are motivated by a series of
recent works on network-agnostic protocols for various types of consensus [BKL19; BKL.21]
and multi-party computation [BLZL20; Ale+22b; ACC22] (MPC). Existing protocols, however,
strongly rely on trusted setup, particularly in the form of threshold cryptosystems [BLZL.20;
DHLZ21]. Thus, the import of our work lies within replacing this setup at essentially no cost.
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In more detail, we show the following results:

We propose the first network-agnostic DKG protocol. Our protocol tolerates n/3 < ty < n/2
corrupted parties in the synchronous model and ¢, < n/3 parties in the asynchronous model
where ¢, and ¢4 can be chosen arbitrarily subject to ¢, + 2 - t; < n. Our protocol is resilience-
optimal since we also prove ¢, + 2 -ty < n is necessary for network-agnostic DKG. It works
in the plain PKI model' and allows parties to agree on a field element x for the public key
y = g* with only O(An*) communication complexity. This matches the best known results
in synchrony [Shr+21a] and asynchrony [Das+22c]. Thus, our DKG protocol can be used to
efficiently bootstrap trusted key generation for network-agnostic consensus and MPC protocols.

In summary, our protocol incurs no additional setup assumptions or asymptotic overhead
over state-of-the-art communication-efficient protocols for the synchronous and asynchronous
network models. This shows that network-agnostic DKG essentially come ‘for free’.

6.2 Technical Overview

We provide an overview of the challenges and our novel techniques.

6.2.1 Background and Starting Point

We consider n parties P, ..., P, that communicate over pairwise authenticated channels.
Moreover, we assume that parties share a public key infrastructure (PKI), and denote P;’s secret
and public key as sk; and pk;, respectively. We do not make any assumption on the distributions
of corrupted parties’ keys and assume that they can be maliciously generated. Throughout, we
fix thresholds 0 < ¢, < % <ty < 5 suchthatt, +2 -ty < n. Our model assumptions can now be
characterized as follows:

* If the model is synchronous, parties are assumed to have synchronized clocks and messages
sent by parties are delivered within some known finite upper bound A. At most ¢, parties
can be maliciously corrupted.

* Otherwise, if the network is asynchronous, messages can be arbitrarily delayed, as long as
they are never dropped and are delivered within finite time. Moreover, parties’ clocks can
be arbitrarily out of synch. In this case, at most ¢, parties may be maliciously corrupted.
Note that the network can never become asynchronous once ¢, or more parties have been
corrupted.

* Parties do not know a priori how the network might behave.

Our goal is to design a distributed key generation (DKG) protocol for parties to securely
distribute a uniform field element x corresponding to some public key y = g*. Since parties
cannot be sure whether the network is synchronous or not in general, we require that the
secret reconstruction threshold be £ = 5 + 1. With the aim of matching the best known DKG
protocols for the synchronous and asynchronous model, we aim for our DKG to run in O (An®)
communication complexity and be statically secure. In Table 6.1, we compare the existing
state-of-the-art with our proposed DKG which, as we show, satisfies these aims.

'In this model, the public keys of corrupted parties can be generated arbitrarily.
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Protocol Network | Adv | Commun | Rounds | Setup

Shrestha et al. [Shr+21a] | sync static [ O(An’) | O(n)/O(1) | PKI, ROM, SRS
Das et al. [Das+22c] async static | O(An’) O(logn) | PKI, ROM, URS
Abraham et al. [Abr+21a] | async static | O(An?) o(1) PKI, SRS

Zhang et al. [Zha+23] async static | O (An*) o(1) URS

Abraham et al. [Abr+22b] | async adapt | O(An?) o(1) PKI, SRS

Our work (Section 6.6) fallback | static | O(An?) O(n) PKI, ROM, SRS

Table 6.1: Comparison table of state-of-the-art DKG protocols. Network denotes the network
model, which is synchronous (sync), asynchronous (async) or either synchronous or asynchronous
(fallback). Advers denotes the adversarial model, which is either static or adaptive. Commun
denotes communication complexity in bits. Rounds denotes the (expected) round complexity,
where Shrestha et al. (Shr+21a) provide a deterministic and a randomized protocol (determin-
istic/randomized). Setup denotes the setup assumptions, which include a bulletin board PKI
(PKD), a random oracle (ROM), a structured reference string (SRS) or a uniform random string
(URS). We note that (Abr+21a) constructs a shared group element (rather than a field element)
and originally achieves 0(1rn*) communication complexity, which can be reduced to 0(ar?) as
detailed in (Gao+22) using their approach. The protocols (Shr+21a; Abr+22b; Abr+21a) require a
powers-of-tau setup as SRS.

We stress that this goal cannot be achieved by simply running a generic, network-agnostic
MPC protocol [BLZL.20; DHLZ21], since these protocols require trusted setup in the form of
shared keys (which is exactly the goal we are trying to achieve).

Network-Agnostic Protocols: A Blueprint. To design an efficient network-agnostic DKG
protocol, a natural approach is to follow the template of previous works [BKL.19; BLZI.20;
BKL21]. Here, the protocol is divided into two components, a synchronous component I1; and
an asynchronous component I1,,. Parties begin by running Iy which performs securely, given
that up to ¢, parties are corrupted. In this case, parties pass the output v, obtained from Il
to I1,. The final output of the protocol is the value v, output by Il,. Note, however, that I,
achieves security only against ¢, corruptions, as it is asynchronous. Thus, the key challenge is
to prevent I1, from simply overwriting the output v, in a synchronous network, as this would
degrade the overall corruption threshold of the protocol to ¢,.

To prevent this outcome, the idea is to design Il and I1, with two special properties. First,
suppose that the network is synchronous and parties agree on the intermediate value v, passed
to the asynchronous component I1,. In this case, I1, should simply relay the correct output
v (rather than recomputing it), even if ty parties are corrupted. Second, if the network is
asynchronous, I1, should be able to compute the correct output v, on its own in the presence of
t, corruptions. In addition to this, IT; must prevent parties from computing a catastrophically
incorrect intermediate output v that might violate the overall security properties of the protocol,
given an asynchronous network with 7, corrupted parties.

Background: Synchronous DKG. The above discussion shows why naively running a syn-
chronous DKG and then an asynchronous agreement protocol back-to-back would not produce a
network-agnostic protocol. For the setting of DKG, this might lead to the resulting secret key
not having enough ‘contributions’ from honest parties. Our starting point is the synchronous
New-DKG protocol of Gennaro et al. [Gen+07], which we make amenable to our network
model. Loosely speaking, New-DKG is divided into two phases as follows:
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* Sharing Phase. In the first phase, each party performs verifiable secret sharing (VSS)
using Pedersen’s VSS scheme [Ped92] to share two random polynomials f and f’ of the
same degree. Parties then execute a public complaint management protocol, since some
parties may try to misbehave and, e.g., not send (correct) shares to some parties. As a
result, they agree on a set of parties Q that honestly executed Pedersen’s VSS.

* Reconstruction Phase. In the second phase, parties then reconstruct their share of the
final secret. To do so, they perform the reconstruction phase of Feldman’s VSS [Fel87b]
from the sharing phase with respect to the polynomial f. The shares of misbehaving
parties are reconstructed publicly to ensure termination.

By committing to a second polynomial f’, Pedersen’s VSS ensures that shared secrets are
unconditionally hiding and parties can efficiently blindly evaluate f in the exponent to verify
their shares. Then, Q is sufficiently large to ensure that at least one party must have honestly
performed VSS. Thus, the adversary has no information about the secret when Q is decided.

One may be tempted to design a simpler and more efficient DKG protocol where parties,
as in the so-called Joint-Feldman DKG [Gen+07], run Feldman’s VSS in parallel. However,
Gennaro et al. [Gen+07] highlighted that the adversary can bias the distribution of the public key
by manipulating the set Q, thus precluding security. In general, a rushing adversary can choose
to include or exclude the contributions of parties in the final secret which thus precludes any
‘one-round” DKG protocol from outputting a uniformly random secret.” In any case, it is not
hard to see that the complaint management protocols in New-DKG fail in asynchrony. This is
because the complaints of honest parties may be arbitrarily delayed on the network, precluding
either correctness or liveness. Dealing with this issue creates additional challenges which we
address in the following section.

6.2.2 Our DKG Construction

A natural idea is to replace Pedersen’s VSS in the first phase with publicly verifiable secret sharing
(PVSS) [Cho+85b; Sta96]. The key property of PVSS is that all parties can non-interactively
verify whether a given sharing is correct. We begin by presenting a secure, but excessively
expensive strawman solution which will serve as our starting point.

A Strawman Solution. To ensure that parties agree on PVSS sharings, each party (acting as the
dealer) would first synchronously broadcast their PVSS sharing. In the second phase, parties
could then use the asynchronous common subset (ACS) protocol of Blum et al. [BKL21] to
agree on a common subset of such sharings. In their protocol, each party provides an input v and
the protocol lets them agree on a common subset of n — ¢, outputs, given ¢, corruptions in an
asynchronous network. In addition, their protocol guarantees that if all honest parties start with
the same input v, then the protocol will remain secure for up to 75 corruptions and the output
will be the singleton set {v}. These properties have made their protocol a staple building block
in many network-agnostic protocols.

In our scenario, parties would input their common view of all sharings after the broadcast
phase to ACS. Given that the synchronous phase succeeded (i.e., the network is synchronous), all
parties would input the same view and hence ACS would allow them to (re-)agree on this view,

ZNote that a possibly biased secret can still be sufficient for applications like threshold signatures, as highlighted
in [Gen+07; BL22a].
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given at most tg corrupted parties. If parties have not obtained any output from the synchronous
phase, they would simply input their PVSS dealing as an input to ACS directly. Even in case the
network is asynchronous, parties would still be able to agree on a subset of n — ¢, dealings in
this manner. From this, they could securely derive a common secret key.’

Unfortunately, existing network-agnostic ACS protocols [BKL21; Ale+22a] execute n
instances of binary consensus and consequently require O(n) distributed coin flips, and
adapting ACS to the network-agnostic setting without this requirement is an open problem. As
the best known protocol to flip coins without trusted setup requires O(An?) communication
complexity [Gao+22], this step alone incurs at least O (An*) overhead. In addition, the above
solution requires all parties to broadcast O (An)-sized sets of ciphertexts containing the parties
PVSS dealings. Using existing broadcast protocols, this step would incur an additional
communication overhead of O (A1?n*). Towards building a network-agnostic DKG with O (An?)
communication complexity, we introduce novel techniques to overcome the above challenges.

From ACS to Intrusion-Tolerant Consensus. Recall that under synchrony, all parties are
guaranteed to output at least n — ¢, values from the parallel broadcast in our above strawman
protocol. However, if the network is asynchronous, parties are not guaranteed agreement or
termination of sufficiently many broadcast instances. To cope, our idea is to let parties execute
an asynchronous agreement protocol with an intrusion tolerance validity property [MR10].
Intrusion tolerance guarantees that a decided value is either one that is proposed by an honest
party or a default value L. In addition, we will require that our agreement protocol satisfies a
special validity with termination property for up to t5 corruptions. This property ensures that
if all parties input the same value v to the protocol, they all terminate with this value. (This
property was first formalized by Blum et al. [BKL19].) Given this building block, our high-level
strategy (from the view of a party P) is as follows.

* If P correctly outputs in at least n — £y broadcasts, it inputs its set of values to the
intrusion-tolerant consensus protocol ITj. Otherwise, it inputs a default value L’.

* If a set of values is decided upon by I, P continues with the protocol. Otherwise, P
participates in an execution of an asynchronous DKG protocol with O (1n?) complexity
and reconstruction threshold of 75 + 1; the protocol of Das et al. [Das+22c] satisfies these
requirements.

In synchrony, by the security of broadcast, all parties will propose the same set to IIT and,
by the validity of consensus I1jT under 7, corruptions, this set will be decided. In this case,
parties do not fall back to the asynchronous path and can cheaply agree on a t5-sharing of a field
element x.

In asynchrony, the synchronous path might fail. In this case, however, agreement and
intrusion tolerance of Ijt ensure that all parties securely continue execution of the synchronous
path with the same view or collectively fall back to asynchronous DKG. In case parties do not fall
back, their common view on the protocol state allows them to securely emulate the synchronous
protocol path. In either scenario, parties agree on a #;-sharing of a field element x, even if the
network behaves asynchronously. The following paragraphs describe how, for each phase of our
protocol, we manage to keep communication below O (1r?).

3This discussion omits a minor technical detail: the adversary must not be able to send incorrect messages on
behalf of honest parties, even in asynchrony. But ensuring this is easy with signatures.
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Protocol Resil Adapt | Commun | Rounds | Input | Setup
Abraham et al. [Abr+19a] | 1/2 - € v O(An + €n) o(1) {-bit | trusted
Momose-Ren [MR21c¢] 172 v 0(An?) 0(n) 1-bit | trusted
Chan et al. [CPS20] l1-€ v 0(A%n?) 0(Q) 1-bit | trusted
Dolev-Strong [DS83b] 1 v O(n* +¢tn) | O(n) | ¢-bit | plain
Momose-Ren [MR21c¢] 1/2-¢ v 0(An?) O(n) 1-bit | plain
Tsimos et al. [TLP22a] l1-¢ X 0(A*n?) O(n) 1-bit | plain
Our work (Section 6.4) 1-¢ v o(nt+an*) | 0(n) ¢-bit | plain

Table 6.2: Comparison table of existing synchronous broadcast protocols. Resil denotes the
Byzantine corruption threshold as a fraction of the total number of parties, where € € (0,1)
is a constant. Adapt denotes whether the adversary is adaptive or not. Commun denotes
communication complexity in bits for messages of length ¢ when relevant. Rounds denotes the
round complexity. Input denotes the length of the input value (either binary or multivalued).
Setup denotes the setup assumption regarding the keys, either frusted or plain PKI.

An Efficient Broadcast Protocol. The first ingredient we propose is an efficient multivalued
synchronous broadcast protocol assuming ¢ < (1 — €) - n corruptions for any constant € € (0, 1).
Tsimos, Loss and Papamanthou [TLP22a] propose an efficient binary broadcast protocol,
BulletinBC, that is statically secure. BulletinBC requires O (4?1?) communication, and is very
similar to the classic Dolev-Strong broadcast protocol [DS83b] except to reduce communication
complexity, parties gossip instead of multicast sets of signatures during the protocol. We modify
this protocol and an extension protocol from Nayak et al. [Nay+20b] in Section 6.4 to build
a multivalued synchronous broadcast protocol with O (nf + An*) communication complexity
where ¢ is the length of the input message. The best prior known protocol had a communication
cost of O(nt + n®) and so this construction may be of independent interest. In Table 6.2, we
compare our protocol to other synchronous broadcast protocols from the literature. We note
that the extension protocol from Nayak et al. in combination with the Byzantine agreement
protocol from Momose and Ren [MR21c] yields a synchronous broadcast protocol with quadratic
communication complexity in the honest majority setting, but assumes trusted setup in the
form of threshold signatures. In their paper, Momose and Ren also present a second efficient
Byzantine agreement protocol that does not require trusted setup. However, that protocol only
works with a sub-optimal resilience of < (% —€)-n.

We use our extension protocol for the first phase of DKG. More precisely, each party P;
broadcasts (1) n Pedersen commitments corresponding to random polynomials f; and f/, (2) n
ciphertexts corresponding to each party P;’s share of P;’s secret, namely f;(j) and f/(;), and
(3) n NIZK proofs that proves ciphertext j, for each j € [1, n], contains encryptions of values
fi(j) and f/(j). This obviates the need for a complaint management protocol as each party
can determine the well-formedness of each message broadcast themselves. With O(A)-sized
NIZKs [Par+13; Can+20], each party invokes broadcast with an O (An)-sized message, and
consequently this step incurs O (An?) communication.

Our Intrusion-Tolerant Consensus Protocol. We adapt a multivalued Byzantine agreement
protocol from Mostéfaoui and Raynal [MR17] to ensure intrusion tolerance and validity under
ts corruptions in synchrony. We show in Section 6.5 that the protocol has O ((£ + )n’ + An?)
communication complexity. As such, parties cannot simply propose their O (An?)-sized set of
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sharings (recall that such a set contains n — ¢, sharings each of size O (An)) to consensus within
DKG without incurring super-cubic complexity.

Efficiently Reconstructing the Final Output. To keep the communication complexity below
O(An?), we observe that each party does not require the entire contents of the O (An?)-sized set
to reconstruct their share and the public key of the final secret. To this end, a party accumulates
n ‘personalised’ values, one per party and each of size O(An), into an accumulation value z
that they propose to consensus. An accumulation value for party P; contains a description
of the qualified parties Q, the |Q| ciphertexts P; needs to reconstruct their share of the secret
2qeo Jq(i) (alongside X, ¢ f7 (7)), and a Pedersen commitment corresponding to these two
summations. By intrusion tolerance, if a non-trivial value is decided by consensus, the honest
party (or parties) who proposed such a z can send the relevant part and proof of membership in
7 to each party. By using an accumulator with accumulation value z of size at most O (1) [BP97;
Lip12], we thus achieve O(An®) complexity for this step. We emphasize that without the
intrusion tolerance property it would be possible for parties to decide a value from consensus
that does not correspond to an ‘honest’ accumulation value z. One could bypass intrusion
tolerance using a consensus protocol with O (n€ + An*) complexity that ensures external validity
on decided values [Cac+01]. However, it appears difficult to design such a protocol using erasure
codes (as is typical) as parties cannot feasibly evaluate an external validity function on a message
until it is reconstructed.

From each party’s personalized value, they can reconstruct their share of the secret key but
not yet the public key. To reconstruct the public key, it is tempting to replace the reconstruction
phase of New-DKG with another round of broadcast and agreement. However, this would allow
an adversary to bias the distribution of the shared secret by deciding to fallback to asynchronous
DKG depending on, e.g., the first bit of the reconstructed public key. We therefore avoid this
by publicly reconstructing the public key using the approach of Shrestha et al. in [Shr+21a].
More precisely, each party P; computes and multicasts the value G = gZa<e fa()) and their
accumulation value that they prove is consistent with their Pedersen commitment via an efficient
Fiat-Shamir based NIZK [Can+99; Shr+21a]. Parties can thus collect #; + 1 valid points in the
exponent of g and then reconstruct the public key by Lagrange interpolation in the exponent and
terminate.

6.2.3 More on Related Work

In [MR21a], Momose and Ren initiate the study of the network-agnostic setting where the thresh-
olds for safety and liveness properties are considered separately, and construct corresponding
state machine replication protocols.

Distributed Key Generation. Many synchronous DKG protocols assume the existence of
broadcast channels, i.e., that essentially abstract away secure broadcast and consensus, including
the seminal protocol of Gennaro et al. [Gen+07]. In a recent work, Shrestha et al. [Shr+21a]
consider when broadcast is no longer assumed (as in our work), and propose a protocol with
O (An?®) complexity which is the state-of-the-art. Canetti et al. [Can+99] propose an adaptively-
secure DKG protocol, but almost all other work, including ours, consider static security. Das et
al. [Das+22c] propose an asynchronous DKG protocol with O(An?) communication complexity.
In order to bypass the need for direct coin flipping (which incurs O (1n3) overhead), they perform
a clever reduction to n instances of binary consensus which uses O (An?) for coin flips from honest
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parties. Abraham et al. use a so-called aggregatable DKG protocol [Gur+21a] to also build a
protocol with O(An?) overhead that only requires an efficient Byzantine agreement primitive
like [Gao+22]. However, the only efficient construction of aggregatable DKG we are aware of
allows parties to agree on a shared group element as a secret which can thus be applied only to
less standard cryptosystems. The DKG of Zhang et al. [Zha+23] does not require a PKI, CRS or
the ROM, but incurs O (An*) overhead. Recently, Abraham et al. construct asynchronous DKG
with an adaptive security proof [Abr+22b], although they require a powers-of-tau trusted setup
which, using the best known asynchronous protocol [DXR22], implies O (An*) communication
overhead overall.

6.2.4 Outline of this Chapter

The rest of this chapter is structured as follows. In Section 6.3, we define the preliminaries that are
only relevant for this chapter. In Section 6.4, we present our new Byzantine broadcast protocol
and give a security and complexity analysis. In Section 6.5, we present our new intrusion-tolerant
consensus protocol and give a security and complexity analysis. In Section 6.6, we present our
network-agnostic distributed key generation protocol and give a security and complexity analysis.
In Appendix 6.6.2, we give a graded consensus protocol along with security proofs relevant
for our intrusion-tolerant consensus protocol. In Appendix 6.6.4, we give a binary consensus
protocol along with security proofs relevant for our intrusion-tolerant consensus protocol.

6.3 Preliminaries for this Chapter

In addition to the general preliminaries in Chapter 2, we introduce here preliminaries that are
only relevant for this chapter.

General Notation. Let A denote the security parameter. In this chapter, we assume that global
parameters par = (G, p, g, h) are fixed and known to all parties. Here, G is a cyclic group of
prime order p with generators g and 4. We sometimes use maps or key-value stores, which are
data structures of the form map[k] = v for lookup key & that outputs value v.

Setup and Adversarial Model. In this chapter, we will make direct use of the established public
key infrastructure (PKI) between parties. Concretely, each party P; has an encryption-decryption
key pair (ek;,dk;) for a public-key encryption scheme and a verification-signing key pair
(vk;, sk;) for a digital signature scheme, where only ek; and vk; are known to all parties. We also
let VK(Q) denote the function that takes as input a list of parties P’ = (P;(1), ..., Pix)) and
outputs the list of their verification keys (vk;(1), . .., vki(x)). We assume a Byzantine adversary
that can corrupt up to ¢ parties, and it is rushing. Contrary to the previous chapters, the adversary
in this chapter is static.

Network Model. Our network has two possible states: it is either synchronous with delay
parameter Deliver, or it is fully asynchronous. Importantly, honest parties do not know a priori
how the network behaves, i.e., in which type of network they are in. We stress that the adversary
is in full control over message delays, subject to the constraints given by the network type. In
particular, the network could behave synchronous in the view of an honest party, while it behaves
asynchronous in the view of another honest party.
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Idealized Models and Computational Assumptions. We assume the random oracle model.
Contrary to the previous chapters, we do not assume the algebraic group model. We will work
with the discrete logarithm assumption.

6.3.1 Cryptographic Primitives

Definitions and properties that we introduce hereafter are only required to hold with overwhelming
probability 1 — negl(1).

Non-Interactive Zero-Knowledge Proof. A zero-knowledge proof is an interactive protocol
between a prover Prove and a verifier Ver which enables the prover to convince the verifier that
a statement x is in an NP language £ without leaking any information besides the fact that the
statement is true. A non-interactive zero-knowledge (NIZK) proof is a class of zero-knowledge
proofs, where no interaction is required. The prover Prove outputs only one message, called a
proof, which convinces the verifier Ver of the truth of the statement.

Definition 6.3.1 (Non-interactive zero-knowledge proof (NIZK) [Gro06]). Let R be an NP
relation. For pairs (X,w) € R we call X the statement and w the witness. Let L be the
language consisting of statements in R. A non-interactive zero-knowledge proof is a tuple of
PPT algorithms (Gen, Prove, Ver) such that:

* Gen: This is a parameter generation algorithm that takes as input the security parameter
A. It outputs parameters par, implicitly input to other algorithms.

* Prove: This is a probabilistic proving algorithm that takes as input a statement X to be
proven and the corresponding witness w where (X, w) € R. It outputs a proof 7, denoted
as m «— Prove(X, w).

» Ver: This is a deterministic verification algorithm that takes as input a statement X and a
proof m. It outputs an acceptance bit b, denoted as b «— Ver(X, x).

For security, we require perfect completeness, zero-knowledge, and simulation-soundness.
We formally define these following the literature [Gro06]. Let R and L be as specified above.

Definition 6.3.2 (Perfect Completeness). Let X = (Gen, Prove, Ver) be a non-interactive proof
system as defined above. For an algorithm A, define the perfect completeness experiment
PerfCompé as follows:

* Offline Phase. Run the parameter generation algorithm on input A to generate parameters
par < Gen(A). Then, run A on input par.

* Online Phase. When A outputs (x, w), generate the proof 7 « Prove(x, w).
* Output Determination. Return 1 if (x, w) € R and Ver(x, n) = 1. Otherwise, return 0.
We say that X has perfect completeness if for all algorithms A, Pr[PerfCompé =1]=1.

Definition 6.3.3 (Zero-Knowledge). Let X = (Gen, Prove, Ver) be a non-interactive proof
system as defined above. Let Sim = (Simj, Sim;) be a pair of PPT algorithms (called the
simulator). Furthermore, let algorithm Sim’ be such that Sim’ (par, v, x, w) = Sim,(par, 7, x)
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if (x,w) € R and Sim’(par,7t,x,w) = 0 otherwise. For an algorithm A, we define the
zero-knowledge advantage of A as

AdV-Zkg’Sim = |Pr[par «— Gen(/l) . API’OVe(par,~,-)(par) — 1]
— Pr[(par, 7) « Sim(2) : AS™ #4T) (par) = 1],

We say that X is zero-knowledge if there exists a simulator Sim as above such that for all
non-uniform PPT algorithms A, its zero-knowledge advantage is negligible in A.

Definition 6.3.4 (Simulation-Soundness). Let ¥ = (Gen, Prove, Ver) be a non-interactive proof
system as defined above. Let Sim = (Simj, Sim,) be a pair of PPT algorithms. For an algorithm
A, we define the simulation-soundness advantage of A as

Adv-sspS™(2) = Pr[(par, 7) « Sim; (), (x,71) « ASM0T) (g
w « Ver(par,x,n) =1, (x,n) ¢ Q,x ¢ L],

where Q is the list of simulation queries and responses. We say that X has simulation-soundness
if there exists a simulator Sim as above such that for all non-uniform PPT algorithms A, its
simulation-soundness advantage is negligible in A.

Cryptographic Accumulator. A cryptographic accumulator scheme [NguO5] allows to
accumulate several elements from some set D into an accumulated value z (using the algorithm
Eval). Further, for each element in D it allows to generate a compact proof of membership in D
(using the algorithm Wit) called a witness. The standard security notion of collision-resistance
requires that it is hard for an adversary to create invalid proofs of membership. An example of
cryptographic accumulators are Merkle trees, where the root is the accumulation value and the
authentication paths are membership proofs (i.e., witnesses) for the leaves. In this chapter, we
use an accumulator scheme with membership proofs and accumulation value each of size O(1).
This can be implemented using the accumulator scheme of [BBF19] built upon class groups of
unknown order. Alternatively, we could use Merkle trees at the cost of O (log n) multiplicative
overhead in the communication complexity. For a formal definition, we refer to Chapter 2. We
will use the shorthand notation (wq,...,w,) « Wits(ak, z, D) for set D = {dy,...,d,} to
mean the n invocations (Wit(ak, z, d1), . . ., Wit(ak, z, d,,)) of Wit. Further, we stress that our
protocols could also use vector commitments (with constant-sized openings) [CF13] instead of
accumulators, which can also be built without trusted setup.

Linear Erasure and Error Correcting Codes. We use standard (g, )-Reed-Solomon (RS)
codes [RS60]. This primitive allows to encode b data symbols into code words of g symbols
(using the algorithm Encode) such that b elements of the code word suffice to recover the
original data (using the algorithm Decode). In our construction, we will use Reed-Solomon
codes with (g, b) = (n,n —t). For a formal definition, see Chapter 2.

Public Key Encryption. A public key encryption scheme allows to encrypt messages towards
a given public key pk. Only the holder of the corresponding secret key sk can then decrypt
the encryption and recover the message. Further, for security one requires that the encryption
does not leak any information about the encrypted message, even when an encryption oracle
for messages is given. We now formally define a public key encryption (PKE) scheme and the
security notion of CPA-security for it.
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Definition 6.3.5 (Public key encryption). A public key encryption scheme is a tuple of PPT
algorithms (KGen, Enc, Dec) such that:

* KGen: This is a key generation protocol that takes as input the security parameter A. It
outputs a public-secret key pair (ek, dk), denoted (ek, dk) «— KGen(1).

* Enc: This is a probabilistic encryption algorithm that takes as input a public key ek and a
message m € {0, 1}*. It outputs a ciphertext ¢, denoted ¢ < Enc(ek, m).

* Dec: This is a deterministic decryption algorithm that takes as input a decryption key
dk and a ciphertext c. It outputs a message m, denoted as m « Dec(dk, c¢), with the
possibility of m = L denoting failure.

Definition 6.3.6 (CPA-Security of PKE). Let IIpxg = (KGen, Enc, Dec) be a public key
encryption scheme as above. For b € {0, 1} and an algorithm A, we define the experiment
CPAﬁPKE’ » as follows:

1. Run the key generation algorithm and get (ek, dk) <« KGen(2).

2. Run A on input (ek, dk) and get two messages mg, m; of the same length.
3. Compute the ciphertext ¢ < Enc(ek, mp). Then run A on input c.

4. When A returns b’ € {0, 1}, the experiment returns b’.

We say that Ilpke has indistinguishable encryptions against chosen plaintext attacks (CPA-
security) if for all PPT algorithms A, we have
| Pr[CPAf; _, = 1] — Pr[CPA}

Mpke, Ipke,

= 1]] < negl(4).

Aggregatable Signatures. In an aggregate signature scheme, a party can use its secret key to sign
a message individually. All parties can also call algorithm Comb to combine several (possibly
already aggregated) signatures with respect to the same message to form a new signature on the
same message. As usual, signatures can also be verified using algorithm Ver. We emphasize
that Comb and Ver are non-interactive algorithms in this work.

Definition 6.3.7 (Aggregate Signatures). An aggregate signature scheme is a tuple of PPT
algorithms (KGen, Sign, Comb, Ver) such that:

» KGen: This is a key generation protocol that takes as input the security parameter A and
outputs a public-secret key pair (vk;, sk;).

* Sign: This is a probabilistic signing algorithm that takes as input a secret key sk; and a
message m € {0, 1}*. It outputs a signature o, denoted as o; < Sign(sk;, m).

* Comb: This is a deterministic signature combining algorithm that takes as input a sequence
of signatures X = (07y(1), ..., 0i(k)), the corresponding sequence of verification keys
VK = (Vki(1), ..., Vki)), and a message m. It outputs either an aggregate signature o,
denoted as o « Comb(Z, VK, m), or L.
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* Ver: This is a deterministic signature verification algorithm that takes as input a message
m, an aggregate signature o, and a set of verification keys VK = {vky,...,vkg}. It
outputs an acceptance bit b € {0, 1}.

Note that signatures can be sequentially combined, i.e., Comb can take signatures previously
output from Sign or Comb as input. We sometimes write {m);, which denotes the pair (m, o)
where o < Sign(sk;, m). For a single verification key vk (resp. signature o), we also write vk
(resp. o) instead of {vk} (resp. {o°}) as input to algorithms.

Remark 6.3.1. We can instantiate aggregate signatures of size O (1) + n in the random oracle
model, where n is the number of signers [Bon+03]. Similarly, we require individual (non-
aggregated) signatures to be of size O(1). We implicitly assume domain separation when
signing messages in protocols we introduce.

Definition 6.3.8 (Unforgeability under Chosen Message Attack). Let Ilaggsgn = (KGen,
Sign, Comb, Ver) be an aggregate signature scheme. For an algorithm A, we define the
experiment UF'CMAIAIAggsgn as follows:

1. Run the key generation algorithm and get a public-secret key pair (vky, sk;). Then, A is
given the public key vk .

2. At any time of the experiment, A gets access to a signing oracle as follows: When A
submits a message m € {0, 1}*, return o; « Sign(sk;, m).

3. A outputs k — 1 additional public keys vk, .. ., vki for some k > 1 along with a message
m*. A outputs an aggregate signature o-* with respect to public keys VK = {vki, ..., vki}
and message m*.

4. If Ver(VK,o*,m*) = 1 and m* was not queried previously by A, the experiment returns
1. Otherwise it returns 0.

We say that ITaggsgn is unforgeable under chosen message attack (UF-CMA) or simply secure if
for all PPT algorithms A, we have Pr[UF-CMA# = 1] < negl(1).

l_IAggSgn

6.3.2 Distributed Primitives

When relevant, our primitives take input from a value set V with |V| > 2; we assume a default
value L ¢ V. We distinguish between algorithms that generate output (also called liveness),
and algorithms that additionally ferminate. In particular, an algorithm may be live but not
terminating, since it may need to still remain online and send more messages to help other
parties output. Our treatment of liveness and termination varies between the primitives we
introduce below. Note that L is considered as a valid output in each protocol. We first introduce
intrusion-tolerant Byzantine agreement and secure broadcast, the two main building blocks we
use to build DKG.

Intrusion-Tolerant Byzantine Agreement. Byzantine agreement is a classic primitive that
allows parties which each input a value to agree on a common output value. We define liveness
(generating output) and termination in two separate properties below. We emphasize that our
definition captures the standard Byzantine agreement problem.
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Definition 6.3.9 (Byzantine Agreement). Let IT be a protocol executed by parties Py, ..., P,,
where each party P; begins holding input v; € V.

Validity. 11 is t-valid if the following holds whenever at most ¢ parties are corrupted: if
every honest party’s input is equal to the same value v, then every honest party outputs v.

Consistency. 11 is t-consistent if whenever at most ¢ parties are corrupted, every honest
party that outputs a value outputs the same value v.

Liveness. 11 is t-live if whenever at most ¢ parties are corrupted, every honest party outputs
avaluev e VU {L}.

Termination. 11 is t-terminating if whenever at most ¢ parties are corrupted, every honest
party terminates.

Intrusion tolerance. 11 is t-intrusion tolerant if whenever at most ¢ parties are corrupted,
every honest party that outputs a value either outputs an honest party’s input v or L.

Validity with termination. 11 is t-valid with termination if the following holds whenever
at most ¢ parties are corrupted: if every honest party’s input is equal to the same value v,
then every honest party outputs v and terminates.

If I1 is z-valid, 7-consistent, -live, and 7-terminating, we say it is z-secure.* If I1 is t-secure and
is t-intrusion tolerant, we say it is ¢-secure with intrusion tolerance.

Byzantine Broadcast. In Byzantine broadcast (or just broadcast), parties aim to agree on a
value which is either the value chosen by the designated sender or a default value (in case the
sender is dishonest). Our definition handles termination directly, even in asynchrony (where we
only guarantee weak validity). As for Byzantine agreement, the following definition captures
the standard broadcast primitive.

Definition 6.3.10 (Byzantine Broadcast). Let I1 be a protocol executed by parties P, ..., Py,
where a designated party P begins holding inputv € V.

Validity. 11 is t-valid if whenever at most ¢ parties are corrupted: if party P is honest and
inputs v, then all honest parties P; output v.

Consistency. 11 is t-consistent if whenever at most ¢ parties are corrupted, every honest
party outputs the same value v’.

Liveness. 11 is t-live if whenever at most ¢ parties are corrupted, every honest party outputs
avaluev' e VU {Ll}.

Termination. 11 is t-terminating if whenever at most ¢ parties are corrupted, every honest
party terminates.

External validity. 11 is t-externally valid if the following holds whenever at most ¢ parties
are corrupted: if honest party P; outputs v/, then for validity predicate Q, Q(v) is true.

“We emphasise that z-security does not imply z-intrusion tolerance.
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» Weak validity. 11 is t-weakly valid if whenever at most ¢ parties are corrupted: if P is
honest and inputs v, then all honest parties P; output either v or L and terminate upon
generating output.

If IT is ¢-valid, ¢-consistent, ¢-live and z-terminating, we say it is ¢-secure.

Note that weak validity was also defined in [BKL.19], and external validity was introduced
in [Cac+01] for Byzantine agreement.

Distributed Key Generation. Following prior work, we introduce a property-based definition
of distributed key generation (DKG). In a DKG protocol, a set of parties collaborate to share a
uniformly random secret. Each party outputs the public key corresponding to the secret, its own
share of the secret, and a list of public key shares that parties can use to prove ownership of their
share. We restrict our definition to the case where parties share a uniform secret field element x
with corresponding public key y = g* (where g is a generator of the underlying cyclic group).
We emphasize that the literature also considers DKG protocols where a secret group element is
shared. Further, there are also other definitions for DKG to capture other settings.

Definition 6.3.11 (Distributed Key Generation). Let I1 be a protocol executed by parties
Py, ..., P,, where each party P; outputs a secret key share sk;, a vector of public key shares
(pk;, ..., pk,), a public key pk, and parties terminate upon generating output.

» Correctness. Il is (t,d)-correct for d > t if whenever at most ¢ parties are corrupted,
there exists a polynomial f € Z,[X] of degree d — 1 such that for all i € [n], sk; = f(i)
and pk; = g%. Moreover, pk = g/,

* Consistency. Il is t-consistent if whenever at most ¢ parties are corrupted, all honest parties
output the same public key pk and the same vector of public key shares (pkj, ..., pk,,).

* Secrecy. 11 is t-secret if the following holds whenever at most ¢ parties are corrupted: For
every (PPT) adversary A, there exists a (PPT) simulator Sim with the following property.
On input an element y € G and a set of corrupted parties C with |C| < #, Sim generates a
transcript whose distribution is computationally indistinguishable from A’s view of a run
of IT with corrupted set C in which all honest parties output y as their public key.

* Uniformity. 11 is t-uniform if the following holds whenever at most ¢ parties are corrupted:
Fix y € G. Then, for every (PPT) adversary A, for every honest party that outputs public
key pk, pk = y holds with probability negligibly close to 1/p, where the probability is
taken over A’s randomness (and not the coins used in setup).

If I is (¢, d)-correct, t-consistent, z-secret, and ¢-uniform, we say it is (¢, d)-secure.

Our definition is adapted from that of Bacho and Loss [BL22c] except we only require a
standard secrecy notion akin to that of Gennaro et al. [Gen+07]. As we consider static security,
our simulator is parametrised by the set of corrupted parties B chosen by the adversary. Apart
from our additional uniformity property, the main difference is that we allow the secret threshold
to be a value d that exceeds the number of corruptions # by more than 1. Looking forward, our
DKG protocol will satisfy (#, d)-security in synchrony and (7., d)-security in asynchrony for
d =ty + 1. In particular, our protocol achieves ¢,-secrecy in asynchrony. The definition of
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secrecy is not well-defined in asynchrony when considering more than ¢, corruptions, because
in particular not all parties may output y (or worse yet they may output different keys). One
could define a variant of secrecy that guarantees ‘secrecy with abort’ but its usefulness is less
clear given only a subset of honest parties could output a secret share.

6.4 Efficient Synchronous Broadcast

In this section, we construct a synchronous secure broadcast protocol with O(fn + An?)
communication complexity that tolerates ¢ < (1 — €) - n corruptions with € € (0, 1) for messages
of length ¢. To do so, we adapt the extension protocol proposed by Nayak et al. [Nay+20b].
Their protocol, however, relies on a A-bit broadcast module with the same corruption tolerance
and communication complexity O (An?). We therefore first construct such a protocol.

6.4.1 Short Message Broadcast Module

We present our protocol Hé’ce in Figure 6.1 that allows A-bit messages to be broadcast with
O(An?) communication complexity. We assume the existence of an aggregate signature scheme
as. Let R = O(logn) and g = O(1/€) be two constants that we use in the protocol and the
proof.

Our protocol is similar to BulletinBC [TLP22a] (see Figure 2 there), which in turn is similar
to the well-known Dolev-Strong broadcast protocol. Whereas in Dolev-Strong signatures are
multicast to all parties, in BulletinBC signatures are sent to each party only with probability ¢/n
(the gossiping technique). We emphasise that gossiping does not require a common coin, but only
a local source of randomness: parties each locally sample the set of parties to gossip messages
to. To ensure security, BulletinBC thus requires an additional R = O (log n) rounds to ensure
that the ‘gossiped’ message propagates to all parties except with negligible probability. Notably,
we extend BulletinBC to support multivalued broadcast and improve upon the communication
complexity by using an aggregate signature scheme as = (KGen, Sign, Comb, Ver).

In Hé’é, each party P; manages two local maps sent,detect : M — {false, true} with
initialization sent[m] = detect[m] = false for all m € M (where M denotes the message space).
In the first step of the protocol, the sender P* multicasts its signed input value m; and sets
sent[m;] = detect[m;] = true. The protocol then runs ¢ + R rounds as follows. In rounds
1 <r <t+R,foreachm € M, if P; has 1) received a signature on m signed by the sender P*;
2) can form a valid aggregate signature with min{r — 1, ¢} signers;> and 3) they have previously
gossiped/multicast at most one message m’ # m (i.e., |[{m’ € M : sent[m’] = true}| < 1, P;
sets sent[m] = true, computes an aggregate signature on it and sends this plus P*’s signature to
each party with probability ¢/n.

Note if we simply replace the (deterministic) multicast from Dolev-Strong with probabilistic
sending, then consistency may not hold if P* signs more than two messages above, since
condition 3) above implies that honest parties do not relay all messages. To deal with this, parties
keep track of P*’s signatures separately. In particular, when P; receives a signature o of P* on
m, if detect[m] = false and |{m’ : detect[m] = true}| < 2, P; multicasts (not gossips) m and

SFor rounds r > t + 1 we only require ¢ + 1 signatures including the sender’s.
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IS o)
1. At time O:

e Set sent[m] = detect[m] = false forallm € M and v = L.

o If P; = P*: set o* « as.Sign(sk;, m*) and sent[m*] = detect[m*] = true, then
multicast (o*, 2 = (), P = (), m").

2. Forr=1,...,t+ R: Attime r - A: foreachm € M:

* If received messages (o, %1,Py,m), ..., (0,%Z;,Pj,m) for distinct Py, ..., P;
from distinct parties such that for P = Ugc(1,;1P;j
(a) Foreach k € [1, j], as.Ver(VK(Px), Zr,m) = 1;
(b) as.Ver(VK(P*),o,m) = 1;
(¢) |P| = min{r — 1,¢}; and
(d) {Pi, P} L P:
— If sent[m] = false and |{m’ € M : sent[m’] = true}| < 2:
Set sent[m] = true.
# Compute as.Sign(sk;, m) = o.
* Compute as.Comb(X’,VK’,m) = o', where X’ = (Xy,...,%;,0) and
VK" = (VK(P),..., VK(Pj),vk;).
Forall k € [1,n], send (0;,0’,PU{P;},m) to P, with probability ¢/n.
If detect[m] = false: set detect[m] = true and multicast (o, (), (), m).

*

* %

e If received message (o, -, -, m) such that as.Ver(VK(P*),o,m) = 1:
— If detect[m] = false and [{m’ € M : detect[m’] = true}| < 2:
* Set detect|m] = true and multicast (o, (), (), m).

3. Attime (t+ R+ 1) - A:

e If sent = detect and |{m’ € M : sent[m’] = true}| = 1: set v = m’. Output v
and terminate.

Figure 6.1: Synchronous broadcast (BC) protocol with sender P* for ¢t < (1 —¢) - n and
e € (0,1) from the view of party P;.

o and then sets detect[m] = true so that all parties subsequently receive it.°

Finally, in step 3 of the protocol in round ¢ + R + 1, if the maps sent and detect are equal
and there is only one value m’ € M such that sent[m’] = true, then P; outputs this value and
terminates; otherwise it outputs L and terminates. Note if there are two or more messages
m such that some honest party set sent[m] = true, then these honest parties will broadcast
the signer’s signature on each m which all honest parties will process and thus terminate with

SWe conjecture that the protocol without these extra messages also satisfies consistency, but the protocol as
written has the same asymptotic complexity and therefore we leave it as future work.
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e Input: Set of n nodes W, disjoint subsets S»,S53 ¢ W, S ¢ W\ (S, U S3), integer
q <n.

e Qutput: The graph G.
1. Let G be the empty graph with node set W.
2. Forevery u € S and v € W, add an edge {u, v} to G with probability g/n.

3. Return graph G.

Figure 6.2: Description of the AddRndEdges(W, S», S3, S, ¢) procedure.

|detect| = 2 and output L.

Communication Complexity. Each party gossips at most two messages of size O(A + n + £)
and multicasts at most two messages of size O(1d + €). Since ¢ = ©(A), each party sends
an expected O (1) messages in each gossip step. Thus, communication complexity is overall
O(An? + nA? + £(A + n?)) which, when ¢ = O(Q), is O(An® + A*n). For n > A, we have
O(An? + 2%n) = O(An?). For n < A, there is a trivial solution to achieve O (An?) communication
complexity. Namely, one can run standard Dolev-Strong broadcast [DS83b] with multi-signatures
which has communication complexity O (n® + An” + £n?). Since n < A, we have n® < An?, and
since we have £ = O (1), it follows that O (1> + An? + €n?) = O(An?).

Theorem 6.4.1. Let n,t be such that t < (1 — €) - n for some constant € € (0, 1). Then Hé’é (cf.
Figure 6.1) is t-secure when run on a synchronous network and n-weakly valid when run on an
asynchronous network.

Proof. Towards the goal of proving the theorem, we begin by modeling probabilistic dissemi-
nation by the procedure AddRndEdges (cf. Figure 6.2) and prove some results used to prove
ts-security of our BC protocol. The techniques that follow are from [TLP22a], where however
they use binary input instead of multivalued one.

AddRndEdges is defined over a set of nodes W that is partitioned into three disjoint subsets
S1,82,83 ¢ Wwith §; = W\ (82 U S3). The way AddRndEdges works is as follows. At the
beginning, we have an empty graph G with node set W. Now given S C S, AddRndEdges adds
the edge {u, v} to the graph G with probability g /n for every pair of nodes u € Sand v € W. At
the end, the resulting graph with all the added edges is output. In the context of our protocol, S
will be the set of parties that send a message m at a specific round » and S, will be the set of
parties that have not received m in a previous round. An edge from u# € S to v € W represents
that party u sends m to party v in round r. Our goal is to determine how many parties in S
receive message m for the first time during round r. For this, we define the following indicator
random variables.

Definition 6.4.1. Let G «— AddRndEdges(W, S», S3, S, q) (cf. Figure 6.2) be a graph. For all
u € Sy, let Z, € {0, 1} with Z,, = 1 if and only if u has nonzero degree in G.

We find that the number of nodes in S, with nonzero degree in G is at least twice the number
of nodes in S. This will allow us to show that messages propagate exponentially fast in our
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broadcast protocol. The proof of the following lemma can be found in the appendix of [TLP22a]
(proof of Lemma 1).

Lemma 6.4.2. Let (S, S2, S3) be a partition of n nodes into (disjoint) sets with T = |S1| < en/3,
|S2| = en — |S1|, |S3]| = n — en, where € € (0, 1) is a constant. Let S C S1 with |S| > 27/3, and
let {Z,}ues, be the random variables defined above. Then for g > 15/¢€, we have

—-€eq/4
Z Z, > 27] =1-p, where p =max {en e~ €4/9, (%) } .
MESZ

Pr

For our proof of ¢4-security and ¢,-weak validity, we define the following sets of parties w.r.t.
a value m € V and a round r:

1. S(m,r): honest parties P; that set sent[m] = true at round .
2. S1(m,r): honest parties P; that set sent[m] = true by round r.

3. S2(m,r): honest parties P; that still have sent[m] = false in round r.

Additionally, we let S3 be the set of malicious parties (in particular, |S3| = n — en). Before
we start we our proof of security for the Core BC Protocol, we show that the number of parties
that receive a message at round 7 that was sent at round r < 7 increases exponentially with
7 — r (with overwhelming probability). The proof of the following theorem can be found in
the appendix of [TLP22a] (proof of Lemma 2) with the difference that their set V is of order 2.
However, this difference does not have any impact on the proof itself and therefore the same
proof applies for our case of V being of order at least 2.

Lemma 6.4.3. For a specific value m €V, let r be the first round of the Core BC Protocol Hé’é
where an honest party P; sets sent[m] = true. Let R = [logs(en)], and let p be as in Lemma
6.4.2. Then we have the following bounds:

1. For all rounds p such thatr < p < r + R and |S1(m,p — 1)| < en/3, we have with
probability at least (1 — p)P~" that

1S(m, p)| 22/3 - |S1(m,p)| and |S1(m,p)| = 3°7".

2. Let ¥ > r be a round such that |Si(m,7 — 1)| > en/3. Then |S|(m,7)| = en with
probability at least (1 — p)(1 = p)" """ where p = en - e=2€49/°,

For the proofs hereafter, we let R = [log;(en)] and ¢ = ®(1), where A is the security
parameter. Furthermore, all our statements hold with probability 1 — negl(1).

Lemma 6.4.4. Letty < (1—€)-n. Then Hé‘ée achieves tg-consistency when run in a synchronous
network.

Proof. Let M = {my,...,my} be the set of messages for which at least one honest party sets
sent[m;] <« true during one run of the protocol. We consider three cases separately, namely
when [M]| =0, |M| =1 and |[M] > 1. Suppose first that | M| = 0. Then all honest parties will
never update v and consequently output L at step 3.

Suppose | M| = 1. We show that if an honest party P; sets sent[m] = true for some value
m € V at some round r, then by the end of the protocol all honest parties have set sent[m] = true
with probability 1 — negl(1). We consider the following two cases.
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(i) Suppose r < t; + 1. For this, we distinguish the two cases S;(m,r) > en/3 and
S1(m,r) <en/3. If S;(m,r) > en/3, then by item 2 of Lemma 6.4.3 all en honest parties
set sent[m] = true by the next round with probability at least

(1 —ﬁ)(l _p)(r+1)—r—l S e—26q/9'

Since n = poly(Q), this probability is 1 — negl(1). On the other hand, if S| (m,r) < en/3,
letrg:=r+ R — 1. Incase S;(m, rg) > en/3, again the previous case applies. Otherwise,
item 1 of Lemma 6.4.3 tells us that at round ro + 1 = r + R we get

Si(m,r +R) > 3R _ 3flogz(en)] > glogs(en) — o

with probability at least (1 — p)R. Since —p > —1 and R > 1, Bernoulli’s inequality
applies and gives (1 — p)® > 1 — pR. Since n = poly(1) and g = ©(), this probability
is 1 — negl(1).

(i) Suppose r > ts + 1. Suppose an honest party P; sets sent[m] = true at some round
r > ts + 1. Then, P; has received a valid multi-signature on m of degree at least ¢; + 1
and |[{m’ € M : sent[m’] = true}| < 1. In particular, an honest party P; already set
sent[m] = true at some round r’ < tg5 + 1. Hence, former case (i) applies to honest party
P;. Ultimately, all honest parties set sent[m] = true by the end of the protocol with
probability 1 — negl(1).

Finally, suppose that | M| > 2. By the above logic, sent[m] was set to true for an honest party P;
inround r < g + 1 for each m € M. By construction of I1gc, P; will set detect[m] « true and
multicast (o, (), (), m) if not already done, where o is the signature of the designated sender P*
on message m. Thus, in the next round (given R > 1), all honest parties will receive (o, (), (), m),
which correctly verifies. If | M| = 2, then all honest parties will set detect[m] = true for both
messages, and consequently at step 3 all output L by construction of the protocol. If |[M]| > 2,
then it follows that for the first two messages that each honest party receives, they will set
detect[m] « true, and similarly output L. O

Lemma 6.4.5. Letty < (1 —€) - n. Then Hé“c’f achieves tg-liveness and t¢-termination when
run in a synchronous network.

Proof. This follows trivially from the fact that all parties will terminate at step 3 after some
finite amount of time regardless of whether or not they change the value v they output. m|

Lemma 6.4.6. Letty < (1 —€) - n. Then Hé"éf achieves ts-validity when run in a synchronous
network.

Proof. In order to prove t,-validity, we show that if the sender P* is honest and inputs m € V,
then all honest parties output v = m. This directly follows from the proof of #;-consistency
and the fact that no honest party sets sent[m] « true on a message not signed by P*. After
R = [log;(en)] rounds, all honest parties have set sent[m] = true with probability 1 — negl(2)
and will output v = m. m|
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Lemma 6.4.7. Lett, <t;andt, +2 -ty <n. Then Hé‘ée achieves t,-weak validity even when
run in an asynchronous network.”

Proof. In order to prove t,-weak validity, we show that if the sender P* is honest and inputs
m = m; €V, then all honest parties output either v = m; or v = L. This directly follows from
the proof of #,-validity in the synchronous case: in case an honest party does not receive a valid
multisignature on m; by the end of the protocol run, it just outputs v = L. |

This completes the proof of Theorem 6.4.1. |

6.4.2 Broadcast Extension Protocol

Here, we present our broadcast extension protocol HE’CE_Ext which, for r < (1 — €) - n, allows

for broadcast with O(nl/e + An*) communication complexity. In particular, this implies a
O (nt + An?*) honest majority broadcast algorithm by setting € = %

Let Hé’é be a broadcast protocol (e.g., the one in Section 6.4) that terminates after 7' time
with default value L;.. we explicitly specify the Core protocol in Figure 6.3 which makes use
of several helper functions defined in Figure 6.4. Our protocol is very close to the dishonest
majority broadcast protocol of Nayak et al. [Nay+20b] (see Figure 3 there). The only notable
difference (modulo presentation differences) is that parties gossip signatures similar to Ilgc
rather than multicasting.

Hé’é_Ext works as follows. In the first step, the sender P* splits up its input message m*
into n blocks D = {D,...D,} using the erasure coding scheme rs (¢ + 1 blocks suffice to
reconstruct message m”), where block D ; corresponds to party P;. Then P* accumulates D
into an accumulation value z using acc except that D; is accumulated as (j, D;). P* then
invokes the broadcast protocol Hé’CE on input z; note that z is of size O(1). Suppose that value
z # 1 is output by each honest party; if z = L, all honest parties output L. Similar to Ilgc
from the previous subsection, the protocol proceeds in f + R rounds. Let z # L be the output
from Igc. Supposing that P* is honest, once I[1gc terminates, P* first multicasts a signature on
message HAPPY (after setting their own variable happy to true). Then, P* computes witnesses
w j corresponding to block D for j € [1,n], and sends each party their respective block and the
witness w ; (step 2(a)). On receipt of their witness (which they can verify is valid), P; multicasts
their block and share (step 2(b)). Note that P; multicasts a block at most once. P; then waits A
time and collects blocks from all parties. On receipt of the first message (wit, s, w;) from P},
P; can determine whether it is valid (and was accumulated in z) via acc.Ver(ak,z,w;, (j, ;).
Finally, after A time, if P; has received enough valid blocks, P; can reconstruct a message m
(step 2(c)). Then, by splitting up m, re-accumulating the blocks and comparing the output with z
(output by Ilgc), P; can determine whether they reconstructed a message that all other parties
are able to or not. If so, they set variable happy = 1. Suppose an honest party sets happy = 1.
Then, that party splits up the message it learned (or input to Ilgc gy, if it is the sender P*)
into blocks, propagates signatures via gossip, and propagates blocks and their corresponding
witnesses to each party individually. Our proofs show in particular that all parties will eventually
output the message, even when using gossip in step 2(a).

"Note that n-weak validity trivially follows.
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1,€ *
56 g (M)

1. At time O:

* Set o = L and happy = 0.
¢ Set dist = share =recon =falseand X =VK=P=D = 1.

o If P; = P*: set o = m" and happy = 1. Compute D = EncBlocks(m*,n — 1)
= (Dy,...,Dy) and z* = acc.Eval(ak, D). Invoke protocol Hé’é with sender P*
using the input z*.

2. Attime T: If z # Ly is output by IIgS: forr = 1,..., 1 + R:

(a) Attime T + (2r —2) - A:
 If happy = 1 and dist = false:
— Set dist = true.
— If P; = P*: multicast (as.Sign(sk;, HAPPY), {P;}). Otherwise, com-
pute o = MS(Z, VK), then for all j € [1,n], send (o, P U {P;}) to P;
with probability ¢/n.
— Compute (wy,...,w,) = acc.Wits(ak, z,D).
— Forall j € [1,n], send (wit, s;, w;) to P; (where the j-th element of D
is (/, 55))-
(b) Attime T + (2r — 1) - A:
e If share = false and received (wit,s;, w;) such that acc.Ver(ak,z,w,
(i, s;)) = 1: Set share = true and multicast (wit, s;, w;).
(c) Attime T +2r - A:
* Ifrecon = false:
— For j € [1,n], let (wit, s;, w;) be the first message (wit, -, -) received
from P; (set to (wit, L, 1) if not received).
- SetS = (((1,51),w1),...,((n,$,), wn)).
— Compute M = Recon(S, ak, z,t) and D = EncBlocks(M,n — t).
— If acc.Eval(ak,D) = z, recon = false, HappyCheck(r) = true and
Valid(M) (HappyCheck checks r signatures were received):

% Set happy = 1, 0 = M and recon = true.
# Invoke Agg(r).

3. Attime T + 2 - (¢ + R) - A: Output o and terminate.

Figure 6.3: BC extension protocol with sender P* forr < (1 —€) -nand € € (0, 1) from the
view of party P; with external validity predicate Valid.
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1€

Helper functions for HBC-Ext

* MS(Z, VK): Compute as.Sign(sk;, HAPPY) = o and as.Comb(X’, VK’, HAPPY) =
o’, where ¥’ = (X, 0) and VK’ = (VK, vk;). Output .

* HappyCheck(r): Output true if and only if received messages (X', P1), ..., (27, P)
for distinct P1, . . ., PJ from distinct parties such that for P = Ugcy, J-]Pk

1. Foreach k € [1, ], as.Ver(‘VK(P¥), =¥, HAPPY) = 1;
2. |P| = min{r, ¢ + 1}; and
3. P ¢P.

* Agg(r): Consider the messages (X1, P1), ..., (Z;,P;j) that were received and lead to
HappyCheck(r) outputting true.

— Set T = as.Comb(X = (Z1,..., %)), (VK(Py).. .., VK(P;), HAPPY),
VK = Uke[l,j](W’((Pk), and P = Uke[l,j]Pk~

¢ EncBlocks(m, b): Divide m into b blocks my,...,mp each of length [%“], where
¢ =log,m and @ = min{i : n < 2" — 1}. Compute (s1,...,s,) = rs.Encode(m;,
...,mp). Output ((1,s1),...,(n,s,)).

e Recon((((1,s1),w1),...,((n,s,),wn)),ak,z,do): For j € [1,n]: If acc.Ver(ak, z,
wij,(j,s;)) = 0, set s; = L. Compute my,...,m; = rs.Decode(sy,...,s,) and
m= (my |---|mp). Output m.

Figure 6.4: Helper functions for the BC extension protocol from the view of party P;.
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Communication Complexity. Each party participates in IIgc where the sender’s input is of size
O(2)%, which, using Hé’é from Figure 6.1, requires O (An?) communication. Each party sends
at most one wit message to each party at step 2(b), which costs O(n(£/b + 1) = O({/e + An)
for each party (recall b = n — ). The sender multicasts an O (A)-sized message, and all parties
gossip at most one message of size O (A + n), which costs an expected O (1% + An) per party.
Thus the protocol incurs O (nf/e + An* + A’n) = O(nf/e + An*) communication.

Theorem 6.4.8. Let n,t be such that t < (1 — €) - n for constant € € (0, 1). Then Hlt?:é-Ext (cf.
Figures 6.3 and 6.4) is t-secure when run on a synchronous network and n-weakly valid when
run on an asynchronous network.

Proof. We provide our proof of the theorem via a sequence of lemmata, from which the result
directly follows. Hereafter, we let R = [log;(en)] and ¢ = ®(1), where A is the security
parameter. Further, all our statements hold with probability 1 — negl(2).

Lemma 6.4.9. Letty, < (1 —¢€)-n. Then Hé‘é_fExt achieves tg-liveness when run in a synchronous
network.

Proof. In order to prove #s-liveness, we show that every honest party outputs a value v’ and

. .. ts, € .
terminates. But this is clear from the protocol II5 .. especially step 3. m|

Lemma 6.4.10. If an honest party P; reaches item (i) of step 2 of HS&-EEX'( by setting happy = 1
and dist = false and invokes the instructions of this step with input message m € 'V, then every

honest party P outputs o; = m.

Proof. By tg-consistency of the Core BC Protocol Hé“éf, the output z; of Hé“éf is the same

at every honest party. If an honest party executes item (i) of step 2 with message m, then by
definition z; = acc.Eval(ak, EncBlocks(m,n — t)). If another honest party P; sets o; = m’
after initialization, then it has to satisfy acc.Eval(ak, EncBlocks(m’,n —t)) = z; = z;. By the
properties of the Reed-Solomon code, the same codewords correspond to the same message.
So it m # m’, then D # D’. In particular, there exists a component D; = (i,s;) € D
such that D; ¢ D’. But a witness for D; ¢ D’ with respect to the accumulation value
z; = acc.Eval(ak,D) = acc.Eval(ak,D’) exists, which happens only with probability negl(2)
by security of the accumulator. Therefore, we may assume m = m’ and only need to show that
every other honest party P; sets o to a value.

Suppose that P; executes item (i) of step 2 in some round r. In that case, P; computes
witnesses (w1, ..., w,) = acc.Wits(ak, z, D) and sends (wit, s;, w;) to each party P; (where
the j-th element of D is (j, s;)). In item (ii) of step 2 of the same round r, every honest party
can verify and multicast the valid (wit,s;, w;) to all the other parties if it has not done that
already in a previous round. Note that verification of the tuples (wit, s;, w;) can be done safely
because of the security of the accumulator. In item (iii) of step 2, every honest party gets at least
n — t correct coded values, since there are at least n — ¢ honest parties. In particular, every
party P; can identify the corrupted values and remove them, of which there are at most 7. By
the properties of the Reed-Solomon code, P; with happy = 0 is able to recover the message m.
Now, the exact same analysis as in the proof of ¢,-consistency of the Core BC Protocol Hé’é

8To tame the communication complexity, parties should disregard messages signed by a (dishonest) sender in
Igc that are larger than the prescribed size O ().
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shows that with probability 1 — negl(Q) after sufficiently many rounds in the domain [¢ + R],
every honest parties P; has set its value happy = 1 and o; = m. Note that an honest party does
not set its output again in future rounds, since the multi-signature already contains its signature.
Once P; sets o7, it will skip item (ii) of step 2 in all future round and the value of o-; will not be
changed. Therefore, in step 3 all honest parties output m and terminate. O

Lemma 6.4.11. Lett; < (1—¢€)-n. Then Hgé_eExt achieves tg-validity when run in a synchronous
network.

Proof. Inorder to prove #,-validity, we show that if the sender P ishonestand inputsm = m; € V,
then all honest parties output v = m;. In round r = 1, the sender executes item (i) of step 2 with
message m ;. By the previous lemma, every honest party P; outputs o; = m; by the end of the
protocol and terminates. |

Lemma 6.4.12. Let t; < (1 —€) - n. Then Hé;'é_fExt achieves tg-consistency when run in a
synchronous network.

Proof. In order to prove ts-consistency, we show that every honest party outputs the same value
o’. If all honest parties output L, then they trivially output the same value o’ = L. Therefore,
assume some honest party P; outputs o; = m # L. In case P; is the sender, f4-validity of
Hé‘é_eExt tells us that all honest parties output m. So assume that P; is not the sender. If P; sets
o; =m # L initem (iii) of step 2 of round 1 < r < 1, then P; will execute the distribution item
(i) of step 2 with message m in the next round » + 1. By Lemma 6.4.10, all honest parties output
the same value o’ = m. On the other hand, if P; sets o; = m # L inround r > t¢ + 1, then it
receives a multisignature of degree at least #; + 1. In particular, one of these signatures comes
from an honest party P; # P; that has sent its signature (with probability ¢/n) and executed
item (i) of step 2 in some previous round 1 < r’ < ;. Again by Lemma 6.4.10, all honest parties
(including P;) output m’ and thus m’ = m. So every honest party outputs the same o’ =m. 0O

Lemma 6.4.13. Lett; < (1 —€) - n. Then HSé_EExt is tg-secure when run in a synchronous
network.

Proof. This is clear from the above lemmata. Lemma 6.4.12 gives ¢s-consistency, Lemma 6.4.11
gives t¢-validity, and Lemma 6.4.9 gives f,-liveness. O

ts, €

Lemma 6.4.14. Lett, <ts;andt, +2 -ty < n. Then g e

when run in an asynchronous network.

achieves t,-weak validity even

Proof. In order to prove 7,-weak validity, we show that if the sender P; is honest and inputs
m = m; €V, then all honest parties output either v = m; or v = L. This is clear from the proof

e : ts,€
of #-validity in the synchronous case and the construction of the protocol ITg: " .- |

This completes the proof of Theorem 6.4.8. |
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6.5 Multivalued Infrusion-Tolerant Consensus

In this section, we design an intrusion-tolerant Byzantine agreement protocol with O ((£ + A)n>)
communication complexity. We start with the construction and proceed then with a security and
complexity analysis.

6.5.1 Our Design

We construct our intrusion-tolerant Byzantine agreement protocol from intrusion-tolerant graded
consensus and a binary Byzantine agreement protocol. Graded consensus is a relaxation of
Byzantine agreement/consensus where parties input a value v and output a value/grade pair (v, g)
where g € {0, 1,2} (other choices of the grade set are possible). Apart from validity, liveness
and intrusion tolerance, graded consensus satisfies graded consistency which ensures that 1)
the grades of all honest parties never differs by more than 1; and 2) all honest parties output
the same v given they output grade g > 1 (note parties may output (L, 0)). In Appendix 6.6.2,
we formally define and construct a graded consensus protocol with a high validity threshold
and O (¢n’) communication complexity. Our overall protocol is a modification Mostéfaoui and
Raynal’s asynchronous protocol for ¢t < n/3 [MR17] which is not framed in terms of graded
consensus.

Let Hé“A’t‘* be a Byzantine agreement protocol with input domain {0, 1} that is #,-secure and
t¢-valid with termination. In Appendix 6.6.4, we present a modified version of the protocol from
[BKL19] with expected communication complexity O(An’) without trusted setup that satisfies
these requirements. Let IT'¢:"s be a t,-secure and #,-graded valid multivalued graded consensus

GC
protocol. We present intrusion-tolerant Byzantine agreement protocol Hlt;’”“' in Figure 6.5.

I (v;)
1. Setaux; = L,bp =0.
2. Run I1§3" using input v;.
3. Upon receiving output (v, g) from Hg‘éts: setaux; = v. If g =2, setbp = 1. Run

TE."™ using input bp.

4. Upon receiving output b from Hé“A’t“: if b = 1, then multicast {(commit, aux;);.
Otherwise, multicast (commit, L);.

5. Upon receiving t; + 1 signatures of (commit, aux) from distinct parties: multicast
ts + 1 such signatures, output aux and terminate.

Figure 6.5: Infrusion-folerant mulfivalued Byzantine agreement protocol from the view
of party P;.

We describe the protocol from the perspective of a party P; with initial value v; € V. First,
P; runs the multivalued graded consensus protocol Hg’o’t" on input v; and outputs (v, g) (step
2). Then, if g = 2, P; proposes 1 to ngt“‘ and otherwise proposes 0 (step 3). In particular,
if an honest party P; proposes 1, then by graded consistency, all honest parties output (v, g)
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from Ilgc with g € {1,2}, and so if bit 1 is decided in I'Ita s then all parties can safely output
v. Given this occurs, P; then signs and multicasts the Value v (received previously from the
output of the graded consensus protocol) along with the signature, otherwise it multicasts L
together with a signature (step 4). In the final phase of the protocol, P; outputs a value aux (and
terminates) if it received that value with at least 75 + 1 valid signatures, ensuring that at least one
signature on aux is from an honest party (step 5).

6.5.2 Security and Complexity Analysis

In this section, we provide a security and complexity analysis of our multivalued intrusion-tolerant
Byzantine agreement protocol.

Communication Complexity. H'a s (step 2) has a communication complexity bounded by
O(tn?) (note it is signature-free). H’a s (step 3) has an expected complexity of O (An®). The
multicast of commit messages in steps 4 and 5 an additional complexity of O (An® + £n?) using
regular signatures or O(n® + (1 + £)n?) using aggregate signatures. Thus, the overall expected
complexity of Ht“ s is given by O((1 + £)n?).

Theorem 6.5.1. Let n,tg,t, be such that 0 < t, < % Sty <zandty+2-ts <n. Then, the
Byzantine agreement protocol Hﬁ“.’ts (cf. Figure 6.5) is ts-valid and t,-secure with intrusion
tolerance.

Proof. We provide our proof of the theorem via a sequence of lemmata, from which the result
directly follows.

Lemma 6.5.2. Lett, <t;andt, +2-t; <n. Then Ht“ ol

It follows that H @!s qchieves t-validity.

achieves tg-validity with termination.

Proof. In order to prove t¢-validity with termination, we show that if every honest party’s input
is equal to the same value v, then every honest party outputs w and terminates. First, suppose
that all honest parties receive output b from H’“ s and output v from H 36 ’s before terminating
(lines 3 and 4, Figure 6.5). Since all parties 1nput v into HtG“CtS , by ts- graded validity of Hta ol
all parties eventually receive output (v,2) from H’“ ' (line 3). By construction of l'It” ot all
honest parties then propose bp = 1 to Hté“ s (line 3) By the #-validity of Hé‘;\t 5, all honest
parties eventually output b = 1 from H’” (line 4). All n — t, honest parties P; then multicast
(commit, v);: sincen—tg > t, + 1, all honest parties eventually deliver enough valid (commit, v)
signatures (line 5). Moreover, since 7, + 1 > t, no honest party receives a valid commit message
for any other v/ # v.

Suppose now that some honest P; terminates before both outputting from Hta oI and
outputting b from Ht“ ' That is, P; delivered z; + 1 valid (commit, v); messages from dlstlnct
parties before multlcastlng ts + 1 signatures to all honest parties (line 5), since by the #-validity
of Ht“”“' bit b = 0 is never output by ’” s 9 Similarly, honest parties only multicast their
1nd1V1dua1 commit message upon H N outputting a value (which must be (v,2) as argued
above). It follows that all honest partles output the same v and terminate either on receipt of P;’s

signatures or otherwise (line 5). m|

Is

Note that this argument still holds even though not every party may actually input a value v to HtB‘KI“ (thus
precluding #,-validity). This is because these executions where some parties terminate before inputting v are
indistinguishable from executions where these same parties input v and then halt for an indefinite period of time.
Thus, the safety property contained in 7-validity holds.
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Lemma 6.5.3. Lett, <t;andt, +2 -ty <n. Then Hﬁ."t‘ achieves t,-consistency.

Proof. Suppose that all honest parties that terminate receive output from Hé‘x"‘ and Hg‘c’t * before
terminating; we argue similarly to above Lemma 6.5.2 if this is not the case. Suppose that some
honest party outputs (v, 2) from graded consensus (line 3). Then, by #,-graded consistency,
all honest parties output (v, g) with the same v where g € {1,2}, which all honest parties
eventually do by #,-liveness. Consider the first honest party who outputs b from Hé“jo:t ¢ (line 4);
by t,-agreement and ¢,-liveness all honest parties output the same b. Thus, all honest parties
eventually multicast {commit, v); if b = 1 or {commit, L); if b = 0 (line 4). It follows that all
honest parties who terminate output the same v by a similar argument to above. Otherwise,
if no party outputs (v, 2), then by #,-graded consistency no honest party proposes bp = 1 to
Hé‘xts, and so by ts-validity all parties output b = 0. Thus, as no honest party P; multicasts
(commit, v); forv # L and 5 + 1 > ¢, (line 4), all parties who terminate agree on output L. 0O

Lemma 6.5.4. Lett, <tsandt,+2-ty < n. Then Hlt;"t“‘ achieves t,-liveness and t,-termination.

Proof. Note that, in Hf.‘;’t‘, t4-liveness holds if and only if #,-termination holds since all parties
terminate directly after outputting. Suppose that all honest parties that terminate receive output
from ngt‘ and Hg‘ét“ before terminating; we argue similarly to above Lemma 6.5.2 if this is
not the case. By the 7,-liveness of Hg‘ét", all honest parties that output eventually output (v, g)
(line 3), and by ¢,-agreement and z,-liveness of Hé‘xt‘, all honest parties output the same b (line
4). All honest parties then multicast the same signed (commit, v) pair (line 4), and then since
n—ty, >ty + 1 and similarly to before all honest parties eventually output a value and terminate

(line 5). m|
Lemma 6.5.5. Lett, <tsandt, +2 -ty <n. Then Hlt{f’ts achieves tg-intrusion tolerance.

Proof. This follows similarly from the proof of #¢-validity with termination, Lemma 6.5.2.
Suppose that some honest party P; outputs (v, 2) from the graded consensus, i.e., Hglét‘ (line

3). By its t4-intrusion tolerance, v must have been input to Hg‘éts, and thus Hf?’t", by an honest

party. Then by ts-consistency of Hg’é", all honest parties who output will output (v, g) with
g 2 1 (line 3). Thus, if 1 is output by all honest parties in Hé‘xts (by properties of Hé‘xts), it

follows that aux; = v will be output by all honest parties; otherwise, L will be output. Thus,
ts-intrusion tolerance holds in this case. Suppose now that no honest party outputs (v, g) from
Hg‘ét“‘ such that g = 2. By construction of Hlt}"t“‘, no honest party sets bp = 1 (note all parties
output from H’“ét“ by its #s-liveness) and thus all honest parties propose bp = 0 to ngts. By
ts-validity of HB“A’“, it follows that all honest parties decide 0, and thus by construction of H;“T’ts
will eventually output L. That is, they will not output a value proposed by a dishonest party. O

This completes the proof of Theorem 6.5.1. m|

6.6 Network-Agnostic DKG

In this section, our communication-efficient network-agnostic distributed key generation protocol
HB"K’g with threshold d = #5 + 1. We prove it ¢;-secure when run over a synchronous network and
t,-secure when run over an asynchronous network. We start with the construction and proceed

then with a security and complexity analysis.
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6.6.1 Our Design

We present our network-agnostic DKG protocol Ilpkg in Figure 6.6 which uses two helper
functions that are defined in Figure 6.7. We recall public parameters par = (G, p, g, h)
introduced in Section 6.3, where g and / are independent generators of the cyclic group G of
prime order p. Ilpkg relies on the following underlying protocols:

* IMapka: an asynchronous DKG protocol. We assume that ITapkg is (¢4, d)-secure with
threshold d = t; + 1 and has O(An?) communication complexity. The protocol from Das
et al. [Das+22b] satisfies these requirements.

* Tlgc.gxt: a broadcast protocol with default value 1,.. We assume that [1gc gy is ts-secure
when run on a synchronous network, #,-weakly valid on an asynchronous network, and
ts-externally valid. For a message of length £, we require that Ilgc_gxt has communication
complexity O(¢n + An?). The protocol Igc gy defined in Figure 6.3 satisfies these
requirements.

e IIj7: a multivalued Byzantine agreement protocol with default value L;;. We assume
that It is t,-secure with intrusion tolerance and #¢-valid with termination, and has
O (An?) communication complexity. The protocol It defined in Figure 6.5 satisfies these
requirements.

We also assume the existence of a public-key encryption scheme pke = (KGen, Enc, Dec), an
accumulator acc, and a linear erasure coding scheme rs. Finally, we require two NIZK proof
systems nizk; and nizk, which define the following relations:

* nizk;: Statements X; and witnesses (s;;,u;j) € Z?,, where X, is the statement that
s (Cix)!" = g%ih“i and ¢;; is an encryption of (s;;,u;;) under ek ;, where variables
k=0 8 J yp o Uij J
Cix and c;; are as defined in step 1 of Ipkg.

* nizky: Statements X, and witnesses (x;,x;) € 72, where X, is the statement, given
(public) values A and B, that A = g% and B = g¥ h*":.

Description of our Protocol. In the following, we give a step-by-step description of Ilpkg (cf.
Figure 6.6).

Step 1. Let P; be an honest party executing [Ipkg. P; chooses two random polynomials f;,
f{ of degree t; with coeflicients a;x and b;i in Z), for k € [0,1]. In this step, P; will share
points (j, f;(j)) and (j, f/(j)) with each party P, j € [n], using public-key encryption scheme
pke. As in Pedersen’s verifiable secret sharing scheme [Ped92], P; will also compute Pedersen
commitments C;; = g%*hPix that allow parties to evaluate the polynomials in the exponents
g and h together. In particular, the inclusion of polynomial f’ blinds f such that values that
contribute to the final secret are hidden from the adversary until after it has been decided,
preventing the adversary from biasing the secret. In order for all parties to verify that all parties
have received correct sharings, P; will further compute a NIZK 7;; via nizk; for each P; that
verifies that the encrypted values under P;’s key are exactly f;(j) and f/(j). All n parties then
invoke Ilgc_gxt (broadcast), inputting a message to the i-th instance containing these Pedersen
commitments, encryptions for all n parties and the corresponding NIZKs.
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t(l 7tS
I—IDKG

1. Setit = ready = false. Then, sample two uniformly random polynomials f;, f € Z,[z]
of degree t;: fi(z) = ajo +ajz+ ...+ a2, f/(2) = bio+ bitz+ ...+ b 2’ and
let z; := a;o. Then do the following steps:

(a) Forall k € [0,1,], compute commitments C;; = g%* hPik,

(b) For all j € [n], compute shares s;; = fi(j), uij = f(j), and encrypted shares
Cij = pke.EnC(ekj, (Sij’ Ltl'j)).

(c) Forall j € [n], compute proofs 7r;; = nizk;.Prove(X1, w1 = (s, uij)).

Let M; = (Ci = (Cio, ..., Ciz,),ci = (¢it, ..., Cin), 7 = (Ti1, ..., Min)). Run n in-

stances of Hgé{l/iit with senders P, ..., P, using external validity predicate Valid with

input M; in instance i.

1
Is,3

2. Attime T: Let (M{, ..., My) be the output from the n instances of I1g % where M j’
was output from instance j € [n]:
(@ If |{j € [1,n] : M]’. # Llpe}| = n—tg, then do: Compute (Ly,...,L,) =

Split(M7,...,M;), acc.Eval(ak,(Ly,...,L,)) = z, and (wq,...,w,) =
acc.Wits(ak, z, ((1,Ly),...,(n,L,))). Run Hlt%"t“‘ using input z.

(b) Otherwise, run Hﬁf’z‘v using input L gyg.

Lasls.

3. Upon receiving output z;; from IT 7 if z;; € {Lis, Lakg}, run Hapka. Otherwise,

set it = true.
4. Upon setting it = true: if z = z;;, for j € [1,n], send (part, L;,w;) to P;.

5. Upon receiving (part,L; = (c;,C;,Q),w;): wait until it = true (never satisfied
if IIapkg is invoked). Then, if z;; # L and acc.Ver(ak, zir, wi, (i, L;)) = 1, set
ready = true.

6. Upon setting ready = true: let x; = X jcp s;i and x; = X ;couj; where sj; and
uj; are decrypted from c; using pke.Dec. Compute D; = g*, C" = g% h¥i and
n; = nizky.Prove(X3, wy = (x;,x])) where X3 is defined with respect to A = D; and
B = C!’. Multicast (recon,Di,n},LJ- = (cj.,C;'f,Q),wj).

7. Upon receiving (recon, D, ", L; = (c%, C;f, Q),w;) for t; + 1 distinct values j with
1) acc.Ver(ak, zis,wj, (j, L;)) = 1 and 2) nizk,.Ver(Xz, nr;) = 1 using A = D; and
B=C:

J

(a) Wait until ready = true.

(b) Consider g¥"*), where F(x) is the polynomial defined by Lagrange interpolation
of the 7, + 1 distinct values D; = g% = gF () in the exponent. Compute
y = g"©® . For j € [1,n], compute pk; = gF'/). Output (x;, (pk;, ...,pk,),)
and terminate.

Figure 6.6: DKG protocol with threshold d = 1, + 1 from the view of party P;. T den@eb

the time taken by Hé;’é_%Ext to terminate when run in synchrony.
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La,ls

Helper functions for ITj,

* Valid(M;): Return true if and only if the message M; can be parsed as M; =

(Ci = (Cj(),. ..,Cjzs),Cj = (le,. ..,Cjn),ﬂ'j = (ﬂjl,.. .,ﬂ'jn)) and,forallk € [n],
niZk1.Vel'(X1,7Tjk) = 1.

e Split(My,...,M,): Let Q = [q1,...,9s] € [n] be the maximal set such that
Mj # L. Then, for j € [1,n]: letc} = (cqjs- - -, q,j) and C} = [4e0 C} , Where
Cig= HZS:O(ka)jk foreach g € Q, and thenlet L; = (cj., C;T,Q). Finally, output
(Li,...,Ly).

Figure 6.7: DKG helper functions from the view of party P;.

Steps 2 and 3. If the network is synchronous, then by #s-security of IIgc.gx and since at least
n — t; honest parties broadcast, all parties will agree on the same set of values of size > n — #;
once all instances of Ilgc.gxt terminate at the same time 7. By zs-external validity of Ilgc gxt,
only messages that are Valid (cf. Figure 6.7) — namely, those which are well-formed and contain
n valid NIZKs — can be output. Note in asynchrony that IIgc.gxt does not satisfy consistency, so
honest parties could output different messages. To resolve this, it would be natural for parties to
execute consensus on the output of I1gc gy that ensures #;-validity in synchrony and #,-security
in asynchrony. However, not all parties may output n — ¢, values from Ilgc_gx, SO parties require
a mechanism to ‘abort’ if not enough values are obtained from consensus.

We use intrusion-tolerant consensus IIjt to efficiently solve this problem. Rather than
proposing the entire O(Anz)—sized output of Ilgc gxt to consensus, P; instead proposes an
accumulated value z to Ij. Intuitively, z accumulates n values (one per party) each of size
O (An) corresponding to the information that each party ‘needs’ to eventually reconstruct their
secret share and the common public key; we describe these values further below. If an honest
party does not output enough values from Ilgc.gxt, they instead propose Lgig to Iir. IIr
guarantees that a decided value is either one proposed by an honest party or L. Consequently,
if It outputs v € {L, Lgxe}, all honest parties fallback to ITapkg. This will not occur in
synchrony and may (not) occur in asynchrony. Otherwise, all honest parties output the same
accumulated value z.

Steps 4 and 5.1f z ¢ {L, L i} is decided by IIjt, then z must have been proposed by an honest
party, say P;. Assuming this is true, P; (plus any other honest party that output z) sends each
party their ‘value’ accumulated in z alongside a proof of membership. Party P; obtains their
value L; this way, where L; is computed using Split (cf. Figure 6.7). More precisely, L; contains:

* The same Q for all n parties, corresponding to the ‘qualified’ set of parties of size > n — ¢
from which P; received values from Ilgc_gxt;

* |Q| ciphertexts encrypting f, (i) and fé (i) to P; for all ¢ € Q; and
* Commitment Cj = gace fa(i) plaeo 1)

These messages allow each party to reconstruct a sharing of a secret 3 ;¢ f4(0). After deciding
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z from Ij7, P; sends the relevant part message to all parties, which parties verify is correct
using algorithm acc.Ver.

Steps 6 and 7. At this point, P; has received a valid message of the form (part, L; = (¢}, C}, Q),
w;). By decrypting values in ¢}, P; can deduce its own secret share x; = 3} ;c0 fj(i) but
not necessarily the corresponding public shares gF'(), ..., g (") and public key g©'(?). Thus,
parties will collaborate to compute g* by reconstructing the polynomial F(-) = 2 ;¢ f;(*) in
the exponent of g. To this end, parties will reveal their share g** and then compute a proof
with nizk, that shows that it is consistent with the sharings of polynomials f;(-) and fj’ (+) in
step 1 of the protocol (which were previously hidden). More precisely, P; computes D; = g*i,
X, =Xjeo fJf(i) (by decryption of ¢7), C/" = g% h*i and n;. = nizky.Prove (X, (x;,x})). Then,
P; multicasts a reconstruction message recon containing D;, the proof ﬂ} and P;’s value L;
alongside w;, the proof of inclusion in z.

On receipt of a recon message from P;, P; can verify that (1) L; was accumulated in z
(using acc.Ver), and (2) the NIZK 7r’l. is correct and, in particular, is consistent with the value

C/ = g% h*i" contained in L j- Because these checks pass, the value C; must be of the form
g™ h™i computed by a honest party that output z from ITjr, and thus the value D j contained
in the recon message must be of the form ngEQ Jie(j ), i.e., it must be a valid share. When P;
receives g + 1 such values, P; evaluates F'(0) in the exponent of g to derive public key g* and
F(j) for j € [1,n] to derive the n public shares. At this point, P; terminates.

6.6.2 Security and Complexity Analysis

In this section, we provide a security and complexity analysis of our network-agnostic DKG
protocol.

Communication Complexity. At step 1, each party invokes secure broadcast with O (An)-sized
input (assuming NIZKs are size O (1), each which costs O (n€ + An?), so this step incurs O (1n>)
overhead. Apart from using generic NIZKs, one can instantiate nizk; with O (21)-sized proofs
in a suitable Paillier group under the decisional composite residuosity assumption [Can+20].
At step 2, ITjT takes 0(/ln3) communication. If parties invoke IIapkg, then steps 4 to 7 are
ignored, and ITapkg costs O (An?) itself. At step 4, O(n) parties send n part messages, each of
size O(An), so this incurs O (An) overhead. At step 5, O (n) parties multicast a recon message
of size O (An), incurring O (An*) overhead, again assuming nizk, has O (1)-sized proofs. nizk,
can be instantiated using the efficient NIZK used in [Shr+21b] in the random oracle model in
any cryptographic group G. Thus, IIpkg has a communication complexity of O (An?).

Theorem 6.6.1. Let n,t,,t, be such that0 < t, < 5 <ty < 5 andty +2 -ty < n, and let
d =ty +1. Assuming a plain PKI, ROM and a CRS, the distributed key generation protocol Hg’kg
(cf. Figures 6.6 and 6.7) is (ts, d)-secure when run on a synchronous network and (t, d)-secure

when run on an asynchronous network.

Proof. We provide our proof of the theorem via a sequence of lemmata, from which the result
directly follows.

Lemma 6.6.2. Let 0 <t, <n/3 <ty <n/2, t,+2 -ty <nandd =ty + 1. Then distributed

key generation protocol HIZ:;‘K’g (cf. Figure 6.6) achieves (ts, d)-correctness and ts-consistency
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when run in a synchronous network and (t,, d)-correctness and t,-consistency when run in an
asynchronous network.

Proof. First, suppose that at most ¢, parties are corrupted and that the network is synchronous.
Note that all parties terminate the n instances of I1gc_gx at time T (¢s-liveness) with the same
values (M7, ..., M)) (ts-consistency) at step 2. By #,-validity and #s-external validity of Ilgc-Ext
and since at least n — ¢, parties are honest, at least n — ¢, instances of Ilgc_gxt terminate with
valid input from honest parties. Thus, all honest parties satisfy the condition at step 2(a) and
invoke Split with the same input. Since acc.Eval and acc.Wits are deterministic, all honest
parties invoke Hﬁf’ts with the same input z. Thus by #s-validity of Tt all honest parties output
z. By n-external validity of Ilgcgxt, each value M # 1, output by instance i is of the
form (C; = (Cio, ..., Cit,), ¢i = (¢it, ..., Cin), i = (W1, ..., Tin)). By the completeness and
simulation-soundness of nizk, each c¢;; is an encryption of (s;;,u;;) = (f;(j), f/ (j)) under
ek for polynomials f;, f/ defined by the values in C; in the exponent of g, h. Note that Split is
defined such that each message L contains:

* The same set of qualified parties Q;
. cj., i.e., encryptions of f,(j) under pk; for g € Q; and

. C;f = [14e0 C;f’q where C;f’q is f4(j) and f/(j) evaluated in the exponent of g and h,
respectively. Thus, C :‘ is Xgeo f4(J)s Xgep f7(J) evaluated in the exponent of g, h.

By construction of steps 4 and 5 and the security of acc, all honest parties eventually reach
step 6 on receipt of their valid part message derived from the output of the n instances of
IIgc.ext Which all parties agree on. Each party then multicasts a recon message. Similarly to
the above, by the security and correctness of acc and nizk,, all honest parties eventually reach
step 7. By construction, each honest party performs Lagrange interpolation in the exponent of
g with respect to z; + 1 valid shares with respect to the polynomial F(-) = ¥ ¢ f4(-). Now,
ts-consistency follows since all honest parties evaluate F'(-) at O in the exponent to derive the
same y and at [1, n] to derive the same sequence sequence (pKj,...,pkK,). (s, d)-correctness
follows where the polynomial F in the definition of DKG (Definition 6.3.11) is as described
above.

Suppose now that the network is asynchronous and at most 7, parties are corrupted. By
n-external validity of I1gg_gxt, all non-bottom messages that honest parties output at the beginning
of step 2 satisfy Valid(), and by construction all parties then invoke I;T with some input.

* Suppose that honest party P; outputs v € {L;;, Lgxg} from IT;r. Then all honest parties
eventually (7,-consistency) output the same value v (¢,-validity). It follows that no honest
party sets ready = true. Since all honest parties thus invoke Ilapkg, (¢4, d)-correctness
and ¢,-consistency follows from the (¢,, d)-security of ITapkg.

* Otherwise, by t,-intrusion tolerance (and ¢,-security) of Iljt, all parties eventually output
the same value z;; which is such that z;; was proposed by an honest party, say P;. Similarly
to the synchronous case, P; must have output at least n — t; well-formed values M at
step 2, and then at step 4 sent valid part messages to all parties. Thus, all honest parties
eventually set ready = true. Since there are at least 75 + 1 honest parties and by similar
arguments to the synchronous case, it follows that all parties eventually reach step 7, from
which the two claimed properties similarly follow.
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We note also that honest parties can terminate upon generating output since they do not send any
new messages thereafter. |

Lemma 6.6.3. Let 0 <t, <n/3 <ty <n/2 t,+2- -ty <n. Then the distributed key generation
protocol HS‘K’S (cf. Figure 6.6) achieves tg-secrecy and t¢-uniformity when run in a synchronous
network and t,-secrecy and t,-uniformity when run on an asynchronous network.

Proof. We first consider secrecy. We follow the same high-level strategy used in previous work
[Gen+99; Gen+07; Shr+21b]. We construct a simulator S which takes as input a public key y,
and the set of initially corrupted parties by adversary A (recall we consider static corruptions),
which w.l.o.g. we write as B = {P1,... P} witht < ;. A controls the network and co-ordinates
the actions of parties in B. To prove ts-secrecy, we show that S can simulate interaction with A
such that, conditioned on the output public key being y, the view of the run from A’s perspective
is indistinguishable from one where the specification of Ilpkg is exactly executed. We present
the simulator S in Figure 6.8.

We first assume synchrony with at most ¢ corruptions. Note that, as argued in Lemma 6.6.2,
all honest parties in I1pkg eventually output the same value z from IIjt, and thus no honest party
invokes Ilapkg. Then, since S is specified to perfectly simulate steps 1 to 5 of Ilpkg (step 1 in
Figure 6.8), A’s view is identically distributed to that of a run of IIpkg until the condition at
step 2 in Figure 6.8 is satisfied. The simulation strategy after this point is essentially that of
the simulator in Figure 10 of [Shr+21b]. The goal is to ‘hit’ (in the language of [Gen+99]) the
input public key y by modifying the contribution of one or more simulated parties to the final
secret from the view of A. Recall that at step 6 of IIpkg, a party Py’s share of the final secret is
computed as ) ;¢ sk Where each value s corresponds to (the y-coordinate of) a point on a
polynomial f;(-) and is derived by decryption using dKy. In particular, A knows, for each j € Q,
at most ¢, points on f;(-), since by the security of pke, except with neglgible probability, the
other encryptions give A any information about their contents. Moreover, the simulator cannot
‘lie’ about these points since A decrypted cipertexts to learn this information. Thus, S’s strategy
is to modify the values (recon, .. .) multicast by honest parties at line 6 of IIpkg to force the
public key tobe y = g*.

Consider the first party P; to reach step 6 of IIpkg with ready = true (step 2 in Figure 6.8).
By t,-intrusion tolerance of Iljr, there exists an honest party P; that correctly executes step
4 of Ilpkg. Note that the simulator has the state of the > n — ¢, honest parties and thus can
reconstruct all polynomials fi () where k € Q (in particular using information that P; sent in
part messages as written in Figure 6.8). To ‘hit’ y = g*, the simulator needs to send recon
messages consistent with a polynomial F(-) such that F(0) = x. To this end, S reconstructs
such a polynomial F(-) in the exponent of g by interpolating ¢ points from the ‘real’ secret plus
the point (0, y). Note that at the end of step 6, each party P; € G sends a message of the form
Mj = (recon, D, n’, L; = (¢}, C;,Q),w;), where L; and w; are contained in part messages
sent at step 4 and (due to the security of accumulator acc and I17) cannot be changed in the
simulation. For each P; € G, we therefore set D ; = g¥ ) and use the zero-knowledge property
of nizk; to simulate a proof that is consistent with L ;. More precisely, S simulates a proof for
nizk; that proves knowledge of (F'(j),x™) such that D ; = gF) and CJ*. = gFU) ¥ for some x*.
By the same argument in [Shr+21b], recon messages are correctly distributed and moreover
verification passes at step 7 for A’s corrupted parties, from which secrecy follows.
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Simulator S(y, B) for Hltjaké

1. Simulate for G by locally executing steps 1 to 5 of Ilpkg (cf. Figure 6.6) until
any party P; € G outputs a value v € {L1;;, Lgrg} from Hﬁ“.’t‘. In this case, begin
executing the simulator for [Tapkg with input (y, B) (while continuing to simulate
steps 1 to 5 of IIpkg) and ignore steps 2 to 4 below; when Ilapkg produces output o
for P; € G, output o and terminate.

2. Upon the first party P; € G reaching step 6 of Ilpkg with ready = true:

(a) Let P; € G be a party that executed step 4 in Figure 6.6 with it = bc = true
and z = z;. Consider the set of messages M of the form (part, Ly =
(c3» Cr» Q). wy) that it sent to Py for each k € [1,n].

(b) For g € Q, compute polynomials f,(y) from M by Lagrange interpolation
of t; + 1 points (s4«, k) obtained by decrypting #, + 1 ciphertexts ¢, using
simulated secret keys dk; (where Py € G).

(c) For k € [1,15], compute x; = 3 ;cp fj(k) using polynomials f;(y) de-
rived above. Let gf'¥) be the exponential w.r.t. g of the polynomial
defined by Lagrange interpolation in the exponent of the ¢, + 1 points
{(0,y), (1,g™),.... (15, 8")}-

(d) For k € [t + 1,n], compute D; = gF® and compute C/ as in step 6 in
Figure 6.6. Run the nizk; simulator with respect to (D, C}’) which outputs
;.. Compute My = (recon, Dy, r;, Li, wi) where (Lg, wy) is derived from
(part, Ly, wi) € M.

3. Upon party P; € G reaching step 6 in Figure 6.6 with ready = true: instead of
executing step 6, simulate P; multicasting M; for M; defined above.

4. Upon party P; € G reaching step 7 in Figure 6.6 simulate locally.

Figure 6.8: Simulator for Hltfkg (cf. Figure 6.6) from the view of the simulator § interacting

with adversary A, where B = {Py,..., P,} is the set of parties that A initially corrupts,
where r < 1, (resp. t < t,) in synchrony (resp. asynchrony), and G = {P;41,. .., P, } (without
loss of generality). We refer to a party P;’s local variables from Figure 6.6 directly when
clear from context.

We now consider #g-uniformity, where the aim is to show, for an a priori fixed y’ € G, the
probability that the protocol run outputs y’ is negligibly close to 1/p. By t4-correctness and
ts-consistency, all parties output a share of the secret x = ) ;¢ X4, Where x; = f;(0) sampled
uniformly in step 1. Note that the final secret is build from the sharings of |Q| > n — t, parties.
Since n — 2t5 > 1, at least one honest party’s contribution is included in x, and as argued the
adversary has no informatione except with negligible probability about the contributions of
honest parties until after Q has been fixed. Uniformity then follows from the fact that f;(0)
is uniformly sampled. Suppose now that the network is asynchronous and there are at most
t, corruptions. Suppose that one honest party outputs z;; ¢ {_Lgkg,Lis}. Then, since ITjr is
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t,-secure with intrusion tolerance, all honest parties will eventually output z;;, where z;; was
proposed by an honest party. Since we did not use the synchrony of the network in the proof
follows from above in this case. Otherwise, by #,-security, all honest parties will invoke I1apkg.
The result then follows from the (,, d)-security of [Tapkg- m]

This completes the proof of Theorem 6.6.1. m|

Corruption Thresholds. Our construction shows that ¢, + 2 - t; < n corruptions are sufficient
to ensure (¢, d)-security in synchrony and (¢, d)-security in asynchrony for d = ¢, + 1. We
note that it is also necessary:

Lemma 6.6.4. Let n,t,,t; be such that t, + 2 - ty > n. If DKG protocol 11 is tg-uniform in a
synchronous network, then it cannot also be t,-consistent in an asynchronous network.

Proof. Our proof (sketch) is very similar to that of [BKL19] for Byzantine agreement, except
that we rely on tg-uniformity instead of t¢-validity to reach a contradiction. Let ¢, + 2 - f;, = n.
Partition the n parties into sets So, S1, S, with |So| = |S1| = ¢5 and |S,| = #,. Consider an
experiment £ where communication between Sy and S is blocked by the adversary but all
messages are otherwise delivered in A time, and two virtual copies of S,, namely S? and S!,
exist that interact only with parties in So U % and S; U S! respectively. We construct two
executions:

1. In execution 1, the network is synchronous, and parties in S; are corrupted and abort
immediately.

2. In execution 2, the network is asynchronous, parties in S, are corrupted and execute two
independent runs of the protocol as S and S/, and all communication between S and S
is delayed indefinitely.

In execution 1, the view of honest parties So U S is distributed identically to the views of So U S¥
in E. Then t¢-uniformity guarantees that all parties in Sy output a uniformly random secret.
Similarly, all parties in S; output a secret which is uniform, and since So and S are disjoint, they
must be independent. In execution 2, the view of honest parties So U S is distributed identically
to So U S; in E. But this violates #,-consistency because, except with negligible probability, the
keys output by Sp and S; are different (since they are independent and uniform). |
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Appendix 6A: Graded Consensus from MV-Broadcast

We introduce two primitives that we use to build intrusion-tolerant Byzantine agreement in
Section 6.5, both of which are weaker primitives and thus do not require additional assumptions
in asynchrony to solve (i.e., coin flipping). Looking forward, neither primitive guarantees
termination itself but will terminate when used in our Byzantine agreement protocol. We note
that for our MV-broadcast and graded consensus protocols in this section we assume that at most
one message per ‘type’ is accepted by a party (which is trivial to implement). This step is taken
in order to ensure security of the protocols and bound their communication complexity.

6.6.3 Towards Infrusion Tolerance: MV-Broadcast

The first primitive is MV-broadcast which was defined in [MR17] for the asynchronous setting.
The goal of MV-broadcast is to ‘filter’ messages for consensus: parties input a value v and output
a set S such that each value inside was either MV-broadcasted by an honest party (validity 1) or
is a default value. It guarantees a limited form of agreement on values (validity 2 and inclusion).
For MV-broadcast, we consider default value L,,, ¢ V.

Definition 6.6.1 (Multivalued Broadcast [MR17]). Let I1 be a protocol executed by parties
Py, ..., P,, where each party P; begins holding input v; € V.

* Validity 1. 11 achieves t-validity 1 if whenever at most ¢ parties are corrupted, if an honest
party outputs a set S such that v € S and v # L,,,, then v was input by an honest party.

* Validity 2. 11 achieves t-validity 2 if the following holds whenever at most ¢ parties are
corrupted: if every honest party’s input is equal to the same value v, then no honest party
outputs a set containing L.

¢ Inclusion. 11 achieves t-inclusion if the following holds whenever at most ¢ parties are
corrupted: if honest P; and P; output sets S; and S; respectively, then S; = {w} = w € §;
(note w = L,,, is possible).

 Liveness. I1 achieves t-liveness if whenever at most ¢ parties are corrupted, every honest
party outputs a set S where each v € Sis such thatv € VU {1, }.

* Validity with liveness. 11 achieves t-validity with liveness if the following holds whenever
at most ¢ parties are corrupted: if every honest party’s input is equal to the same value v,
every honest party outputs the set S = {v}.

In [MR17], validity 1 and validity 2 are denoted as justification and obligation, respectively.
We additionally introduce the notion of validity with liveness which our protocol will satisfy
with ¢4 corruptions in synchrony. We present our MV-broadcast construction in Figure 6.9.
I works as follows.

Consider honest party P; with input value v; € V. For each v € V, P; manages tracks
two local initially empty sets M;(v) and M>(v). There are two types of messages multicast
by P;, (mv1,v) and (mv2,v) for v € V. The distinction between mv1 and mv2 is simply to
multicast (mv2, v) as soon as enough (mv1, v) messages (on the same value v) were received,

which is tracked via the set M;(v). By definition, M;(v) is the set of parties from which P;
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T (vi)
1. Set output = ready = false and M(v) = @ forallv € V.

2. Forevery v € V, let M;(v) be the (initially empty) set of parties from which P; has
received (mv1,v).

3. Multicast (mv1,v;).

4. Upon receiving (mv1,v) messages on the same value v (possibly L) from n —
distinct parties: if ready = false, set ready = true and multicast (mv2, v).

5. Upon receiving (mv1, v) messages on the same value v from ¢, + 1 distinct parties:
if (mv1,v) not yet multicast, multicast (mv1,v).

6. Upon receiving (mv1,v,,,x) for v,qx such that vy, = argmax, ey |M;(v')|: if
| Uprey Mi(V)| = IMi(Vinax)| = ts + 1 and (mv1, L,,,) not yet multicast, multicast
(mv1, L),

7. Upon having | U,cy M>(v)| = n —t,: if output = false, set output = true and output
{v:IMz(v)| >0}

Updating M (v):

(i) Upon receiving (mv2,v) from P;: if previously received messages (mv1,v) on the
same value from n — ¢, distinct parties, set Mp(v) = Ma(v) U {j}.

(i) Upon receiving (mv1,v) messages on the same value v from n — ¢, distinct parties:
set Mp(v) = M>(v) U {j : P; previously sent (mv2,v)}.

Figure 6.9: MV-broadcast from the view of party P;.

has received a (mv1,v) message. On the other hand, M,(v) keeps track of whether value v
is validated (was input by an honest party) or not. After variable initialisation, P; multicasts
(mv1,v;) (step 3). For a given v, on first receipt of (mv1,v) from ¢, + 1 parties, P; multicasts it
(step 5). On first receipt of (mv1,v) from n — ¢, parties for any v (step 4), P; sets ready = true
and multicasts (mv2,v), i.e., P; champions v for output. At this time, M>(v) is also updated
(step (1)), If too many values were received, i.e., | Uyrey M1 (V)| = |[M{(Vinax)| = ts + 1 where
Vmax = argmax,.cy |M1(v’)|, then P; signals this by multicasting (mv1, L,,,) (step 6). At any
time, P; updates the set M»(v) as M>(v) = M, (v) U {j} after it receives proposal (mv2,v) by
party P; whenever P; has received the message (mv1,v) from > n — #, distinct parties. Finally,
when P; first receives n — tg (mv2, w) messages where n — tg (mv1, w) messages were also
received (on possibly different values w), captured by the predicate | U,ecy Ma(v)| > n —t in
step 7, P; outputs {v : |M>(v)| > 0}.

Communication Complexity. We argue in the following that the communication complexity of
our MV-broadcast protocol ITyy is bounded by O (rn). Having a look at Figure 6.9, we see that
every honest party multicasts at most one message of the form (mv2, —) (line 4). Furthermore,
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a message of the form (mv1,v) for some v # 1,,, is multicast if it was received from at least
ts + 1 distinct parties, ensuring that the message had to come from at least one honest party (line
5). In particular, an honest party only mv1-multicasts at most n — ¢y times. Moreover, every
honest party multicasts at most one message of the form (mv1, L,,,) (line 6). As a result, the
overall communication complexity of IIyy is bounded by O (n?).

Theorem 6.6.5. Let n,t5,t, be such that 0 < t, < 5 <ty < 5 and ty +2-ts <n. Then
MV-broadcast protocol HKA"\’;S (cf. Figure 6.9) satisfies ts-validity 1, ts-validity 2, ts-valid with
liveness, t,-inclusion and t,-liveness.

We prove this by proving the following lemmas.
Lemma 6.6.6. Let tg < n/2. Then HK;I‘\’;S achieves tg-validity 1.

Proof. Recall that a party P; only outputs values v such that |M;(v)| > O (line 7, Figure 6.9). In
order to prove t¢-validity 1, we show that no honest party P; adds a value v € V to M,(v) such
that (mv1, v) was multicast only by dishonest parties. For this, let there be #; dishonest parties
that multicast (mv1, v) such that (mv1, v) is not multicast by any honest party. Since z; + 1 > ¢4,
no honest party echoes the value v and thus v can be received only from the dishonest parties
(line 5). As a consequence, no honest party P; receives (mv1,v) from n —t, > ¢ distinct parties
and so M (v) is never populated by P; (line *Updating M>(v)’ (i) and (ii)). |

Lemma 6.6.7. Let t; < n/2. Then HK;I‘\’;‘ achieves tg-validity with liveness.

Proof. In order to prove ts-validity with liveness, we show that if every honest party’s input is
equal to the same value v € V, then every honest party outputs the set S = {v}. Let every honest
party multicast (mv1, v) on the same value v € V (line 3, Figure 6.9). As argued in the previous
proof, no honest party echoes a value w different from v (line 5) Therefore, at most ¢ values
different from v are multicast as (mv1, —) messages. Now we consider an honest party P; in the
worst case execution, in which the 7 dishonest parties multicast (mv1, w) on the same value
w # v. In that case, |M|(v)| increases monotonically from 0 to n — t; and | M (w)| increases
monotonically from O to #,. There are the following two cases.

(i) Suppose that |M;(w)| = |[M;(v)|. In this case, the predicate || J, cy M1 (V)| —
IM{(Vinax)| = tg + 1 in line 6 reduces to |[M;(v)| > t5 + 1 and returns false, since
My (v)| < |M;(w)| < tg. Hence, P; never multicasts (mv1, 1,,,) (line 6).

(i) Suppose that |Mi(v)| = |M;(w)|. In this case, the predicate ||J, ey M1 (V)| —
IMi{(Vinax)| = ts + 1 in line 6 reduces to |M;(w)| > t5 + 1 and returns false, since
M (w)| < ts. Hence, P; never multicasts (mv1, L,,,) (line 6).

As a result, no honest party multicasts (mv1, L,,,). Therefore, no honest party P; receives
(mv1, L) from n — ¢ty > tg distinct parties and M»(L,,,) is never populated by P; (line
"Updating M>(v)’ (i) and (ii)). The same is true for the value w. Consequently, every honest
party outputs the same set S = {v} (line 7). O

Lemma 6.6.8. Lett; < n/2. Then HKZ\’;S achieves ts-validity 2.

Proof. This follows directly from ¢,-validity with liveness. |
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Lemma 6.6.9. Lett, <t;andt, +2 -ty <n. Then HKZ\’;‘ achieves t,-inclusion.

Proof. In order to prove f,-inclusion, we show that if honest parties P; and P; output sets S; and
S j respectively, then S; = {w} implies w € S; (note that w = L,,, is possible). Let honest party
P; output the set S; = {w} (line 7, Figure 6.9). This is conditioned on | U, ey M>(v)| > n —t by
line 7 and implies that P; has received (mv2, w) from at least n — z; distinct parties by definition
of the set M>(—) in line *Updating M>(v)’ (i) and (ii). Now consider an honest party P; # P;.
Before P; outputs the set S, it has received messages (mv2, —) from n — t, distinct parties, that
is from at least n — r; — t, > t; honest parties. Since (n —t,) + (¢; + 1) > n, it follows that there
is an honest party Py that sent the same message (mv2, v) to both P; and P;. But since P; has
received only messages of the form (mv2, w) from n — ¢, parties, it follows that v = w and thus
w € Sj. [m}

Lemma 6.6.10. Lert, <tgandt, +2 -ty <n. Then HK;I‘\’;X achieves t,-liveness.

Proof. In order to prove f,-liveness, we show that every honest party outputs some set. For
this, we first show that every honest party eventually multicasts some (mv2, —) message (line 4,
Figure 6.9). We consider the following predicate P: There is a value v € V such that after some
finite time at least z5 + 1 honest parties have multicast (mv1, v). Consider the following two
cases.

(i) The predicate P is satisfied. In this case, every honest party eventually multicasts (mv1, v)
by construction of HK/T\’;“ (line 5). Since there are at least n — t, > n — 5 honest parties,
ready eventually is set to true by every honest party due to delivering (mv1,v) from n — ¢

distinct parties (line 4).

(i) The predicate P is not satisfied. We consider an honest party P;. Let v,,5x = max, ey
[M{(v")], i.e., the most frequent mv1 value received, and let r be the number of honest
parties that multicast (mv1,v,,,.). Since P is not satisfied, r < ;. Since there are at
least n — t, honest parties, P; receives at least n — ¢, + k messages (mv1, —) with some
k € [0,t,]. At most r + k of these parties sent message (mv1, v,,,x) to P;, and therefore
atleast (n —t, + k) — (r + k) = n —t, — r of them sent values different from v,,,,, to P;.
Butsincen—t,—r > n—t,—ts > ty, the predicate | U, cy M1 (V)| = IM1(Vinax)| > ts+1
in line 6 is satisfied and P; multicasts (mv1, L,,,) (line 6). Analogously, this applies to
all honest parties. And thus, every honest party receives messages (mv1, L,,,) from at
least n — t, > n — t, distinct parties. As a result, ready becomes eventually true for every
honest party (line 4).

This concludes our initial assertion that every honest party eventually multicasts some
message (mv2, —) (by setting ready to true) by line 4. For the final step, we show that every
honest party eventually receives validated messages (mv2, —) from at least n — t; distinct
parties and thus outputs a set (namely {v : Mp(v) # 0}) by line 7. Here, by a validated
message (mv2,w), we mean one such that the party has also received messages (mv1,w)
on the same value w from at least n — ¢ distinct parties (as is declared in line 4). By the
previous assertion, each honest party P; multicasts some message (mv2, v;) where v; is such
that |[M;(v;)| = n —ts. Since (n —t5) — t, > tg, at least ¢y + 1 honest parties have multicast
(mv1,v;). Thus, every honest party eventually multicasts (mv1,v;) and for every honest party
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P; we have |[M(v;)| >n—1t, > n—t;. As aconsequence, every honest party P; adds {j} to
its set M>(v;). Since this proof hitherto also applies to every honest party P; (in place of P;),
eventually every honest party receives validated messages (mv2, —) from at least n —t,, > n — t
distinct parties and thus outputs the set {v : M(v) # 0} (line 7). O

6.6.4 Validity-Optimized Graded Consensus

Next, we define a graded consensus primitive. In graded consensus, each party inputs a value
but outputs both a value v € V U { L} and a corresponding grade g € {0, 1,2}. Binary graded
consensus (i.e., where V = {0, 1}) was previously considered for building network-agnostic
binary agreement in [BKL19]. Our primitive will also require an intrusion tolerance property
that we define below.

Definition 6.6.2 (Graded Consensus). Let I1 be a protocol executed by parties Py, . .., P,, where
each party P; begins holding input v; € V.

* Graded validity. 11 achieves t-graded validity if the following holds whenever at most ¢
parties are corrupted: if every honest party’s input is equal to the same value v, then all
honest parties output (v, 2).

* Graded consistency. I1 achieves t-graded consistency if the following holds whenever at
most ¢ parties are corrupted: (1) If two honest parties output grades g, g’, then |g —g’| < 1.
(2) If two honest parties output (v, g) and (v’, g’) with g, g’ > 1, thenv =v’.

* Liveness. I1 achieves t-liveness if whenever at most ¢ parties are corrupted, every honest
party outputs (v, g) with eitherv e Vandg > 1,orv =L and g = 0.

* Intrusion tolerance. 11 achieves t-intrusion tolerance if whenever at most ¢ parties are
corrupted, if (v, g) is output by an honest party and g > 1, then v was input by an honest

party.

We construct a multivalued graded consensus protocol Hg‘ét“‘ (cf. Figure 6.10) Our protocol

requires two (implicitly domain separated) instances of HKZ\’/’S which we denote by MV and MV,
with default values L,,,; and L,,,,, respectively.

Hg‘é"“ works as follows. Suppose (honest) P; inputs v;. In addition to messages from
MV-broadcast, [Igc uses two message types, namely (init,v) and (echo, v) for some v € V.
After initialising variables, P; multicasts (init, v;) (and doesn’t send init messages hereafter). On
receipt of messages (msg, v) (where msg € {init, echo} from #, + 1 parties (and thus an honest
party input v), P; multicasts (echo, v) if not yet done. Except for these steps, communication
takes place through MV and MV;. Let R(v) be the set of parties from which P; has received
a message of the form (init, v) or (echo, v) (step 2). Then, whenever P; receives a message
(msg, v), P; checks some conditions to determine whether it can input a value to MV, (after
which the conditions are ignored). If |R(v)| > ts+ 1 and v # v;, P; inputs L, 4 to MV, indicating
disagreement between two honest parties. Similarly, if |U,-cy R(v')| —max, cy |[R(V')| = t5+1,
P; inputs 1,4 to MV. If |[R(v)| > n — ¢, indicating enough parties received v, P; inputs v to
MV,. Then, P; eventually outputs a set S| from MV. If |S| = {v}, P; runs MV, with that input;
otherwise P; runs MV, on input L (step 6). On outputting S, from MV, (step 2), if S = {v}
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T (vi)
1. Set output = false,val = L, aux = L.

2. Forevery v € V, let R(v) be the set of parties from which P; has received (msg, v)
for msg € {init, echo}. Initially, set R(v) = Q@ forallv € V.

3. Multicast the message (init, v;).

4. Upon receiving (init, v) messages on the same value v from 7 + 1 distinct parties: if
v # v; and (echo, v) not yet multicast, multicast (echo, v).

5. Upon receiving (msg, v) for some msg € {init, echo} and v when output = false:

(a) If v # v; and |R(v)| > 5 + 1, set output = true and val = L ,4.
(b) If |[R(v)| = n —t, set output = true and val = v.

(©) If | Uprey R(V)| —m =ty + 1 for m = max, ey |[R(v")], set output = true and
val = 1,4.

(d) If output = true, run MV, using input val.

6. Upon receiving output Sy from MVy: if S| = {v}, set aux = v. Run MV, using input
aux.

7. Upon receiving output S7 from MV5:

(@) If Sy = {V} and v ¢ {J-rda Lmv1s Lmv2s J—}, output (v, 2)
(b) Otherwise, if 3v e Sy s.t. v & {L,q, Linv1, L2, L}, output (v, 1).
(c) Otherwise, output (L, 0).

Figure 6.10: Multivalued graded consensus from the view of party P;.

and not a default value, then it outputs (v, 2). Otherwise, if S contains a non-default value, P;
outputs that value and g = 1; else, P; outputs (L, 0).

Communication Complexity. We argue in Lemma 6.6.16 that the communication complexity
of our graded consensus protocol HtG“étx is bounded by O(n?). Furthermore, we argue that if
the network happens to be asynchronous, then the communication complexity of the protocol
improves to O (n?). On the other hand, if the networks happens to be synchronous and parties
input the same values to the graded consensus protocol, then the communication complexity can
trivially be bounded by O (1n?). We elaborate more on these facts in Lemma 6.6.16.

Theorem 6.6.11. Let n, t, t, be such that 0 < t, < % <ty <5andt,+2-t; <n. Then graded

Lg,ls

consensus protocol 115" (cf. Figure 6.10) satisfies ts-graded validity, ts-intrusion tolerance,
tq-graded consistency and t,-liveness.

We prove this by proving the following lemmas.

Lemma 6.6.12. Let ty < n/2. Then Hélét“ achieves ts-graded validity.

213



CHAPTER 6. NETWORK-AGNOSTIC SECURITY COMES (ALMOST) FOR FREE IN DKG

Proof. In order to prove f4-graded validity, we show that if every honest party’s input is equal
to the same value v, then all honest parties output (v,2). Let every honest party multicast
(init, v) (line 3, Figure 6.10). Since there are at most ¢; < t5 + 1 dishonest parties, no honest
party echoes a value different from v (line 4). Therefore, from the perspective of every honest
party P; the set R(w) is of size < ¢, for every w # v. In particular, conditions (a) and (c) of
line 5 are not satisfied for the value v. On the other hand, since there are at least n — 5 honest
parties that multicast (init, v), it is |R(v)| = n — t,, and P; sets output = true and val = v (line
5, condition (b)). As this applies to every honest party, each of them run MV; on the same
input v (line 5 (d)). Now, ¢,-validity with liveness from MV, ensures that every honest party
outputs the set §1 = {v}. As aresult, each of them sets aux = v and runs MV, again on input v
(line 6). The same argument yields that every honest party outputs the set S, = {v}. Finally, as
v é&{Llrd, Linvi, L2, L}, every honest party outputs (v, 2) (line 7 (a)). O

Lemma 6.6.13. Lett, <t;andt, +2-t; <n. Then Hg’étx achieves t,-graded consistency.

Proof. In order to prove f,-graded consistency, we show that (1) if two honest parties output
grades g, g’, then |g—g’| < 1, and (2) if two honest parties output (v, g) and (v/, g’) withg, g’ > 1,
then v = v’. For the first clause, assume that there are two honest parties P; and P; where P;
outputs (v, 2). This means P;’s output S, from MV, is S» = {v} withv & { L, 4, L1, Ly, L}
(line 7 (a), Figure 6.10). By #,-inclusion of MV, every honest party P; outputs a set S such
that v € S, and therefore cannot output grade g’ = 0 for its final decision (line 7 (c)). This
proves the first clause. For the second clause, consider two honest parties P; and P; that output
(v,g) and (v', g’) respectively with g, g’ > 1. We write S»(Py) for the output set S, from MV,
of party Py; for the output set S| we likewise define S;(Py). In particular, v € S»(P;) and
v € 8>(P;) withv,v' € {L,4, Linvi, L2, L} (line 7 (a) and (b)). By #4-inclusion of MV5, it
follows that v € S>(P;) and thus {v,v'} € S>(P;). By t4-validity 1 of MV, v’ was input by
some honest party Py to MV5. In particular, aux = v’ for party Py and thus S| (Py) = {v'} (line
6). Analogously, there is some honest party P; that input v to MV, and hence S;(P;) = {v}. But
by #,-inclusion of MV, it follows that v = v’, and we conclude. m]

Lemma 6.6.14. Lett, <tgandt, +2 -ty <n. Then HtG“étS achieves t,-liveness.

Proof. In order to prove t,-liveness, we show that every honest party outputs (v, g) with either
veVandg > 1,orv = 1L and g = O (line 7, Figure 6.10). We consider the following predicate
P: There is a value v € V such that after some finite time at least ¢, + 1 honest parties have
multicast (init, v). Consider the following two cases.

(1) The predicate P is satisfied. It follows that every honest party eventually multicasts
(echo, v) (if not yet multicast (init, v)) (line 4). As there are at least n —t, > n — f; honest
parties, the predicate |R(v)| > n —t, in line 5 (b) becomes eventually true for every honest
party and each of them sets output = true and runs MV, (line 5 (d)). By #,-liveness of
MV, every honest party outputs some set §; and runs MV; on input aux (line 6). And
by t,-liveness of MV», every honest party outputs some set S, and finally outputs some
graded value (v, g) (line 7). The requirement [v € Vand g > 1,orv = L and g = 0] is
trivially satisfied by construction of HtG"éts in its final step (line 7).

(ii) The predicate P is not satisfied. This means there is no value v that is multicast (init, v)
by at least ¢ + 1 honest parties. We consider an honest party P;. Let v,,4, be its most
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often received value from distinct parties as defined in line 5 (c) and let » be the number of
honest parties that multicast (init, v,;,4). By assumption, we have r < ;. Let k € [0, 7,]
be the number of distinct dishonest parties from which P; has received the message
(init, viuax). Clearly, at most 5 + k > r + k distinct parties have sent the value v,,q
to P;. Now assume that the waiting predicates [|R(v)| > n — t,] and [for w # v; and
|[R(w)| =ty + 1] in line 5 (a) and (b) are never satisfied (otherwise P; sets output = true
and proceeds with the execution of MV). Since P; does not terminate at these predicates,
it receives a message from each honest party, that is from at least n — ¢, parties. Hence,
P; receives messages from at least n — ¢, + k distinct parties. As a consequence, at least
(n—ty+k)—(ty + k) =n—1t, —tg > t, distinct parties have sent values different from
v to P;. As aresult, the predicate | Uyrey R(V')| — |[R(Vinax)| = ts + 1 in line 5 (¢) is
eventually satisfied and P; runs MV, on input val = L, 4. Therefore, every honest party
runs MV, on some input (line 5 (d)) and the remainder of the proof proceeds as in the
previous case.

Lemma 6.6.15. Let ty < n/2. Then Hg*éts achieves tg-intrusion tolerance.

Proof. In order to prove tg-intrusion tolerance, we show that no honest party P; outputs a graded
value (v, g) with g > 1 that was multicast (init, v) by dishonest parties only. For this, let there
be ¢, dishonest parties that multicast (init, v) such that (init, v) is not multicast by any honest
party. Since g + 1 > t, no honest party echoes (echo, v) the value v and thus v can be received
only from the ¢ dishonest parties (line 4, Figure 6.10). As a consequence, for every honest party
P; itis |[R(v)| <ty < n —t; and thus no honest party sets val equal to v (line 5 (b)). The claim
follows from #g-validity 1 of MV and MV;. O

Finally, we bound the complexity of the protocol.

Lemma 6.6.16. Let ty < n/2. The total communication complexity of the graded consensus
protocol Hgléts is bounded by O(n?). Furthermore, if the underlying network is asynchronous,
this improves to a communication complexity of O(n?).

Proof. First, we show that each honest party may echo at most two messages (echo, —) with
different values. For this, let n = 2¢t; + 1, + 1 < 3(#5 + 1) and consider an honest party P;.
Clearly, P; receives at most one message (init, —) from any other party, as it otherwise would
know that the sender is dishonest. In order to multicast message (echo, v) for some v # v;, P;
needs to receive (init, v) from 5 + 1 distinct parties (line 4, Figure 6.10). Since n < 3(¢5 + 1), it
follows that P; can echo at most two such messages (echo, —) carrying different values. This
gives a communication complexity of O (n?) up to line 5 (c).

Next, we show that the communication complexity of MV is bounded by O(n®). Having a
look at Figure 6.9, we see that every honest party multicasts at most one message of the form
(mv2, —) (line 4). Furthermore, a message of the form (mv1, v) for some v # L,,, is multicast
if it was received from at least ¢ + 1 distinct parties, ensuring that the message had to come
from at least one honest party (line 5). In particular, an honest party only mv1-multicasts at
most n — tg times. Moreover, every honest party multicasts at most one message of the form
(mv1, L) (line 6). As a result, the overall communication complexity of MV, is bounded by
O (n?). Getting back to Figure 6.10, line 5 (d) and line 6 give two instances of the MV-broadcast
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protocol with communication complexity O (n?), so that the overall communication complexity
of Hg‘éts is bounded by O (n?).

In the following, we do a communication complexity analysis of MV for the case where the
underlying network is asynchronous. Specifically, we show that the communication complexity
of MV is bounded by O(n?) in this case, which leads to an overall complexity of O (n?) for our
graded consensus protocol. We say vote for v # 1,4 a message (init,v) or (echo, v) sent by
some party. Observe that MV is run by an honest party P; on input val conditioned on output
being true. In that case, val is set to either L, 4 or to some v such that (msg, v) was received by
P; from at least n — t distinct parties. We will first show that there are at most five different
values # L,4 that are input by the set of honest parties to MV;. In order for a value v # L, 4 to
be input to MV, by an honest party, P; must received the message (msg, v) from at least n — ¢
distinct parties. The discussion in the first paragraph tells us that a party can vote for at most
three distinct values, while a dishonest party can vote for any number of values. To maximize
the total number of values that can be input into MV by the set of honest parties, we consider
the worst-case scenario in which there are ¢, dishonest parties and if an honest party P; inputs a
value v into MV it has received for this value n — ¢, — f, votes from honest parties and a vote
from each of the ¢, dishonest parties. Therefore, we have to consider the maximal number of
votes that can be sent by the honest parties and the knowledge that only n — t; — ¢, of them are
needed to input a value into MV;. Again by the first paragraph, there are at most 3(n — ) votes
sent by honest parties. It follows that the total number of different values that can be input into
MV by the set of honest parties is bounded by the following

3(n—ty) 325 +1) - 6(ty + 1) _6
n—ty—t,  ts+1 fc+1

As a result, the total number of different values that can be input into MV by the honest
parties is bounded by 6 (when including the default value L, 4 also). Now, the same argument as
in the previous paragraph applies: a message of the form (mv1, v) for some v # L, is multicast
if it was received from at least ¢ + 1 distinct parties, ensuring that the message had to come
from at least one honest party and therefore an honest party only mv1-multicasts at most six
times (as the previous analysis has shown that there are at most 6 different input values from the
set of honest parties). As a consequence, the communication complexity of MV, is bounded
by O(n?). Hence, we find that the overall communication complexity of Hg‘éts is bounded by
O(n?) in case the underlying network is asynchronous. O

Remark 6.6.1. From the above analysis it is clear that even in the synchronous case, conditioned
on all honest parties having the same input value, the overall communication complexity of the
graded consensus protocol is bounded by O (n?). Again, the reason for this is that in case all
honest parties start with the same input value v € C, then an honest party will never echo any
other value and as a consequence they all will input v into the MV protocol. On the other hand,
when all honest parties input the same value v into MV, then by design any honest party will
only mv2-multicast that value v and also eventually terminate with it. Having said that, it is clear
that the overall communication complexity of Hg‘ét“ is bounded by O (n?) in case the underlying
network is synchronous and all honest parties start with the same value. This observation is
crucial if the graded consensus protocol is used as a building block in a more complex consensus
protocol, such as a network-agnostic DKG protocol. The reason is that many protocols are build
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in such a way that the validity property (i.e., all honest parties start with the same value) holds if
the underlying network is synchronous.

Appendix 6B: Binary Byzantine Agreement

We present a Byzantine binary agreement protocol ng’x. Let Hé‘c be a (binary) graded
consensus protocol, i.e. takes as input a value in {0, 1} where each party outputs a value
ve{0,1, L1} and a grade g € {0, 1,2}. We require that ch satisfies 7-graded validity and is
t4-secure: the protocol from [BKIL.19] (see Figure 4 there) satisfies these properties with o(n?)
communication complexity. We also require a coin-flip mechanism Coin which allows all parties
to generate and know an unbiased binary value Coin,. € {0, 1} for r > 2. Upon receiving input
r > 2 from t; + 1 parties, the coin flip mechanism generates an unbiased coin Coin, € {0, 1}
and sends (r, Coin,) to all parties. In particular, if at most ¢, parties are corrupted, at least
one honest party must send r to Coin before the adversary can learn the coin Coin,.. We will
rely on a p-weak coin flip with p = 1/3, where honest parties agree on the coin only with
probability p < 1. This comes with an increase in the expected round complexity by a factor of
O(1/p) = O(1). Our coin flip mechanism is the one from [Gao+22] (see Algorithm 4 there),
which costs only O (An?) bits and has expected constant rounds (and ensures that with probability
at least 1/3, all honest parties output an unbiased common coin).

Description. Our asynchronous Byzantine agreement protocol Hg‘A’t * (cf. Figure 6.11) works as
follows. We describe it from the perspective of a party P; with input value v;. In the protocol,
we say message (commit, b, o) from party P; (as in “Termination procedure’, steps (i) and (ii))
is valid if b € {0, 1} and o is a valid signature from P; on (commit, b), i.e o < (commit, b);.
Also, we say that a set of signatures is a certificate for b (as in step (i) and (ii)) if the set contains
valid signatures on (commit, ») from at least ¢ + 1 distinct parties.

As usual, at the beginning helper variables are set (step 1). Afterwards, the protocol proceeds
in round defined by the parameter r. In such a round, P; first runs the graded consensus protocol
ch on input b = v; with (b, g) being the output (step 2). Note that for rounds r < 3 we set the
coin to some deterministic default value (which does not affect the safety of the algorithm). We
do this because we can can then assume our coin flip mechanism only works in asynchrony (and
thus use the algorithm from [Gao+22]) so that when we show 7;-validity with termination, it
will also hold that the coin is never used. Otherwise, Coin(r) is invoked.

Then, if g < 2, P; runs ch on input Coin, (step 4), otherwise on input b (steps 4 and 5),
with (b, g) being the output. Now if g > 0, set b = b’ (step 5). In case g = 2, the next step
is done only once (which is guaranteed by setting helper variable cm to true): compute the
signature o~ on (commit, ) and multicast the message (commit, b, o) (step 7). Finally, the next
round starts by increasing r by one (step 8) with a small restriction: As soon as P; computes
a commit message, it only executes one additional round of the protocol and then stops (this
is ensures by the variable stop in steps 7 and 8). Furthermore, party P; terminates and ends
the protocol as soon as (i) it receives valid commit messages on the same value b from at
least ¢ + 1 distinct parties (before termination, P; combines the signatures into a certificate %,
multicasts (notify, b, ¥) and outputs b), or (ii) it receives (notify, b, X) with X being a certificate
on messages (commit, b) for the same value b (before termination, P; multicasts (notify, b, X)
and outputs b).
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ta,ts
HBA (Vi)

1. Setcm = output = false, stop =0, b = v;,and r = 1.
While output = false do:

2. Run Hgo on input b. Let (b, g) be the output.

3. If r < 3, set Coin, = 1. Otherwise, let Coin, < Coin(r).
4, If g <2, set b = Coin,.

5. Run ch on input b. Let (b’, g) be the output.

6. If g>0,setb =0>".

7. If g =2 and cm = false:

e Setcm = true and stop = r + 1.
» Compute o « (commit, b);.
e Multicast (commit, b, o).
8. If stop > r, set r = r + 1 (and repeat from step 2).

Termination procedure:

(1) Upon receiving (valid) commit messages (commit, b, o)
on the same value b from ¢, + 1 distinct parties:
— Combine the signatures into a certificate X = (o7, ..., Or+1)-
— Multicast (notify, b, X).
— Output b, set output = true, and terminate.
(i1)) Upon receiving (notify, b, £) such that  contains valid signatures
on commit messages (commit, ») on the same value b from
ts + 1 distinct parties:
— Multicast (notify, b, X).

— Output b, set output = true, and terminate.

Figure 6.11: Binary agreement protocol from the view of party P;.
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Appendix 6B: Binary Byzantine Agreement

The purpose of the stop variable is to ensure that the communication complexity of the
protocol stays bounded. The protocol is well-defined and terminates, since we have the following:
if one honest party set cm = true in round r, then all parties set cm = true in (at most) round
r + 1. We sketch the argument for this claim in the following. We will say a party commited if it
sets cm = true. Suppose an honest party commited in round r. By construction, it must have
g = 2 and by graded consistency of ch, itis |g — g’| < 1 for all g’ output by honest parties.
Therefore, all honest parties output g = 1 or g = 2. Furthermore, graded consistency implies
that if one honest party outputs (v, g = 2), then all honest parties output the same v, and so all
honest parties will input v in the next round. Again by graded validity, all honest parties will
output g = 2 from the first execution of Hgo and by similar arguments every honest party will
have commited in that round (we will see this argumentation more thoroughly in the proof for
ty-graded validity below).

We have the following theorem.

Theorem 6.6.17. Lett, <ty andt, + 2 -t < n. Then Ilga achieves ts-validity with termination
and is t,-secure.

Proof. First, we prove the #¢-validity with termination. For this, assume all honest parties
initially hold the same value v € {0, 1}. All honest parties use v as input in the first execution of
the graded consensus protocol ch (step 2). By t-graded validity of ch, all honest parties
output (v, 2) from that execution. Thus, all honest parties run a second instance of H(’;J"C using
input v (step 5), again receiving (v, 2) as output. Therefore, all honest parties multicast a commit
message on v (step 7). Additionally, by the stop variable, all honest parties will only execute one
additional round of the protocol. Furthermore, the honest parties will receive at most 5 < 5 + 1
commit messages on some w # v. Therefore, all honest parties eventually receive valid commit
messages on v from n — 5 > 5 + 1 distinct parties, output v, and terminate (step (i) and (ii) of
"Termination procedure’). The proof of the 7,-security follows the same argumentation as the
proof of Lemma 11 in [BKL19] and therefore we skip it here. |

219






/

Final Remarks

221






7.1. OPEN PROBLEMS FOR FUTURE WORK

7.1 Open Problems for Future Work

We conclude this thesis by presenting several open problems motivated by our results, which
may serve as directions for future research.

7.1.1  Open Problems Related to Threshold Signatures — Chapter 3

In Chapter 3, we proved the security of the threshold BLS signature of Boldyreva [Bol03]
for up to ¢ adaptive corruptions, assuming the algebraic group model and the hardness of the
one-more discrete logarithm (OMDL) problem. We further showed that even in the algebraic
group model, a strong interactive assumption, such as one-more discrete logarithm, is necessary
in order to prove the scheme adaptively secure. Therefore, a natural question is whether one can
design a threshold variant of the BLS signature with adaptive security, based on more standard
assumptions. In that regard, Das and Ren [DR24] recently made major progress by designing
an adaptively secure threshold BLS signature that relies on the hardness of the decisional
Diffie-Hellman (DDH) and co-computational Diffie Hellman (co-CDH) problem in asymmetric
pairing groups. The next step would thus be to remove the reliance on the DDH assumption and
asymmetric pairing groups.

Open Problem 1. Construct a non-interactive threshold BLS signature scheme for up to t
adaptive corruptions from a well-studied non-interactive search assumption, such as CDH,
potentially working over any pairing groups.

Our security proof in Chapter 3 is tight and thus justifies the choice of parameters of the
threshold BLS signature in real-world applications. Tightness of the security proof, however,
crucially relies on the algebraic group model, as supported by our impossibility result which
rules out a natural class of tight security reductions from (¢ + 1)-OMDL. On top of that, existing
impossibility results [Cor02; KK18] rule out any tight security reduction for the (single-signer)
BLS signature scheme from CDH.! While there are single-signer signatures with tight security
reductions [KWO03; GJO3], our understanding of tight threshold signatures is still lacking. In
particular, there is no non-interactive threshold signature with tight security proof from an
established assumption, not even for static corruptions. In the distinct (but related) realm of
multi-signatures, recent progress towards tight security has been made, and techniques such as a
two-key approach [PW23; BW24a] or a signer partitioning approach [BW25b] could potentially
be useful to resolve this question in the threshold setting.

Open Problem 2. Construct a non-interactive threshold signature scheme for up to t adaptive
(resp. static) corruptions from a well-studied non-interactive assumption with a tight security
proof (without relying on the AGM).

We note that such a non-interactive threshold signature will most likely be pairing-based,
unless one uses expensive tools such as a succinct non-interactive argument of knowledge
(SNARK).” As such, the best we can hope for in the pairing-free setting (without the use of
heavy tools) is a two-round signing protocol. In that setting, Chen [Che25] recently presented

'We note that assuming hardness of the CDH problem is necessary to show security of the BLS signature.
ZEssentially, upon receiving ¢ + 1 valid individual signatures, one can compute a succinct proof that demonstrates
knowledge of # + 1 valid individual signatures from distinct parties.
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an adaptively secure two-round threshold signature from DDH, relying on the adaptively secure
three-round scheme Twinkle from Bacho et al. [Bac+24d]. However, the security reductions for
these schemes rely on a guessing argument and therefore have a security loss linear in the number
of signing queries of the adversary. In particular, these schemes are not tight. While there are
two adaptively secure three-round constructions with tight security proof from an established
assumption [Che25; BW24b], we still lack a two-round scheme with the same properties, even
for static corruptions. Again, the existing techniques in the realm of multi-signatures could
potentially be useful to resolve this question in the threshold setting.

Open Problem 3. Construct a pairing-free two-round threshold signature scheme for up to t
adaptive (resp. static) corruptions from a well-studied non-interactive assumption with a tight
security proof (without relying on the AGM).

Recently, a number of follow-up works [CKM?23b; Bac+25d; Bac+25c; Bac+24c; Cri+25;
KRT24] have focused on the design of adaptively secure threshold versions of the Schnorr
signature scheme [Sch90]. The Schnorr signature is a pairing-free scheme with highly efficient
verification® and it has also been been adopted by Bitcoin and other cryptocurrencies. These
features make it particularly attractive, and threshold variants of it are explicitly sought by
the NIST in its recent calls for threshold cryptography [BP25; BD22]. The state-of-the-art
adaptively secure two-round threshold Schnorr signature is FROST [Cri+25]. However, its
security proof relies on the algebraic group model, the hardness of the algebraic one-more
discrete logarithm (AOMDL) problem, and the hardness of a newly defined combinatorial search
problem called “low-dimensional vector representation (LDVR)”.* On the other hand, there is
an adaptively secure three-round threshold Schnorr signature that relies only on the hardness
of DDH [Bac+25c]. This leaves a large gap between our understanding of two-round and
three-round threshold Schnorr signatures, raising the following open problems.

Open Problem 4. Construct a two-round threshold Schnorr signature scheme for up to t
adaptive corruptions from a well-studied non-interactive assumption, such as DDH, potentially
in the AGM.

Open Problem 5. Construct a three-round threshold Schnorr signature scheme for up to t
adaptive corruptions from a well-studied non-interactive search assumption, such as DLOG,
potentially in the AGM.

Note that the former allows any well-established assumption, including decisional assump-
tions such as DDH, whereas the latter specifically requires a search assumption such as DL. As a
first step towards this goal, the AGM could potentially be useful.

7.1.2 Open Problems Related to PVSS and Distributed Randomness

Beacons — Chapter 4

In Chapter 4, we proved the security of several existing (aggregatable) PVSS schemes [Bol03]
for up to ¢ adaptive corruptions, assuming the algebraic group model and the hardness of the

31ts signature verification is more than 10x faster than that of pairing-based schemes such as BLS.
“4The problem is defined over a finite prime field Z,, and without reference to any cryptographic group G. Our
trust in the hardness of the LDVR problem therefore remains primarily conjectural.
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one-more discrete logarithm (OMDL) problem. We further showed that this implies the adaptive
security of state-of-the-art distributed randomness beacons [Bha+21; Das+22a; Bha+23], which
build on top of these (aggregatable) PVSS schemes. A natural question is whether one can
construct an adaptively secure (aggregatable) PVSS scheme from standard assumptions. This
question remains open, and we therefore pose it as an open problem for future work.

Open Problem 6. Construct a PVSS scheme for up to t adaptive corruptions from a well-studied
non-interactive assumption, such as DDH or CDH, potentially without the use of pairings.

We believe that an aggregatable PVSS scheme’ will most likely rely on pairings, unless one
resorts to expensive tools such as SNARKSs. Therefore, for aggregatable PVSS schemes, we do
not set any restriction on the use of pairings.

Open Problem 7. Construct an aggregatable PVSS scheme for up to t adaptive corruptions
from a well-studied non-interactive assumption, such as DDH or CDH.

Moreover, all existing aggregatable PVSS schemes are restricted to sharing secrets that are
elements in a cryptographic group G, whereas many applications require the secret to lie in
a prime field Z,,. This raises the question of whether one can design an aggregatable PVSS
scheme that shares field-element secrets, ideally with adaptive security. While homomorphic
non-interactive zero-knowledge (NIZK) proofs could potentially address this challenge, they
generally increase the size of the PVSS transcripts by roughly an order of magnitude, which
makes them undesirable for practical applications. We therefore aim to design a practically
efficient instantiation of such a scheme.

Open Problem 8. Construct a practically efficient aggregatable PVSS scheme that shares secrets
over a finite field Z,, potentially with adaptive security from a well-studied non-interactive
assumption.

A particularly valuable feature of the distributed randomness beacons in [Bha+21; Das+22a;
Bha+23] is their reconfiguration-friendliness, which allows to add and remove parties to the
system while maintaining quadratic communication complexity per epoch (where each epoch
takes about 10 rounds of all-to-all communication). This is in contrast to DKG-based distributed
randomness beacon protocols [Dra20; CKS00; Cam+21], which require the generation of new
threshold keys whenever a party joins or leaves the system.® On the other hand, once the setup
phase is completed, DKG-based protocols operate much more efficiently: each epoch takes only
a single round of communication in which each party sends a single group element to every
other party. This naturally leads to the question of whether the efficiency gap between these two
types of distributed randomness beacon protocols can be closed. More concretely:

Open Problem 9. Construct a reconfiguration-friendly distributed randomness beacon protocol
with quadratic communication cost per epoch and each epoch takes at most 4 rounds, potentially
with adaptive security.

SRecall that we require transcript aggregation to be non-interactive. Otherwise, the parties could engage in
an interactive protocol to generate a distributed proof of correct aggregation, which would essentially resemble a
multi-party signing protocol.

SEssentially, these protocols execute a distributed key generation (DKG) protocol each time the set of participating
parties changes, which makes them rather unsuitable for highly dynamic systems.
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7.1.3 Open Problems Related to Distributed Key Generation — Chapter 5

In Chapter 5, we presented a synchronous distributed key generation (DKG) protocol with a
communication complexity of O (An?logn) bits, where n is the number of parties executing the
protocol. In fact, this is the first DKG protocol to break the previous O (1n*) communication
barrier. This naturally raises the question of how much further the communication complexity
of DKG protocols can be reduced. While we strongly believe that any (even statically) z-secure’
DKG protocol must incur at least O(An?) bits of communication, we currently lack a formal
proof of this lower bound.

Open Problem 10. Provide a formal lower bound on the communication complexity of t-secure
DKG protocols, potentially separating between static and adaptive security.

Another metric of significant interest is the round complexity. Our DKG protocol terminates
in O(n) rounds, and an appealing goal is to reduce this to (expected) constant rounds. Given
that our DKG protocol construction has a binary tree structure of depth log(n), it seems unlikely
to improve beyond O (log(n)) rounds and fundamentally new ideas are required.

Open Problem 11. Construct a synchronous DKG protocol with O (An? log n) communication
and (expected) O(1) rounds, potentially with adaptive security.

Our DKG protocol relies on aggregatable PVSS, where the aggregation property is crucial
for enabling recursion. As noted earlier, all existing efficient aggregatable PVSS schemes
share secrets over a cryptographic group G. Consequently, the public—secret keys generated by
our DKG protocol are pairs of group elements, whereas applications such as BLS or Schnorr
signatures require the secret key to lie in a prime field Z),. Efficient PVSS schemes that share field
elements, however, rely on non-aggregatable NIZK proofs. We note that generic transformations
can be applied to our DKG protocol to generate secret keys as field elements at the cost of
0(2*n?) added communication and reliance on secure erasures.® We therefore aim to avoid
these undesirable features.

As a first step, one could explore designing an efficient interactive protocol to aggregate
the NIZK proofs with at most linear communication (in the number of parties n). This would
allow the parties to invoke it at each level of the recursion to aggregate the transcripts. In this
context, it would also be desirable to avoid pairings completely, making the scheme suitable for
applications such as Schnorr signatures or ElGamal encryption.

Open Problem 12. Construct a (recursive) synchronous DKG protocol with O(An?logn)
communication that shares a secret key over a finite field Z,,, potentially with adaptive security
and without the use of pairings.

While our DKG protocol achieves sub-cubic communication complexity (in the number of
parties n), its recursive design fundamentally relies on the synchronous network assumption,
where parties share a global clock, making it possible to detect silent malicious parties. In

"We always assume an adversary that can corrupt up to ¢ € ®(n) parties.

8 At a high level, each party generates a PVSS transcript for a field element, erases the underlying secrets, and
disperses the transcript using linear erasure codes. A common coin (provided by our DKG) then elects a random
committee of @(1) parties, whose transcripts are reconstructed jointly. Finally, the parties run ©(1) instances of a
quadratic consensus protocol to agree on these transcripts, from which the secret key shares are obtained.
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contrast, in asynchrony, time is unbounded, and there is, in general, no way to distinguish
between a silent malicious party and a slow honest party. In particular, any attempt at a round-
based, recursive protocol can get stuck waiting forever. Interestingly, in a recent breakthrough,
Abraham et al. [Abr+25] presented a recursive asynchronous DKG protocol. Specifically, for
any k € [log(n)], they give an adaptively secure asynchronous DKG protocol with O (12n2*+1/k)
communication and O (k) rounds. An interesting open question is whether their techniques can
be transferred to the synchronous setting.

Open Problem 13. Transfer the techniques from the asynchronous DKG protocol by Abraham et
al. [Abr+25] to the synchronous setting to obtain a synchronous DKG protocol with O (12n?*1/k)
communication and O (k) rounds (with adaptive security), where k € [log(n)].

The factor A2 in the communication complexity yields a significant overhead for practical
applications. For example, to achieve an 128-bit security level, the necessary choices of 1 > 128,
incurs a factor into the communication complexity as heavy as /i, even for relatively large
systems of size n =~ 16000 (and much heavier for smaller ones). Thus, it is highly desirable to
avoid the A% overhead. But this appears highly challenging and fundamentally new ideas are
required.

Open Problem 14. Construct an asynchronous DKG protocol with O (An**'/%) communication
and O (k) rounds where k € [log(n)], potentially with adaptive security.

The A-overhead arises for the following reason. Each party is associated with a uniformly
sampled random committee of size ®(1), from which it obtains some secrets. Probabilistic
concentration bounds then guarantee an honest majority,” ensuring that the combined secret
remains hidden from the adversary. Such techniques are common in distributed computing, but
they critically rely on secure erasures of internal state in the presence of an adaptive adversary.
Without secure erasures, an adaptive adversary could simply observe the committee members
and corrupt them all, thereby learning their secrets and the combined secret.

Open Problem 15. Construct an adaptively secure asynchronous DKG protocol with near-
quadratic communication complexity without the use of secure erasures, potentially with
(expected) O (1) rounds.

7.1.4 Open Problems Related to Network-Agnostic Security — Chapter 6

In Chapter 6, we presented a network-agnostic DKG protocol whose communication complexity
matches the state-of-the-art DKG protocols in the purely synchronous and asynchronous
settings. Along the way, we also designed an honest-majority synchronous broadcast protocol
with (potentially) optimal communication complexity O (nf + An?) from a plain public key
infrastructure (PKI), where ¢ denotes the length of the input message.'? Our protocol, however,
assumes static adversaries and fails in the adaptive setting. On the other hand, Momose and
Ren presented a synchronous Byzantine agreement protocol with the same communication

“Note that in asynchrony, there are at most t < 1/3 Byzantine parties. The concentration bounds ensure that the
fraction of honest parties in each uniformly sampled committee remains close to 2/3.

10The Dolev—Reischuk lower bound for deterministic broadcast [DR85] states that Q(nz) messages are necessary
when ¢ € ©(n). However, in the cryptographic setting, we believe that most messages must be signed, suggesting a
lower bound of Q(An?) bits.
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complexity from plain PKI, secure against adaptive adversaries corrupting up to t < (% —&)n
parties for any fixed constant £ > 0. This naturally raises the question of whether it is possible
to close the gap and achieve the best of all worlds: (near-)quadratic communication, adaptive
security, and optimal resilience. In a recent breakthrough by Gelles et al. [Gel+25] this open
problem was resolved. Building on the work of Momose and Ren, the authors present a Byzantine
agreement protocol with communication complexity O(An?log(n)) bits, optimal resilience
t < n/2, and adaptive security. Their protocol, however, relies on secure erasures of internal
state to achieve adaptive security. This leaves open the following question.

Open Problem 16. Construct an adaptively secure synchronous multivalued Byzantine agreement
protocol with near-quadratic communication complexity and optimal resilience thresholdt < n/2
from plain PKI without the use of secure erasures.

Our network-agnostic DKG protocol has a communication complexity of O (An®) bits and
terminates in O (n) rounds. Given the recent advances in both synchronous and asynchronous
DKG that achieve (near-)quadratic protocols with optimal resilience and adaptive security, it is
natural to ask whether similar results can be achieved in the network-agnostic case.

Open Problem 17. Construct a network-agnostic DKG protocol with near-quadratic communi-
cation complexity and optimal resilience threshold t < n/2, potentially with adaptive security
and (expected) O (1) rounds.

Finally, our DKG protocol uses NIZK proofs to show correct computation of encrypted
secrets. However, such proofs for verifiable encryption are significantly less efficient than
X-protocol based proofs. It would therefore be desirable to have a network-agnostic DKG built
solely from plain PKI primitives, avoiding the use of heavy cryptographic tools.

Open Problem 18. Construct a network-agnostic DKG protocol with cubic communication
complexity and optimal resilience t < n/2 without the use of heavy cryptographic tools.

/.2 Conclusion

In this thesis, we have made substantial progress toward strengthening the security guarantees
and improving the efficiency of distributed key generation (DKG) and its applications, such as
threshold signatures and distributed randomness generation. Our contributions can be viewed
along two main dimensions.

First, we showed that some existing security definitions are formulated too strongly to support
advanced guarantee - and, in certain cases, even to admit any meaningful security guarantees at
all. By refining these definitions to better reflect their intended use cases, we were able to derive
stronger and more practically relevant security results. We demonstrated this both for publicly
verifiable secret sharing (PVSS), in the context of distributed randomness beacons, and for
DKG protocols, in the context of the threshold BLS signature. Second, we designed distributed
cryptographic protocols that achieve improved efficiency and stronger security guarantees than
previously known constructions. Our protocols are well-suited to serve as building blocks for
practical decentralized systems. We achieve these results by carefully adapting techniques from
related domains, such as recursive methods from consensus, to the context of DKG.

We hope that our work will serve as a foundation for future advances in distributed
cryptography. With this, we conclude our dissertation.
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