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ABSTRACT

An increasing number of Deep Learning systems are applied in the real world and have
potential impact on people lives: autonomous cars, assisted medical diagnosis or social scoring.
Attributable to training increasingly complex models on increasingly large datasets, these
applications have become useful since they are trained to be accurate prediction machines.
Typically, this is achieved by optimizing for accuracy only while disregarding two critical
weak points of deep learning persisting since its invention. Firstly, the complexity of used
models render it difficult to explain and understand causes for incorrect predictions — coined
as black box property. Secondly, models are susceptible to adversarial examples — slight input
perturbations otherwise imperceptible to humans — that can result in dramatic changes in
predictions. While mitigation approaches exist, these are often expensive to train and hence are
rarely deployed in practice. Both issues reduce the trustworthiness of deep learning and could
dampen further adoption for real world problems. This thesis addresses both issues in two
parts. In the first part, we discuss two ways to mitigate the risk to adversarial examples with
a focus on reducing the computational overhead of conventionally used adversarial training:
(i) training on data subsets and (ii) utilize Lipschitz bounds to enable certification against
adv. examples. In the second part, we investigate Semantic Bottlenecks that explicitly align
intermediate representations to human meaningful concepts like feet, leg, wood, etc. while
reducing dimensionality to address the black-box issue and show that these bottlenecks can be
useful for error analysis.

In detail, in part I of this thesis, we propose subset adversarial training (SAT) and a calibrated
Lipschitz-margin loss (CLL). Both, to mitigate the vulnerability to adversarial examples while
reducing the computational overhead of conventional adversarial training. With SAT, we
specifically investigate the use of training data subsets and their impact on robust accuracy:.
Here, we find that a small fraction of data can already achieve comparable robustness in
comparison to full adversarial training. Given that adversarial training requires the construction
of adversarial examples during training, entailing non-negligible computational overhead, we
look at Lipschitz regularization in our final study. As an alternative method to increase
robustness to adversarial examples, we observe that existing methods imply a reduction of
complexity — impairing clean and robust accuracy. As a counter-measure we propose a new
loss, that links this observation to slack, returns control over the complexity and consistently
improves performance.

In part II, we propose Semantic Bottlenecks to improve the interpretability of intermediate
representations. In this bottleneck, each dimension is explicitly aligned with a human concept.
That is, we show quantitatively that representations of deep models have poor visual concept
alignment, which renders inspection of failure modes difficult. In contrast, we desire models
to ground their decision on semantically meaningful attributes, e.g. wheels and headlights to
detect cars. We address this objective with a supervised and unsupervised bottleneck type,
provide quantitative alignment improvements over baselines and show in a second study, how
they can be used to analyze prediction errors and test predictions during evidence interventions.
All conducted studies w.r.t. Semantic Bottlenecks utilize pixel-level concept annotations to
train and quantify inspectability. In a third study, we investigate the dependency of models on
spatial information and show that on image classification tasks, the last third of layers can be
spatially reduced — allowing for easy integration of global-level concepts.
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In summary, this thesis addresses the trustworthiness issue of Deep Learning, specifically
the lack of interpretability and vulnerability to adversarial examples. We propose Semantic Bot-
tlenecks to improve inspectability of intermediate representations and provide two methods to
increase robustness while reducing the computational overhead of conventional methodology.



ZUSAMMENFASSUNG

Eine zunehmende Anzahl von Deep-Learning-Systemen wird in der realen Welt eingesetzt und
hat potenzielle Auswirkungen auf das Leben der Menschen: autonome Autos, unterstiitzte
medizinische Diagnose oder soziale Bewertung. Aufgrund des Trainings von zunehmend
komplexen Modellen auf immer grofieren Datensidtzen sind diese Anwendungen niitzlich
geworden, da sie darauf trainiert sind, genaue Vorhersagemaschinen zu sein. Typischerweise
wird dies erreicht, indem nur fiir Genauigkeit optimiert wird, wahrend zwei kritische Schwach-
stellen des Deep Learning seit seiner Erfindung aufSer Acht gelassen werden. Erstens macht
die Komplexitidt der verwendeten Modelle es schwierig, die Ursachen fiir falsche Vorhersagen
zu erkldren und zu verstehen - in der Literatur als Black-Box-Eigenschaft bezeichnet. Zweit-
ens sind Modelle anfillig fiir adversarial Examples - geringfiigige Eingabeverdnderungen,
die fiir den Menschen sonst nicht wahrnehmbar sind - die zu dramatischen Anderungen
in den Vorhersagen fithren konnen. Obwohl es Ansdtze zur Vermeidung gibt, sind diese
oft teuer zu trainieren und werden daher selten in der Praxis eingesetzt. Beide Probleme
reduzieren die Vertrauenswiirdigkeit in Deep Learning und konnten eine weitere Adaption
tiir reale Probleme dampfen. Diese Arbeit befasst sich in zwei Teilen mit beiden Problemen.
Im ersten Teil diskutieren wir zwei Moglichkeiten, das Risiko fiir adversarial examples zu
mildern, wobei der Schwerpunkt auf der Reduzierung des Rechenaufwands des herkdmmlich
verwendeten adversarial Trainings liegt: (i) Training auf Daten-untermengen und (ii) Nutzung
von Lipschitz-Grenzen zur Zertifizierung gegen adversarial Examples. Im zweiten Teil unter-
suchen wir semantische Bottlenecks, die explizit Zwischendarstellungen mit fiir den Menschen
bedeutungsvollen Konzepten wie Fiiflen, Beinen, Holz usw. abgleichen und gleichzeitig die
Dimensionalitdt reduzieren, um das Black-Box-Problem anzugehen, und zeigen, dass diese
Bottlenecks fiir die Fehleranalyse niitzlich sein konnen.

Im Detail schlagen wir in Teil I dieser Arbeit das Subset Adversarial Training (SAT) und
den kalibrierten Lipschitz-Margin-Loss (CLL) vor. Beide dienen dazu, die Anfilligkeit fiir
adversarial Examples zu mildern und gleichzeitig den Rechenaufwand des herkémmlichen
adversarial Trainings zu reduzieren. Mit SAT untersuchen wir speziell den Einsatz von
Trainings-untermengen und deren Auswirkungen auf die robust Accuracy. Hier stellen wir
fest, dass bereits ein kleiner Bruchteil der Daten eine vergleichbare Robustheit im Vergleich
zum vollstindigen adversarial Training erreichen kann. Da das adversarial Training den
Aufbau von adversarial Examples wahrend des Trainings erfordert, was einen nicht zu ver-
nachldssigenden Rechenaufwand mit sich bringt, betrachten wir in unserer abschliefSenden
Studie die Lipschitz-Regularisierung. Als alternative Methode zur Erhhung der Robustheit
gegeniiber adversarial Examples stellen wir fest, dass bestehende Methoden eine Reduzierung
der Klassifikator-Komplexitdt implizieren - was die saubere und robuste Genauigkeit beein-
trachtigt. Als Gegenmafsnahme schlagen wir einen neuen Loss vor, der diese Beobachtung mit
Slack verkniipft, die Kontrolle tiber die Komplexitat zuriickgibt und die Leistung konsequent
verbessert.

In Teil IT schlagen wir semantische Bottlenecks vor, um die Interpretierbarkeit von Reprasen-
tationen in Zwischenschichten zu verbessern. In diesem Bottleneck ist jede Dimension ex-
plizit zu einem menschlichen Konzept ausgerichtet. Das heifst, wir zeigen quantitativ, dass
Représentationen in tiefen Modellen eine schlechte visuelle Konzeptausrichtung haben, was
die Inspektion von Fehlermodi erschwert. Im Gegensatz dazu fordern wir, dass Modelle ihre
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Entscheidung auf semantische Attribute stiitzen, z.B. Rider und Scheinwerfer zur Erkennung
von Autos. Wir addressieren dieses Ziel mit einem iiberwachten und einem uniiberwachten
Bottleneck an, bieten quantitative Verbesserungen der Ausrichtung gegeniiber den Baselines
und zeigen in einer zweiten Studie, wie sie zur Analyse von Fehlermodi und zum Testen von
Vorhersagen wéhrend Eingriffen in Beweise verwendet werden konnen. Alle durchgefiihrten
Studien in Bezug auf semantische Engpésse nutzen pixelgenaue Konzeptannotationen, um die
Inspizierbarkeit zu trainieren und zu quantifizieren. In einer dritten Studie untersuchen wir
die Abhingigkeit von Modellen von raumlichen Informationen und zeigen, dass bei Bildklassi-
tikationsaufgaben das letzte Drittel der Schichten rdumlich reduziert werden kann - was die
einfache Integration von globalen Konzepten ermoglicht.

Zusammenfassend befasst sich diese Arbeit mit dem Vertrauenswiirdigkeitsproblem des
Deep Learning, insbesondere dem Mangel an Interpretierbarkeit und der Anfilligkeit fiir
adversarial Examples. Wir schlagen semantische Bottlenecks vor, um die Inspizierbarkeit
von Zwischenreprésentationen zu verbessern und bieten zwei Methoden zur Erh6hung der
Robustheit an, wihrend wir den Rechenaufwand der herkdmmlichen Methodik reduzieren.
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INTRODUCTION

Todays deep learning methods deliver impressive performances on a wide range of vision
tasks like classification, segmentation or object detection. Among other applications, it is used
increasingly often for high stake applications like autonomous driving and medical diagnosis.
Typically, this is done by providing large training datasets with annotated groundtruths and
by minimizing prediction error of large models containing millions of parameters. However,
while they attain very high accuracies, they entail safety risks that reduce the trust in these
systems and may limit adoption. First, deep networks are easily fooled by adversarially crafted
inputs: human imperceptible perturbations in the input image that flip the prediction with
high confidence [BCM*13, SZS*14]. This is highly undesirable, particularly for autonomous
driving, where malicious actors could intentionally influence systems in the real world, just
by applying stickers to traffic signs or wearing prints on shirts [SEE*18, CCMC18, WLS*23].
While approaches like adversarial training [MMS™*18] can mitigate this vulnerabilty, they
require non-negligible computational overhead during training and only provide empirical
robustness. That is, given enough compute and time, it might still be possible for an adversary
to attack such systems successfully. Secondly, imagine a scenario like the following: a pedestrian
is hit by a fully autonomous vehicle. Did the system miss the pedestrian, was the pedestrians
appearance confusing, or was the system distracted by other signals in the input? Trained
end-to-end by only minimizing the output error, these models do not lend themselves for
trivial inspection. Specific failure reasons are hidden within millions of parameters and their
non-linear relationships. This is referred to as the “black-box” problem in deep learning.

As a consequence, the basis for trust is still lacking in currently employed models. Despite
their high prediction performance, automated predictions in high stake applications can have
severe consequences for the patient, pedestrians or passengers, potentially resulting in injury or
death. Therefore, the European Union demands a “right for explanation” [EC, Eur21] for safety
critical systems, ensuring that deployers give reasonable guarantees about their systems and
that consumers can make informed decisions. Thereby prompting more trustworthy systems
that do not rely on plain prediction performance, but satisfy multiple properties like robustness
to adversarial examples or interpretability [DVK17, Lip18].

In this dissertation, we focus on improving trust in deep learning models by addressing
two of the discussed limitations: (I) we consider mitigation approaches against adversarial
examples while reducing their computational overhead and investigate robustness certification
and (II) we endow models with inspectable Semantic Bottleneck layers, containing human
interpretable representations, that all subsequent model decisions are based upon. In particular,
in part I, we focus on performing adversarial training on a subset of data only and investigate
Lipschitz regularization as an alternative to adversarial training. The latter providing additional
deterministic robustness certificates. In part II, we tackle inspectability of deep learning
representations by means of reducing number of channels and aligning them to human
interpretable concepts. The resulting Semantic Bottleneck layers are subsequently utilized to
analyze prediction errors. In the following, we give a more detailed overview over the contents
in each part and their contributions.

We have emphasized that trust in deep learning systems is a necessary condition for
widespread adoption. However, the concept of trust is ambiguous and can be constituted
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of various facets. It could be based on performance, whether the model can be understood
mechanistically or whether it can provide explanations for its predictions [Lip18]. We review
possible avenues in chapter 2. However, ultimately, it strongly depends on the observer (e.g. a
human). Since trust as definition might be difficult to satisfy, in this dissertation, we follow
the vision of trustworthy Al shaped by the European Union in the AI Act [Eur1g, Eur21],
that demands among other aspects: human agency and oversight, technical robustness and
safety and transparency including explainable decisions. This is especially demanded of Al
systems deployed in critical domains, like autonomous driving or assisted medical diagnosis.
In this dissertation, we address technical robustness to input perturbations and inspectability
of deep representations to enable human oversight and transparency. We outline problems
and our contributions for the former in section 1.1 and for the latter in section 1.2 and list our
publications in section 1.4.

1.1 TOWARDS MORE EFFICIENT ADVERSARIAL ROBUST TRAINING

O/¢3 Classes
Correct 3(;63
! Model prediction +0) 2
Image x / PEEE ® qung
‘Bison’ o . prediction
TR : &
&
&% &

Adv. Example x+8
x ) Slx+6) = ‘African Elephant’

Figure 1.1: The vulnerability to adversarial examples: imperceptiple perturbations added to an
image fool well performing models to predict incorrectly. An input image (green) is classified
correctly by f, yet a corresponding adversarial example (red) lead to an incorrect prediction,
indicated by the distance from the decision boundary (right).

Deep learning models are vulnerably to adversarial examples. Consider the toy example
in figure 1.1 for a model f. A picture of a bison is fed into f and is correctly classified.
Its input lies far away from the decision boundary, resulting in high confidence (see green
arrow, right). Consider an adversarial example to the same picture, below (red). While the
change ¢ is visually imperceptible (in figure 1.1, J is scaled to make it visible), its classifica-
tion is substantially altered, its placement w.r.t. the decision boundary far from the original
example and on the wrong side (see red arrow, right), implying misclassification. Since its
discovery [BCM* 13, SZS* 14], the predominant approach to improve robustness to adversarial
examples is adversarial training (AT). Adversarial Training (AT) improves robustness by generat-
ing adversarial perturbations (J) during training, thereby augmenting the data. This approach
has a main disadvantage though: perturbations are generated for all training examples for each
training step, thus significantly increasing training time. As a means to reduce this dependency
on considering all examples, in this dissertation, we consider two approaches. We consider
generating perturbations for a subset of the training data only and we consider improving
robustness with an alternative optimization approach: regularizing the Lipschitz constant of
the model.
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1.1.1 Subset Adversarial Training

Adpversarial Training involves a multi-step adversarial attack applied on each example during
training. Reducing its computational overhead, so far, has been investigated in two directions.
Either by reducing the number of attack steps during training, or by perturbing only a fraction
of training examples. While state-of-the-art robust performance is typically achieved with 7 to
10 steps, a single step has been shown to be sufficient [WRK20, dJABV*22] to reach competitive
performances. While training instabilities have been shown to be an issue [AF20], single step
attacks have successfully been used to achieve good robustness in multiple vision domains [],
where large image sizes aggravate the computational overhead. Beyond reducing attack steps,
[HZG™"21] have investigated reductions in attacked examples. [HZG"21] use the examples
closest to the decision boundary. Importantly, all existing methods may attack all examples
during training. This is despite related work showing robustness is achieved easier for some
classes than others [BZKK20, NDS*21, XCDX21, TKJ " 21].

Contributions In chapter 3, we explore how groups of classes and examples contribute to the
overall robustness. To this end, we construct Adversarial Examples (AEs) on predetermined
subsets of the training examples. That is, we split the training set in two subsets A and B, train
models on both (A U B) but construct AEs only for examples in A. Starting with A containing
only a single class, we systematically increase the size of A and consider splitting by class
and by examples. This enables a systematic analysis of robustness transfer between classes,
examples and also tasks. The latter being of great interest for foundational models, where
adversarial training is expensive due to model and dataset size.

We find surprisingly strong robustness transfer between classes and examples. Particularly,
attacking only a single class provides non-trivial robustness on all other classes. This is in
strong contrast to studies on the generalization of additive noise to images, for which transfer to
out-of-distribution examples is generally poor [GTR" 18, GIM 20, SVKT*21, OS22]. Moreover,
we find that only 50% of examples are required to reach baseline robustness on all classes.
In a task transfer setting, we observe this threshold to be even lower. Only 30% of training
examples achieve near full baseline robustness on new tasks.

1.1.2 Lipschitz regularization

Alternatively to adversarial training, a wide range of methods have been proposed to improve
robustness during training. Often justified by adversarial training only providing empirical
robustness, many of these methods provide certified robustness [LXL23]. That is, for any
given input, they give a guarantee whether an added perturbation within a radius will change
the prediction. While methods like “randomized smoothing” [LAG' 19, CRK19] must sample
the input space exhaustively to only give probabilistic guarantees and hence are expensive
during test time, alternatives like interval bound propagation (IBP) [GDS19, ZCX"20] and
Lipschitz regularization [TSS18] give deterministic guarantees which are as fast to evaluate as
their non-robust counterpart models. Hereby, Lipschitz regularization in particular can achieve
non-trivial robust certification for very deep models (> 10 layers), which is difficult for IBP
approaches [LXLz23]. To certify a model f is robust for input x, the Lipschitz constant of f is
utilized: a property all functions defined on an interval with bounded first derivative have.
Any output translation (e.g. f(x) — f(x + 6)) can be bounded relative to the input translation
(6 with norm p > 1) by Lipschitz constant K:

£ () = flaxe+0)[lp < KJ[6]lp-
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While K is typically non-trivial to determine exactly for non-linear deep networks [VS18], an
upper bound K is easy to compute. Its tightness can be substantially improved via regularizing
the norm of layer weights [SZS* 14, TSS18, LWF21] or by using orthogonal weights which have
K =1 by design [LHA 19, TK20]. The latter has established itself in recent years as state-
of-the-art in terms of clean and certified robust accuracy [AHD" 23], since very deep models
(> 100) can be trained. Nevertheless, improvements on large datasets like ImageNet [DDS" o9]
have only recently provided significant gains [HZW 23, HLWF24].

Contributions In chapter 4, we take a look at how the value of K influences the smoothness
of decision functions, which is theoretically linked to the Gaussian complexity — a measure
of expressiveness — of a function [BMo2]. We propose a new loss that can explicitly set a
value for K and show that existing methods produce overly smooth classifiers — thereby
impairing performance. Without requiring K to be small, we are able to train models with
large Lipschitz constants that improve upon state-of-the-art results for CIFAR-100 [KH " 09] and
Tiny-ImageNet [LY14]. Moreover, in contrast to current trends, we unlock potential of much
smaller models without hard K = 1 constraints.

1.2 SEMANTIC BOTTLENECKS FOR INSPECTABLE REPRESENTATIONS

@ ‘Black-box” channel
Inspectable channel

person

flw)

road

Figure 1.2: Thousands of channels in a deep model are not aligned with human meaningful
concepts (dark circles), rendering the channels non-inspectable and the model a “black-box”.
Our Semantic Bottlenecks (SBs) introduce a bottleneck with few, explicitly concept-aligned
channels (fsp) that all final predictions are based on. This renders intermediate representations
inspectable (cf. chapter 5) and enables error-analysis and evidence-intervention (cf. chapter 6).

In the second part of this dissertation, we have a look at another important issue with
deep learning, reducing trust: its “black-boxness”. In contrast to traditional computer vision
involving hand-crafting feature detectors like SIFT or SURF [Lowgg, BTVGo6], deep learning
learns a hierarchy of feature representations purely from data in an end-to-end fashion. This
has proven to be highly effective for training classifiers in the vision domain [LBH15, GBCB16],
providing only a training set, a single score to optimize and a model with an appropriate
inductive bias: convolutions [LBBH98] or vision transformers [DBK"20]. Alas, this power
comes at a cost. The learned representations have no incentive to be interpretable and, as a
consequence, are poorly aligned with human understandings of visual concepts. Initial work —
to answer what representations are learned — studied the visualization of individual channels
by means of inversion [ZF14], showing high pattern specificity for some channels. Indicating
some alignment with human meaningful concepts, a later study proposed a quantification via
measuring similarity to pixel-level image annotations corresponding to various visual concepts
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like objects, parts, materials and colors [BZK ™ 17], collected from various datasets. However,
many channels remained unidentifiable and many of the matched channels were later shown
to be less specific than initial results suggested [FV18]. In part II, we consequently press for
explicit improvement of channel alignment and desire the number of channels to be reduced
and each to be aligned via additional regularization or supervision signal. We call channels
that satisfy these goals inspectable.

1.2.1  Quantifying and Improving Inspectability with Semantic Bottlenecks

To this end, we propose Semantic Bottlenecks (SBs). By constructing a model f as a composition
of three functions, as depicted in figure 1.2 and formally via

f(X) = (fSllCC OfSB Ofpre) (X), (1.1)

i.e., a preceding (deep) model fpre, a succeeding (deep) model fsucc and a SB fsp, we align
channels of fsg with concepts thus providing two properties: (i) the SB provides evidences
(or lack there of) for known visual concepts, which (ii) all final decisions are based upon. To
increase inspectability, we desire the number of channels in fsg to be as low as possible while
maintaining performance of the baseline.

Contributions In chapter 5, we show that the composition in equation 1.1 has negligible
performance impact on the task of street scene segmentation, even though the dimensionality
is reduced from thousands to only dozens of channels. We propose Supervised Semantic
Bottlenecks (SSBs) and Unsupervised Semantic Bottlenecks (USBs) to improve alignment with
visual concepts proposed in [BZK"17, XLZ*18]. The first, SSB, by explicitly minimizing
alignment and the second, USB, by enforcing channel outputs to be one-hot encoded such that
each channel becomes maximally specific and provides a complementary output. In contrast to
aligning SSB-channels with additional annotations, USBs require no annotations. Moreover, we
propose a hyperparameter-free metric to score the alignment between channel output and visual
concepts and show that, vanilla models are poorly aligned, but that introducing SSBs or USBs
improve this significantly up to a factor of six.

1.2.2 Error Analysis as a Use-Case of Semantic Bottlenecks

Large corpora of literature on explainable Al for computer vision have focused on providing
explanations for individual predictions [SVZ14, BBM*15, RSG16, SCD* 17, CLT 19, PHA"18,
BFS22], yet lack a more global analysis of failure modes. In particular, while understanding
errors on individual examples are important, we argue that high stake applications require
a framework that can highlight error modes before they are deployed — spanning multiple
examples of similar properties. Such a framework can pave the road to designing fail-safe
systems, e.g. examples too similar to known error modes should be predicted with caution.
While such a framework could theoretically be implemented on any model by clustering the
receptive field on the input for each prediction and analyzing them, the input patch doesn’t
lend itself for easy inspection (which concepts are shown?). Moreover, the receptive field of a
deep network generally encompasses the whole image, rendering clustering difficult (what
distance metric is sensible?). SBs provide an entry point to this problem: for each prediction,
the SB provides high level concept evidences and the receptive field on the bottleneck can be
controlled to be small.
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Contributions In chapter 6, we utilize Supervised Semantic Bottlenecks (SSBs) to conduct a
use-case analysis on street scene segmentation — important for autonomous driving, as high
stake application. We investigate the utility of gained concept evidences to analyze prediction
errors and intervene evidences in the bottleneck layer to test whether final class predictions
are based on the expected concepts. While we find that many concepts provide evidences
for many classes, some concept groups related to class person or vehicles are particularly well
delineated. This makes these classes ideal candidates for error inspection. Here, we show that
via hierarchical clustering — agnostic to the number of clusters — SSBs can find useful error
modes consisting of multiple input examples. Given the concept evidences of the bottleneck,
we identify error modes that have competing or missing evidences w.r.t. true positive examples.

1.2.3 Analyzing Spatial Dependency in ConvNets

In a last study, originally conducted independently of the SB topic, we investigate the de-
pendency of convolutional networks on spatial information. In contrast to the previous two
chapters, we consider the task of image classification, reducing the output to a single instead
of 2d prediction. Our findings have direct implications for potential adaptations of SBs for
classification tasks: associating SB channels to concepts, can be done with global-level, instead
of pixel-level, concept information. This is a consequence of our findings in chapter 7, as
detailed in the following.

While we desire deep models to utilize global context information in image, as in: a face
consists of two eyes, a nose, a mouth and all of them spatially arranged appropriately, the latter
spatial integration has been shown to be particular brittle [BB19g]. That is, training deep models
on very small, disconnected patches of images (e.g. of size 17 x 17 instead of 224 x 224) results
in comparable classification performance to full fledged baselines. Exhaustively applied to all
disjoint patches, the information only needs to be averaged across all positions. This suggests
that deep convolutional networks do not rely on global context information, but instead, learn
strong local feature representations . This is supported by the observation, that convolutional
models tend to rely on texture features instead of shape information [GRM " 19]. The latter
would require spatial integration over larger image regions.

Contributions In chapter 7, we complement these studies on spatial dependency by systemat-
ically investigating at what layer spatial information becomes irrelevant to the decision. To this
end, we propose two different architectural modifications: (i) randomly shuffling convolutional
layer outputs and (ii) applying global average pooling at an intermediate layer to collapse the
spatial information for all succeeding layers. For the task of image classification, we find about
30% of the last convolutional layers can be ablated while retaining baseline performance.

1.3 OUTLINE

This dissertation is organized in 8 chapters, divided in two parts.

Chapter 2, Related Work: We discuss previous and recent work on adversarial machine
learning, corresponding to part I and discuss previous and recent work on explainable Al,
corresponding to part II.

Part 1, Towards more Efficient Adversarial Robust Training

Chapter 3, On Adversarial Training Without Perturbing all Examples: In contrast to existing
work on adversarial training, we analyze its facets when perturbing fixed subsets of the training
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data and observe that robust features generalize surprisingly well across classes and tasks.
This chapter is based on the ICLR publication [LOS™24]: Max Losch is the first author of this
paper.

Chapter 4, Certified Robust Models with Slack Control and Large Lipschitz Constants: We
discuss an alternative optimization approach to achieve adversarial robustness: regularization
of a models Lipschitz constant. We show that existing methods may result in overly smooth
classifiers and propose a loss that alleviates this issue.

This chapter corresponds to the GCPR publication [LSSF23]. Max Losch is the first author of
this paper.

Part 1I, Inspectable Representations with Semantic Bottlenecks

Chapter 5, Semantic Bottlenecks: Quantifying and Improving Inspectability of Deep Repre-
sentations: In order to lift the black-box property of deep models, we propose the integration
of Semantic Bottlenecks, which improve alignment with visual concepts like objects, parts or
materials. We show quantitatively, that Semantic Bottlenecks improve alignment over vanilla
models substantially, while retaining prediction performance.

This chapter is based on the IJCV publication [LFS21]: Max Losch is the first author of this
paper. This paper is a significant extension of a prior publication by the same authors [LFS20],
which was nominated for best paper award at the DAGM GCPR 2020 and was presented at the
Compositionality in Computer Vision workshop (CICV) held in conjunction with CVPR 2020.

Chapter 6, Semantic Bottleneck Clustering for Prediction-Error Analysis: A Use-case: In
this chapter, we investigate the utility of Semantic Bottlenecks for analyzing prediction errors
on the task of street scene segmentation. We perform sanity checks on the concept-to-class
relation by means of intervening bottleneck evidences and find three typical error categories:
(i) image misinterpretation, (ii) conflicting evidences and (iii) missing evidences.

This chapter is based on the pre-print [LFS19]: Max Losch is the first author of this paper.
This paper was presented at the international computer vision summer school (ICVSS) in 2019
and won the best presentation prize. It was also presented at the Computer Science in Cars
Symposium (CSCS) 2019. Since its pre-print publication, large parts of the manuscript were
rewritten and additional experiments were conducted to improve comprehension and fit for
this dissertation.

Chapter 7, Analyzing the Dependency of ConvNets on Spatial Information: In a parallel
study to our Semantic Bottlenecks, we investigate how much models ground their decision
on spatial information. We find that roughly 30% of the last convolutional layers can be
spatially collapsed without impairing performance. This has direct consequences for Semantic
Bottlenecks, which could be constructed with image-level- instead of pixel-level annotations to
reduce the dependency on costly, dense annotations.

This chapter is based on the GCPR publication [FXLS20]: Max Losch was co-author, with
Yue Fan being the first author. Max Losch was in a supervising role, contributing to the
conceptualization, writing of the paper and contributed a piece of source code to improve
run-time efficiency of the spatial shuffling operation.

Chapter 8, Conclusion and Future Work: In the final chapter, we summarize the key insights
of this thesis and discuss promising future work directions.
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further and further at a break neck speed — thereby providing tremendous oppor-

tunities for human society. Importantly, however, deep learning models also come
with diverse risks in practice: predictions are typically not explainable; they don’t come with
a measure of uncertainty; they can be biased w.r.t. sensitive inputs like gender or income
and are generally vulnerable to slight input perturbation attacks. Depending on the use case,
aforementioned aspects are only a subset of risks [Var1g, KR19, HKR"20, MKN* 23] reducing
the trust in systems incorporating deep learning.

DEEP learning is pushing the boundaries of artificial intelligence and machine learning

Many of these issues are out of scope for this thesis, illustrating the complexity of utilizing
deep learning in practice. In this chapter, we review literature on two of the key challenges for
trustworthiness: adversarial robust deep learning (section 2.1) and explainable deep learning
(section 2.2), thereby integrating our work in part I and II to relevant previous and current
research.

2.1 ADVERSARIAL ROBUST DEEP LEARNING

Despite strong performances on vision tasks, some aspects of generalization of deep learning
models remain elusive. One of the most peculiar issues are Adversarial Examples (AEs) - slight,
visually imperceptible input perturbations, that drastically change a models prediction. This
phenomenon is somewhat unexpected given the otherwise strong generalization performances
on inputs drawn from similar distributions. In this section, we summarize the history and
background on adversarial examples and defenses that have been proposed to mitigate this
vulnerability. We organize this section into three subsections. First, we discuss ways to construct
adversarial examples, called adversarial attacks. Then, we discuss methods to defend against
these attacks, in which we focus on adversarial training — providing empirical robustness —
and Lipschitz regularization — providing certified robustness. At last, we discuss intriguing
properties and limitations that follow from applying these defense mechanisms.
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2.1.1 Adversarial Attacks

Initially discovered as an intriguing property of deep networks, adversarial examples have ini-
tially been thought to be “extremely” rare negatives [SZS™ 13]. However, the ease of generation
and their generalizability across many different architectures sparked an interest in the research
community. Contrary to expectation, deep models appeared to learn brittle feature represen-
tations [SZST 13, GSS15]. Significant performance impairments, down to 0% accuracy, were
the consequence. In an attempt to improve generalization of features and robustness, various
metrics to measure adversarial robustness were investigated [MDFF16, MMS*18, CH20b].

White-box Attacks The most direct AE generation requires access to the models gradi-
ent. This is termed as white-box attacks. Initially, perturbations were constructed to be
as small as possible [SZST 13, MDFF16], later they were constrained to remain within some
small L, norm [CW17, MMS*18]. This constrained generation remains state-of-the-art, with
attack success rate improvements via including momentum terms [DLP* 18] or adaptive step-
sizes [CH20b]. While attacks for a wide range of L, norms have been proposed [PM]* 16,
BRK*19, MMDF19, PRBB21], L, and L. remain most intensively studied. Since access to
gradients is possible, most of the proposed white-box attacks can be targeted, with explicit
target label, or untargeted. As a curious side-effect, white-box attacks have been shown to
enable reprogramming of models [EGSD18].

In chapter 3 we utilize the white-box attack framework of [MMS*18] and its deriva-
tive [CH20b] to compare adversarial robustness across models.

Black-box Attacks In addition to white-box attacks, black-box attacks have been shown to
successfully impair performance without access to gradients — only by querying predictions.
Hereby, input perturbations are either sampled from an L, constrained space [BRB18, GGY 19,
ACFH20, LJL"20, CH20a] or AEs are transferred from a known, accessible model. This
generalization of AEs is a well known phenomenon that has been intensively studied [LCLS17y,
TPG"17, CW1y, DMP*19, WWX"20]. The transfer attack vulnerability is aggravated by
the observation, that a target model can be stolen, simply by probing predictions with —
potentially unrelated images [OSF19]. In practice, black-box attacks pose likely the greatest
threat to deployed deep models. To standardize comparisons, various toolboxes have been
developed [EIS*19, CH20b] and are used to benchmark model robustness [CAS™ 20, DFY " 20].

Similar to the white-box attacks, we quantify robustness of our models in chapter 3 with
existing black-box attack toolboxes [CH20b].

Other attacks While typical attacks consider perturbing each input individually, it is also
possible to craft universal adversarial perturbations [MDFFF17, MGB18], that can be added to
all inputs independent of their label. Furthermore, while above described attacks manipulate
the whole image within some L, constraint, various alternative methods attack models by
perturbing small image patches [BMR" 17, KZG18, SEET" 18, ZZRP19, Hay18, RSS20]. These
types of attacks can more readily be transferred to the physical space, e.g. by printing them
on stickers or clothing. Models acting in the real world, e.g. autonomous vehicles, have been
shown to be vulnerable to such attacks [SEE*18, CCMC18, ZZL"19, WLS"23].

2.1.2 Defenses

To defend against adversarial attacks, it has been proven useful to extend the empirical risk
minimization framework by either crafting adversarial examples in an inner optimization loop
during training (adversarial training), by augmenting inputs with Gaussian noise (randomized
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smoothing) or by regularizing the spectral norm of a models weights (Lipschitz regularization).
In the following, we discuss adversarial training as a means to improve empirical adversarial
robustness and Lipschitz regularization as a means to improve certified robustness.

Adversarial Training Shortly after discovery of Adversarial Examples (AEs) in deep mod-
els [SZST13], on-the-fly generation during training was proposed as a simple defense mecha-
nism [GSS15]. Initially involving a single attack step and mixing clean and AEs, adversarial
training gained traction with the multi-step attack proposed in [MMS™ 18] using AEs only.
Various generalizations of this adversarial training framework have been proposed, pushing
the robustness performance of models further. [ZY]"19] add a Kullback-Leibler divergence be-
tween clean and AEs to the training loss, [WXW20] add adversarial perturbations to the weights
of a model, [BGH19, DSLH20, WZY*20, KTSH21, ZZN " 21a] adapt adversarial training to be
instance aware and [AUH'19, CRS"19, GHvdO"21, XLHL20] incorporate self-supervised
training. Alternative training strategies against universal adversarial perturbations have been
proposed as well [SNXT20]. Despite improving robustness performances, three major chal-
lenges remain largely unresolved. First, adversarial training does not generalize well beyond
the L, constraint(s) used during training [LSF21, TB19, MWK20, PTSS21]. Second, robustness
improvements usually involves a decrease in clean accuracy, coined the robustness-accuracy
trade-off [SZC"18, ZY] 19, TSET 19, YRZ ™ 20]. Third, adversarial training requires on-the-fly
generation of adversarial examples, thereby incurring a substantial increase in computational
complexity. For the latter, multiple variants have been proposed that reduce the number
of attacked examples [HZG" 21, DEL22, KZS"22] or attack-steps [SNG"19, WRK20]. How-
ever, single-step attacks can lead to catastrophic overfitting [WRK20, AF20]. We continue the
discussion of these challenges in section 2.1.3.

In chapter 3, we propose a generalization of the state-of-the-art adversarial training frame-
work from [MMS 18] that enables perturbation on a subset of training examples only. Thereby
enabling investigation on robustness transfer among classes, examples and tasks while reducing
the computational complexity. We find that just 30 — 50% of examples is sufficient to recover
baseline adversarial robustness, revealing encouraging prospects for improving robustness of
foundational models, where AT on the full dataset can be prohibitively expensive.

Lipschitz Bounds While AT is generally considered the standard method to improve robust-
ness w.r.t. AE, it can only provide empirical robustness. L.e., AT does not provide robustness
guarantees for all possible AE within a perturbation sphere of radius €. Consequently, with
enough time and compute at hand, there remains a chance to find AEs for any given in-
put. To eliminate this risk entirely, it is possible to train models that are certifiably robust
within the same e-sphere. One of these methods is utilizing Lipschitz bounds. Instead of
perturbing inputs, as with AT, this method regularizes or constrains the weights of the model
such that the Lipschitz constant of the whole model is known [HA17]. Thereby bounding
the maximum output change for a given input perturbation. First conjectured to be useful
in [SZS™ 14], initially, local (input dependent) Lipschitz bounds where used to obtain certified
robustness in [HA17] at the expense of additional calculations at inference. The use of global
Lipschitz bounds has a key advantage over most other methods: certification at inference
is deterministic and cheap to compute. Alas, it was originally considered intractable due
to very loose bounds [HA17, VS18]. More recently, however, a number of methods allow
robustness certification based on global Lipschitz bounds, including [LHA ™19, ALG19, TSS18,
SSF21, MDAA22, PL22, AHD'23, WM23, TK20, LWF21, LLP20, HZS" 21, ZCL" 21, ZJHW22].
These improvements can fundamentally be attributed to two independent developments: (i)
preventing gradient norm attenuation by specialized non-linearities to preserve classifier com-
plexity [LHA 19, ALG19] and (ii) architectural constraints that guarantee a Lipschitz constant
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of 1 [LHA ' 19, TK20, SSF21, MDAA22, XLL22, PL22, AHD" 23, WM23]. Additional work inves-
tigated the use of tighter bound estimation [VS18, LHA" 19, FRH" 19, JD20, HZS" 21, DBAA23].
Recently, certification on large scale datasets like ImageNet have been addressed with some
success [HZW ™23, HLWF24]. Nevertheless, training deep Lipschitz networks with appropriate
expressive power remains an open problem [HCC18, RWGM20].

In chapter 4, we approach this issue using a novel loss that provides more control over the
global Lipschitz constant which bounds expressiveness [BMo2] and provides control over the
classifiers slack. We show that such a loss provides consistent performance improvement in
both clean as well as robust accuracy over existing state-of-the-art.

Other defenses Beyond adversarial training and Lipschitz regularization, many alternative
approaches for improving robustness exist [LHL15, ZNR17, JIDD17, JG18, RDV18, KKG18,
PMG*18, WWZ"18, GRCvdM18, GDS* 19, ZCX 20, MWYA19,JSZ " 19, ZL19, YRZ ' 20, RNR20,
CTOF20, SRPR20, AMRK20, AF21, MAKR21]. These approaches, however, are often diffi-
cult to scale to large datasets or deep networks [LXL23], have been broken by adaptive
attacks [CW17, MAT 18, CH20b] or are outperformed by adversarial training or alternative
certification methods. One major alternative, however, is randomized smoothing, providing
probabilistic guarantees [LAG™ 19, CRK19, SSY* 20, JPK*21, CTD"23]. While this certification
approach scales well to large datasets like ImageNet [CTD 23] — leading the certification
leaderboards [Li24] to date — it only provides probabilistic guarantees. lL.e. typically a false
positive certification rate of 0.1% is accepted. Additionally, the certification process at in-
ference requires substantial computational overhead, by densely sampling noise around the
input. This overhead is significant enough that randomized smoothing is typically evaluated
on only 1% — 10% of the ImageNet validation data [CTD"23]. For a much more inclusive
review of certification methods, we refer the interested reader to an exhaustive review on
methods [LXL23].

2.1.3 Properties of Adversarial Robust Learning

While adversarial attack defenses endow models with increased input robustness, their ap-
plication requires consideration of additional properties and implications. In this section, we
outline the most important properties. Hereby, the trade-off observed between clean and
robust accuracy [TSE*19, SZC*18] applies to all forms of defenses that require training or
fine-tuning. Robust overfitting [RWK20] and robustness transfer [SIE*20, SSZ*20], however,
generally applies to adversarial training only. Computational complexity provides an overview
over every incurred costs and applies to all forms of defenses. And finally, we discuss the
existence of a vulnerability of certified robust models.

Robustness-Accuracy Trade-Off Initially, it was conjectured, that training with adversarial
examples could be understood as an effective data augmentation scheme [GSS15, MMKI18] —
resulting in improved accuracies. Unfortunately, however, the opposite was observed. Adversar-
ial training improves robustness, yet trades-off some clean accuracy [TSE* 19, ZYJ 19, SZC*18].
[ZY]*19] thus propose an extended loss to facilitate control over this trade-off. This robustness-
accuracy trade-off has also been observed for increasing certified robustness [GRF'20]. Inter-
estingly, while accuracy drops on the source task, multiple studies observed an opposite trend
during task transfer [SSZ" 20, SIE*20, YO22]. That is, finetuning robust models provides better
clean accuracy on the target task than their non-robust counterpart.

In chapter 3, we investigate the robustness-accuracy trade-off during subset adversarial
training. That is, perturbing only a fixed subset of examples. We complement existing literature
in showing that clean accuracy improves on the target task proportional to the subset size,
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while accuracy on the source task drops, as expected. Additionally, in chapter 4, we propose
a reformulation of the cross-entropy loss that provides explicit control over the robustness-
accuracy trade-off while achieving certified robustness.

Robust Overfitting Adversarial training has been observed to lead to robust overfitting [RWK?2o0]:
robust training accuracy decreases continuously, while robust accuracy on the test set in-
creases. The simplest form of mitigation has been to stop training early [RWK20]. How-
ever, continuing research is trying to alleviate this generalization defect completely. One
line of research links the flatness of the loss landscape to this issue and addresses adversarial
weight perturbations [WXW20], weight averaging [CZL " 20] with data augmentation [RGC " 21].
Follow-up investigations provided support for this link between flatness and reduced robust
overfitting [SHS21, AF22]. A second line of research links robust overfitting to memoriza-
tion [DXY"21], observing that adversarial examples generated in a small € ball do not lead to
overfitting and that models can memorize adversarial examples with random labels.

In chapter 3, we utilize early stopping during adversarial training to mitigate robust
overfitting as proposed in [RWK2o0].

Robustness Transfer Despite its drawbacks, AT also provides an opportunity: trained models
transfer robustness to downstream tasks [SSZ*20, YOz22]. That is, adversarially training on
one task provides improved robustness on an auxiliary task, when finetuned. This has been
shown to be the case, even without conducting additional adversarial training on the auxiliary
task [SSZT20]. Additionally, these models have been shown to provide better clean accuracy
generalization on new tasks [SIE™ 20, JSK*23]. This indicates, that the learned robust features
are overall more useful for a broad set of tasks.

In chapter 3, we complement these works by proposing subset adversarial training, thereby
considering only constructing adversarial examples on a pre-defined subset of the training
set. This setup enables an analysis on how robustness transfers across examples and tasks.
We observe hard examples and classes to generally provide best robustness transfer and find
30-50% of attacked examples to be sufficient to reach baseline robustness performances.

Computational complexity While it is paramount for trustworthiness to maximize robustness,
the efficiency of the defense method during training and inference is important for deployment.
Adpversarial training constructs adversarial examples for the whole training set, each requiring
an additional inner optimization loop. Typically, this increases training time by a factor of up to
10, making AT a significant expense when training large foundational models with billions of
parameters [BHA21]. Research on reducing training time is highly active, proposing decreased
number of inner optimization steps [SNG' 19, WRK20, AF20, DSLH20, WZY " 20, KTSH21] or
reducing the number of attacked examples [HZG 21, DEL22]. However extra care needs to be
taken during training, as training with few optimization steps can be brittle [WRK20, AF20].

Furthermore, randomized smoothing requires costly sampling of noise around the input
during inference, which is significant enough, that inference takes seconds per image, instead
of milliseconds on ImageNet data [CTD"23].

The added cost of these methods can limit the utilization of such defenses in practice. We
consequently focus our investigation in this dissertation on Lipschitz bounds in chapter 4
which provides cheap to compute deterministic guarantees and consider subset adversarial
training to analyze robustness gains on reduced data access in chapter 3.

Availability Attacks for Certifiers A fairly recent and under-investigated area of research
is the evasion issue of certifiers like Lipschitz regularization or randomized smoothing. That
is, while these defenses provide certificates w.r.t. a given input, it remains possible to craft
input perturbations that force a model to abstain from classification [LKF23]. While this result
is arguably better than providing a wrong decision, it remains a vulnerability of any system
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deploying such certifiers. This can partially be mitigated via hierarchical certification [ALSF24].
Le., if the predicted class cannot be certified, attempt to certify the superseding class (e.g.
vehicle supersedes car).

2.2 EXPLAINABLE AND INTERPRETABLE DEEP LEARNING

Deep learning on vision tasks has shown to be able to reach human level performances [MHG 14,
HZRS15], yet its performance is often brittle during domain generalization [BMN " 19, SvKT"22]
and especially for adversarial examples [MMS*18]. Understanding the underlying principles
of deep learning and improve upon existing methods motivated the advent of explainable deep
learning. In literature this is often referred to in a more general term: explainable Al (XAI).
Loosely, XAI attempts to understand how the model infers a prediction, what features this
decision is based on and what features are prototypical (e.g. the bird robin has a red breast).
Hereby exist two large areas of research focusing on either explainability or interpretability. Here,
the term explainability is assigned an active trait, i.e. to act upon the model or data to clarify
the decision logic [Gui22]. Interpretability, in contrast, is assigned a passive trait, i.e. a trait
built into the model that makes sense to humans. The first two subsections considers related
work on explainability, the remaining two consider interpretability.

For simple linear classifiers it is argued that the change in output is proportional to the
change in input evidences, thus enabling straight forward explanations [Mol2o]. However, for
deep learning, the interaction between input and output is highly non-linear, rendering existing
methodologies for linear classifiers to transfer poorly. In this section, we give an overview
over existing methods that attempt to achieve explainable deep learning and highlight current
trends. Hereby, we focus on XAI for the vision domain. Beyond, we refer the interested
reader to a number of more complete surveys on the topic [DVK1y, Lip18, Varig, JGB' 20,
HKR " 20, LPK20]. We organize this section into 4 subsections: feature attribution, example
based explanations, mechanistic interpretability and intrinsic interpretability.

2.2.1 Feature Attribution

One of the earliest trends to help explain predictions has been feature attribution methods.
These methods attempt to highlight how much each input feature (pixel) contributes to the
final decision. Feature attribution provides an intuitive explanation — the human brain can
parse such visual information efficiently and make sense of it intuitively. Since models typically
do not provide feature attribution by design, multiple methods have been proposed in recent
years to generate attributions.

Backpropagation based In one of the first studies, it was observed that the image-gradients
w.r.t. a class highlight salient pixels [SVZ14]. That is, changing pixels with large gradients,
provide the largest change to the class score — a notion of feature importance that is considered
desirable [SF19]. This idea was used for GradCAM, which calculates the gradients not for
the image, but the last convolutional layer, producing a coarse attribution map [SCD*17].
However, Springenberg et al., found the gradients alone to be not representative enough to
provide contributions [SDBR15]. The argument: rectified linear units (ReLUs), commonly
used in neural networks, zero out negative contributions during the backward pass. This
issue was found to be partially alleviated by calculating the product of gradient and in-
put [BBM*15, SGK17, KSMD16] and completely alleviated by integrating gradients over a
range of input values [STY17]. The latter, however, adding additional computational overhead.
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To simplify, Shrikumar et al., proposed to calculate activations of neurons with respect to a
reference [SGK17]. This reference, however, was found to be particularly critical in acquiring
faithful contributions [ZLB" 23] (more on that in the next subsection on faithfulness). Another
issue with gradient based methods had been identified to be a neglect of the bias term [SF19] —
which is dropped during calculating the gradients w.r.t. the image. Incorrect attribution to null
features — features not contributing to the output score — has also been found to be an issue of
most methods [RBS22, KKNN22].

Perturbation based Most of the previous methods attempt to reverse the accumulation
of contributions during the forward process, thereby requiring detailed knowledge of the
models internal processes. This can be avoided with model-agnostic methods, which perturb
or permute features in the input, measure the change in output and assign these features
an importance. LIME and SHAP implements this via masking out super-pixels [RSG16,
LL17], RISE by masking random input features [PDS18] and Occlusion by masking rectangular
patches [ZF14]. A drawback of all, however, is that feature masking results in unusual artifacts
that themselves may confuse the model. LIME and SHAP additionally, calculate explanations
on a linear surrogate model, which approximates the model in the local neighborhood for an
input. This assumption may be dissatisfactory, given that the underlying model is highly
non-linear and output scores can change with small input changes — e.g. adversarial examples.
More involved, yet attempting to perturb inputs such that they remain within distribution,
are prediction difference analysis [ZCAW17], Shapley-values [SK14], feature permutation
analysis [FRD19] and extremal perturbations [FPV19]. Prediction difference analysis hereby
sample input perturbations from a prior distribution derived from training data statistics, [SK14,
FRD19] sample features from the training set and [FPV19] apply blurring. Overall, disregarding
the computational overhead resulting from sampling, the issue with all permutation based
approaches is the assumption that features are independent [AJL21]. This is aggravated for
vision models, where pixels are strongly dependent on proximal as well as distant pixels.
This issue can be partially addressed by incorporating additional heuristics for finding image
regions that maximally change a prediction, e.g. extremal perturbations [FPV19]. More recent
work on information bottleneck attribution (IBA) calculates input attributions by perturbing latent
features. Along these lines, similar heuristics have been used to improve models alignment
with feature attribution explanations by guiding attributions with bounding boxes [RBPAS23].

Faithfulness Importantly, while all listed methods attempt to explain the same input and
model, they may provide different attributions. Moreover, [AGM 18] and follow-up work
[KSAT18, KKNN22] showed that many methods are not faithful to the model they attempt
to explain. They propose a set of sanity checks that every attribution method should satisty.
For example, when randomizing model weights, all methods are expected to provide ran-
dom attributions. However, some methods have been found to largely retain their original
explanation, indicating that they are much more dependent on salient regions in the input
image than contributions of model weights. Quantitatively, faithfulness has been largely
explored in two tangential directions. Either, by measuring whether attributions fall into
expected input regions [ZBL"18, RBS22, HSMR23] (pointing game) or by measuring the
performance impact when removing or perturbing input features that are attributed high
relevance [SBM T 16, ACOG18, HEKK19]. The latter approaches come with various drawbacks:
they either require retraining of models [HEKK19] — potentially changing the model to in-
terpret significantly — or require expensive sampling procedures [SBM 16, ACOG18]. This
is aggravated by both methods not having controlled groundtruths, specifying what image
regions should be important to the model. To establish more controlled settings for evaluation
and provide attribution groundtruths, [KKNN22] and [HSMR23] proposed synthetic datasets
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tailored to analyze attribution methods. To maximize control, it was recently proposed to
also hand design the model itself [ZLB*23]. Overall, given the ambiguity of attributions and
the lack of attribution-groundtruth in real image data, feature attribution in computer vision
remains an active area of research with — so far — no unique solution. While feature attribution
could prove to be a useful tool for analyzing model predictions, its utility needs to be proven
in practice [MKR21]. However, for any method that is model unfaithful, trust in the model
itself is not improved [CRA20].

2.2.2 Example Based Explanations

In contrast to providing additional attributions to a given image, example based explanations
provide a set of images (one or many) that can help to understand a models prediction.
Either by providing examples from the training set (influential examples) that had the largest
contribution to minimize the loss for this decision, or by providing a set of similar images, but
with a different target (counterfactuals).

Influential Examples Given that deep learning attempts to model the data distribution, an
alternative research direction has been to look closer at the training data to elucidate the
model’s properties. In particular, it has been shown, that via first order Taylor expansion, the
influence of a single training sample on the loss can be measured accurately under appropriate
conditions [KL17]. This is based on influence functions [Lam81]. In a follow up study, this has
been shown to generalize to groups of training samples [KATL19]. This line of work enables
an appealing analysis of model behavior. E.g., it can highlight errors in the training set, debug
models for discriminative biases [KSH22] and investigate training samples that degrade the
models test performance [WZD"20]. However, concurrent work notes that such an analysis
can be fragile for deep models, and needs to be used with caution [BPF20].

Counterfactual examples Consider the “right for an explanation” demand in the General
Data Protection Regulation of the EU [EC]. For the human observer, a useful explanation is
often a counterfactual one, which provides a minimal input change required to change the
outcome — determined by minimizing a target loss [WMR17] —, or by learning a surrogate
model [DCY"20, YACH21]. Thereby revealing information on missing evidences. It is to
note, that the counterfactual description is similar to adversarial examples. However, while
adversarial examples may leave the training data manifold [SHS19], counterfactual examples
are intended to provide examples directly on it [WMR17]. While counterfactuals are gaining
popularity in machine learning literature for tabular data [DMBB2o, DCY 20, JKV*19, MST2o,
PBK20o, WMR17, YACH21], in computer vision they are not straight forward to be utilized,
due to the complexity of image data. Promising first directions combine counterfactuals with
prototype clustering [VLK21], i.e. the mean representations for each class, or by utilizing
invertible neural networks [MAKR21, HIA21]. However, the goal of finding on-manifold
counterfactuals in the image space is challenging and highly ambiguous. In chapter 6, we
propose to use clustering of Semantic Bottlenecks — a high level concept space —, which provides
simple access to counterfactuals.

2.2.3 Mechanistic Interpretability

An alternative recent trend in deep learning — and especially large language models around the
topic of circuit discovery [CCG' 20, PBE* 22, CMPL"23] - is to understand the mechanistic prin-
ciples of information processing in deep networks: a concept termed mechanistic interpretability.
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Mechanistic interpretability attempts to explain how individual neurons or representations
work together to build more complex ones.

Individual neurons As first building block, [SVZ14, YCN*15, OSJ*18] visualized what
individual neurons of an image classifier responded highly to. Thereby attempting to address
whether semantic concepts like parts and objects emerge automatically in deep models without
explicit training [ZKL" 15]. And indeed, many neurons were found to only respond to highly
specific input patterns like wheels, eyes or faces of dogs. However, concept assignment had only
been based on visual appearance and were shown to be unreliable [GZB*23]. In an attempt
to automate such assignments and find concepts for all neurons, [GGMF17] and [BZK"17]
used hundreds of annotated visual concepts in hold-out datasets to determine which concepts
the neurons respond most highly to and [MA20] investigated matching concept-combinations.
While [GGMF17] found less than 20% neurons to systematically respond to concepts, [BZK " 17]
could improve assignments by utilizing a larger dataset with more concept annotations. Hereby,
[BZK"17] and [KMB™21] observed that more concepts emerged in fully supervised models
than partially- or self-supervised models, indicating that additional supervision could improve
concept assignments. In chapter 5, we realize this observation by supervising individual
neurons to align with visual concepts — thereby explicitly optimizing for interpretability.

Ensemble of neurons Results on matching individual neurons, however, revealed a large
fraction of unidentifiable neurons [GGMF17, BZK'17]. Subsequently, [FV18] put forth the
hypothesis that representations are not encoded by the individual neuron, but by a composition
of many thus proposing to match linear combinations. Their contribution improved on
the assignability of concepts, yet also highlighted two remaining issues. First, neuronal
responses are assumed to be linear w.r.t. inputs, even though they are non-linear. That is,
neurons are often not concept specific, but help encode multiple concepts [FV18]. Second, it is
assumed that the human decomposition of the visual world in parts constitutes a meaningful
representation. Whether this is shared with neuronal networks is not fully evident. Models
have been shown to learn unexpected, yet valid solutions to the task of image classification,
indicated by work around short-cut-learning [GRM" 19, GIM* 20, IST*19]. However, work
by Kim et al., also showed statistically that many visual concepts are indeed important
for a model [KWGT18]. Findings from [BZK" 17, FV18] and [KWG™18] motivated a range
of successful applications for generative models that can remove concepts to alter outputs
predictably [BZS* 19, BLW 20, GMFKB23]. Thus providing utility to the framework of concept
identification. However, the underlying approaches require an expensive, curated dataset with
concept annotations.

To alleviate the need for concept annotations, [GWZK19, ZMM* 21, FPB"23, WLNN23]
proposed methods for automatic concept discovery, based on clustering outputs [GWZK19,
WLNN23] or by singular value decomposition [FPB*23]. However, these methods do not
provide intuitive labels as text, only as visual image. This can be hard to parse for a human
observer if the visual concept is ambiguous. With the onset of foundational large language
models, recent literature consequently focused on describing representations utilizing natural
language decoder, mapping outputs to text [MRSF23, OW23, DRTAA23, LWW *23].

Lastly, the current trend in interpreting models mechanistically moves away from labeling
individual units to a more holistic point of view: by discovering circuits of representations
fulfilling subtasks [OCS™20, CCG"20, PBET22, CMPL"23]. In particular, given the steadily
increasing size of foundational models, research on circuit discovery is often focused on inves-
tigating small, down-scaled models. Herein often lies the crux of mechanistic interpretability
though: interpretation and analysis can be challenging if the model is too complex [MCB1g9].
This asks for new types of models that reduce this complexity, ideally by constructing models
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that are intrinsically interpretable and (partially) alleviate the need for mechanistic interpretabil-

ity.
2.2.4 Intrinsic Interpretability

As a natural extension to understanding the inner workings of complex deep models is the
move towards constructing models that are interpretable by design. Typically, this requires
changes to the architecture to improve alignment of information processing with intuitions from
human understanding. Proposed approaches range from introducing linearities to embedding
concepts, thereby integrating additional priors during training.

Linearized models Often, it is argued, that the non-linear nature of deep learning is un-
desirable for interpretability. While non-linearities introduce expressiveness and can solve
non-linear problems (vision is considered one), they are more difficult to align with human
intuitions. More intuitive are linear models, which combine inputs linearly to arrive at their
output f(;; W) = WTa, a € RN,W € RN*M. That is, increasing the evidence for a single
feature a;, also increases the output linearly by its weight a; - W; (in log-space for logistic
regression). Consequently, a range of work considers to infer the outputs linearly but the
weights non-linearly. That is, [M]18, BFS22, BFS23] compute variants of ¢(a) = w(a)a, where
w(a) is a non-linear function producing the weight matrix w(a) : RN — RN*M. For fixed input
a, this computation provides an appealing advantage over the regular setup: the final model
output is a linear product of input a and w(a), which is retained even for deep models. In
contrast to regular deep models, this lends itself for trivial input feature attribution, rendering
previously discussed feature attribution methods redundant. However, as the weight matrix
changes with the input, the weights themselves are more difficult to analyze and interpret
mechanistically.

Concept embeddings To mitigate the need for post-training mechanistic interpretation, a
broad range of work consequently proposed to embed individual layers of known concept
representations. Either, by training intermediate concept detectors with additional supervi-
sion [ASDX20, BHJ18, KNT"20, CBR20, MPT22], by disentangling and whitening of represen-
tations [ALK " 19, CBR20, ERO20, PPZ" 20, WLNN23] or by clustering late stage outputs to find
concept-prototypes for fine-grained image classification [CLT 19, LLCR18, HCLR19, DBC22].
Along these lines, ideas and implementations have been present even before the deep learning
era, with object bank [LSFFX10] — classifying scenes on the outputs of a bank of pretrained object
detectors. All of these concept embeddings have the benefit of providing presentations that
are better aligned with human meaningful concepts and, in the generative case, offer direct
access to probing representations to determine concepts post-hoc [ALK* 19, ERO20, PPZ" 20].
Knowing these representations provides a simple measure for the presence or absence of concept
evidence, thereby enabling interpretation for individual images as well as globally, by clustering
the concept space and by distilling the dependencies between concepts and classes.

In chapters 5 and 6, we propose a supervised and an unsupervised variant of such a concept
embedding and show its usefulness for analyzing error modes for street scene segmentation.
Thereby, our first manuscript on supervised Semantic Bottlenecks [LFS19] pioneered the use
of concept embeddings in deep learning and was cited by highly influential follow-up work,
in which one of our major contributions — map high dimensional representations to a few
human meaningful concepts — has remained true [KNT*20, STE*21, WLNN23, MPT22, SN22,
MCL*21, BH20, MFL " 20, MLT19)].



PART 1

In the first part of this dissertation, we address a fundamental flaw of
deep learning, that severely reduces the trustworthiness in trained
models: they are vulnerable to imperceptible input changes, resulting
in drastic prediction changes with high certainty. In literature, this
is referred to as adversarial robustness — the robustness to adversari-
ally crafted input examples. To mitigate, adversarial training is the
de-facto standard procedure which involves training the model addi-
tionally on adversarial examples. However, this comes at substantial
cost to the training time, since such adversarial examples are crafted
for every training example. To remedy, in this part, we investigate
methods to reduce this dependency.

Specifically, in chapter 3, we find that crafting adversarial examples
for a training subset only can recover baseline adversarial robustness
with as low as 50% of data. When utilizing such models for task
transfer, we find that just 30% of data is sufficient.

In chapter 4, we delve into the theory of Lipschitz constants of
bounded, differentiable functions as a promising direction to improve
adversarial robustness without the requirement to craft adversarial
examples during training. Here, we observe that related work has
focused on regularizing the Lipschitz constant K to be small, while
theory predicts small constants to lead to overly smooth decision func-
tions. We propose a reformulation of the widely used cross-entropy
loss, which relaxes the dependency to minimize K and achieve im-
proved clean and robust accuracies with larger K.
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suggest to simply write" ‘In this chapter of the...” chapter of this dissertation, we have a

look at adversarial training in order to improve robustness w.r.t. Adversarial Examples
(AEs). In general, deep learning has been observed to be vulnerable to AEs to such an extent,
that the accuracy on image classification tasks can be reduced to near 0% [SZST13]. Such
dramatic performance degradation can be mitigated with Adversarial Training (AT) [MMS™18],
which is the de-facto standard for improving robustness against adversarial examples. This
usually involves a multi-step adversarial attack applied on each example during training. In
this chapter, we explore only constructing AEs on a subset of the training examples, thereby
reducing the dependency to craft AEs exhaustively. That is, we split the training set in two
subsets A and B, train models on both (A U B) but construct AEs only for examples in A.
Starting with A containing only a single class, we systematically increase the size of A and
consider splitting by class and by examples. We observe that: (i) adv. robustness transfers by
difficulty and to classes in B that have never been adv. attacked during training, (ii) we observe
a tendency for hard examples to provide better robustness transfer than easy examples, yet
find this tendency to diminish with increasing complexity of datasets (iii) generating AEs on
only 50% of training data is sufficient to recover most of the baseline AT performance even
on ImageNet. We observe similar transfer properties across tasks, where generating AEs on
only 30% of data can recover baseline robustness on the target task. We evaluate our subset
analysis on a wide variety of image datasets like CIFAR-10, CIFAR-100, ImageNet-200 and show
transfer to SVHN, Oxford-Flowers-102 and Caltech-256. In contrast to conventional practice,
our experiments indicate that the utility of computing AEs varies by class and examples and
that weighting examples from A higher than B provides high transfer performance.

IN this first it is the third chapter... you can write: in this first technical chapter - but I would

21
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Figure 3.1: Adversarial robustness transfers among classes. Using Subset Adversarial Training
(SAT), during which only a subset of all training examples (A) are attacked, we show that
robust training even on a single class provides robustness transfer to all other, non adv. trained,
classes (B). E.g., SAT for A=cat, we observe an robust accuracy of 37.8% on B. Noteworthy is
the difference of transfer utility between classes. I.e. A=car provides very little transfer to B
(17.1%). We investigate this transfer among classes and provide new insights for robustness
transfer to downstream tasks.

3.1 INTRODUCTION

Imperceptible changes to an image can change the output of a well-performing classification
model dramatically. These so-called Adversarial Examples (AEs) have been the focus of a
large body on deep learning vulnerabilities of works since its discovery [SZST14]. To date,
Adversarial Training (AT) [MMS*18, CAP" 19] and its variants [ZY] " 19, CRS" 19, WXW20] is
the de-facto state-of-the-art in improving the robustness against AEs. Essentially, AT generates
adversarial perturbations for all examples seen during training. While adversarial training is
known to transfer robustness to downstream tasks [SSZ* 20, SIET20, YO22] and that robustness
is distributed unevenly across classes [TK] 21, XCDX21], common practice dictates that AT
“sees” adversarial examples corresponding to the whole training data, including all classes and
concepts therein. This is independent of whether only adversarial robustness is optimized or a
trade-off between robustness and clean performance is desired [SHS19]. This also holds for
variants that treat individual examples differently [DSLH20, WZY 20, KTSH21] or adaptively
select subsets to attack during training to reduce computational overhead [HZG" 21, DEL22].
In this common setup, it is thus difficult to ascertain if a generic, transferable robustness is
learned by the model, or if adversarial robustness is learned separately for each class in the
training set. In the worst case, a model that can only learn to be robust on a class-specific basis
would have to be presented with adversarially-perturbed images for every class of interest.
A more preferable outcome, on the other hand, would be a model with systematic adversarial
robustness [BMNT 19, OS22]: i.e. a model that systematically generalizes to novel combinations
of perturbations and classes that were separately encountered during training.

To shed light on this issue, we consider an analysis setup depicted in figure 3.1, we coin
Subset Adversarial Training (SAT), where we split the training data into two subsets A and B,
train the model conventionally on the union (A U B), but generate AEs only on examples from
A (indicated by the emoji). For example, we can split training data by class, with A = {car} or
A = {cat} and B = A, and investigate how adversarial robustness transfers. Surprisingly, we
observe significant adversarial robustness on B, at test time, the degree of which depends
on the class(es) in A. Of course, A and B can be arbitrary partitions of the training data.
For example, we could put only “difficult” examples in A during training. At test time, we
evaluate overall adversarial robustness (since there is no natural split into A, or B,,). These
experiments reveal a rather complex interaction of adversarial robustness between classes and
examples.

Our analysis provides a set of contributions revealing a surprising generalizability of
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robustness towards non-adv. trained classes and examples even under scarce training data
setups. First, selecting subsets of whole classes, we find that SAT provides transfer of adversarial
robustness to classes which have never been attacked during training. E.g. only generating
adversarial examples for class car on CIFAR-10, achieves a non-trivial robust accuracy of
17.1% on all remaining CIFAR-10 classes (see figure 3.1, right). Secondly, we observe classes
and examples that are hard to classify do generally provide better robustness transfer than
easier ones. lLe. class cat achieves more than twice the robust accuracy on the remaining
classes (37.8%) over class car (17.1%). Thirdly, SAT with 50% of training data is sufficient
to recover the baseline performance with vanilla AT even on hard datasets like ImageNet.
Fourthly, we observe similar transfer properties of SATed models to downstream tasks. In
this setting, exposing the model to only 30% of AEs during training, can recover baseline AT
performance on the target task. Lastly, while we observe promising amounts of transfer, there
is room for improvement. Our SAT approach can be viewed as an analytical tool that can
foster the development of models that exhibit stronger systematic generalization to adversarial
perturbations.

3.2 BACKGROUND AND METHOD

3.2.1 Adversarial Training (AT)

It is a well known fact that conventional deep networks are vulnerable to small, often impercep-
tible, changes in the input. As mitigation, AT is a common approach to extend the empirical
risk minimization framework [MMS™18]. Let (x,y) € Dirain be a training set of example and
label pairs and 0 be trainable parameters, then AT is defined as:

M E ) eD | MaX L(x+0,y:0) |/ (3-1)
where 6 is a perturbation that maximizes the training loss £ and thus training error. The idea
being that, simultaneously to minimizing the training loss, the loss is also optimized to be
stable within a small space € around each training example ||5||, < €, p > 1. We consider
the L, norm in our main paper and provide additional results for L. This additional inner
maximization is solved by an iterative loop; conventionally consisting of 7 or more steps. In
some settings [GSS15, SHS19, ZXJ*19], the robust loss is combined with the corresponding loss
on clean examples in a weighted fashion to control the trade-off between adversarial robustness
and clean performance.

3.2.2 AT without Perturbing all Training Examples

Most proposed AT methodologies generate AEs on the whole training set. This being also
valid for methods which adaptively select subsets [HZG" 21, DEL22] during training or more
traditional AT in which only a subset per batch is adversarially attacked. These methods
do not guarantee the exclusion of examples, that is, the model is likely to see an AE for
every example in the training set. From a broader perspective, the necessity to generate AEs
exhaustively for all classes appears unfortunate though. Ideally, we desire robust models to
be scalable, i.e. transfer flexibly from few examples and across classes to unseen ones [OS22].
We propose SAT to investigate to what extent AT provides this utility. To formalize, let A be a
training subset and B contain the complement: A C Dyqin, B = Dirain \ A. Then SAT applies
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the inner maximization loop of AT on the subset A only; on B the conventional empirical risk
is minimized:

mgin]E(x,y)eDtrain WAL y)ea Hrfsr\l\?ég L(x+6,y;0) +wpl(y,)epL(x,y;0)], (3-2)

where 1, ,)c4 is 1 when the training example is in A and 0 otherwise. w4 and wp define
optional weights, which are by default both set to 1. Note that this is different from balancing
robust and clean loss as discussed in [GSS15, SHS19, ZY]J* 19], where the model still encounters
adversarial examples on the whole training set.

Loss balancing. The formulation in equation 3.2 implies an imbalance between left and right
loss when the training split is uneven (JA| # |B|). To counteract, we assign different values to
wy and wp based on their subset size. E.g., to equalize, we assign wg = 1 and wu = [Bl/|4|. We
will utilize this loss balancing to improve robustness for transfer learning in section 3.3.4.

3.2.3 Training and evaluation recipes

Consider the depiction of SAT in figure 3.1. Prior to training, the training set is split into
A and B (left). For evaluation (middle), we split the validation set into a corresponding
split of A, and B,,, if possible. For Class-subset Adversarial Training (CSAT), this split
aligns with the classes on the dataset: A and B are all training examples corresponding to
two disjoint sets of classes while Ay, and By, are the corresponding test examples of these
classes. As experimenting with all possible splits of classes is infeasible, we motivate splits by
class difficulty where we measure difficulty by the average entropy of predictions per class
— introduced as H¢ in the next paragraph. In contrast, we can also split based on individual
example difficulty. We provide empirical support for this approach in the experimental
section 3.3. Additionally, example difficulty has been frequently linked to proximity between
decision boundary and example [BMN21, DSLH20, KTSH21, HZG'21, ADH22]. The closer
the example is to the boundary, the harder it is likely to classify. The hypothesis: hard
examples provide a larger contribution to training robust models, since they optimize for large
margins [DSLH20, WZY"20]. We refer to this experiment as Example-subset Adversarial
Training (ESAT). In contrast to CSAT, however, there is no natural split of the test examples
into A, and By, such that we evaluate robustness on the whole test set (i.e., Dya)).

As difficulty metric, we utilize entropy over softmax, which we empirically find to be as
suitable as alternative metrics (discussed in the next subsection 3.2.4). Consider a training set
example x € Dyy,in and a classifier f mapping from input space to logit space with N logits.
Then the entropy of example x is determined by #(f(x)) and of a whole class C C Dyy;y is
determined by H¢(f) — the average over all examples in C:

™z

H(f(x)) = =) ai(f(x)) -logai(f(x)), Hc(f) = ,(1:, Z%:H(f(x)),

i=1

where ¢ denotes the softmax function. For our SAT setting, we rank examples prior to
adversarial training. This requires a classifier pretrained on Dy, enabling the calculation
of the entropy. To strictly separate the effects between entropy and AT, we determine the
entropy using a non-robust classifier trained without AT. Similar to [ADH22], we aggregate the
classifier states at multiple epochs during training and average the entropies. Let fi, f>,...fm be
snapshots of the classifier from multiple epochs during training, where M denotes the number
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of training epochs. Then the average entropy for an example is given by H(x) and for a class

by He(f):

o 1 M o 1 M
Hx) = 47 ;’H(fe(x))/ He=4; ;Hc(fe)- (3-3)

3.2.4 Alternative rankings

While we focused our experiments on using entropy as a
proxy to measure example and class difficulty (c.f. equa-
tion 3.3), alternative difficulty metrics have been discussed
in literature [CLMM17, HZG"21, BMN21, ADH22]. We
select the following from recent literature to compare to:
signed variance (SVar) [HZG"21] and variance of gradients S 10k 15k 20k 25 30k 3k 40k 45k 50k
(VoG) [ADH22]. Figure 3.2 compares these two metrics with Rrmbher el prinedinstanees (141

our used entropy metric using ESAT on CIFAR-100. Over- Figure 3.2: Various hardness
all, VoG has a slight edge over SVar and Entropy, yet the metrics result in similar rob.
differences remain small. On 5k attacked examples, Entropy accs. for ESAT on CIFAR-100.
(yellow line) achieves 21.0%, VoG (red line) 21.9% and SVar

(purple line) 22.3% robust accuracy. On 25k attacked examples, Entropy achieves 38.0%, VoG
38.8% and SVar 38.1%. While some improvements over our simple Entropy metric appear
possible, no proposed metric has a clear edge over the other.
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3.3 EXPERIMENTS

As aforementioned, common practice performs AT for the whole training set. In the following,
we explore CSAT and ESAT, which splits the training set in two subsets A and B and only
constructs AEs for A such that the model never sees AEs for B. We start with single-class
CSAT - A contains only examples of a single class — and increase the size of A (section 3.3.2)
by utilizing the entropy ranking of classes H¢ (equation 3.3). ESAT, which splits into example
subsets is discussed in section 3.3.3. Both SAT variants reveal complex interactions between
classes and examples while indicating that few AEs can provide high transfer performance to
downstream tasks when weighted appropriately (section 3.3.4).

3.3.1 Training and evaluation details.

General training For all training setups listed in table 3.2, we train our models from scratch
using SGD with a momentum of 0.9. Dataset sizes are listed in table 3.1. All are data
augmented based on the definitions in [EIS*19]. The sequence of transformations are listed in
figure 3.3. Left, for CIFAR-10, CIFAR-100 and SVHN. Right, for ImageNet-200, Caltech-256 and
Flowers-102.

Robust overfitting Since AT is prone to overfitting [RWK20], it is common practice to stop
training when robust accuracy on a hold-out set is at its peak. This typically happens after a
learning rate decay. We adopt this “early stopping” for all our experiments by following the
methodology in [RWK20] but utilize Auto Attack (AA) to evaluate robust accuracy. Throughout
the course of the training, we evaluate AA on 10% of the validation data Dy, after each learning
rate decay and perform final evaluation with the model providing the highest robust accuracy.
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This final evaluation is performed on the remaining 90% of validation data. This AA split is
fixed throughout experiments to provide consistency. If not specified otherwise, we generate
adversarial examples during training with PGD-7 within an L, epsilon ball of € = 0.5 (all
CIFAR variants) or € = 3.0 (all ImageNet variants) — typical configurations found in related
work. We train all models from scratch and use ResNet-18 [HZRS16] for all CIFAR-10 and
CIFAR-100 [KH'09] experiments and ResNet-50 for all ImageNet-200 experiments. Here,
ImageNet-200 corresponds to the ImageNet-A subset [HZB*21] to render random baseline
experiments tractable (to reduce training time). This ImageNet-200 dataset, contains 200 classes
that retain the class variety and breadth of regular ImageNet, but remove classes that are
similar to each other (e.g. fine-grained dog types). We use all training and validation examples
from ImageNet [DDS*0g] that correspond to this subset classes.

Adversarial training AT for the L, norm is performed with 7 steps of projected gradient
descent (PGD-7) within an e, = 0.5 for CIFAR and SVHN and € = 3.0 for ImageNet-200,
Caltech-256 and Flowers-102. For each step, we use a step size of 0.1 and 0.5 respectively. For
the Lo, norm, we use 10 steps of PGD during ESAT and a step size of 1/255 to avoid catastrophic
forgetting when |A| is small (see section A.5). For S-ESAT, we find it to be sufficient to perform
PGD-7 with a step-size of 2/255. This is likely mitigated by the weighted loss. For all datasets,
we constrain the maximum perturbation norm to €., = 8/255. For all experiments, including L,
and L, we maximize the default cross-entropy loss. For vanilla AT, all examples in a training
batch are attacked. For all SAT variants, we randomly sample training examples to construct a
training batch and attack only examples that are contained in A.

3.3.2 Class subset splits

We start by investigating the interactions between individual classes in A using CSAT on
CIFAR-10, followed by an investigation on increasing the number of classes.

Single-class subsets (CSAT). We train all possible, single class CSAT runs (10) and evaluate
robust accuracies on the adv. trained class (A) and the non-adv. trained classes (B). The results
are shown in figure 3.4, left. Each rows represents a different training run. Note that the
baseline robust accuracy, trained without AT achieves practically 0% (indicated by orange
line). Most importantly, we observe non-trivial robustness gains for all classes that have never
been attacked during training (B-sets). That is, irrespective of the chosen class, we gain at
least 17.1% robust accuracy (A=car) on the remaining classes and can gain up to 37.8% robust
accuracy when A=cat. These robustness gains are unexpectedly good, given many features of
the non-adv. trained classes can be assumed to not be trained robustly.

- pad 4 pixels

- random crop to 32x32 - random crop to 224x224

- random horizontal flip - random horizontal flip

- color jitter [0.25, 0.25, 0.25] - color jitter [o0.1, 0.1, 0.1]

- random rotation within +/- 2 deg. - random rotation within +/- 2 deg.

Figure 3.3: Input transformation for CIFAR and SVHN datasets (left) and ImageNet-200,
Caltech-256 and Flowers-102 (right) during training. During testing, no transformations are
applied to CIFAR and SVHN. The remaining datasets are resized such that the shortest side
equals 256, after which they are center cropped to 224.
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Figure 3.4: CSAT on a single CIFAR-10 class A (blue), we observe non-trivial transfer to
the non-adv. trained classes B (green). Classes considered hard in CIFAR-10 (cat) offer best
generalization (+37.8% gain on non-adv. trained), while easy classes offer the worst (car,
+17.1% gained). Note that without AT, robust accuracy is close to 0% for all classes ( ).
Right: same as left, but robust accuracy is evaluated per class (along columns). Here, we
observe an unexpected transfer property: hard classes provide better transfer to seemingly
unrelated classes (cat — truck: 53%) than related classes (car — truck: 35%). Additional results
for € = 0.25 and € = 1.0 in figure 3.5.

This is consistent across different values for ¢ € {0.25,1.0}, as shown in the additional
figure 3.5. Here, we continue to observe non-trivial robustness transfer to B, irrespective of the
value of e. Interestingly though, the robustness transfer notably increases for smaller € = 0.25
(left), but also notably decreases for larger € = 1.0 (right). We conjecture, that with increasing
€, each feature representation becomes more class-specific and is thus less reusable for other
classes. This could be aggravated by robust overfitting [DXY*21, RWK20] In contrast, with
decreasing €, the generalizability is improved.

To investigate this phenomenon further, we analyze robust gains for each individual class
and present robust accuracies in the matrix in figure 3.4, right, where training runs are listed
in rows and robust accuracies per class are listed in columns. Blue cells denote the adv. trained
class and green cells denote non-adv. trained classes. While we see some expected transfer
properties, e.g. CSAT on car provides greater robust accuracy on the related class truck (35%)
than unrelated animal classes bird, cat, deer, dog (between 5% and 16%), the reverse is not

Dataset Classes Size (Train/Test)
CIFAR-10 [KH"09] 10 50000 / 10000
CIFAR-100 [KH"09] 100 50000 / 10000
ImageNet-200 [DDS" 09, HZB ' 21] 200 259906 / 10000
Caltech-256 [GHPo7y] 257 24485 / 6122
Flowers-102 [NZ08] 102 1020 / 1020
SVHN [NWC*11] 10 73257 / 26032

Table 3.1: Number of training and validation examples per dataset used. ImageNet-200 uses
examples from [DDS*09] only for classes defined in [HZB" 21]
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Figure 3.5: Our main observations in figure 3.8 remain valid for alternative e-values: robustness
transfers above non trivial levels to B. Beyond, we observe transfer to be reduced with
increasing €. For smaller € though, the transfer is notably stronger. For € = 1.0 we use a
step-size of 0.2 and 0.1 otherwise.

straight-forward. CSAT on bird provides 56% robust accuracy on the seemingly unrelated class
truck, 20%-points more than CSAT on car. More generally, animal classes provide stronger
robustness throughout all classes than inanimate classes. We observe, that these classes are
also harder to classify and have a higher entropy Hc as shown in figure 3.6. This influence of
class-entropy might also be utilized to augment the dataset, by adding high entropy samples.
We provide a simple proof-of-concept in the following, adding an 11th class to CIFAR-1o0.

Dataset augmentation — CIFAR-10+1 As observed, we can uti-
lize the class-entropy to estimate the robustness transfer. Here,
we investigate whether it is possible to augment a dataset with
a high entropy class and perform CSAT only on this new class.
We anticipate to see strongest robustness transfer to the original
dataset from hard classes and weakest robustness transfer from
easy classes. As a proof-of-concept, we synthesized a set of 11th
classes from CIFAR-100s super-classes (see figure A.3 in the ap-
pendix) — of which there are 20 — and perform SAT on this 11th Figure 3.6: The hardest
class to evaluate the robust accuracy gains on the original CIFAR- classes (blue) have the
10 classes. Results are reported in figure 3.7. For each added class highest entropy (green).
along the x-axis, we report the entropy . for the new class (green)

as well as the distribution over all CIFAR-10 classes (blue). The orange line shows the robust
accuracy on B: CIFAR-10. We continue to observe a correspondence between average entropy
H. (determined on non-adv. trained models) and the robustness transfer of a class. Note that,
while the best performing setup (A = {rodent}) with rob. acc of 33.3% does not improve upon
the best above (A = {cat}, with a rob. acc > 37.8%), the number of examples in A is only
|A| = 2500, thus less than 5% of training data. This provides an indication that such a dataset
augmentation is possible.
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Many-class subsets (CSAT). Going back to our original setup without augmentation, we
increase the number of classes in A while maintaining a minimal computational complexity,
we utilize the average class entropy Hc proposed in equation 3.3 to inform us which ranking to
select from. To improve clarity, we begin with a reduced set of experiments on CIFAR-10 before
transitioning to larger datasets. We utilize the observed correlation between class difficulty,
average class entropy and robustness transfer Hc to rank classes and construct 4 adv. trained
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Figure 3.7: CSAT on CIFAR10 plus an additional class, synthesized from CIFAR-100. A consists
only of this additional 11th class, to test how much robust accuracy can be gained on the
original CIFAR-10 classes (orange). Green displays the single entropy on A, blue displays the
entropy distribution over classes in B. We observe a consistent link with the entropy of this
11th class (green) with respect to the entropy of the CIFAR-10 classes (blue). The higher H,,
the higher the robust accuracy.

subsets. Ranked by class entropy Hc, we select 4 subsets showing in figure 3.8, left. As
observed before, cat and dog are hardest and thus first chosen to be in subset A. Truck and car
on the other hand are easiest and thus last. To gauge the utility of this ranking, we provide a
robust and clean accuracy comparison with a random baseline in figure 3.8, center and right.
Le., for each subset A we select 10 random subsets and report mean and std. deviation (red
line and shaded area). Similar to the single-class setup, we observe subsets of the hardest
classes to consistently outperform the random baseline (upper middle plot), up until a subset
size of |A| = 8, when it draws even. Also note that the robust accuracy on B, is improved
across all splits, thus providing support that harder classes — as initially observed on animate
vs inanimate classes — offer greater robustness transfer.

For our experiments on larger datasets like CIFAR-100 and ImageNet-200, we additionally
evaluate a third ranking strategy. Beside selecting at random and selecting the hardest first, we
additionally compare with selecting the easiest (inverting the entropy ranking). We construct 9
subsets per type of ranking (instead of 4) and report robust accuracies for selecting the easiest
classes as well. Results are presented in three columns in figure 3.9; one dataset per column. As
before, we show robust accuracies on the tested dataset (upper row) and robust accuracies on
Bya1 (lower row). For CIFAR-10, we calculate mean and std. dev. over 10 runs, for CIFAR-100
over 5 runs and for ImageNet-200 over 3 runs. Selecting hardest first (highest entropy) is
marked as a solid line and easiest first (lowest entropy) as a dashed line. First and foremost,
we observe that irrespective of the dataset and the size of A, we see robustness transfer to B,,;.
This transfer remains greatest with classes we consider hard, while easy classes provide the
least. Nonetheless, we see diminishing returns of such an informed ranking when dataset
complexity is increased. E.g. the gap between dashed and solid line on ImageNet-200 is small
and random class selection is on-par with the best. The results are similar on CIFAR-100, as
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Figure 3.8: Ranking CIFAR1o0 classes by difficulty (using entropy as proxy), we perform CSAT
with an increasing size of adv. trained classes in A. Class splits used for training (A and B)
are stated on the left. The resulting robust and clean accuracies on the validation set is shown
on the right, separated into performance on B, and all. Compared with a random baseline
of random class ranking (red), we find the ranking by difficulty to have consistently better
transfer to non-adv. trained classes (B). Overall, this results in an improved robust accuracy on
average over all classes.

shown in figure 3.9, middle). Based on these results, entropy ranking and selecting classes
provides only slight improvements in general. Importantly though, we continue to see the
tendency of increased robustness transfer to B,,;, which we will come back to in section 3.3.4.
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Figure 3.9: Class-subset Adversarial Training (CSAT) produces non-trivial robustness on classes
that have never been attacked during training (B,,)). Along the x-axes we increase the class
subset size of A on which AEs are constructed and compare three different class-selection
strategies: select hardest first (solid lines), select easiest first (dashed line) and select at random
(red). On average, random selection performs as well as informed ranking (upper row), while
the robustness transfer to B, is best for the hardest classes (lower row). AT on a single class
provides already much greater robust accuracies than without AT (orange).

3.3.3 Example subset splits (ESAT)

Considering that splits along classes are inefficient in terms of reaching the full potential of
adversarial robustness, we investigate ranking examples across the whole dataset (ESAT). We
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follow with the same setup as before but rank examples — and not classes — by entropy H.
Since it is not feasible to construct corresponding rankings on the validation set, we cannot
gauge robustness transfer to B,,. Instead, we will test transfer performance to downstream
tasks in section 3.3.4. We consequently report robust accuracy and clean accuracy on the whole
validation set in figure 3.10. Similar results for L., are provided in the appendix, section A.5.

Firstly, note that the increase in robust accuracy is more rapid than with CSAT w.r.t. the size
of A. AT only on 50% of training data (25k examples on CIFAR and 112k on ImageNet-200)
and the resulting average robust accuracy is very close to the baseline AT performance (gray
line). Secondly, note that gap between hard (solid line) and easy example selection (dashed
line) has substantially widened. In practice, it is therefore possible to accidentally select poor
performing subsets, although the chance appears to be low given the narrow variance of
random rankings (red). To some extent, this observation supports the hypothesis that examples
far from the decision border (the easiest to classify) provide the least contribution to robustness
gains. This is also supported by the reverse gap in clean accuracy (bottom row in figure 3.10).
That is, easiest-first-selection results in higher clean accuracies than hardest-first, while robust
accuracies are much lower. In contrast however, we observe random rankings (red) to achieve
similar performances to hard rankings (solid lines) on all datasets and subset sizes. This is
somewhat unexpected, especially on small sizes of A (e.g. 5k). Given the results, we conjecture
that the proximity to the decision boundary plays a subordinate role to increasing robustness.
Instead, it is plausible to assume that diversity in the training data has a large impact on
learning robust features, also indicated by [GK22].
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Figure 3.10: Example-subset Adversarial Training (ESAT) on CIFAR and ImageNet-200, provide
quick convergence to a full AT baseline (gray line and dot) with increasing size of A. We report
robust accuracy (upper row) and clean accuracy (lower row) and observe similar characteristics
as with CSAT (figure 3.9). Le., selecting the hardest examples first (solid line) provide higher
rob. accuracy than easy ones (dashed line), although the gap substantially widens. Random
example selection (red) provides competitive performance on average. Across all datasets,
common clean accuracy decreases while robust accuracy increases [TSET19]. Lo, results in
appendix, figure A.6.

3.3.4 Transfer to downstream tasks

Previous experiments on ESAT could not provide explicit robust accuracies on the non-adv.
trained subset By, since training and testing splits do not align naturally - recall the evaluation
recipe outlined in section 3.2.3. In order to test transfer performance regardless, we make
use of the fixed-feature task transfer setting proposed in [SSZ*20]. The recipe just slightly
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changes: split the data into A and B as usual and perform SAT. Fix all features, replace the last
classification layer with a 1-hidden layered classifier and finetune only the new classifier on
the target task. Importantly, neither training nor validation set for the target task are split. We
consider CIFAR-100 and ImageNet-200 and transfer to CIFAR-10, SVHN, Caltech-256 [GHPo7y]
and Flowers102 [NZo8]. We call SAT trained for transfer Source-task Subset Adversarial
Training (S-SAT), to emphasize that the subset training is performed on the source-task dataset.

In this section, we consider models that have “seen” only a fraction of AEs on the source task
and investigate the robustness transfer capabilities to tasks on which they have not explicitly
adversarially trained on. We find unexpectedly strong transfer performances for models that
have both low clean and robust accuracy, only by putting more weight on the AEs.

Loss balancing improves robustness transfer. In contrast to the previously explored setting,
we observe the transfer setting to benefit from loss balancing. Recall equation 3.2 in section 3.2.2
in which w, and wp can be assigned different values to balance the loss when |A| # |B|. We
show that the vanilla configuration ws = wp = 1 transfers robustness to downstream tasks
poorly, that balancing the loss with wg = 1, w4 = |Bl/|A| lacks transfer performance for small
|B| and that weighting examples from A higher results in improved robustness transfer. We
present results for all three weightings in figure 3.11. The figure is organized in three columns,
all reporting robust accuracy. The first column reports the robust accuracy on subset A,
the second on subset B, and the third reports the robust accuracy on the downstream task.
Here, we train on CIFAR-100 and transfer to CIFAR-10. The vanilla loss is indicated by circles
and a solid line, the balanced loss w4 = [Bl/|A| by squares and a dotted line and the loss
overemphasizing A by a plus and a dashed line.

First and foremost, note that the robustness transfer for the vanilla configuration is sub-
stantially worse than both alternatives (robust accuracy in top right). Transfer improves with
use of loss balancing, e.g. for |A| = 10, robust accuracy improves from 8% to 30%, but does
not converge to the baseline AT performance (gray line). This is an unwanted side effect
of equalizing the weight between A and B. When A is much smaller than B, less weight is
assigned to the AEs constructed for A and robustness reduces. Note, this effect can also be
seen on A, (top left in figure). Instead, we find it beneficial to overemphasize on the AEs
(plus with dashed line). This configuration assigns w4 = 2IBl/|4| for |A| = 10 and increases
the weight to w4 = 10IBl/|4| for |A| = 90. This results in improved robust accuray on A, but
low robust and clean accuracy on B,,. Interestingly, while the generalization to B, is low,
robustness transfer to CIFAR-10 is very high. We use this loss weighting for all following task
transfer experiments.

Robustness transfer from example subsets. Using the weighted loss, we focus in the fol-
lowing on S-ESAT on two source tasks: CIFAR-100 and ImageNet-200, and train on three
downstream tasks. Similar results for S-CSAT and SVHN as additional downstream task can be
found in the supplement, sections A.3 and A.6. Figure 3.12 presents results for three settings:
CIFAR-100 — CIFAR-10 and ImageNet-200 — Caltech-256, Oxford-Flowers-102. The first and
second row show robust and clean accuracy on the downstream task respectively. As before,
we compare with a random (red) and a full AT baseline (gray line). Selecting A to contain the
hardest examples first (highest entropy) is marked by a solid line; selecting easiest is marked
by a dashed line. Similar results for L are provided in the appendix, section A.5.

In line with the improvements seen using appropriate loss weighting, we see similarly
fast recovery of baseline AT performance across all dataset. In fact, |A| containing only
30% of training data (15k and 70k) is sufficient to reach near baseline performance. On
CIFAR-100 — CIFAR-10 and ImageNet-200 — Flowers-102 even slightly outperforming the
same with a further increase in size. Similar to the non-transfer settings tested before, we
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Figure 3.11: Impact of cross-entropy weighting on robustness transfer. For subset AT, we test
different weighting strategies for sets A and B given they are of unequal size. We observe that
vanilla cross-entropy (circle) offers the worst robustness transfer to CIFAR-10 (right). The best
transfer (plus) is provided when loss weights are chosen such that training is overemphasized
on A, indicated by dropping robust accuracies on B (compare left and center).

see similar interactions between subset selection strategies. I.e. hardest examples (solid line)
provide greater robustness transfer than easiest (dashed line) while a random baseline (red)
achieves competitive performances. The latter consistently outperforming entropy selection
on ImageNet-200 — Flowers-102, supporting our observation in section 3.3.3: with increasing
dataset complexity, informed subset selection provides diminishing returns. Note that all
robust accuracy increases proportionally correlate to an increase in clean accuracy as well. This
is in stark contrast to the inverse relationship in previous settings. C.f. figure 3.9 and 3.10, for
which clean accuracy decreases. This interaction during transfer is similar to what is reported
in [SIET 20]: increased robustness of the source model results in increased clean accuracy on
the target task (over a non-robust model). Intriguingly though, with appropriate weighting,
the biggest robustness gains on the downstream task happen under fairly small A. This is a
promising outlook for introducing robustness in the foundational setting [BHA*21], where
models are generally trained on very large datasets, for which AT is multiple factors more
expensive to train. Note that our results generalize to single-step attacks like fast gradient sign
method (FGSM) [GSS15, WRK20] as well. We provide evaluations in section 3.3.5. While we
consider the fixed-feature transfer only, recent work has shown this to be a reliable indicator
for utility on full-network transfer [SIE*20, KSL19].

3.3.5 Extended analysis

In the following, we complement our main results by combining them with current trends.
First, we investigate the impact of applying TRADES [ZY] " 19] — adversarial training with
tuneable trade-off between clean and robust accuracy. This is of particular interest given that
clean accuracy for small |A] is higher than with full AT (e.g. see figure 3.10, enabling improved
robust accuracy. Second, we investigate whether our observations with SAT generalize to
the current trend of fast AT [WRK20, AF20, dJABV'22], i.e. single step adv. attacks during
training.

Robust accuracy trade-off with TRADES [ZY]'19] proposed a loss with principled trade-
off capability between clean and robust accuracy for AT. We observe that clean accuracy is
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Figure 3.12: Transfer from S-ESAT to three different downstream tasks. S-ESAT is trained
on source dataset CIFAR-100 (left) and ImageNet-200 (middle and right). We report robust
(top row) and clean (bottom) accuracies for increasing size of A. Similar to our investigation
on transfer from A to B, we find that hard examples provide better robustness transfer than
easy ones, but random selections (red) achieve competitive performances. Most importantly,
“seeing” only few AEs (here 30% of source data) recovers baseline AT performance (gray line).
L, results in appendix, figure A.7.

higher than with full AT when |A| is small, i.e. less than 50% of examples. We investigate to
what extent robust accuracy can be improved. First, we conduct a hyperparameter sweep for
TRADES B parameter which controls the trade-off. As baseline we choose the best performing
CSAT configuration on CIFAR-10 with Lye = 0.5, that is A = {cat}. Results are presented in
table 3.3. Note that — as expected — clean accuracy decreases with increasing f while robust
accuracy increases. Although [ZY]"19] recommends B to be less than 10.0, we find 12.0 to
provide best robustness transfer from A to B. This configuration achieves 42.9%(+5.1) robust
accuracy on B while also increasing rob. acc. on A to 78.2%(+28.6), with the expected decrease
in overall clean accuracy (81.0%(—10.0)).

In a second experiment, we apply TRADES to ESAT on CIFAR-10. Given the § = 6.0
recommendation in [ZY]"19] and our B = 12.0 observation for single class CSAT, we use linear
interpolation between these two values for general ESAT. That is, when |A| is small, we trade
off some of the gained clean accuracy for increased robustness with large f = 12, but decrease
to = 6 with increasing size of |A|. We compare ESAT-hardest first with and without TRADES
in table 3.4. We observe quicker robust accuracy convergence to the baseline. 66% robust
accuracy is achieved at 20k samples, instead of at 25k. However, our choice of f also induces a
drop in clean accuracy below full AT clean accuracy (85.6% clean accuracy at 20k vs 89.7% at
25k vs 89.2% for full AT).

Single-step Adversarial Training Our main experiments use AT with 7 PGD-steps, yet recent
works have suggested to reduce the number of steps without impairing performances. One
of the most prominent approaches is fast-AT [WRK20] which builds upon single step fast
gradient sign method (FGSM) [GSS15]. We show here, that FGSM for SAT provides similar
robustness transfer to PGD-7. This has appealing implications for improving efficiency of AT.
We can reduce the number of attack steps and can reduce the number of examples. We use
FGSM-RS [WRK20], with a step-size of 0.625 for € = 0.5 and 3.75 for € = 3.0. All other training
settings are consistent with previous experiments.

Fast ESAT. Results on all datasets, shown in figure 3.13 show highly similar results (squares on
dotted line) to vanilla ESAT with 7 PGD steps (circles on solid line), except when |A| < 10k for
which robust accuracy is near 0%. This is likely due to catastrophic overfitting [WRK20, AF20],
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which could be mitigated with additional regularization [AF20].

Fast S-ESAT. Similarly, for task transfer, we show results in figure 3.14 and observe very similar
clean and robust accuracies (lower and upper row) across all architectures. Specifically, FGSM-
RS achieves slightly higher clean accuracies and slightly lower robust accuracies — especially
for small |A|. Nonetheless, single-step AT converges to the full AT baseline (gray line) in a
similar fast rate, i.e. generating AEs for around 30% of the training set is sufficient.
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Figure 3.13: Single step AT (FGSM-RS [WRK20]) in the ESAT setting. We observe similar
characteristics to ESAT with PGD-7, albeit slightly lower robust accuracies. Moreover, we
observe very low robust accuracies for small | A|, indicating robust overfitting [WRK20, AF20].)
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Figure 3.14: Comparison between PGD-7 and single step S-ESAT on the transfer setting to
three different downstream tasks. Training and evaluation using L, norm.
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Conventional setting

Dataset Architecture Epochs Batchsize Ir Ir-decays L decay
CIFAR-10 PreActResNet-18 200 128 0.1 100,150 5-10°*
CIFAR-100 PreActResNet-18 200 128 0.1 100,150 5-10~*
ImageNet-200 ResNet-50 150 256 0.1 50,100 1-1074
Transfer setting
Dataset Architecture Epochs Batchsize Ir Ir-decays L decay
CIFAR-10 PreActResNet-18 + [512,10] 40 128 0.1 20,30 5.10°%
SVHN PreActResNet-18 + [512,10] 40 128 0.1 20,30 5.107%
Caltech-256 ResNet-50 + [2048,257] 100 128 0.1 50,75 1-107*
Flowers-102 ResNet-50 + [2048,102] 100 102 0.1 50,75 1-107*

Table 3.2: Training settings for all used dataset for the conventional (upper rows) and the
transfer setting (lower rows). In the transfer setting, the last classifier layer is replaced with two
linear layers of size K x K and K x N, abbreviated as [K, N]. K defines the number of feature
channels and N the number of classes.

clean acc. in % robust acc. in %
A = {cat} B on CIFAR-10 | on A | on B | on CIFAR-10
w/o TRADES | N/A 91.0 49.6 | 37.8 39.0
w/ TRADES 1.0 92.4 41.5 | 32.0 33.0
6.0 85.9 70.2 | 42.1 44.9
12.0 81.0 78.2 | 42.9 46.4
24.0 81.6 80.1 | 41.8 45.6

Table 3.3: TRADES [ZY] " 19], applied to CSAT improves robustness transfer from single class

cat to B over baseline CSAT training. That is, we gain 5.1%-points to achieve a robust accuracy
on B of 42.9%.

TRADES on ESAT |Al= |5k |10k |15k |20k |25k | 30k | 35k | 40k | 45k | full AT
B=1120|1125]105|975|9.0 |825|75 |675]60 |6.0
yes Rob. acc | 57.2 | 62.1 | 657 | 66.1 | 67.7 | 67.6 | 68.2 | 66.4 | 69.0 | 69.0
Clean acc | 87.0 | 87.4 | 84.2 | 85.6 | 84.3 | 87.0 | 84.0 | 88.0 | 88.4 | 88.6
no Rob. acc | 52.1 | 59.1 | 63.3 | 64.9 | 66.3 | 66.8 | 67.7 | 68.7 | 68.5 | 69.0
Clean acc | 91.9 | 91.2 | 90.5 | 89.7 | 89.4 | 89.4 | 89.2 | 89.4 | 89.5 | 89.2

Table 3.4: ESAT on CIFAR-10 combined with TRADES [ZY]*19]. Trading off clean for robust
accuracy, we gain > 66.0% robust accuracy earlier at 20k samples in contrast to 25k for vanilla
ESAT. However, our B choice decreases clean accuracy below full AT.
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3.4 CONCLUSION

In this paper, we presented an analysis of how adversarial robustness transfers between classes,
examples and tasks. To this end, we proposed the use of Subset Adversarial Training (SAT),
which splits the training data into A and B and constructs AEs on A only. Trained on CIFAR-
10, CIFAR-100 and ImageNet-200, SAT revealed a surprising generalizability of robustness
between subsets, which we found to be based on the following observations: (i) adv. robustness
transfers among classes even if some or most classes have never been attacked during training
and (ii) hard classes and examples provide better robustness transfer than easy ones. These
observations remained largely valid in the transfer to downstream tasks like Flowers-102 and
Caltech-256 for which we found that overemphasizing loss minimization of AEs in A provided
fast convergence to baseline AT robust accuracies, even though transfer to B was severely
reduced. Specifically, it appears that only few AEs (A containing 30% of the training set)
learn all of the robust features which generalize to downstream tasks. This finding could be
particularly interesting for AT in the foundational setting, in which very large datasets render
training computationally demanding.

Our findings shed new light onto the properties of adversarial training and may lead to
more efficient robustness transfer approaches which would allow easier deployment of robust
models. We provided an account on a broad variety of datasets and used models commonly
evaluated in related work. It needs to be seen whether our findings generalize to other threat
models [LSF21] as well.
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training and investigates an alternative optimization approach to improve adversarial

robustness: regularizing the Lipschitz continuity of deep networks. This type of
regularization has two advantages over vanilla AT. AEs don’t need to be constructed during
training and if specified correctly, models can be made certifiably robust. That is, for any
given input, the model can certify whether adding a perturbation of norm € will retain the
original prediction. This is of course highly desirable for acquiring additional trust in a system.
Unfortunately, this comes at the cost of significantly decreased accuracy. In this paper, we
propose a Calibrated Lipschitz-Margin Loss (CLL) that addresses this issue and improves
certified robustness by tackling two problems: Firstly, commonly used margin losses do not
adjust the penalties to the shrinking output distribution; caused by minimizing the Lipschitz
constant K. Secondly, and most importantly, we observe that minimization of K can lead to
overly smooth decision functions. This limits the model’s complexity and thus reduces accuracy.
Our CLL addresses these issues by explicitly calibrating the loss w.r.t. margin and Lipschitz
constant, thereby establishing full control over slack and improving robustness certificates even
with larger Lipschitz constants. On CIFAR-10, CIFAR-100 and Tiny-ImageNet, our models
consistently outperform losses that leave the constant unattended. On CIFAR-100 and Tiny-
ImageNet, CLL improves upon state-of-the-art deterministic L, robust accuracies. In contrast
to current trends, we unlock potential of much smaller models without K=1 constraints.

THIS second chapter again not really the second chapter... moves away from adversarial

This chapter is based on [LSSF23]: As first author, Max Losch ran all experiments and was
the main writer of the paper. no need to repeat what is said in the intro about your contribution
- also - if I am not mistaken - there is no such statement in chapter 3? In case you want to keep
this statement, it should be done in all chapters for consistency

The code for this work can be found on GitHub?.

Thttps:/ /github.com/mlosch/CLL
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Figure 4.1: Existing Lipschitz margin methods control the Lipschitz constant K to be low, yet
we observe decision functions becoming overly smooth when K is too low (left) — impairing
accuracy. Our CLL loss provides slack control, which we show is inversely proportional to K
(see gradients on top). We can control K to be high, avoid the smoothing and achieve improved

clean and robust accuracies (right). Incorrect or not robust samples marked red.

4.1 INTRODUCTION

The Lipschitz constant K of a classifier specifies the maximal change in output for a given
input perturbation. This simple relation enables building models that are certifiably robust to
constrained perturbations in the input space, i.e., those with Ly-norm below €. This is because
the resulting output distance K - € can be calculated efficiently (i.e., in a closed form) without
expensive test-time randomization, such as randomized smoothing [CRK19], or network bound
relaxations, e.g. [GDS™ 19, ZCX " 20]. This way of obtaining certifiable robustness is also directly
linked to large margin classifiers, as illustrated in figure 4.1, where a training sample free
area of radius € is created around the decision boundary. The earliest practical examples
implementing Lipschitz margins for certified robustness include [HA17], which provided first
guarantees on deep networks or LMT [TSS18] and GloRo [LWF21] that design Lipschitz margin
losses.

A limitation with Lipschitz margin classifiers is their decreased performance, as has been
shown on standard datasets like CIFAR-10 or TinyImageNet, both in terms of empirical ro-
bustness and clean accuracy. This is emphasized in particular when comparing to approaches
such as adversarial training [MMS™*18, CAP" 19] and its variants [ZY]" 19, CRST19, WXW20].
Thus, recent work proposed specialized architectures [CBG*17, LHAT19, ALG19, SSF21,
MDAA22, XLL22, TK20, ZCL" 21, PL22, AHD"23, WM23] to enforce specific Lipschitz con-
straints, adjusted losses [TSS18, LWF21, SSF21, ZCL" 21, ZJHW22, PL22] or tighter upper
Lipschitz bounds [LLP20, HZS" 21, DBAA23] to address these shortcomings. Despite existing
efforts, clean and robust accuracy still lags behind state-of-the-art empirical results.

We relate this shortcoming to two interlinked properties of used losses: Firstly, logistic
based margin losses, including GloRo [LWF21], SOC [SSF21] and CPL [MDAA22] do not adjust
their output penalties to the output scaling caused by minimization of K. In practice, this
results in samples remaining in under-saturated regions of the loss and effectively within
margins. And secondly, we identify that controlling the Lipschitz constant K to be too low,
may result in overly smooth decision functions — impairing clean and robust accuracy. The
result is exemplarily illustrated in figure 4.2b (middle) for GloRo on the two moons dataset.
The induced overly smooth decision surface eventually leads to reduced clean and robust
accuracy. Contributions: In this work, we propose Calibrated Lipschitz-Margin Loss (CLL), a
loss with improved control over slack and Lipschitz constant K to instrument models with a
margin of width 2e. Key to our loss is integrating the scale of the logistic loss with K, allowing
calibration to the margin. This calibration endows CLL with explicit control over slack and
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Figure 4.2: Weji(ﬁustrate how our loss calibrates the logistic function of the lossf(;/ii.r.t. the margin,
leading to improved clean and certified robust accuracy (CRA). (a) Cross-Entropy does not
guarantee margins, the Lipschitz constant K is large. (b) Uncalibrated margin losses such as
GloRo may produce violated margins (gray) and decision boundaries (black) on the two-moons
dataset. (c) In contrast, our calibrated loss is better visually and quantitatively for robust and
accurate samples. The middle row plots their output probabilities.

K, which can improve certified robust accuracy. As a result, the classifier avoids learning
an overly smooth decision boundary while obtaining optimal margin, as illustrated for two
moons in figure 4.2c. On CIFAR-10, CIFAR-100 and Tiny-ImageNet, our method allows greater
Lipschitz constants while at the same time having tighter bounds and yielding competitive
certified robust accuracies (CRA). Le. applying CLL to existing training frameworks consistently
improves CRA by multiple percentage points while maintaining or improving clean accuracy.

4.2  CALIBRATED LirscHITZ-MARGIN Loss (CLL)

We propose a new margin loss called CLL that calibrates the loss to the width of the margin —
a property not explicitly accounted for in existing large margin Lipschitz methods. Specifically,
we calibrate the logistic functions at the output (sigmoid and softmax), by integrating the
Lipschitz constant K into the definition of the logistic scale parameter. This new formulation
reveals two properties important for margin training: (i) the scale parameter controls slackness
and (ii) slackness influences classifier smoothness. This slack control allows to trade-off certified
robust and clean accuracy. But more importantly, we find that this slackness determines K of
the whole model. This is illustrated on the two moons dataset in figure 4.1 (left) with high
slack implying small K and right with low slack implying large K. Given this improved control,
we train models with large constants that produce new state-of-the-art robust accuracy scores.

4.2.1  Background

Let (x,y) € Dy be a sample-label pair in a dataset in space X, f be a classifier f : X — S
where S C RY is the logit space with N logits and  be a non-linearity like the logistic function
or softmax mapping, e.g. h: S — RN.
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Lipschitz continuity. The Lipschitz continuity states that for every function f with bounded
tirst derivative, there exists a Lipschitz constant K that relates the distance between any two
points x1, x2 in input space X to a distance in output space. That is, for any input sample
distance ||x; — x2||, the resulting output distance ||f(x1) — f(x2), is at most K - [|x; — x2|,..
Consequently, this inequality enables the construction of losses that measure distances in input
space: e.g. the margin width — and importantly: quick input certification. E.g. assume a
classifier with two logits fi, f>. An input x is certified robust w.r.t.radius € when the Lipschitz
bounded distance €K is less than the distance between the two logits: eK < |f1(x) — fa(x)].
Note that K is not required to be small to allow certification. The inequality also holds when K
is large, as long as the distance between logits is greater, as we will see in our experiments in
section 4.3. The exact Lipschitz constant, though, is non-trivial to estimate for highly non-linear
functions such as deep networks [VS18]. Fortunately, it is tractable to calculate an upper bound.
For this, it is sufficient to be able to decompose the classifier f, e.g., a (convolutional) neural
network, into its L individual layers, i.e. f = g/®) 0 gtV ... 0 ¢(1), Then K is upper bounded
by the product of norms [SZS*14],

L
K<TTIs"ll, =K. (4.1)
1=1

In general, this bound is extremely loose without any form of Lipschitz regularization[VS18],

yet recent work has shown substantially improved tightness, rendering uses in losses tractable
(e.g. [LWF21, SSF21, MDAA22, PL22, AHD'23, WM23, HZS"21]).

Lipschitz Margin losses. To produce certified robust models, we strive to train models with
large margins. This can be achieved by adapting the training objective and specifying a minimal
distance € between any training sample and the decision boundary. A typical example is the
hinge loss formulation in SVMs [CVg5]:

minE )~y [1 (€~ yf(x) + MEIPT (4-2)

where € = 1 and h(-) = max{-,0}. ||f|| denotes a generic measure of classifier complexity,

which in the linear SVM case is the norm of the weight matrix. This formulation can be
generalized to Lipschitz classifiers, e.g., by minimizing || f|| = K or by multiplying € with
its Lipschitz factor eK. The latter being used in the GloRo loss [LWF21]. All variants of
formulation (4.2) require strict minimization of K to produce margins. We find these types
of losses can be improved when & belongs to the logistic family — as sigmoid and softmax
are. Since logistic functions assume a fixed output distribution, we observe that minimizing
K can leave samples too close to the decision boundary We present exemplary evidence in
figure 4.2b in which red samples remain within the margins. This is specifically true for GloRo,
but also for methods that hard constrain K (e.g. [SSF21, MDAA22, XLL22]). In the following,
we address these issues with CLL.

4.2.2 Binary CLL

We base our construction of CLL on the general margin formulation in equation (4.2). Key is
calibrating the output non-linearity & to the margin. In the binary case, it is common practice in
deep learning to set / in equation (4.2) to a logistic function h(x) = [1 +exp{—x/c}]~! with
fixed ¢ = 1 and minimize the binary cross-entropy loss. Yet the underlying logistic distribution
assumes a fixed distribution width ¢ = 1, which can be detrimental for training Lipschitz
classifiers. To demonstrate the limitation of this assumption, we look at figure 4.2 illustrating
margin training on the two-moons dataset. Figure 4.2a illustrates vanilla cross-entropy and no
Lipschitz regularization. The decision boundary attains an irregular shape without margin.



4.2 CALIBRATED LIPSCHITZ-MARGIN LOSS (CLL) 43

1.0

— =)

=05

‘ ‘
= ye{01} = 1= =l
‘

i — y=1
'

i
. iwrong side
e ——

i 0.0 i 0.0
0.5 015 0.15 0.5 0.50 015 0.15 0.50 -0.50 -0.15 0.5 0.50

f@)/K fla)/ K fIK
Figure 4.3: Calibrated logistic function as key to our CLL loss by parameterizing the scale

parameter ¢ to margin width 2e. Left: without margin offset; middle: with margin offset €;
right: slack in CLL is governed by parameter p. That is to increase slack, we increase p which
decreases loss for samples on the wrong margin side (indicated by arrows).

The Lipschitz constant is very high, the output values attain high probabilities since they are
pushed to the tails of the distribution (see p = h(f(x)) in middle row). In contrast, a Lipschitz
margin loss (GloRo [LWF21], fig. 4.2b) produces a margin, yet non-robust samples (red) remain
within margin boundaries. This is a consequence of minimizing K, which limits the spread
of the distribution. Under this condition, the assumption ¢ = 1 is inefficient. Additionally,
since ¢ of the logistic is fixed, the final probability p at the margin +e can only be determined
post-hoc, after the Lipschitz constant K finds a minimum. We can be more efficient about
this process by calibrating the width to Ke at each training step and requiring p at € to be a
specific value. The result is shown in figure 4.2c which produces the desired margin with no
errors. Our proposed loss is defined as follows.

Let y € {—1,1}, and L be the binary cross entropy loss L(y,h(f(x))) = —logh(f(x)) — (1 —
y)log(1 —h(f(x)))?. We propose the objective:

min E(yy)p, | L0y B(F(2):9)) + 2K (43)
with A(f(x);y) =h <_a€y(€p) + (T;p) fg?) (4-4)
and o.(p) = TR pZ)e_ ) (4-5)

where 1 is our calibrated logistic and h~" is the inverse cdf: h~!(p) = log(r/1-p). Our proposal
follows from calibrating ¢ to 2e. For its realization we only require 4 values to uniquely
determine o: (i) the two positions of the margin boundaries +€ and (ii) the two probabilities
P—e, pe that the logistic distribution should attain at these positions. We illustrate these 4 values
in figure 4.3, which displays an already calibrated logistic function to € = 0.15 (vertical lines)
and p_¢ = p =103 and p. = 1 — p = 1 — 1073. The theoretical derivation follows from the
logistic distribution, which we discuss in the appendix B.1. We denote the calibrated scale
as 0¢(p) as it depends on € and a probability p (equation (4.5)). So far, this does not express
the integration of the Lipschitz constant K. Recall that the input distance 2¢ can be related
to the corresponding output distance via K, i.e. 2Ke. We consequently acquire the Lipschitz
calibrated version shown in figure 4.3: f(*)/co.(p)k. Next, we integrate hard margin offsets +€ as
in formulation (4.2) to maximize the penalty on samples within the margin. To integrate, we
add £eK, depending on the class sign: [—yKe + f(x)]/[0e(p)K]. This places the probability on
the margin to the worst case value 0.5. Note that this does not invalidate our calibration: the
offset is a tool to improve margin training and is removed during inference.

2Transformation to y € {0,1} is omitted for readability.
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4.2.3 Multiclass CLL

The general intuition developed in the binary case above can readily be applied to multiclass
classification. The main difference being the application to pairs of output logits (before we
considered a scalar output). To this end, lety € {1,2,..,N} and f : X — RY. To calibrate a
classifier with multinomial output, we need to measure the output distances between pairs
of logits, e.g. f;,(x) = fi(x) — fy(x) for logit i and logit of label y. We denote the Lipschitz
constant of f; (x) as K;, and generalize binary-CLL to the cross-entropy loss. To construct
CLL, we make use of softmaxs shift invariance property — any constant can be subtracted from
the input without changing the output. That is, by subtracting f,(x) from all output logits, we
do not change the softmax output distribution and we can calibrate the margin widths for all
one-vs-one decision boundaries.

Definition 2 - Multinomial CLL. Let L be the negative log-likelihood loss L(y, h(f(x);y)) =
—logh(f(x);y), then the calibrated softmax is defined as follows:

egy(lrx)
A L 1 8y (2%)
h(f(x);y) = W : (4.6)
e8y(N,x)
€ fi,l/(x) oL
+ L
~ %) ifi=y

Here, the core implementation is g, (i, x). Equal to binary-CLL, the multinomial formulation
retains the same properties. That is, (i) normalization by K, and (ii): calibration with o¢(p).
Since we consider logit differences f;, we obtain two cases: i # y and i = y. For the latter,
fyy equals 0 for all x, hence g,(y,x) reduces to —¢/c.(p). To assert, equation 4.6 is still a
generalization of the logistic function, we provide proof in the appendix B.1.

4.2.4 Discussion

CLL is derived from joining the definition of ¢ with the Lipschitz inequality while adjusting
for the margin distance 2¢. By utilizing the Lipschitz constant, this scale parameter can be
calibrated to the margin width as if measured in input space. This is feasible because of the
normalization by the Lipschitz constant f(x)/k in equations (4.4). This normalization has two
additional ramifications. First, it decouples the classifier constant from the loss. K can attain
any value, while CLL ensures calibration. And secondly, the Lipschitz constant of the whole
model h(f(x)) is solely dependent on o¢(p). That is K"*/ = K" = 1/c.(p). Below, we discuss
the implications of CLL with respect to the tightness of Lipschitz bounds, the interpretation of
o as allowed slack and the classifier’s complexity.

Tightness. Tightness dictates the utility of the used Lipschitz bound. To measure, we can
estimate a naive lower bound to K by finding the pair of training samples x1, x, that maximizes
the quotient [If(*1)=f(x2)ll/|x;~x,||. Since the input sample distances remain fixed, tightness can
only be increased by increasing output distances and bounding K — conceptually bringing the
two quantities closer together. Recall that typical losses assume a fixed output distribution
o = 1. The capacity to push values into the saturated area of the loss is thereby limited.
Tightness is thereby mainly achieved by minimizing K because output distances cannot be
increased significantly. CLL instead, does not minimize K but bounds it via normalization.
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Since our loss is calibrated to Ke, we can achieve increased tightness by only maximizing
output distances. With the difference of increasing output distances much farther than possible
with other margin losses (an example is illustrated in figure 4.2 (compare x-axis of (b) and (c)).
We find this to converge faster (see figure 4.7 in the analysis in section 4.3.4) and achieve better
robust accuracies than related work, as we present in section 4.3. However, since increasing
output distances has a growth influence on K, we find it necessary to put slight regularization
pressure on K via factor A, as stated on the RHS of equation (4.3).

Slack. Since the logistic function has a smooth output transition from 0 to 1, values on the
wrong margin side can be interpreted as slackness. We illustrate slack in figure 4.3 which
shows a calibrated logistic as in figure 4.3 and indicates wrong margin sides for each class
by dashed arrows. Consider class y = 1 in green. If a sample falls on the wrong margin side
(anywhere along the green arrow at the top) the probability decreases and consequently the
loss increases (i.e., negative log-likelihood lim, .o —log(p) = o). The governing factor for
slack in our loss is the probability p in o¢(p) of equation 4.4, indicated by the green vertical
arrows, which implicitly defines the loss magnitude for samples on the wrong margin side.
Note that without calibration, we find the logistic ¢ or temperature in softmax to have no slack
effect. We provide empirical evidence in section 4.3.4.

Classifier complexity. [BMoz] derive complexity bounds for a 2-layered neural network
(theorem 18). Le., given 2 layers with weight norm B and 1 and non-linearity with Lipschitz
constant L, the Gaussian complexity of the model is bounded by their product K = B- L - 1.
This directly applies to hard-constrained K=1 models, but we find it applies to soft-constrained
models as well. Effectively, this bound has implications for training Lipschitz classifiers: if K is
too small, it restricts the models ability to fit the data. While theory provides only an upper
bound, we find empirical evidence as support. That is, clean and certified robust accuracy
can be improved when L of the loss is adjusted — and thus K. We find strongest evidence on
two-moons (figure 4.4, bottom row), and consistent support on image data (section 4.3). With
decreasing K (top), the model becomes overly smooth, losing performance. CLL offers direct
control over K, simply by adjusting slack. That is, K is inversely proportional to the slack p:
K") =1/g.(p). Consequently, for a fixed €, slack bounds the complexity of the model. Models
that can separate the data well require little slack, implying a larger K"°/. The next section
discusses this in more detail.
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Figure 4.4: Our CLL (top row) vs margin loss GloRo (bottom) on two-moons. Red points
denote incorrect or non-robust samples. GloRos formulation leads to consistently smaller
Lipschitz constant K"°/ restricting the classifier complexity. Already for the true margin
2e¢ = 0.3 it fits inefficiently. For “too-large” margins, GloRo eventually degenerates to a failure
case with a near linear decision boundary. In contrast, our CLL produces a 100% accurate and
robust model for the true margin and retains sensible margins for increased e.

4.3 EVALUATION

CLL offers increased control over slack and classifier complexity, discussed in section 4.2.4. In
this section, we present empirical evidence for these claims. We show that decreasing slack
leads to models with less smooth decision boundaries, resulting in higher clean and certified
robustness. To this end, we present results on the synthetic two-moons dataset by visualizing
the produced margins and discuss the application on natural images: CIFAR-10, CIFAR-
100 [KH*09] and Tiny-ImageNet [LY14]. Implementation of our method involves computing
the upper Lipschitz bound. We measure the width of the margin with the L, distance.
Consequently, we implement equation (4.1) with the product of spectral norms [SZS™ 14] and
calculate them by performing power iterations. Our training strategy follows the respective
method we compare with. That is, we reuse published code (where available) but use our loss.
To evaluate, we measure certified robust accuracies (CRA) for three margin widths (36/255,
72/255, 108/255) and Lipschitz bound tightness. CRA represents the average number of
accurately classified samples that are also robust (fall outside the margin). The latter is the
fraction between empirical lower bound and upper bound. All training details are listed in the
appendix B.2. Our code is made publicly available at github.com/mlosch/CLL.

4.3.1 Metrics

Certified robust accuracy (CRA). To compare models, we measure the number of accurately
classified samples that also fall outside the margin—hence are certified e-robust. Certification of
input samples is straight forward with Lipschitz models. That is, an input sample is certified
when the smallest difference between highest predicting logit f; and any other logit f; is greater
than eK}/:

M (x) > eKi-f]? ,where M¢(x) = fi(x) — m;xfj(x) (4.8)
, [

We report the total of certified samples that are also accurately classified as CRA. For simplicity,
we perform CRA evaluation on the classifier f without h.


https://github.com/mlosch/CLL
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Tightness. Recall that the exact Lipschitz constant is NP-hard to determine (section 3.1, main
paper). As remedy, we resort to upper bounds, for which high tightness is important to avoid
overestimation of output distances. In order to demonstrate improved tightness using our loss
over existing alternatives, we measure this tightness by estimating an empirical lower bound
K{Qb , on the training dataset, such that K{Qb o S KV L K. We state the tightness Kho/RY) in
percent. Note that while this ratio is an approximation, the true tightness is strictly greater or

equal than our reported quantity. To estimate K\ , we follow the description in [LWF21]:

i (x1) = fi(x1) — (fj, (x2) — fi(x2)] }

|21 — %22

maXx max
X1,X2 i

(4.9)

where j; = argmax; fi(x1). Intuitively, we sample two inputs x1,x;, and perturb both to
maximize the quotient which is a lower bound to K;:

fj(x1) — filxa) — (fj(x2) — fi(x2))]

[[x1 — x2]]2

< Ky (4.10)

To optimize equation (4.9), we use the Adam optimizer and perform 1000 iterations with a
learning rate of 3 - 10~%. We sample 4000 pairs from the training dataset and report the largest
value obtained over all pairs.

4.3.2 Two-moons dataset

We start with an analysis on two-moons in order to visualize learned decision boundaries and
investigate the connection to the Lipschitz constant. using uniform sampled noise of radius
0.1 around each sample. This results in a true-margin of exactly 2e¢ = 0.3. In figure 4.4, we
exemplarily compare CLL with GloRo, training 7-layered networks for different target margin
widths (columns). Individual plots display the decision boundary (black line) and the Lipschitz
margin (gray lines). CRAs and Lipschitz constants K"°/ are reported in the corners, non-robust
or misclassified training samples are marked red. GloRo already loses CRA at the true margin
2e and the decision boundary becomes very smooth with decreasing K"*/. In contrast, CLL
retains 100% CRA for the true margin and only slowly loses CRA beyond. The key is in the
control over slack and hence K**/) — we set p = 10~1? in equation 4.4. Our decision functions
do not become overly smooth.

4.3.3 Image datasets

We continue our discussion on CIFAR-10, CIFAR-100 and Tiny-ImageNet, evaluating multiple
architectures: On CIFAR-10/100, we evaluate 6C2F[LLP20], 4C3F[WSMK18], LipConv[SSF21]
and XL[MDAA22, AHD"23]. On Tiny-ImageNet, we consider 8C2F[LLP20], LipConv, XL and
LBDN[WM23]. We report Tiny-ImageNet results in table 4.1 and CIFAR results in table 4.2,
considering CRA for three different margin widths and clean accuracy. Hereby, all values
produced with CLL are averages over 9 runs with different random seeds. Standard deviations
are reported in the appendix B.3. Additionally, we report tightness and Lipschitz constants
of both the classifier f, as well as the composition with the loss & o f — stating the effective
complexity of the model. K and K"’ state the largest constant between pairs of classes,
e.g. K" = max; I%if]) Hereby, data scaling factors (e.g. normalization) influence K"*/. E.g. a
normalization factor of 5, increases K"/ by the same factor.
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Table 4.1: Results on Tiny-ImageNet on clean and certified robust accuracy (CRA) for six
different methods using Lipschitz bounds K" Applying CLL to existing methods con-
sistently improves certified robust accuracy (CRA). Architectures evaluated: 8C2F[LLP20],
LipConv[SSF21], XLIMDAA22, AHD" 23] and Sandwich[WM23] T indicates model is addition-
ally trained with TRADES-loss[ZY]*19]. t-flagged numbers are reproduced values with our
own code. CLL numbers are averaged over 9 runs.

| Method | Model | Clean (%) CRA & (%) CRA 22 (%) CRAB(%) | K7 K"~ Tightness (%)
GloRo[LWF21] 8C2F " 35.5 22.4 - - 12.5 47
8C2F "t 395 23.9 14.3 9.0 39 53
- Local-Lip-B[HZST21] | 8C2F 36.9 23.4 12.7 6.1 - - -
2 Ours e =0.5,p =0.01 | 8C2F 39.8 (+0.3)  25.9 (+2.0) 16.5 (+2.2) 10.7 (+1.7) | 288.3 10.6 64 (+11)
EP SOC[SSF21] LipConv-10 32.1 21.5 12.4 7.5 6.4 85
._i L?pConv-zo 31.7 21.0 12.9 7.5 6.4 81
E CLL LipConv-20 | 32.6 (+0.5)  26.0 (+3.5) 20.2 (+7.3) 15.5 (+8.0) 4.9 11.6 84 (+3)
= | SLLIAHD 23] | XL | 321 23.2 16.8 12.0 | - - - |
‘ LBDN[WM23] ‘ Sandwich ‘ 33.4 24.7 18.1 13.4 ‘ - - - ‘
|

‘ Ours € = 1.0, p = 0.025 ‘ 8C2F 33.5 (+0.1)  25.3 (+0.6) 19.0 (+0.9) 13.8 (+0.4) ‘ 24.4 4.4 73 ‘

Certified robust accuracy. For fair comparison, we adjust € and p of CLL to match or outper-
form clean accuracy of the respective baseline (discussed in section 4.3.4). First, we consider
Tiny-ImageNet (table 4.1). 8C2F is used to compare GloRo, Local-Lip-B and CLL, LipConv is
used to compare SOC and CLL and SLL on XL and LBDN on Sandwich is compared to CLL
on 8C2F. Here, GloRo on 8C2F achieves 23.9% CRA for € = 36/255 and 39.5% clean accuracy.
Trained with CLL, we achieve a substantial increase for the same margin of 25.9%(+-2.0) while
improving clean accuracy 39.8%(+0.3%). We note that GloRo additionally uses the TRADES-
loss [ZY]"19] on 8C2F to trade-off clean for robust accuracy. CLL simplifies this trade-off
control via slack parameter p, see section 4.3.4. Regarding SOC on LipConv, we find 10 layers
to perform slightly better than 20 (training setup in appendix B.2). This is in line with the
observation in [SSF21]: adding more layers can lead to degrading performance. CLL, in con-
trast, clearly outperforms SOC on 20 layers with 26.0%(+3.5) CRA (e = 36/255), 15.5%(+8.0)
CRA (e = 108/255) and 32.6%(+0.5) clean accuracy on LipConv-20. These CRAs outperform
the recent best methods SLL and LBDN. Differently to the AOL loss used in SLL and LBDN
CLL also enables soft-constrained architectures like 8C2F to achieve sota-performances. lLe.,
when choosing a lower slack value p = 0.025 and €4,;, = 1.0, CLL on 8C2F out-competes even
LBDN [WMz23]. Le., we increase CRAs for € = 36/255 to 25.3%(+0.6) and for € = 108/255
to 13.8%(+0.4) while maintaining clean accuracy 33.5%(40.1). Interestingly, 8C2F has fewer
parameters than Sandwich and XL: 4.3M vs 39M vs 1.1B [WM23],

Next, we consider CIFAR-10 and CIFAR-100 (table 4.2) GloRo applied to 6C2F and 4C3F
produces a CRA (e = 36/255) of under 60% (58.4% and 59.6% respectively) on CIFAR-10.
Note that our reimplementation of GloRo improves CRA to 59.6%(+1.2) upon the reported
baseline in [LWF21]. Replaced with CLL, we report gains to 61.3%(+2.9) and 61.4%(+1.8)
respectively. Additionally, we increase clean accuracy to 77.6% for both (4+0.6 and +0.2
respectively). Thereby, outperforming the local Lipschitz bound extension Local-Lip-B[HZS" 21]
(60.7% CRA), which utilizes expensive sample dependent local Lipschitz bounds to increase
tightness. We also compare to SOC [SSF21], CPL [MDAA22] and SLL [AHD"23], which
constrain all layers to have Lipschitz constant 1. Here, we consider the LipConv-20 architecture
for SOC and the XL-architectures for CPL and SLL. LipConv-20 contains 20 layers and XL 85.
SOC achieves a clean accuracy of 76.3% on CIFAR-10, which CLL improves to 77.4%(+1.1)
while also improving CRA on all tested margins. E.g. for € = 36/255 we report a gain to
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Table 4.2: Continuation of table 4.1 but on CIFAR-10 and CIFAR-100. Additional architectures
evaluated: 4C3F[WSMKa18], 6C2F[LLP20]. Local-Lip-B tightness is estimated by reading values
off of figure 2a [HZS" 21].

| Method | Model | Clean (%) CRA % (%) CRA 7Z (%) CRA %(%)[ K7 K~ Tightness (%)
Local-Lip-B[HZS*21] | 6C2F 77.4 60.7 - - 7.5 ~80
6C2F 77.0 58.4 - - 15.8 70
GloRo[LWF21
[ ] 4C3Ft 77-4 59.6 408 24.8 7-4 71
CLL 6C2F 77.6 (+0.6)  61.3 (+2.9) 43.5 27.7 709.3 11.6 78 (+8)
o 4C3F 77.6 (+0.2)  61.4 (+1.8) 44.2 (+3.4) 29.1 (+4.3) | 72.1  11.6 80 (+9)
Aal
& SOC[SSF21] LipConv-20 76.3 62.6 48.7 36.0 5.6 86
é CLL LipConv-20 | 77.4 (+1.1)  64.2 (+1.6) 49.5 (+0.8) 36.7 (+0.7) | 358 14.7 86
9]
CPLIMDAA22] XL 78.5 64.4 48.0 33.0 V2 78
CLL XL 78.8 (+0.3)  65.9 (+1.5) 51.6 (+3.6) 38.1 (+5.1) | 34.6 118 80 (+2)
SLL[AHD*23] XL 733 65.8 58.4 51.3 V2 67 88
CLL XL 73.0 65.5 57.8 51.0 59.4  10.6 88.0
SOC[SSF21] LipConv-20 47.8 34.8 23.7 15.8 6.5 85 (+1)
g CLL LipConv-20 | 48.2 (+0.4)  35.1 (+0.3) 25.3 (+1.6) 18.3 (+2.5) | 454 9.2 84
; CPLIMDAA22] XL 47.8 33.4 20.9 12.6 1.6 74
é CLL XL 47.9 (+0.1)  36.3 (+2.9) 28.1 (+7.2) 215 (+8.9) | 420 7.6 79 (+5)
v ‘ SLL[AHD" 23] ‘ XL ‘ 46.5 36.5 29.0 23.3 ‘ 1.5 6.0 81 ‘
‘ CLL ‘ XL ‘ 46.9 (+0.4)  36.6 (+0.1) 29.0 23.4 (+0.1) ‘ 1.3 6.5 8o ‘
D €train | GlORO Ours N
0.15 | 58.8 |60.6 (+3.0%) gy e Oums

tant K

schit:

5 ¢ | 025| 49.6 |51.6 (+4.0%) l o GloRo
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Figure 4.5: Left column: Slack governs robust accuracy trade-off in 4C3F on CIFAR-10. Remain-
ing columns: Under increasing 0.15 < e < 1.25 on CIFAR-10, we compare our method with
GloRo on 4C3F. We report consistently better CRA with at least 3% improvement (left table).
Our Lipschitz bounds are less constrained and K is decoupled from the loss (middle figure).
And lastly, our method produces tighter bounds (right).

64.2%(+1.6) and for € = 128/255 a gain to 36.7%(+0.7). Similarly, when applying CLL to
CPL-XL, we report CRA gains to 65.9%(+1.5) and 38.1%(+5.1) (¢ = 36/255 and € = 128/255
respectively) while retaining clean accuracy (+0.3). However, CLL on SLL-XL provides no
improvements. This is due to SLL using the AOL-loss [PL22], which has similar properties
to CLL on K=1 constrained models. We provide a discussion in section 4.3.4. On CIFAR-100
though, CLL provides improvements on all tested models. On CPL-XL, we improve CRA
on € = 108/255 to 21.5%(+8.9) while retaining clean accuracy 47.9%(+0.1). On SLL, we
report slight gains in clean accuracy to 46.9%(+0.4) and CRA (+0.1 for both € = 36/255 and
€ = 128/255).

Lipschitz bound and tightness. CLL offers increased control over the Lipschitz bound of
the model K"*/. Across all datasets, we find CLL to increase the Lipschitz constant K"/ over
the respective baselines (while improving clean and robust accuracies). On soft-constrained
models like 8C2F on Tiny-ImageNet, CLL allows a doubling of the constant over GloRo (7.3
vs 3.9). Similarly, on the hard-constrained model LipConv-20 on Tiny-Imagenet, we observe
another doubling over SOC (11.6 vs 6.4). This is consistent with K"/ on CIFAR. K"/ of
LipConv-20 is increased with CLL from 5.6 to 14.7. We note an exception for methods that
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utilize the AOL-loss [PL22]: SLL and LBDN. On these models, we find the constant K*°/ to
be highly similar, e.g. SLL-XL on CIFAR-100 (K"*/ = 6 vs 6.5). Importantly, these constant
changes come with increased tightness as well. On Tiny-ImageNet, we increase tightness
from 53% to 64%(+11) on 8C2F over GloRo and from 81% to 84%(+3) on LipConv-20 over
SOC. Similarly, on CIFAR-10, we increase tightness from 71% to 80% on 4C3F over GloRo. In
general, we observe the largest tightness improvements on soft-constrained models, although
improvements on CPL are substantial. Here we gain, +2 and +5 percent points on CIFAR-10
and CIFAR-100 respectively.

4.3.4 Analysis and ablation

We considered different design choices when training with CLL. An important aspect being
the robust accuracy trade-off, which we investigate in the following by controlling slack. We
also investigate the bound, tightness and CRA over increasing margin width on CIFAR-10 and
analyze the impact of the regularizing coefficient A. Furthermore, we discuss selecting € and p
on 8C2F for Tiny-ImageNet.

Slack. As discussed in section 4.2.4, we can regard the calibration probability p as slack, which
trades-off CRA and clean accuracy. We report both on 4C3F for p € [0.01,0.8] in figure 4.5 (left).
An increase in p decreases clean accuracy (green) from 80% to 68% but CRA increases to a
peak at p = 0.4 with 61.9%.

€ — p ablation. We showed, that slack p can be used to trade-off clean and robust accuracies
on 4C3F on CIFAR-10 for a fixed €ain. For completeness, we extend this experiment with
the question: can we maximize the margin while retaining clean accuracy by reducing slack.
We evaluate combinations of €y,in and slack on 8C2F on Tiny-ImageNet. Results for clean
accuracies and CRA for € = 36/255 and € = 108/255 is presented in table 4.3. Generally, we
observe a similar trend to the main paper results. With decreasing p and €, we observe an
increase of clean accuracy while CRA decreases and in reverse: a decrease in clean accuracy
while CRA increases with increasing p and €. Importantly though, we can indeed find a
configuration that increases the margin, improves CRA and retains clean accuracy. Take € = 0.5
and p = 0.05 for example. This configuration achieves 37.1% clean and 25.7% and 12.0%
robust accuracies. We can find a configuration with higher € but most importantly lower p
that outperforms all metrics: € = 0.75 and p = 0.005. This configuration achieves 37.5%(+0.4)
clean accuracy and 26.0%(+0.3) and 12.0% robust accuracies. And, as discussed in section 3.3
(main paper), we also find the better configuration to obtain a higher Lipschitz constant, i.e.
K") = 8.0 vs K"/ = 7.4. Consequently, training for larger € margins can still result in overall
better clean and robust accuracies when the slack is reduced appropriately. It needs to be seen,
whether this relationship can be harnessed further for additional improvements.

Comparison to fixed temperature scaling. We note that scaling the outputs of existing margin
losses is not sufficient to control slack — and thus K"°/, as the optimization is able to compensate
for this factor. We run a simple experiment utilizing GloRo and varying temperature s = 1/T
in their loss Lgioro (¥; (s - f(x))) and present results in figure 4.6¢. In contrast to our loss, we
observe that such scaling (bottom x-axis) has no impact on K"*/ (top x-axis) and little to no
impact on accuracies.

Increasing margin width. In addition to our main results, we compare CLL and GloRo
for larger e. We train all experiments on 4C3F. Different from before, we evaluate not for
€ = 36/255 but for the trained target, such that €yin = €test- The table in figure 4.5, reports
CRA and relative improvement over GloRo. With a minimum of 3%, we report consistent
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Table 4.3: Clean and certified robust accuracies for 25 combinations of €irain and p for CLL on
8C2F on Tiny-ImageNet. The numbers shown are all trained with a random seed value of 1.

Clean accuracy CRA 36/255 CRA 108/255
P\ €train | 0.15 | 0.25 | 0.5 | 0.75 | 1.0 || 0.15 | 0.25 | 0.5 | 0.75 | 1.0 || 0.15 | 0.25 | 0.5 | 0.75 | 1.0
0.1 43.7 | 40.3 | 36.2 | 32.4 | 30.4 || 22.5 | 25.2 | 25.9 | 25.1 | 24.1 || 4.9 | 8.7 | 12.8 | 14.1 | 14.8
0.05 44.2 | 42.0 | 37.1 | 34.5 | 32.1 || 21.8 | 25.1 | 25.7 | 26.0 | 25.2 || 4.2 | 7.9 | 12.0 | 13.7 | 14.5
0.01 45.4 | 43.0 | 39.7 | 36.4 | 35.1 || 20.0 | 23.4 | 25.9 | 25.6 | 25.7 || 3.4 | 6.7 | 10.7 | 12.4 | 13.2
0.005 44.4 | 43.4 | 39.5 | 37.5 | 35.5 || 19.5 | 23.2 | 25.5 | 26.0 | 26.0 | 2.8 | 6.5 | 10.4 | 12.0 | 12.9
0.001 453 | 43.9 | 40.7 | 385 | 37.2 || 185 | 21.7 | 24.8 | 25.5 | 259 || 2.7 | 58 | 9.4 | 11.1 | 12.0
K#en

P\ €train | 0.15 | 0.25 | 0.5 | 0.75 | 1.0

0.1 19.6 | 11.8 | 59 | 3.9 | 2.9

0.05 2441147 | 74 | 49 | 37

0.01 35.3 | 21.2 | 10.6 | 7.1 | 5.3

0.005 40.0 | 24.0 | 12.0 | 8.0 | 6.0

0.001 50.7 | 30.4 | 15.2 | 10.1 | 7.6

60.0 8 ‘
10-1 10710 107 104 107! 0.10 0.15 0.20 0.25 0.30 0.5 1.0 15 2.0
A & (margin offset) Laioro scale s

(a) CLL is insensitive to a broad (b) Tuning J can improve CRA (c) Naively scaling outputs in
range of A choices. further. GloRo has no effect on K**/ (top
x-axis) or CRA (blue).

Figure 4.6: Hyperparameter sweeps for A (left) and margin offset  (middle) evaluated on
CIFAR-10. A specifies minimization pressure on K’ and 6 can be tuned beyond the canonical
value to increase robust accuracy. The right figure shows that GloRo is not endowed with CLLs
slack property.

relative improvement for all €. The two right most plots of figure 4.5, display the Lipschitz
constants across € and tightness respectively. We see CLL utilizing higher K"/ throughout
while maintaining higher tightness. Note that K’ remains fairly unconstrained at ~ 10 with
CLL, which is regularized via parameter A. We analyze its effect in the next paragraph.

Regularizing coefficient A. As discussed, A is required to add slight regularization pressure
on K'Y — the Lipschitz constant of the classifier f. We subsequently investigate the impact on
CRA when choosing different values for A. For this experiment, we use the 4C3F architecture
and train on CIFAR-10. Figure 4.6a shows CRA in blue (left vertical axis) and Lipschitz constant
K in green (right axis) over parameter A which is increased from 10~ to 10~!. Note that
K" rises exponentially with decreasing A. We observe a wide range of values leading to
state-of-the-art CRA results (10710 < A < 107%), indicating that CRA is fairly insensitive to
the choice of A. Yet we also see two substantial drops in performance when A is set too high
(> 1073) or too low < 107!). Choosing A too high leads to reduced complexity in f, which is
undesired. On the other hand, it is not directly evident why choosing A too low also impairs
performance. This observation necessitates further investigation in future work.
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Margin offset as tuneable parameter. In our CLL definition (section 4.2.2), we add or subtract
€ as hard margin offsets to improve margin training. We can consider this offset as hyper-
parameter ¢, such that the calibrated logistic is now defined as:

hF(x): 1) = Yo 1 f(x) >

59 = (=3 s k)
Instead of the canonical value § = €, we choose 11 values between 0.1 and 0.3 and plot robust
and clean accuracy in figure 4.6b. While robust accuracy (blue curve) can be improved with
greater J, clean accuracy consistently decreases. Here, § = 0.2 achieves a robust accuracy of
62.0%, improving on our main results (+0.6%). Concurrently, clean accuracy decreases to
76.2%(—1.4%).
Slack control on two-moons. In our discussion on two-moons we have highlighted the
connection between slack and Lipschitz constant. Specifically, we showed that choosing low
slack can train models with perfect CRA. Here, we show that choosing too much slack does
indeed result in increased classifier smoothness. We follow the setup in the main paper but
train only for 2e = 0.3 — the true margin width. The results for decreasing p from 0.75 to 0.0001
are shown in figure 4.8. While the smallest shown p = 0.0001 nearly achieves perfect CRA, a
higher slack of p = 0.25 produces very similar results to GloRo (see figure 4b, main paper),
with training points remaining within the margins. Increasing slack even further p = 0.75,
we see a near piecewise-linear classifier, unsuitable to generalize to the data — as discussed in
section 3.3 (main paper).
SOC on two-moons. In section 4.3.2 we evaluated GloRo and CLL on two-moons to highlight
the influence of K on classifier smoothness. For completeness, we additionally present results
with 1-Lipschitz constrained models in figure 4.9. We train models of three different depths:
3, 7 and 25 (in columns) using the SOC method [SSF21]. SOC employs the use of a margin
regularization parameter 7y, which we evaluate for three different values: 0.0, 0.3 and 1.0 (in
rows). Overall, we find none of the tested configurations perform better than 90% CRA. All
decision functions are too smooth to fit the data, while the Lipschitz constant K**/ = 2.0
is very low. These observations are in line with our discussions in section 4.2.4 on the link
between K and classifier complexity.

60
50
40
g,
5 30
20

10 GloRo
Ours

0 100 150 190
Epochs

Figure 4.7: Our loss converges faster. Here for 4C3F on CIFAR-10.

For training CLL we considered different hyperparameters in order to maximize perfor-
mance. In the following, we provide additional material on convergence speed improvements
over GloRo, finding optimal values for the regularization coefficient A on CIFAR-10 and eval-
uating the impact of slack (p) on CRA on the constrained LipConv architectures. Finally, we
show empirical evidence that existing Lipschitz margin losses like GloRo do not possess slack
control.
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Figure 4.8: Slack control on two moons with CLL. With high p and thus high slack, the decision
boundary becomes overly smooth. To reach a perfect CRA score as shown in the main paper, p
needs to be smaller than 0.0001 (right most figure).
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Figure 4.9: 1-Lipschitz constrained SOC is too smooth to fit two-moons, irrespective of depth or
its margin controlling parameter 7. All networks use last-layer normalization [SSF21], which

increases K"°/) to 2.0
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Faster convergence with CLL. For training deep models we highlight an additional benefit
provided by CLL that is of practical importance: faster convergence. We plot the certified
robust accuracy (CRA) over number of epochs in figure 4.7 and find that our loss converges
faster and is less noisy over the alternative large margin loss: GloRo. Note that in this instance,
we train GloRo with a fixed € schedule to draw a fair comparison.

4.4 CONCLUSION

We proposed a new loss, Calibrated Lipschitz-Margin Loss (CLL), for Lipschitz margin training
that is calibrated to the margin width. CLL reveals two intriguing properties: (i) the calibrated
distribution width can be interpreted as slackness and (ii) slackness governs the smoothness of
the model — and thereby the Lipschitz constant. The ramifications are important for improving
certified robustness with Lipschitz constants. The constant can be large — implying increased
model complexity and accuracy - if the model is capable of separating the data well. We
illustrated these mechanics on two-moons, highlighting the implications for Lipschitz margin
training and provided additional results on CIFAR-10, CIFAR-100 and Tiny-ImageNet. Applied
across a wide range of datasets and methods, CLL consistently improved clean and certified
robustness.



PART 2

In the second part of this dissertation, we move from improving
adversarial robustness to addressing the black-box property of deep
networks. In this dissertation, we specifically look at the inspectability
of representations. That is, we consider a representation inspectable if
we can understand its semantic. We pursue a pragmatic form of un-
derstanding, which is, the outputs should align with visual concepts
in images — a wheel representation should provide a high output
value for wheel pixels and a low value otherwise. This definition of
inspectability has wide implications for lifting the black-box property:
predictions can be traced back to their semantics and their respec-
tive evidences. Failure cases can be better analyzed, models could
be improved and importantly: we could designate input regions as
error-prone, omitting a prediction altogether.

In chapter 5, we propose the foundation: Semantic Bottlenecks (SBs).
Semantic Bottlenecks (SBs) introduce a single additional layer into a
model, for which each output channel is aligned with a single visual
concept. We show that constructing SBs is possible in two variants
without impairing performance: supervised, requiring additional
concept annotation and unsupervised.

In chapter 6, we utilize SBs to investigate failure cases on the task of
street scene segmentation. Tracing each individual prediction back to
its receptive field on the SB, we cluster the concept evidences to find
error modes and their respective differences to nearest true positives.
We utilize concept intervention at the bottleneck to test whether the
final outputs rely on the expected input concepts.

The previous chapters focus on semantic segmentation, requiring
pixel-level annotations for the supervised SB. In the final chapter 7,
we provide an indication that scalar image-level annotations (e.g.
there is a wheel in the image) will suffice for image classification
tasks. We base this conjecture on a related study: we find up to 30%
of the last convolutional layers can be reduced to a spatial size of
1 x 1 without impairing clean accuracy. This falls in line with related
work showing convolutional networks can be trained with very small
receptive fields and still achieve competitive performances.






SEMANTIC BOTTLENECKS: QUANTIFYING AND
IMPROVING INSPECTABILITY OF DEEP

REPRESENTATIONS
Contents
5.1 Introduction. . . . . . .. L 57
5.2  Semantic Bottlenecks . . . ... ... . Lo Lo Lo Lo 59
5.2.1  Supervised Semantic Bottlenecks (SSBs) . . . . ... ... ... ... 60
5.2.2  Unsupervised Semantic Bottlenecks (USBs) . . . . ... ... ... ... 63
5.3 Quantification of Layer Output Inspectability . . . ... ... ... ....... 67
53.1 AUiCmetric . . . . . . . .. .. 67
5.3.2 Discussion . . . ... ... 69
54 Results. . ... ... . . 70
541 Setup . . ... 71
5.4.2  Quantitative inspectability improvements with SBs . . . . ... .. .. 71
5.4.3 Qualitative improvements withSBs . . . . ... ... ... ... ... 74
55 Conclusion . . . .. .. 77

its trustworthiness, especially, in high stake applications. This black-box issue is, in part,

the result of hundreds or thousands of representations that are not inspectable. We argue
that there are at least two reasons making inspectability challenging: (i) representations are
distributed across hundreds of channels and (ii) a unifying metric quantifying inspectability is
lacking.

In this chapter, we address both issues by proposing Semantic Bottlenecks (SBs), which
can be integrated into pretrained networks, to align channel outputs with individual visual
concepts and introduce the model agnostic Area Under inspectability Curve (AUiC) metric to
measure the alignment. We present a case study on semantic segmentation to demonstrate
that SBs improve the AUIC up to six-fold over regular network outputs. We explore two types
of SB-layers in this work. First, concept-supervised SB-layers (SSB), which offer inspectability
w.r.t. predefined concepts that the model is demanded to rely on. And second, unsupervised
SBs (USB), which offer equally strong AUiIC improvements by restricting distributedness of
representations across channels. Importantly, for both SB types, we can recover state of the
art segmentation performance across two different models despite a drastic dimensionality
reduction from 1000s of non aligned channels to 10s of semantics-aligned channels that all
downstream results are based on.

IN this first chapter of part II, we address the black box issue of deep learning, which reduces

5.1 INTRODUCTION

While end-to-end training is key to top performance of deep learning, learned intermediate
representations with typical training methods remain opaque to humans. Furthermore, as-
sessing inspectability has remained a fairly elusive concept since its framing has mostly been
qualitative (e.g. saliency maps). Given the increasing interest in using deep learning in real

57
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world applications, inspectability and a quantification of such is critically missing.

Goals for inspectability. To address this, prior work on inspectability has proposed to improve
the spatial coherency of activation maps [ZNWZ18] or to cluster representations to acquire
outputs of low dimensionality either with supervision [BHJ18] or without [CLT*19, YKA'19].
In contrast, we demand information in each channel to be represented by a single semantic
concept. This is derived from a simple observation: distributed representations do not lend
themselves to trivial interpretation (see bottom of figure 5.1). In order to reduce distributedness
and improve inspectability we propose to adapt deep networks via three criteria. (i) Reduce
the number of channels to a minimum, (ii) associate them with semantic concepts, and, at
the same time, (iii) aim to lose as little overall performance as possible. While goal (i) is not
necessary to reduce distributedness, it substantially reduces the amount of information that
needs to be interpreted by a human observer. In our view such semantics based inspectability
can be seen as a way towards achieving true interpretability of deep networks.

Semantic Bottlenecks. We propose to implement these three goals via Semantic Bottlenecks
(SBs). SBs are single (convolutional) layers that are easy to integrate into existing, pretrained,
networks which map the highly distributed outputs to a semantically aligned space of reduced
dimensionality. To achieve this alignment, SBs can be constructed either supervised or unsu-
pervised by regularizing the distributedness of outputs and encourage the network to learn
specialized features interpretable by humans. Our unsupervised SBs activate only a single
channel for any given spatial location of its input map. While goal (ii), the semantic alignment,
is not explicitly solvable in an unsupervised fashion, we find our regularization results in
drastically improved channel inspectability. We show this qualitatively and more importantly:
quantitatively with a metric comparing activation maps and concept annotations.

Our contributions are three-fold. Firstly, we introduce two network layers we term Semantic
Bottlenecks to improve alignment with semantic concepts as described in the last paragraph.
The first—supervised SBs—improves alignment by aligning each channel with a single visual
concept and the second—unsupervised SBs— align by restricting distributedness. Secondly,
we show SBs can be integrated into two state-of-the-art models at early, intermediate or late
layers without impairing performance, even when reducing the number of channels, e.g., from
4096 to 20. Finally, we introduce the novel Area Under inspectability Curve (AUiC) metric to
quantify alignment between channel outputs and visual concepts for any model and show our
SBs improve over baselines up to six-fold.

Upstream Activation Downstream
layers maps layers

Figure 5.1: Semantic Bottleneck (SB) layers can be integrated into any model and act as
inspectable basis for subsequent layers. Their activation maps are coherent and well aligned
with semantic concepts (left). The alternative, regular deep networks, have layers with highly
distributed representations across hundreds of channels, making them hard to inspect (right).
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5.2 SEMANTIC BOTTLENECKS

To approach more inspectable intermediate representations we demand information in each
channel to be represented by a single semantic concept. We propose two variants to achieve this
goal: (i) supervise channels to represent unique concepts and (ii) restrict the distributedness of
representations across channels to produce concept-specialized channels. We construct both
variants as layers that can be integrated into pretrained models, mapping non-inspectable
representations to an inspectable semantic space. We name these supervised and unsupervised
Semantic Bottlenecks (SB).

Formal definition. Before we start introducing the supervised and unsupervised variants in
detail, we first define the integration of SBs in an arbitrary network. For an architecture with
L-layers, we define its functional composition:

fret(x0) = (fro fr-10...0 f1) (x0), (5.1)
where xg defines the input to the first layer. For clarity let’s also name the output of each layer:
Xi 1= (fz Oﬁ,l o... Ofl) (XO), (52)

where 0 < i < L. We denote the output dimensionality of each layer as x; € RN and design
our SB such that it acts as bottleneck, reducing this dimensionality:

fop @ RN — RNss, (5.3)

applied to a layer f;, such that Nsg < N;. To integrate an SB after layer f; (where 0 < i < L), we
extend our network definition from above:

fsNet(X0) = (fro...o fiz10 frofsgo fio...of1) (xo). (5-4)

Note that we also integrated an additional layer f; that ensures its output dimensionality
matches the original layer: f, : RN — RN, To emphasize which parameters of the network
are subject to training, we finally define the following operator ©:

0 =0 (fl) ’ (5-5)

which returns the set of all parameters 6 for a given function f. How we setup fsg and f; and
train them supervised or unsupervised is the subject of the following sections 5.2.1 and 5.2.2.

Case Study. To show the utility of SBs, we choose street scene segmentation on the Cityscapes
dataset [COR™ 16] since it is a difficult task that traditionally requires very large models and
has a practical application that has direct benefits from inspectability: autonomous driving.
Cityscapes consists of 19 different classes, 2975 training images and 500 validation images, both
densely labeled. We use PSPNet [ZSQ™ 17] and the recent MS-OCRNet [TSC20], both based
on ResNet-101 [HZRS16], due to their strong performance on Cityscapes and because residual
networks are abundantly used in computer vision tasks today. PSPNet uses a pyramid pooling
module before classification and MS-OCRNet uses a hierarchical multi-scale object-contextual
representation module [YCW20, TSC20]. Since both architectures are residual, we define their
general functional composition w.r.t. their stages (also see figure 5.3):

fResNet(xO) = (fstage—L ofstage-(L—l) O... ofstage—l) (Xo), (56)
where a stage contains M residual blocks B, all retaining the dimensionality:
fstage-i(Xi-1) = (BmoBy-10...0By) (xi-1). (5.7)

Each block implementing the residual function B(x) = F(x) + x, for a function F.
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parts- and material-specialization. (b) Unsupervised SB Module with two layers.

Figure 5.2: Schematics for both Semantic Bottleneck (SB) types. The highly distributed activa-
tions x; from the original layer are fed through one or multiple 1 x 1-conv layers to specialize
channels by semantic alignment. SSBs are concept-supervised and USBs are regularized (R).
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(a) Simplified PSPNet architecture indicating stages. Each

stage consisting of multiple layers or residual blocks.

(b) PSPNet with SB after stage4.

Figure 5.3: Sequence of stages in PSPNet architecture and integration of an SB. MS-OCRNet
follows the same structure, but replaces the pyramid and last classification module with a
context integration module.

5.2.1 Supervised Semantic Bottlenecks (SSBs)

SSBs (fssg) perform concept supervision on each SB channel using additional annotations.
Ideally, we possess pixel-annotations for an exhaustive set of subordinate concepts like colors,
textures and parts to decide which are required to recover performance on particular tasks.
Yet, we show that an encouragingly small task-specific selection is sufficient to satisfy both
desiderata of performance and inspectability.

Choosing concepts for Cityscapes. For our supervised SB-layer we choose concepts based
on task relevancy for Cityscapes. Broden+ [XLZ"18] is a recent collection of datasets which
serves as a starting point for the concept annotations we require for the SSBs. It offers
thousands of images for objects, parts, materials and textures for which the first three types
come with pixel level annotations. Here, a pixel can have multi-label annotations. Based
on the 377 part and material concepts available (351 parts sourced from ADE [ZZP*17] and
Pascal-Part [CML" 14] and 26 materials sourced from OpenSurfaces [BUSB13]), we compile a
subset of 70 Cityscapes-relevant concepts listed in table 5.1.

Setup. Let’s specify the SSB setup formally for semantic segmentation. That is, our inputs and
outputs are two dimensional. In our experiments, we compose the SSB to have two bottlenecks:
one for materials, one for parts. In the general case, an SSB may have N bottlenecks, each
containing channels of a specific concept category:

fSSB =& (fcat-lr fcat—Z/ ceey fcat—N) ’ (58)

where E defines the concatenation along channels, such that fsgg : RN>H*XW REF1 Neatj < Hx W
for outputs with spatial extent W and H. Recall from our fspnet definition in equation 5.4 that
we need an additional function f, to revert the dimensionality reduction. Instead of adding
an additional layer, potentially increasing representational power (not part of our goals), we
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Table 5.1: Selection of 70 Broden-concepts that we deemed relevant for street scene segmentation.
The first row lists all used materials, the second row all parts. Each part is organized into part
(right) of object/concept (middle).

Materials || Brick, Fabric, Foliage, Glass, Metal, Plastic, Rubber, Skin, Stone, Tile, Wood
Sky | Cloud
Building | Window, Door, Roof, Shop, Wall
Person | Leg, Head, Torso, Arm Eye, Ear, Nose, Hand, Hair, Mouth, Foot, Eyebrow, Back
Road | Crosswalk
Car | Window, Door, Wheel, Headlight, Mirror, Roof, Taillight, Windshield, Bumber
Van | Window, Door, Wheel, Headlight, Taillight, Windshield
Truck | Wheel, Windshield
Bus | Window, Door, Wheel, Headlight, Mirror
Train | Head, Headlight, Headroof, Coachroof
Lamp | Arm, Shade, Bulb
Bike | Wheel, Handle, Saddle, Chain
Motorbike | Wheel, Headlight, Handle

Parts

Table 5.2: PSPNet-SSB@pyramid trained once with and without
softmax activation. With softmax activation performance during
inference is impaired substantially.

] softmax \ mloU ‘

without | 74.7%
with 43.0%

can also adapt the very first residual block of the subsequent stage fge(i+1) to accept the
SSB-output dimensionality. That is, the very first convolutional layer is replaced with a layer

working on the SSB dimensionality RE-1 Nt *H*W The ]l SSB-ResNet architecture can be
defined as follows:

fosBResNet(X0) = (fstage-L © -+ © fotage-(i+1) © f55B © fetage-(i) © -+ © fotage1) (X0), (5.9)

where fstage_(i +1) is the adapted stage. Note, that we do not apply a non-linearity to SSB-outputs.
We observed inferior performance during inference when doing so (see table 5.2). Nonetheless,
softmax (c) is applied when calculating the cross entropy loss:

Lcar-j(xi, label) = CE (0 (featj(xi)) , label) . (5.10)

Implementation details. For all of our SSBs, we define two bottlenecks: one for parts and
one for materials:

fSSB =5 (fparts/ fmaterials) . (5-11)

We follow figure 5.2a, which shows the structure of our SSBs. Two linear bottleneck layers
(blue rectangles) receive the distributed input x; from a pretrained model and are supervised
by an auxiliary loss to map them to target concepts (colored boxes). Given the dense prediction
task of our case study, we use 1 x 1-convolutions to retain the spatial resolution:

fparts(xi) = Wparts S X+ bparts (5'12)
f materials(xi ) = Wmaterials - X + bmaterials (513)

In our case study, we place SSBs at three different locations in the network. Early, namely
after stage3 (see figure 5.3), middle, namely stage4 and late. Late differs between PSPNet and
MS-OCRNet. We apply the SSB after the pyramid module for PSPNet and for MS-OCRNet
after stages.
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Table 5.3: Segmentation results on Cityscapes validation set for different placements of SSB. {
denote results are obtained with models trained from scratch by our setup.

#concepts mioU
location layer (materials, parts) | PSPNet} | MS-OCRNetf
[ Vanilla | N/A 5 - |
early stage3
(512 input feat.) 70 (11, 59) 76.4 78.2
middle stageq
(1024 input feat.) 70 (11, 59) 77.4 77.8
stages §
late (2048 input feat.) 70 (11, 59) 7.3
pyramid o (11, 59) -
(4096 input feat.) 7 » 59 74.7

Training details. The authors description of training the MS-OCRNet is fairly extensive in
contrast to PSPNet. It is pretrained on ImageNet as well as Mapillary [NORBK17], utilizes the
validation set for training and performs auto-segmentation on the coarse training set to increase
the number of images [TSC20]. Since we are mainly interested in rendering existing networks
more inspectable — instead of outperforming baselines —, we choose the training setup of PSPNet
to enable comparisons between both models. To construct baselines, we train both models for
200 epochs on the finely annotated Cityscapes data only, with a learning rate of 0.01, weight
decay of 5e—4 and “poly” learning rate policy with power 0.9 [CPK*18, ZSQ"17, XLZ"18].
Integration and training of SSBs is done in two phases. The SSB-ResNet is constructed according
to equations 5.9-5.13. In the first phase, only the SSB is trained on the out-of-Cityscapes-domain
Broden+ by updating the parameters 6ppages:

Ophaser 1= © (fssB) , (5.14)

where © returns all SSB parameters (as introduced in eq. 5.5). We run the training for 5 epochs
with a learning rate of 0.01, weight decay 5¢ — 3 and the same policy as for the base models. In
the second phase, all subsequent layers are finetuned. The parameters subject to optimization
are as follows:

L

Ophase2 := U (H)(fstage—k) U @(fstage-(i+1))r (515)
k=i+2

where L defines the number of stages. Phase 2 is trained again on Cityscapes with a lower
learning rate of 0.002, keeping the policy and weight decay 5e—4. The number of epochs is
fixed to 60. We train both the PSPNet and the MS-OCRNet on 4 GPUs with a total batchsize of
16 and using mixed-precision. The images are cropped for the PSPNet to size 713 x 713. Our
PSPNet achieves 77.6% mloU on the validation set, on par with the official reported number
(78.4%). MS-OCRNet achieves 79.6% mloU with our training, which is on par with the regular
OCRNet performance (also 79.6% [YCW20]) but not as good as the best reported number
(85.1%) involving the full training scheme.

5.2.1.1  Recovering performance using SSBs

As one of our 3 goals for inspectable deep networks, we strive to lose as little performance
as possible. We test our SSB-augmented PSP- and MS-OCRNets on the original Cityscapes
task and compare mloUs (see table 5.3). We denote an SSB after stageX as SSB@stageX. We
compare the PSPNet integrations first. Given our baseline mloU of 77.6%, SSB@stage4 is able
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Figure 5.4: Task relevant concepts outperform irrelevant ones on PSPNet-SSB@pyramid.

to recover the full performance, while the applications to stage3 and the pyramid layer result
in a slight decrease (76.4% and 74.7% respectively). Similarly for the MS-OCRNet integrations,
we observe only slight performance drops from 79.6% down to 77.3% for stages. As to be
expected, MS-OCRNet achieves overall higher performance on all tested locations. Importantly,
for both models: the reduction in the number of channels is substantial (e.g. 1024 reduced to
7o for stagey), indicating room to render complex networks more inspectable. This addresses
point 1 of our 3 goals (channel reduction).

Bottleneck Tradeoff. Clearly, the performance is strongly dependent on the number of
concepts used in the bottleneck. To re-establish the original performance we investigate the
idea of increasing the bottleneck size, yet note that increasing the number of concepts is
dependent on availability of annotations. In our case, there are no more than our 70 chosen
concepts that we deemed necessary for the task. Objects we excluded, that could be considered
relevant, are mirror, column, stairway or door. Most of these do already exist as parts of objects
(see table 5.1) or are annotated on very different scenes (e.g. mirror is annotated on indoor
scenes). In light of our first two goals—dimensionality reduction and semantic alignment—we
here choose a minimal set of concepts for our experiments to reduce semantic overlap. To
investigate the segmentation performance impact when using over- complete sets as well as
reduced sets, we consider the PSPNet- SSB@pyramid configuration and vary the number of
concepts from 6 to 86 - selected manually from a set of task relevant concepts and randomly
from a disjoint irrelevant set. The set of irrelevant concepts contain all 377 Broden+ concepts
minus the 86 relevant ones. We report the pixel accuracy results in figure 5.4 and find that
relevant concepts result in improved accuracies over irrelevant ones — at least for small number
of concepts.

5.2.2 Unsupervised Semantic Bottlenecks (USBs)

Clearly, the requirement for additional annotation and uncertainty regarding concept choice is
a limitation of SSBs. To address this, we investigate the use of annotation free methods to (i)
reduce number of channels, (ii) increase semantic association and (iii) lose as little performance
as possible. Similar to SSBs, we address point (i) by integrating layers with low dimensionality.
To address (ii) we propose to enforce non-distributed representations by performing one-hot
relaxation. That is, we strive to achieve one-hot encoded outputs for which only a single
channel is active for any given spatial location. We simplify this problem by relaxing an
arg max objective and utilize appropriate regularization.
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Unsupervised semantic alignment. One-hot relaxation does not explicitly enforce semantic
alignment, yet it adapts a high-level idea implemented implicitly using supervision: each
channel should be specialized in representing one concept only. Thus, we strive to maximally
specialize each channel via approaching one-hot encodings. As we will later discuss, we
find our method resolves implicit semantic alignment well, such that channels represent very
specific concepts.

5.2.2.1  Construction of USBs

As for SSBs, we also integrate the USBs into pretrained models.

Setup. Let’s specify the USB setup formally for a residual architecture with integration after
stage fstage-i- We define the output of stage-i as x; (see equation 5.2). The composition of the
network is similar to the SSB variant (equation 5.9):

fuse:i=E& (fUSB s fusB-(2)7 - fusB-( )) (5.16)

for N parallel bottlenecks whose outputs are concatenated along channels via concatenation
operator =, such that

]RN,‘XHXW IRZ]NUSB XHXW

fuss : (5.17)

We present an example setup in figure 5.2b which contains two parallel bottlenecks. As for
SSBs, we choose 1 x 1 convolutional layers with bias for each bottleneck fysp.(j):

fuss-j) (xi) =0 (WUSB-(j) X+ bUSB-(j)) : (5.18)

Note that, unlike for SSBs, the softmax non-linearity ¢ is applied both during training and
inference as it’s integral part to the regularization.

One-hot relaxation. We demand our USBs to produce efficient, sparse codes. By design,
we want to have only one active channel per spatial location: That is, arg max; a;, where a;
defines activation of channel k. To relax this non-differentiable problem we utilize softmax and
investigate two approaches: adding an additional entropy loss R or utilizing a parameterization
with temperature T. For the first approach using entropy loss, the probability distribution
along channels of each fysp.(j) is used to calculate an additional loss R:

/\ W H

Rusg-(j) (x Z Y H (fUSB )h,w) , (5.19)

wlhl

where H defines the Shannon entropy and x; is the output of stage-i (fstage-i) resulting in an USB
output tensor with Nysp.(;) channels and spatial extent H x W ( FUSB-(0) (x;) € RNuse-() < H>xWy
The loss is scaled with factor A. Here, the entropy H is calculated along channels Nygp ;) to
measure the uncertainty w.r.t. the active feature for each spatial location i, w. We want to
minimize this uncertainty to ideally reach maximum certainty: one-hot encoded outputs. For
the second approach, we utilize the softmax temperature parameter, which we anneal during
training. Its parametrization can be reduced to the following;:

or(x) :==oc(x/T). (5.20)

Starting with a high temperature, e.g. Ty = 1 it is reduced quickly in T training iterations to
approach arg max. We define T at timestep t with polynomial decay: T; = Tp + (Tp — Tx) -
(1- %)W, where 1y specifies how quickly T is decaying.
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Table 5.4: One-hot relaxation comparison on PSPNet-USBs. To test distributedness, we replace
softmax with arg max during inference and compare segmentation performances. Only anneal-
ing recovers performance.

PSPNet
#channels
layer N x K Entropy Temperature
Loss annealing
softmax | argmax | softmax | argmax
mloU mloU mloU mloU
¢ 2 x50 73.0 0.1 73.6 71.7
SHa8e3 | 4 x50 74.0 36.7 74.7 73.3
ta 2 x10 75.7 329 75.1 75.0
gt | 2 x50 76.0 25.8 75.8 75.5

Table 5.5: Performance comparison between PSPNet and MS-OCRNet after integrating USBs
regularized with temperature annealing. X denotes number of active channels — active
meaning: the channel has an activation value greater than o at least once during validation.
Bold numbers highlight best performing configuration per model.

location lager #channels PSPNet MS-OCRNet
NxK [Z5 ] mloU (ss) | X5 [ mloU (ss)
| Vanilla | N/A Jal [ g76 Jal ]| 796 |
2 x50 33 71.7 17 76.0
carly | stage3 | 4 50 | 60 | 733 | 48 | 774
1 x50 18 72.4 12 75.9
middle | stage4 2x10 16 75.0 11 77.5
2 x50 14 75.5 20 77.3
1 x50 23 77.2
stages 2x10 - 17 77.4
late & 2% 50 23 | 780

1 x50 40 77.5
pyramid | 2 x 10 19 75.4 -
2 x50 31 75.6

Implementation details. Entropy regularization is scaled with factor A = 0.1 while T is kept
at 1.0. For annealing we set Ty = 1.0, Tr = 0.01 and v = 10.0 for rapid decay. During inference,
we compute arg max instead of softmax to acquire one-hot encoded outputs. We choose
various bottleneck sizes for our USB experiments to evaluate their impact on performance,
discussed in section 5.2.2.2.

Training details. Since the training is not dependent on additional concept labels, we can
train the USB jointly with all subsequent layers. The set of parameters 6 subject to training is
specified as:

L
0:= |J O (fatagek) UO(fstage-(i+1)) U O (fuss) , (5.21)
k=i+2

where © returns all parameters of a function (as introduced in eq. 5.5) and L is the number of
all stages.

5.2.2.2  Recovering performance using USBs

Here, we show in two parts that first, only USBs trained with temperature annealing produce
one-hot encodings and second, that introducing USBs result in little to no performance impact
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while drastically reducing number of channels. We compare the two regularization methods
on two locations of PSPNet (stage3 and stage4) in table 5.4.

Temperature annealing enables one-hot encoding. Table 5.4 reports number of channels and
two mloU values per USB configuration—both evaluated on the Cityscapes validation set. The
left column reports the unchanged PSPNet-USB performance, and the right (arg max) reports
the performance when replacing the softmax with arg max during inference. This comparison
enables a simple test. That is, how distributed (or how specialized) are the learned USB-
representations. If the representations are not distributed across channels, taking the arg max
will induce no or little performance loss. On the other hand, if representations are distributed,
a single channel per spatial location does not express all of the required information—the
performance will drop. We compare the two different regularization strategies—entropy loss
and temperature annealing—and find that only the latter is able to retain performance. On
stage3 we see a slight performance drop from 74.7% to 73.3% for 4 x 50 channels and only a
0.3 percent point drop for stage4 and 2 x 50 channels. On the other hand, entropy loss does
not reduce distributedness sufficiently. The best configuration—stage3 4 x 50—drops from
74.0% to 36.7%. Thus, the representations of temperature annealed USBs are not distributed
across channels.

USBs reduce dimensionality without performance impact. Next, we investigate the impact
of temperature annealing more broadly on multiple layer locations as well as for both models:
PSPNet and MS-OCRNet in table 5.5. We report dimensions of the bottlenecks, mIoUs after
arg max application as well as the number of active channels X . The latter derived from an
observation that some channels are never active during evaluation (compare columns X~ —
active channels — and #channels). This resembles results from recent work on differential archi-
tecture search also utilizing softmax [LSY19, XZLL19g]. Overall, this encouragingly indicates
further dimensionality reduction. We highlight, that at stage4, stage5 and pyramid it appears
that around 20 channels are enough to fully retain the performance - irrespective of the model
used. Considering segmentation performance, we observe that only stage3 on PSPNet sees a
substantial impact (compare the best 73.3% mloU vs vanilla PSPNet 77.6%). We conjecture that
representations at such an early location in the network are difficult to disentangle, yet we also
find USB@stage3 for MS-OCRNet achieves a high 77.4% mloU. Overall, for MS-OCRNet, we
see close to full recovery of mloU performance across all tested locations.

Parallel bottlenecks are not necessary for good performance. To acquire a better under-
standing of the impact of using parallel bottlenecks on mloU performance, we conduct a
thorough sweep over USB dimensions and report results for PSPNet in figure 5.5. For each
network location, we train USBs with varying number of parallel layers N and width K, where
N € {1,2,3,4} ,K € {2,5,10,20,50}. For each N we plot the mIoU over the product N - K,
stating total number of channels. To decrease training time, we reduce the batchsize from 16
to 4, which decreases PSPNets baseline performance from 77.6% to 76.2% mloU. Stage4 and
pyramid reach baseline results approaching 50 total channels with no substantial gains after.
N has the greatest impact on stage3, which reaches highest mloUs using N = 3 (compare
(N=1,K=50) — 61.8% vs (N =3,K =20) — 68.7%). Overall, we find that using 3 parallel
bottlenecks with K = 10 is able to retain performance while having the least total number of
channels (discounting active channels Xy). However, even a single bottleneck — resulting in
one-hot outputs — with K = 50 is able to reach 75% mIoU.

We conclude that USBs with parallel bottlenecks (N > 1) improve performance quickest,
yet N = 1 only require few channels more and allow true one-hot encoding.
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Figure 5.5: Impact of USB dimensionality trained with temperature annealing on Cityscapes
mloU score for PSPNet. USBs with parallel bottlenecks (N > 1) improve performance quickest,
yet N = 1 only require few channels more and allow true one-hot encoding.

5.3 QUANTIFICATION OF LAYER OUTPUT INSPECTABILITY

We present the Area Under inspectability Curve (AUIC) metric enabling model agnostic bench-
marking by measuring alignments between channels and visual concepts. We specify three
criteria that AUIC has to satisfy: (i) it must be a scalar measuring the alignment between
visual concepts and channel outputs. 0 must indicate no alignment is possible and 1 perfect
overlap. (ii) The metric must be model agnostic to allow comparisons between two different
activation functions. (iii) The quantification must be computed unbiased w.r.t. the concept
area in the image. The fundamental ideas inspiring our metric are based on the frequently
cited NetDissect method [BZK ™ 17]. To highlight the differences to our metric we will end this
section with a discussion.

5.3.1 AUiC metric

Our proposed metric consists of 3 main steps, which we schematically present in figure 5.6.
Each channel is considered as binary detector by thresholding its output at various values
(top center in figure 5.6). For each threshold, the overlap to concept annotations is evaluated
via mloU (bottom center in same figure). Simply speaking, we want to identify the concepts
that best describe each channel output. For the final scalar AUiC metric, we take only the
best matching channel-concept pair into account and count how many channels in total have a
mloU over a threshold ¢ (right in same figure). In the following, we will describe this process
more formally.

Channel-Concept matching: First, each channel needs to be identified as a detector for a
single concept. Given dataset X containing annotations for concept set C, we compare channel
activations Ay and pixel annotations L., where ¢ € C. We consider binarized channel outputs
M via thresholding with 6y, such that My = M(k,0;) = Ax > 0k (see thresholded activation
maps in figure 5.6). Channel output M and concept annotation L, are compared with IoU:

IoU(x) = m:gifi, | - | denoting cardinality of a set. A few things need to be considered
w.r.t. to our criteria. The metric must be unbiased w.r.t. size. IoU penalizes small areas
more than large ones, since small annotations are disproportionally more susceptible to noise.
Consider an annotation of 2 pixels and one false plus one true positive. The IoU scores 1/3,
pulling down the average over all samples. This would become an issue later on when we
optimize 6. Here, a bias would lead to wrong identifications. We address this issue using

the mean IoU of positive and negative responses to balance the label area by its complement:
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Figure 5.6: Schematic calculation of inspectability score AUiC. First, each channel is considered
as binary detector — by thresholding its output at various values — and compared with concept
annotations (see blue and magenta channel). The best mIoU scores are used to construct the
AUIC score. AUIC is derived by counting how many channels have a mIoU greater than a
threshold (see plot to the right)

— 1 (IMOLe| | IMAOL Ar and I i ivati
mloU(x) = 3 (| ML T ML > My and L. are the complements to the binary activation mask
and annotation respectively. The alignment score between channel and concept is subsequently

defined over the whole dataset X:

:lzxelekmLc’ lzxex|Mkﬂfc|
2Exex|MpU Ll 2%,ex| Mg U Le|

mloUy . (X) (5.22)
We sum over all samples before computing the fraction to include samples not containing
concept c.

So far, the choice of 6 has been undefined. Yet, the alignment between channel and concept
is sensitive to 0. We keep the determination of 6, agnostic to the activation distribution by
finding critical point 6] —now per channel and concept— maximizing mloUy (X, 6 .)—now
parameterized with the threshold:

0; . = argmaxmloUy (X, O ). (5.23)
6k,c
An example considering two different concepts (person/head and car/wheel) is presented in
figure 5.6. For each concept, we have identified the threshold 6; . that maximizes alignment. To
assign each channel a single concept, we choose the concept ¢* that maximizes mloU.

¢* = argmaxmloUy (X, 0 .)- (5.24)

c

Each concept can be assigned to multiple channels, but not vise versa.

Scalar quantity. The second step involves summarizing the identifiability to a scalar value —
0 indicating no channel can be identified and 1 all. This is depicted in figure 5.6 to the right.
Given a global mIoU threshold ¢ we can determine the fraction of channels having a greater
mloU. In order to keep the metric agnostic to the choice of ¢, we define this scalar as the AUC
under the indicator function — counting identifiable channels — for all ¢ € [0.5,1]:

2 TE
AUIC = E/ Y Lise (mIoUg) dE. (5.25)
05 {4
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We coin this scalar AUIC — Area Under inspectability-Curve. The factor 2 normalizes the output,
such that AUiC ranges from 0 to 1.

Stability w.r.t. 67 . Since we still choose a single 6; . to compute our metric, we introduce a
second scalar quantity measuring stability when varying 0y .. For a channel k we retain the
selected c* and marginalize § out of mIoUy .. This results in the area under the mIoU curve
when varying the threshold:

A = / mloUj .- (X, 6) de. (5.26)

The ideal inspectable channel consistently responds with perfect overlap only to concept c*.
In that case Ay~ will be equal to mIoUy .+ (X, 6 ..) implying maximal stability. In the general
case though, a channel may also respond to other concepts but with smaller activations. This
results in an inequality Ay < mIoUy (X, 6 .), indicating lower stability. Subsequently, the
quotient between these two terms enables the ,quantification of stability. We define this quantity
S aggregating all channels as the fraction between AUC under A and AUIC:

st 2y q
- AU]CK /0.5;:[]‘3&2‘; (Ak,c*) ér (527)

5.3.2 Discussion

We conclude by showing that AUIC satisfies our three criteria and contrast it to the NetDissect-
measure.

Clear definition in [0,1]. 0 must indicate no channel alignment — 1 perfect alignment for all
channels. AUIC satisfies this criterion as it integrates over all mIoU thresholds. NetDissect
instead chooses a specific IoU threshold ¢ = 0.04 that results in fuzzy scores at the bounds. At
1, NetDissects measure gives a false sense of security since all channels only require to pass an
IoU of 0.04.

Agnostic to network architecture. To enable comparison across diverse types of models, we
require a metric agnostic to the distribution of the channel outputs. Our AUIC metric satisfies
this criterion since it considers the threshold 6; . that maximizes mloU. In NetDissects” measure
in contrast, the activation binarization threshold 6y is chosen based on the top quantile level
of activations a; € Ay such that P(a; > 6;) = 0.005. This 0.005 quantile choice is sensitive to
the underlying activation distribution, failing for non-Gaussian distributions — e.g. bi-modals
and Bernoulli (USBs have 0/1 outputs), for which 6 could wrongly be set to 1. This results in
My being always 0. We observe that NetDissect requires further calibration when evaluating
our USBs. For example, only 4 out of 25 channels are assigned for PSPNet-USB@stage4 with
default settings while ours assigns 20. Additionally, we observe improved assignment results
on SSBs. While the outputs here are normal distributed, the optimization procedure to find
the best thresholds is able to improve assignments especially for small concept sizes. We show
an example in figure 5.7. We choose MS-OCRNet-SSB@stages for which all 70 channels are
concept supervised and plot 4 different channels with their respective activation maps. The
concept assignment is performed by comparing with 40 concepts from our Cityscapes-Parts
dataset (introduced in the next section). The first column shows result for channel 9 which
represents Person/arm. Note that our thresholding results in activation maps that are much
closer to the target concept than NetDissects method. Note that many concepts used for
supervision (e.g. eye, ear, back) are not present in Cityscapes-Parts. Nonetheless, our algorithm
is able to find the closest matches reliably.
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Table 5.6: Channel identification comparison for PSPNet-SSB@pyramid using either IoU or
mloU. The latter reducing size bias substantially, enabling accurate identifications.

Person/arm

Person/eye

trained TIoU Our mloU
channel . R

concept assignment assignment
. torso (0.07) | person (0.57)

16 | person/hair painted (0.06) | hair (0.55)
painted (0.07) | shade (0.58)

32 | lamp/shade brown (0.06) | lamp (0.53)
torso (0.07) | person (0.53)

18 | person/foot black (0.05) foot (0.53)

. brown (0.07) | wood (0.53)

69 | wood material painted (0.07) | floor (0.52)

Channel 9 - Supervision: Channel 10 - Supervision: Channel 11 - Supervision: Channel 19 - Supervision:

Person/ear

Person/back

Person/torso Person/torso

Our assignment: Person/head Person/head

Our method

NetDissect assignment:

o

S
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Figure 5.7: Comparison of concept assignments between NetDissects method (lower row) and
our calibration-free method (upper row) using Cityscapes-Parts. This comparison is performed
on the MSOCRNet-SSB@stages for which each channel is concept-supervised. The groundtruth
concept is stated above each column. Note that our thresholding (heatmap overlay) is better
aligned with the actual concept since its threshold determination is an optimization procedure.
Both methods have been evaluated on 100 Cityscapes-Parts images.

Insensitivity to size of concept. To show size bias using IoU, we conduct a comparison
between IoU and mloU. We compare concept assignments on PSPNet-SSB@pyramid since the
channels are supervised and hence pre-assigned. Table 5.6 presents the assignments of both
methods (columns) for 4 channels (rows). mloU assignments are consistent with the trained
concepts, even identifying concept wood. Using IoU instead, concepts like painted, black or brown
are among the identified. These concepts cover large areas in Broden images making them less
susceptible to noise. The average number of pixels per image of painted for example is 1087.5,
resulting in an IoU of 0.06, while hair has only 93.8 pixels on average and does not show up
when using IoU. mIoU on the other hand computes a score for hair of 0.55 for channel 16,
which is trained for hair. NetDissects metric also utilizes IoU, for which the authors manually
adjusted the threshold to make it unbiased [ZBOT18]. Since this adjustment is done for normal
distributions, it’s not guaranteed to be unbiased for others.

5.4 RESULTS

Section 3 showed drastically reduced channel numbers while retaining performance—achieving
goal (i) and (iii). To assess the semantic alignment of channels (goal (ii)) we utilize our AUiIC
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metric to show improved inspectability and highlight qualitative examples in this section.

5.4.1 Setup

Datasets. We compare alignments with 3 different datasets: Cityscapes-Classes, Broden [BZK " 17]
and a new dataset: Cityscapes-Parts. The broadest dataset we evaluate is Broden which covers
729 various concepts of objects, parts, materials, textures and colors (skipping scene concepts).

Cityscapes-Parts. Since the Broden images are mostly out of domain w.r.t. Cityscapes,
we introduce Cityscapes-Parts which includes annotation of subordinate concepts to the 19
Cityscapes classes. The new dataset includes 100 densely annotated images from the Cityscapes
dataset covering 40 different concepts that we chose based on the Cityscapes classes. Vehicles
including bicycles have been decomposed into wheel, head- and taillight, door, seat, steering
control and body. Buildings have not only been decomposed into their direct subordinate
concepts like wall and window but also into concepts that often obstruct buildings like
advertisements. We also distinguish between plain and cobble road as well as their markings.
Three example images are presented in figure 5.9 and concept statistics in figure 5.8. We
annotated all images with the labelme toolbox [Wad16]. We made all annotations publicly
available here: https://doi.org/10.17617/3.B11ZS6.

Compared models. From all USB models trained, we select one per network location that
strikes the best balance between mIoU and AUiC: namely retaining performance while reducing
number of channels. For PSPNet: stage3 - USB2x50, stage4 - USB1x50, pyramid - USB2x10. For
MS-OCRNet: stage3 - USB2x50, stage4 - USB1x50, stage4 - USB2x10.

5.4.2 Quantitative inspectability improvements with SBs

We compare vanilla PSPNet/MS-OCRNet with SSBs and USBs and do so for outputs of an early
layer: stages, a middle layer: stage4 and a late layer: pyramid/stage4. AUiCs are collectively
shown per layer in three columns in figure 5.10. Each row shows results for a different dataset
indicated by the column headers on the left: Cityscapes-Classes, Cityscapes-Parts and Broden.
Vanilla network outputs are indicated by color red, SSBs by yellow and USBs by blue. PSPNet
and its SB integrations are indicated by circles, MS-OCRNet by triangles.

SSBs enable inspection for subordinate concepts. On each layer and dataset, SSBs outper-
form the vanilla baselines. Based on the AUIiC improvements on the Broden dataset on all
layers—on which the SSBs outperform all tested variants—we highlight that it is possible
to align intermediate representations with user defined concepts. SSBs improve the AUiCs
on Broden from under 0.05 up to 0.2 for the late layers making a big leap forward towards
inspectable representations. In comparison to the application of unsupervised USBs though—
as we will discuss shortly—large AUiC improvements are challenging to establish as they
heavily depend on the choice of concepts. A priori, it is difficult to know which concepts can
be aligned well with supervision whilst also allowing for good segmentation performance.

USBs align with Cityscapes-Classes. In comparison to SSBs, USBs align much better with
Cityscapes-Classes than subordinate concepts. We see here the greatest increase in AUIC, e.g.
from 0.05 to close to 0.6 on stage4 and 0.1 to 0.6 at stages/pyramid. Clearly, it is much more
effective to use unsupervised semantic bottlenecks to improve inspectability, than to force
specific concepts onto the network.


https://doi.org/10.17617/3.B1IZS6

72

CHAPTER 5. SEMANTIC BOTTLENECKS

Figure 5.8: Number of images containing each concept in Cityscapes-Parts.
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37 out of 40

concepts are present in more than 10 out of 100 images.

- background
- road/marking

road/plain

- road/cobble

- building/roof
- building/stairs
traffic light/case
- traffic light/lamp
idewalk/curb traffic sign/face
- sidewalk/paved - construction/pole
- building/window - construction/bar

building/door construction/advertisement

- building/wall - construction/wall

- vegetation/shrub

- vegetation/field

- tree/trunk

tree/crown

- sky/background
- sky/cloud

person/head

- person/torso

vegetation/fallen_leaves

- person/leg
- person/arm

vehicle/wheel

B <hicie/neadight

- truck/cargo
- vehicle/tail light - technology/display
- vehicle/window

vehicle/steering_control

- vehicle/seat
- vehicle/mirror

vehicle/pantograph
vehicle/articulation

]
I
- vehicle/body

Figure 5.9: Examples from our Cityscapes-Parts annotations with 40 different labels focused on
parts of Cityscapes objects. 100 randomly selected images from the Cityscapes-dataset have
been annotated (excluding test-sets).
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Figure 5.10: AUIC - inspectability scores for SSBs (yellow), USBs (blue) and baselines (red).
Higher values are better, 1 being perfect channel-concept alignment. SBs substantially improve
that alignment and thus: inspectability. 2 indicates number of active channels.

Table 5.7: Averaged stabilities over datasets.

Stability S | stage3 | stageq | pyramid
original | 0.034 | o.077 0.099
bottleneck | 0.004 | 0.069 0.082
SSB | 0.047 | 0.099 0.099

USB | 0.938 | 0.945 0.947

USBs offer high stability. Shown in table 5.7, we see USBs offering a clear advantage since
their outputs are one-hot encoded: alignments are very stable. SSBs on the other hand report
only slight stability improvements over baselines. To answer, whether softmax enables greater
stability by default (SSBs have no non-linearity), we measure AUIiC and S for SSB with softmax.
Measuring with softmax T = 1, we find a 2-fold increase of stability to 0.20 but a 3-fold
decrease in AUIC to 0.07. While softmax alone increases stability, it does not improve AUiIC
by default. As noted in section 4, a channel is stable if it responds consistently to the same
concept no matter the activation value (arg max USBs have only two states). This is not the case
for a regular stage4 and SSB channel, for which the same channel may be active for multiple
concepts albeit with low activation. By our definition, this can be inspectable but is not stable.
We conclude that the linear SSB-layer is sufficient to align with semantic concepts yet unable to
increase stability by a large margin by default. Note that simple bottlenecks show consistently
reduced stability (e.g. 0.069 vs 0.077 for bottleneck vs original on stage4).

Representations at stage3 are difficult to align. Comparing the AUiC scores between stage3
and other locations, it becomes evident that only SSBs improve inspectability. This indicates an
intrinsic difficulty in aligning individual channels with semantics that early and could imply a
necessity for distributed representations. We leave this as a challenge for future work.

Conclusion. Both SSBs and USBs offer clear advantages over baselines. SSBs are semantically
supervised and thus can offer the greatest improvements in AUiC. USBs do not require concept
supervision, yet form channels that are well aligned with Cityscapes classes offering a different
dimension of inspectability.
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5.4.3 Qualitative improvements with SBs

To support our quantitative results we compare visualizations of SB-layers and baselines. We
show that SB outputs offer substantially improved spatial coherency and consistency.

Top-20 channels. To enable comparison between 1000s and 10s of channels, we utilize the
mloU scoring of our AUiIC to rank channels. We show the top-20 channels, assign each a
unique color and plot the arg max per location. An inspectable — and thus aligned — channel
will result in coherent activations for a unique concept. Visualizations are presented for two
images in figure 5.12 for all tested layer locations on MS-OCRNet. 9 additional images are
shown in figure 5.11 for stage4 only.

MS-OCRNet outputs in the first row (Vanilla) show the difficulty in interpreting them, since
they are highly distributed across channels (also indicated by [FV18]). While still highly
irregular in its appearance, activations at stage4 and stages show increasing regularities that
resemble the Cityscapes classes (e.g. building in purple or cars in light gray).

SSB & USB outputs. Attending to the first image on the left half of figure 5.12, we see spatial
coherency greatly improved for USB outputs over baseline. SSBs offer only slight improvements
on stage4, but show clear distinctions on stages into wheels (beige color for car wheels and
light blue for bicycles), car windows (purple), person-legs (dark blue) and torso (light gray). In
relation, the USBs appear to form representations that are early aligned with the output classes,
which is already evident for USB@stage4. Comparing USB@stage4 and USB@stages it appears
the semantics of the representations do not differ but are only refined. This gives a clue to the
inner workings of deep segmentation nets: the stage outputs get closer to the class labels the
higher we go in the layer. Since USBs are unsupervised, they offer an easy access into what
concepts have been learned automatically.

Individual USB channels. Finally, we show activation maps of individual USB channels for
MS-OCRNet-USB@stages in figure 5.13. These convey four points: (i) the maps are visually
sparse, (ii) they are spatially coherent and (iii) they are consistently active for the same image
concepts. Find the top-20 visualizations, as well as 5 of X~y = 17 channels — one per column. We
consistently see the each channel activate for the same concept irrespective of the input sample.
The left most channel (11th) activates for road, the next to the right (8th) for buildings and the
last three for person, rider and bicyle/motorcycle. We highlight an interesting redundancy in
these last three: Person and rider are already distinguished at this stages level and kept as
individual representations (compare the 3rd and 15th channel in row 3). It appears to be more
difficult to determine a pixel belong to person or rider when only concept person and bicycle
is retained.
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Figure 5.11: Top-20 CS-Parts aligned channels only for stage4 from SSB-, USB- and vanilla
MS-OCRNet outputs. USBs and SSBs offer better semantic alignment and are easier to inspect
for concept evidence.
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stage3

Figure 5.12: Top-20 CS-Parts aligned channels from SSB-, USB- and vanilla MS-OCRNet outputs.
Each color is mapped to a single output channel. USBs and SSBs offer better semantic alignment
and are easier to inspect for concept evidence.

Top-20 11th channel 8th channel 3rd channel 15th channel 5th channel

Figure 5.13: Individual channel activations overlaid with the input image of MS-OCRNet-
USB@stages are coherent and well delineated. Only bright areas are active.
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5.5 CONCLUSION

In light of the increasing number of data driven models in real world applications like
autonomous driving, we demand models to be inspectable at intermediate layers. One issue
obstructing inspectability in typical deep networks is that representations are distributed across
hundreds of channels and are not semantically aligned [BZK" 17, FV18, MA20].
Consequently, in this paper, we proposed supervised and unsupervised Semantic Bottlenecks
(SSBs and USBs) to reduce number of channels and align each channel with human inter-
pretable semantics while retaining performance. Additionally, we introduced the AUiC metric
quantifying the alignment to enable model agnostic benchmarking as well as stability of same
alignment. Using our metric, we showed, that SBs improve baseline scores up to six fold while
retaining performance. Overall, we identified USBs to offer greatest inspectability since they are
not restricted in the choice of concepts and offer great alignment stability given they are one-hot
encoded. While SSBs only increase AUiCs over baselines three fold, they enable the alignment
to user-defined semantic concepts. SBs are easy to integrate into existing architectures and
offer great returns in inspectability, making them a useful extension for models used in real
world applications. For future work, we would like to address the following points. First, we
want models to have multiple SBs to act as access points to the process pipeline. We conjecture
use cases for failure case detection when information along layers indicate conflicting concepts.
Secondly, our current methodology involves finetuning the bottleneck as well as all succeeding
layers. A combination of USBs with invertible neural networks would spare the need to retrain
the target model [ERO20] while maintaining inspectability. Finally, we would like to see our
semantic bottlenecks applied for other use cases like pathogen segmentation in the medical
domain.
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the task of street scene segmentation. This can be seen as one of the goals of inspectable

representations for improving trust. By providing evidences (or lack-thereof), we desire
to get insights into the high level prediction process of deep networks. In this chapter, we
specifically look at incorrect predictions and their respective bottleneck evidences. In particular,
we cluster these evidences to search for large clusters of similar attributes — indicative of a
reoccurring weak spot in the prediction process. Moreover, additionally clustering correct
predictions, we show that each failure case can be made explainable by comparing with the
closest contrastive example. The latter providing the necessary change in bottleneck evidences
to achieve a correct prediction, thereby highlighting which features in the image are under- or
overrepresented. We identify three reoccuring error patterns: (i) misinterpretation of image
features, (ii) conflicting evidences and (iii) missing evidences.

THIS chapter utilizes SBs, introduced in the previous chapter, to analyze failure cases on

6.1 INTRODUCTION

While deep models have achieved impressive performances on a wide range of vision tasks,
they largely remain black boxes that render it difficult to understand failure cases. To lift this
black-box property of deep networks and improve the trust in high stake applications like
autonomous driving, various inherently interpretable architectures have been proposed, among
others [CLT" 19, KNT" 20, LFS21, BFS22].

By providing attribution to either image features or higher level concepts at intermediate
representations, these methods attempt to increase transparency of the models decision. Little
focus though has been put on utilizing these methods to analyse failure cases during prediction,
thereby providing insights into their utility for interpretability. That is, which prediction errors
can be understood and what type of failure cases exist.

In this work, we investigate alluded utility of the recently proposed Semantic Bottle-
necks [LFS21] and conduct such a failure case analysis on street scene segmentation — an
essential task for autonomous driving. Semantic Bottlenecks (SBs), specifically the supervised
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variant (SSBs), reduce the dimensionality of an intermediate layer to only a few channels
and align each to a human interpretable concept. As has been shown in [LFS21], this can
be integrated into state-of-the-art architectures without impairing segmentation performance.
The resulting SSBs provide the opportunity to cluster the concept evidence for all correct and
incorrect predictions, thereby providing means to analyze number and types of errors.

Our contributions are two-fold: We show that misclassifications can often be ascribed
to cases of missing or conflicting evidence and secondly show that directed manipulation of
evidence in the SSBs opens the possibility for intervention. That is, we can add or remove
semantic evidence to achieve substantial changes in the segmentation.

6.2 ERROR ANALYSIS ON SUPERVISED SEMANTIC BOTTLENECKS (SSBs)

We conduct our failure case analysis on Cityscapes [COR16] and utilize Supervised Semantic
Bottlenecks (SSBs) [LFS21] that resolve each prediction to a fixed number of high level concepts.
The underlying training scheme of SSBs involves two steps. First, a concept predictor is trained
on additional part-level annotations. Then, a second predictor for the target task is trained on
top. Consequently, concept evidence in the bottleneck can be inspected to investigate reasons
for correct or incorrect predictions. In this section, we revisit the construction of SSBs for
street scene segmentation and discuss how clustering its activations can be utilized to analyze
prediction errors.

6.2.1 Construction of SSBs

Introduced in [LFS21], semantic bottlenecks (SBs) are integrated into state-of-the-art segmenta-
tion models by splitting them in two followed by bottleneck insertion. Assume a model with L
layers, accepting input x:

fet(x0) = (fLo fr-10...0 f1) (x0),

and integrate a SB after layer i:

foBNet(X0) = (fLo ..o fiy10 fro fspo fio...o f1) (xo).

Here, fsp maps to a lower dimensional space, providing concept evidence and f, consequently
maps back to the original space expected as input by f;; 1. Formally:

fSB:]RNiXHxW_>]RNSB><H><W and fr:IRNSBXHxW_>IRNi><H><W,

where Ngg < N; and H and W are spatial dimensions that are retained throughout fsg and f,.

In [LFS21], fsp and preceding layers are trained on pixel-wise material and part annotations
on the Broden dataset [BZK " 17], after which they are frozen and all succeeding layers including
fr are trained on Cityscapes. This training strategy and the resulting model is coined Supervised
Semantic Bottleneck (SSB).

6.2.2 Case study: Street scene segmentation

We analyze errors on the task of street scene segmentation using Cityscapes. This is a natural
choice given that SSBs have been proposed on that same task and street scene segmentation
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Table 6.1: 70 concepts from Broden+ [XLZ" 18] are selected to be relevant for the Cityscapes
domain, according to [LFS21].

‘ Materials ‘ Brick, Fabric, Foliage, Glass, Metal, Plastic, Rubber, Skin, Stone, Tile, Wood ‘

Sky | Cloud
Building | Window, Door, Roof, Shop, Wall
Person | Leg, Head, Torso, Arm Eye, Ear, Nose, Hand, Hair, Mouth, Foot, Eyebrow, Back
Road | Crosswalk
Car | Window, Door, Wheel, Headlight, Mirror, Roof, Taillight, Windshield, Bumper
Van | Window, Door, Wheel, Headlight, Taillight, Windshield
Truck | Wheel, Windshield
Bus | Window, Door, Wheel, Headlight, Mirror
Train | Head, Headlight, Headroof, Coachroof
Lamp | Arm, Shade, Bulb
Bicycle | Wheel, Handle, Saddle, Chain
Motorcycle | Wheel, Headlight, Handle

Parts

has high relevance for autonomous driving. Equally to [LFS21], we train and evaluate SSBs
with Nsg = 70 concept dimensions, of which 59 are parts and 11 are materials. These concepts
are source from the Broden+ [XLZ'18] dataset, a collection of multiple datasets containing
pixel-level annotations for hundreds of various concepts relevant to scene understanding. As
noted by [LFS21], most of the offered concepts (377 parts and materials) are not relevant for
the Cityscapes classes. Consequently, the number of concepts is reduced to 70. These are listed
in table 6.1. Importantly, we are particularly interested in whether the selected concepts can be
utilized to better understand the errors made by the network.

6.2.3 Prediction-error analysis

SSBs provide concept evidences for each predicted pixels. This enables inspection of prediction
errors. E.g., given a wrong prediction of a person standing in front of a car, the bottleneck
can reveal conflicting or missing evidences. To reveal such errors though, it is typically not
sufficient to look at the raw bottleneck output. All bottleneck channels have their own bias and
are potentially unrelated to each other. Thus we desire to compare outputs to a true-positive
reference. Here, we resort to SB activation clustering as a means to achieve two goals: (i) we
get insights into the type of errors and (ii) we can compare to true positive cluster centroids as
reference.

The error data. As data, we use the bottleneck activations of SSB@pyramid placed at the
penultimate layer of PSPNet — the backbone model. For each pixel predicted, the receptive field
on the bottleneck constitutes a 3 x 3 patch. We average these spatial dimensions for simplicity
and thus acquire a single 70-dimensional vector for each prediction. We source true-positives,
true-negatives, false-positives and false-negatives from hold-out Cityscapes data: its validation
and coarse training set. This totals 500 + 20, 000 images. We filter single pixel errors and errors
on borders by applying dilation and erosion to both prediction and groundtruth masks. These
errors often derive from incorrect or inconsistent groundtruth.

Agglomerative clustering is used to cluster the bottleneck activations [Jr.63]. This clustering
approach does not require prior knowledge about number of clusters and hence is particularly
suitable for our error analysis. It first builds a tree bottom-up, i.e. create leaf nodes for all
samples, and successively joins the two most similar samples to the same parent node. Hereby,
the similarity is decided by a linkage criterion. In our case, we desire clusters to consist of the



82 CHAPTER 6. PREDICTION-ERROR ANALYSIS WITH SBS

Semantic
Bottleneck

——

A
Q—

metal
skin
door
torso

Figure 6.1: For each pixel-prediction on Cityscapes, we extract all activations of the Semantic
Bottleneck (SB) within the receptive field. The spatial dimensions are averaged such that we
acquire a concept activation vector. These samples are then clustered, but separated by type.
That is, we ensure clusters consist purely (at least nearly) of accurate or inaccurate predictions.

same outcome type (of which we consider 4: true-positives, true-negatives, false-positives and
false-negatives). This enables the inspection of errors and a direct comparison to the closest
cluster of accurate predictions.

6.2.4 Implementation details

Bottleneck training We follow the description in [LFS21] and integrate a linear SSB into a
pretrained PSPNet [ZSQ T 17]. Concept training is performed on the 70 concepts selected from
the Broden+ dataset [XLZ" 18]. We train and evaluate a SSB@pyramid with small adjustments
to training hyperparameters due to hardware constraints: we use smaller input cropsize of
651 x 651 instead of 713 x 713 and use a smaller batchsize of 4 instead of 16. This results in a
slight loss of performance (see results in table 6.2, e.g. SSB@pyramid achieves a mloU of 72.8%
on Cityscapes: a drop of 1.9 percent points over the original results reported in [LFS21].

Table 6.2: Segmentation results on Cityscapes validation set for different placements of SSBs. In
contrast to [LFS21], we train with a smaller batchsize of 4, achieving slightly lower performances.

#concepts
configuration  batchsize (materials, parts) mloU
PSPNet 16 N/A 77.6
PSPNet 4 N/A 76.2
SSB@stages
(1024 input feat.) 4 70 (11, 59) 76:2
SSB@pyramid

i 4 70 (11, 59) 72.8

(4096 input feat.)

Agglomerative clustering We use the ward linkage [Jr.63] to decide on the linkage between
two nodes. Empirically, we found this to produce the most coherent clusters in conjunction
with specifying an additional criterion that satisfies high outcome type purity (4 outcome
types: true-positives, true-negatives, false-positives and false-negatives) and a maximum cluster
size of 150 (pixel samples). For our analysis, we inspect errors made with the SSB@pyramid
configuration. This bottleneck placement is late in the PSPNet architecture and simplifies the
clustering as the receptive field of the classifier on the SSB is only 3 x 3. To further reduce the
dimensionality of 70 x 3 x 3, we average over the spatial dimensions to acquire a dimensionality
of 70.
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6.3 EVALUATION

Before beginning with the failure case analysis, we conduct a bottleneck intervention study
to ensure class predictions are based on related bottleneck concepts. E.g., class car must be
sensitive to car-related concepts and insensitive to person-related concepts. We see this as a
necessary requirement for the subsequent failure case inspection.

6.3.1 Bottleneck intervention as sanity check

Table 6.3: For 11 out of 19 Cityscapes classes, we relate Broden+ concepts used during SSB
training. These concepts are used for the intervention experiments in section 6.3.1.

Class | Related Broden+ concepts (cf. table 6.1)
Road | Road/Crosswalk, Material /Stone
Building | Building/{Window, Door, Roof, Shop, Wall}, Material / {Brick, Glass}
Vegetation | Material /Foliage
Sky | Sky/Cloud
Person | Person/{Leg, Head, Torso, Arm, Eye, Ear, Nose, Hand, Hair, Mouth, Foot, Eyebrow, Back}, Material/{Fabric, Skin}
Car | Car/{Window, Door, Wheel, Headlight, Mirror, Roof, Taillight, Windshield, Bumper}
Truck | Truck/{Wheel, Windshield}
Bus | Bus/{Window, Door, Wheel, Headlight, Mirror}
Train | Train/{Head, Headlight, Headroof, Coachroof}
Motorcycle | Motorcycle/{Wheel, Headlight, Handle}
Bicycle | Bicycle/{Wheel, Handle, Saddle, Chain}

Previously used in a similar setting [KNT"20], intervening bottleneck concepts allows to
alter the prediction during test time without requiring complex image manipulation opera-
tions [SSF19]. We utilize this feature of SSBs to investigate whether the part of the model from
bottleneck to prediction (SSB — y) has learned to rely its predictions on the ‘right” concepts.
E.g., we want to assert all predictions for class car are based on the 9 car-related concepts in the
SSB (see table 6.3). This is a necessary requirement to render semantic bottlenecks inspectable.
Alternatively, the prediction may be dependent on potentially unrelated concepts. Such de-
pendencies would require additional analysis, partially defeating the purpose of designing
bottlenecks with a fixed set of concepts. In the following, we perform an ablation study to
show that SSBs are inspectable for many classes at a late layer.

Method To ablate concept evidences, we set the activation value to the 5th percentile, de-
termined on the training set (similar to [KNT"20]). We evaluate mIoU on the validation set
and test for ablation of concepts for road, building, vegetation, sky, person, car, truck, bus, train,
motorcycle and bicycle. Note that we cannot associate all Cityscapes classes to the 70 concepts
provided in the SSB (see table 6.3). We leave these classes to future work. If the network has
learned a meaningful mapping between SSB and classes, all or most pixels of the targeted class
will be misclassified. Ideally, no additional class is impacted.

Quantitative results For two SSB placements: SSB@stage4 and SSB@pyramid, we present
quantitative results in confusion matrices in figure 6.2 and qualitative results in figure 6.3.
Quantitatively, in figure 6.2, we observe a near 1-to-1 mapping between concepts and classes
for SSB@pyramid. That is, person-related concepts have a direct influence on classes person
and rider, while the impact on other classes is relatively low. Some concepts do not exhibit the
expected dependencies though. road-related concepts (of which there are only two: crosswalk
and stone), have nearly no influence on class road (0.98 of mloU is retained). Similarly, truck-
related concepts have little impact on class truck (0.76 of mloU is retained). For SSB@stage4,
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Figure 6.2: Utilizing bottleneck interventions, we show that late SSBs (SSB@pyramid) have
the desired 1-1 mapping between concepts (e.g. car-related) and class (here: car). During
test-time, we intervene bottleneck concepts, based on table 6.1, by setting them to a low value
(5th percentile) and evaluate the relative drop in mIoU per class. White cells (1.0) designate
no mloU change and dark blue (0.0) designate a maximum drop. Ideally, we have a clear
1-to-1 mapping between concepts and class and observe only a single dark blue cell per row.
This desired characteristic is observed only at a late layer like pyramid, while some additional
dependencies exist. On stageq, on the other hand, we see a 1-to-many mapping, where the
intervention of (e.g. car-related) concepts has a strong influence on many classes (e.g. sidewalk).

we observe multiple 1-to-many dependencies, especially for building-related and sky-related
concepts. These have substantial impact on multiple classes like wall, vegetation, sky, train and
more. In contrast to SSB@pyramid, we see a stronger dependency between class road and its
related concepts (0.2 of mloU is retained), although terrain and train are influenced as well
(0.04 and 0.14 retained mloU respectively).

Qualitative results Qualitatively, we show three different Cityscapes validation images in
tigure 6.3 and how concept intervention on SSB@pyramid results in the expected change
in segmentation. As before, we target classes like sky (left), person (center) and bus (right)
by intervening their related concepts in table 6.1. The first row shows the input image, the
second row its groundtruth and the last two rows present non-intervened and intervened
segmentations. For all cases, the intervention has negligible effect on unrelated classes, yet
results in misclassification of the targeted class.

Conclusion Overall, while the dependencies are not perfectly resolved on SSB@pyramid,
many classes can be considered inspectable. Class person, car, bus, train, motorcycle and bicyle
have a strong mapping to their respective concepts. We consequently focus our main error-
analysis on these classes. Future work should consider whitening of concepts, as in [CBR20].

6.3.2 Error analysis

In the following, we investigate the utility of SSBs to analyze and understand the errors made
on the task of street scene segmentation. To this end, we apply agglomerative clustering to
all bottleneck activations per class ensuring each cluster consisting of mostly of one outcome
type: true-positive (TP), true-negative (TN), false-positive (FP) or false-negative (FN). This
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Figure 6.3: Qualitative results for intervened SSB@pyramid on three different Cityscapes
validation images. (a) shows segmentation for intervened sky-related concepts (note the flip
from class sky to vegetation. (b) intervenes person-related concepts and (c) bus-related concepts.
In all cases, the intervention of concepts has negligible effect on unrelated classes, yet results in
misclassifcation of the related class.
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Table 6.4: Cluster statistics for three Cityscapes classes. The samples are sourced from the
Cityscapes validation and coarse training set. By removing single pixel and border errors, we
lose a small fraction of samples (e.g. down to 0.969 for class person). Depending on the class,
the number of clusters can be large (e.g. 2833 for car) while the number of images — from
which samples are extracted from — remains close to 1.

person car bike
Total number of samples 236,346 369,136 215,640
Number of error-samples 36,326 169,116 39,240

#error-clusters of size > 2 1105 2833 855
accounting for fraction of samples  0.969 0.998 0.979
Avg #samples per cluster  31.9 59.1 45.1

Avg. #images per cluster 1.3 1.4 1.3

clustering enables the analysis of two properties: (i) the type of class-errors made and (ii) their
comparison to counterfactuals. The latter provided by the closest TP-cluster means, showing
the necessary bottleneck changes to obtain a correct prediction. We present a selection of such
errors made by PSPNet with integrated SSB@pyramid and discuss (i) and (ii).

Cluster statistics First, we give an overview over the number of samples considered per class
and the resulting error-clusters found (number limited to FPs and FNs). In table 6.4, we present
statistics for three of the classes found to be highly dependent on a fixed number of concepts
(see previous subsection). These classes are: person, car and bike. Note that the number of
error clusters is large (855 for class bike and 2833 for class car), each consisting of roughly 30-50
samples. We also observe the average number of images per error cluster to be close to 1. This
indicates a fairly large variation of activations among clusters. Moving forward, we focus on
the clusters, that are large and consist of multiple images. These clusters can be considered
representative for typical errors made by the network, while small clusters typical represent
highly specific errors.

Types of errors A selection of such errors are presented in figure 6.4, organized columnwise
into image-region-of-interest, groundtruth and predicted segmentation as well as the 70 concept
activations. The latter being split into parts and materials and visualized as spider plots. To
simplify, we group the 59 part-concepts by their corresponding object category (as indicated
in table 6.1). Per part-group, we report mean concept activation and standard deviation. By
standardizing the SSB-activations, on all samples from the Cityscapes validation set, to zero
mean and unit variance we gain insight into the relative amplitude of each evidence.

We identify three patterns that result in misclassification:
Misinterpretation of image features. The first row of figure 6.4 originates from a cluster with
41 samples and are all related to the misclassification of construction beacons (target class: sigrn)
as persons with confidence of over 90% (based on the softmax probabilitiy differences of the top
2 logits). The SB activations give insights into why that might be the case. In particular, the
material concept skin is with over 4 times the standard deviation highly activated, potentially
related to the color of the beacon. We also observe that the part concept foot (shown in figure 6.5,
top) is typically highly activated for these cases. An additional systematic error could be
traced back to the choice of concepts in the bottleneck. The Broden+ dataset does not offer
specific concepts for traffic signs. To improve inspectability, additional related concepts should
be added.

Conflicting evidence in the SSB. We show here 2 examples from 2 clusters in the rows 2
and 3 in figure 6.4, in which persons are either misclassified as car or as building. Both with
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very high confidence. In particular, in both cases there is clear evidence for the correct concepts,
yet conflicting evidence diffuses from the immediate surroundings resulting in superseding
evidence for the confused class.

Missing evidence: The last pattern we observe is lack of concept evidence, mostly in dark
or blurry regions. In the last row of figure 6.4, the bottleneck has low evidence for the correct
class person (confidence of 0.11, displayed below “Groundtruth”). Visually, the person is easy
to identify in the image, standing in the door of a building. Inspecting the bottleneck, we see
that the part-evidence for person is below average. This is aggravated by the missing evidence
for individual parts: leg, torso and foot, shown in figure 6.5 (bottom). This indicates that the
information might have been lost upstream.
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(a) ROI in image, groundtruth and prediction (b) Part and material activations

Figure 6.4: Selection of error examples from four different clusters. Blue: SSB@pyramid
activations used to classify the center pixel of the 3x3 rectangle in white. Orange: Average SB
activations of the closest true positive cluster (counterfactual) of the target class for reference.
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Figure 6.5: Extension to figure 6.4 (first and second row) showing 59 individual part evidences

in SSB@pyramid.
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6.4 CONCLUSION

We have investigated the use of Supervised Semantic Bottlenecks (SSBs), as proposed in [LFS21],
for inspecting errors on the task of street scene segmentation. To this end, we proposed the
use of agglomerative clustering of the bottleneck activations to find modes of errors. These
modes can be used to identify repeating errors or to provide counterfactuals — missing concept
evidences that correct misclassifications. As sanity check, we used bottleneck interventions, to
test whether the learned mapping from concepts to classes is meaningful and “interpretable”.
While bottlenecks at earlier layers learn such meaningful mappings only for few classes,
bottlenecks at later layers provide substantial improvements.

Given that predictions are based on human meaningful concept definitions at an intermedi-
ate layer, we have shown that SSBs in conjunction with our proposed error-analysis can build a
strong basis to partially lift the “black-box” property of deep networks.
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SBs can be constructed with image-level instead of pixel-level concept information for the

task of image classification. This can be of interest, when the exact concept position is of
no relevance and expensive pixel-wise annotations are no option. We construct this evidence
without using SBs explicitly, but by showing that pixel-wise information is irrelevant at later
layers in convolutional networks (CNNs) used for image classification. Intuitively, image
classification should profit from using spatial information. Recent work, however, suggests
that this might be overrated in standard CNNSs. In this chapter, we are pushing the envelope
and aim to investigate the reliance on spatial information further. We propose to discard
spatial information in individual layers via shuffling locations or average pooling during
both training and testing phases to investigate impact on performance. In line with prior
work showing lack of global context integration [BB19], we observe spatial information to
be decreasingly relevant with network depth. We can discard spatial information in the last
30% of layers In particular, discarding spatial information in the last 30% of VGG-16 layers
on CIFAR-100, the test accuracy only drops by 0.03%. Moreover, removing 53% of layers only
drops accuracy by 2.66%. Evaluation on several object recognition datasets with a wide range
of CNN architectures shows an overall consistent pattern.

IN this last chapter, I guess you mean ‘last chapter of this part’? we provide evidence that

7.1 INTRODUCTION

Despite the impressive performances of convolutional neural networks (CNNs) on computer
vision tasks [LSD15, GDDM14, KSH12, HZRS16, SZ14], their inner workings remain mostly
obfuscated to us, especially how the information is encoded throughout layers. Generally,
the majority of modern CNNs for image classification utilize a collection of filters with local
receptive fields to capture hierarchical patterns across all the convolutional layers [KSH12,
SZ14, HZRS16]. Such design choices are based on the assumption that spatial information
remains important at every convolutional layer, and better representations can be attained by
gradually enlarging the receptive field to incorporate more contexts. This further leads to lots

91
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Figure 7.1: Shuffling the feature maps from the last 54% layers in VGG-16 randomly and
spatially only reduces the final test accuracy by 2.66% (from 74.10% to 71.44%) on CIFAR-100,
and the training processes look surprisingly similar, which implies that spatial information
may not be necessary for good classification accuracy.

of approaches that help capture spatial correlations between features in order to improve model
performance [SL] 15, HSS18, BLZBG16]. For example, a popular class of those methods is the
visual attention mechanism [JSZ" 15, MHG™ 14] which enables more powerful representations
by enhancing the most salient region of the image.

However, recent works on restricting the receptive field of CNN architectures for scrambled
inputs [BB19] or using wavelet feature networks of shallow depth [OBZ17], have all found it to
be possible to acquire competitive performances on the respective tasks. This raises doubts on
the necessity of spatial information for classification and whether the network can still maintain
the performance when the spatial information is completely removed from the training process.

In this work, we re-design the structure of the network to separate the spatial information
and channel-wise information independently, with the goal of analyzing the dependency of
the network on them. Spatial information refers to the spatial ordering on the feature map. To
this end, we propose channel-wise shuffle to eliminate channel information, and spatial shuffle,
patch-wise spatial shuffle and GAP+FC to eliminate spatial information. Surprisingly, we find that
the spatial information is not necessary at later layers, and the modified CNNS, i.e. without
accessing any spatial information at later layers, can still achieve competitive results on several
object recognition datasets. As an example, figure 7.1 shows the training processes of a standard
VGG-16 and a modified VGG-16 with spatial shuffle on CIFAR-100. In the shuffled VGG-16,
feature maps must first go through a random spatial shuffle operation before convolved with
the filters from the last 54% layers. Interestingly, the test accuracy only drops 2.66%, and
the training process is nearly identical to the standard VGG-16. This observation generalizes
to various CNN architectures: removing spatial information from the last 30% layers gives
a surprisingly little test accuracy decrease within 1% across architectures and datasets, and
the accuracy decrease is still within 7% even if the last 50% layers are manipulated. This
indicates that spatial information is overrated for standard CNNs and not necessary to reach
competitive performances. Finally, our investigation on the detection task shows that although
the unavailability of spatial information at later layers does hinder the CNN to localize objects,
the impact is not as fatal as expected; at the same time, the classification ability of the model is
not affected.

The main contributions of our work are as follows: we find that spatial information at later
layers is not really necessary for good classification test accuracy and that even though the
depth of the network plays an important role, later layers do not require spatial integration. As
a side effect, GAP+FC leads to a smaller model with fewer parameters with small test accuracy
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drops.

7.2 METHODS AND EXPERIMENTAL SETUP

In this section, we design methods to systematically study the phenomenon found in figure 7.1
that spatial information appears to be neglectable to some extent. We test how information
is represented throughout the network’s layers by discarding spatial or channel information
in different ways in intermediate layers and applying them to well-established architectures.
Experiments are conducted on object recognition and detection tasks. Section 7.2.1 elaborates
details on our approaches, and the experimental setup is discussed in section 7.2.2.

7.2.1  Approaches to Constrain Information

We propose four different methods, namely channel-wise shuffle, spatial shuffle, patch-wise spatial
shuffle, and GAP+FC, to remove either spatial or channel information from the training. Spatial
information here refers to the awareness of the relative spatial position between activations on
the same feature map, and channel information stands for the dependency across feature maps.
The left part of figure 7.2 illustrates an example of VGG-16 with its last two layers modified by
GAP+FC or any of the three shuffle methods.

Spatial shuffle extends the ordinary convolution operation by prepending a random spatial
shuffle operation to permute the input to the convolution. As illustrated in figure 7.2: Given
an input tensor of size ¢ X h x w with ¢ being the number of feature maps for a convolutional
layer, we first take one feature map from the input tensor and flatten it into a 1-d vector
with h x w elements, whose ordering is then permuted randomly. The resulting vector is
tinally reshaped back into & X w and substitute the original feature map. This procedure is
independently repeated c times for each feature map so that activations from the same location
in the previous layer are misaligned, thereby preventing the information from being encoded
by the spatial arrangement of the activations. The shuffled output becomes the input of an
ordinary convolutional layer in the end. Even though shuffling itself is not differentiable,
gradients can still be propagated through in the same way as pooling operations. Therefore it
can be embedded into the model directly for end-to-end training. As the indices are recomputed
within each forward pass, the shuffled output is also independent across training and testing
steps.

Images in the same batch are shuffled in the same way for the sake of simplicity since we
find empirically that it does not make a difference whether the images in the same batch are
shuffled in different ways.

Patch-wise spatial shuffle is a variant of spatial shuffle. In contrast, patch-wise spatial
shuffle does not perform on a global scale but a local scale by dividing the feature map into
grids. Each patch in the grid is subsequently shuffled independently. Afterwards, an ordinary
convolution is performed as usual. Note that the two operations are equivalent when the patch
size is the same as the feature map size. figure 7.2 demonstrates an example of patch-wise
spatial shuffle with a 2 x 2 patch size, where the random permutation of pixel locations is
restricted within each patch.

Channel-wise shuffle is used to investigate the importance of channel information which
is normally deemed as essential [XGD " 17, ZQXW17, ZZLS18]. It keeps the spatial ordering of
activations and randomly permutes the ordering of feature maps to prevent the model from
utilizing channel information. An illustration can be seen in figure 7.2, channel-wise shuffle is
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Figure 7.2: An example of VGG-16 modified by our methods. The leftmost architecture shows
the modification (in red) from GAP+FC, where the last two convolutional layers are replaced
by fully-connected layers after a GAP layer. The middle architecture shows the modification
(in red) from shuffle conv, where the last two convolutional layers are replaced by one of the
shuffling methods and an ordinary convolution. Spatial shuffle randomly and independently
permutes pixels on each feature map at a global scale in the sense that a pixel can end up
anywhere on the feature map. Patch-wise shuffle first divides the feature map into grids; then
it randomly permutes the pixel locations within each grid independently. Channel shuffle
randomly permutes the order of feature maps, leaving the spatial ordering unchanged.
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also performed independently across training and testing steps.

GAP+FC denotes Global Average Pooling and Fully Connected Layers. Spatial Shuffle is
an intuitive way of destroying spatial information. However, shuffling introduces undesirable
randomness into the model; non-deterministic feature maps from an image lead to fluctuations
in the model prediction, so an evaluation needs multiple forward passes to acquire an estimate
of the mean of the output. A simple deterministic alternative achieving a similar goal is to
deploy Global Average Pooling (GAP) after an intermediate layer, and all the subsequent ones
are substituted by fully connected layers. Compared to Spatial Shuffle that introduces an extra
computational burden at each forward pass, it is a much more efficient way to avoid learning
spatial information at intermediate layers because it shrinks the spatial size of all subsequent
feature maps to one; therefore, the number of FLOPs and parameters are also reduced.

7.2.2 Experimental Setup

This section details the experimental setup for the classification and object detection tasks.
We test different architectures on three datasets: CIFAR-100, Small-ImageNet-32x32 [CLH17],
and Pascal VOC 2007 + 2012. Small-ImageNet-32x32 is a down-sampled version of the
original ImageNet (from 256 x 256 to 32 x 32). We report top-1 accuracy and mAP [EVGW b,
EVGWa] in classification and detection experiments respectively. We will take an existing
architecture and apply the modification to different layers. The rest of the setup and hyper-
parameters for modified architectures remain the same as the original architectures.

Classification: For the VGG architecture, the modification is only performed on the
convolutional layers, as illustrated in figure 7.2. For the ResNet architecture, one bottleneck
sub-module is considered as a single piece, and the modification is applied onto the 3 x 3
convolutions within the sub-module since they are the only operations with spatial extent.
Features that go through the skip connection branch are also shuffled in the shuffle experiments
to prevent the model from learning to ignore the information from the residual branch. The rest
of the configuration remains the same (see supplemental material for an example of modified
ResNet-50 architecture).

For CIFAR-100 and Small-ImageNet-32x32 experiments, the original ResNet architecture
down-samples the input image by a factor of 32 and gives 1 x 1 feature maps at last layers,
therefore shuffling is noneffective. To make shuffling non-trivial, we set the first convolution
in ResNet to 3 x 3 with stride 1 and the first max-pooling layer is removed so that the final
feature map size is 4 x 4.

To alleviate the effect of mismatched training details, we first reproduce the reported results
for all experiments and then train our modified architectures under the same training setting.
All models in the same set of experiments (e.g. VGG-16 on CIFAR-100) use the same set of
hyper-parameters, and they share the same initialization from the same random seed. During
testing, we make sure to use a different random seed than during training.

Detection: We use the training set and validation set of VOC 2012+2007 as the training
data and report mAP on VOC 2007 test set. We shuffle the last layer in the backbone model to
test the robustness of localization against the absence of spatial information.

7.3  RESULTS

We first compare the test accuracy of VGG-16 on CIFAR-100 with spatial or channel information
missing from a different number of last layers in section 7.3.1. An in-depth study of our main
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Table 7.1: Top-1 accuracy of VGG-16 on CIFAR-100 with spatial / channel-wise shuffle enabled
at either training or test time for the last 30% layers. A model from standard training does
not possess robustness against spatial shuffle (23.49%) and channel-wise shuffle (1.04%).
However, when imposed in training, the model achieves 74.07% test accuracy for spatial shuffle
and 67.56% for channel-wise shuffle, showing impressive robustness to the loss of spatial
information.

. channel  channel spatial  spatial
Train Scheme || no shuffle shuffle shuffle 1 shuffle shuffle  shuffle 1 shuffle
channel channel | spatial spatial
Test Scheme || no shuffle shuffle  1© shuffle shuffle | shuffle  ™© shuffle shuffle
Top-1(%) 74.10 67.56 67.80 1.04 74.07 73.74 23.49

observations on CIFAR-100 and Small-ImageNet-32x32 for VGG-16 and ResNet-50 is conducted
in section 7.3.2. In section 7.3.3, we investigate the model robustness against the loss of spatial
information in various degree by controlling the amount of spatial information that passes
through the network. Finally, we present the detection results on VOC datasets in section 7.3.4.

7.3.1 Spatial and Channel-wise Shuffle on VGG-16

In this section, we first investigate the invariance of pre-trained models to the absence of the
spatial or channel information at test time, then we impose this invariance at training time
with methods in section 7.2.1.

Shuffle the Last 30% Layers Channel-wise : Our baseline is a VGG-16 trained on CIFAR-
100 that achieves 74.10% test accuracy. We first test its robustness against the absence of the
channel information at test time by substituting the last 30% convolutional layers with the
channel-wise shuffle convolution. As is expected, the test accuracy drops to 1.04% (table 7.1),
which is the same as the random guessing on CIFAR-100. Following the same training scheme
of the baseline, we then train another VGG-16 with channel-wise shuffle added to its last
30% convolutional layers. This model can reach around 67% test accuracy no matter whether
channel-wise shulffle is applied at test time. However, it still performs significantly worse than
the baseline, which indicates that the expressiveness of the model is much limited without
utilizing the ordering of feature maps even though the spatial information is preserved.

Shuffle the Last 30% Layers Spatially: As a comparison to channel shuffle, we repeat the
same experiment on spatial shuffle, and the result is presented in the second half of Table 7.1.
No shuffle — spatial shuffle of the pre-trained VGG-16 gives 23.49% test accuracy, which is
similar to the test accuracy of a one-hidden-layer perceptron (with 512 hidden units and ReLU
activation) on CIFAR-100 (25.61%) when evaluated with the random spatial shuffle. However,
if the spatial shuffle is infused into the model at training time, then the baseline test accuracy
can be retained no matter whether random spatial shuffle appears at test time (74.07% for
spatial shuffle — spatial shuffle and 73.74% for spatial shuffle — no shuffle).

Shuffle Other Layers: To systematically study the impact of spatial and channel informa-
tion, we gradually increase the number of modified layers from the last in VGG-16 and report
the corresponding test accuracy in Fig. 7.3. All models are trained with the same setup, and
shuffling is performed both at training and test time; the x-axis is the percentage of modified
layers counting from the last layer on with o referring the baseline.

Besides an overall decreasing trend for both shuffling with the increase of the percent of
modified layers, the test accuracy of spatial shuffle drops unexpectedly slowly, e.g merely 2.66%
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Figure 7.3: Classification accuracy of VGG-16 on CIFAR-100 with different shuffle schemes.
The very slow decrease of the test accuracy of spatial shuffle implies a far less important role
of spatial information for classification. The test accuracy is not much affected, given that the
spatial shuffle modifies 31% of its layers. Even with 54% later layers shuffled spatially, the
test accuracy only decreases by 2.66%, and the same number of the test accuracy decrease in
channel-wise shuffle happens when the last layer is modified.

test accuracy drop when up to 54% of layers from the last are shuffled spatially. Likewise,
when spatial information is removed from the last 77% layers, it still has a reasonable test
accuracy (57.05%), whereas the test accuracy of channel-wise shuffle is only 4.84%.

Discussion: This indicates that although a standard model makes use of both spatial
dimension and channel dimension to encode information, the spatial information plays a
surprisingly less pivotal role than the channel information. The model is even able to adapt to
the complete absence of spatial information at later layers if spatial information is removed
explicitly at training time, which strengthens the claims from [BB1g, SFH1y] that CNNs
intrinsically possess invariance to the spatial relationship among features to some extent.
Moreover, the unsuccessful adaptation to channel-wise shuffle implies that the large model
capacity may mainly come from the channel order and shuffling the channel order causes
unrecoverable damage to the model.

7.3.2 Spatial Information at Later Layers is Not Necessary

In this section, we design more experiments to study the reliance of different layers on spatial
information: we modify the last convolutional or bottleneck layers of VGG-16 or ResNet-50 by
Spatial Shuffle (both at training and test time) and GAP+FC such that the spatial information is
removed in different ways. Our modification on the baseline model always starts from the last
layer and is consecutively extended to the first layer. The modified networks are then trained
on the training set with the same setup and evaluated on the hold-out validation set.

Results on CIFAR-100 and Small-ImageNet-32x32: Results of VGG-16 and ResNet-50 on
CIFAR-100 and Small-ImageNet-32x32 are shown in Fig. 7.4. The x-axis is the percent of
modified later layers, and o is the baseline model test accuracy without modifying any layer.

As we can see, Spatial Shuffle and GAP+FC have a similar overall behaviour consistently
across architectures and datasets: the baseline test accuracy is retained for a long time before it
starts to decrease with the increase of the percent of modified layers. When the last 30% layers
are modified by GAP+FC or spatial shuffle, there is no or little test accuracy decrease across
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Figure 7.4: Classification results of GAP+FC and spatial shuffle for VGG-16 and ResNet-50
on CIFAR-100 and Small-ImageNet-32x32. The x-axis is the percent of modified layers /
sub-modules counting from the last one. Models on the same dataset are trained with the
same setup. It can be observed consistently across experiments that the baseline test accuracy
is preserved for a large fraction of shuffled (orange) or averaged (blue) layers. This suggests,
that spatial information at later layers is not necessary for good test accuracy. The difference
between the baseline models and the models whose latter half of the layers are modified by
GAP+FC or spatial shuffle is, however, still in a reasonable range between 2.48% (ResNet-50
with spatial shuffle on CIFAR-100) to 6.92% (ResNet-50 with GAP+FC on Small-ImageNet-

32X32).

experiments (0.17% for ResNet-50 on CIFAR-100 and 1.44% for VGG-16 on Small-ImageNet
with spatial shuffle). And the test accuracy decrease is still in a reasonable range (2.48% with
spatial shuffle on CIFAR-100 and 6.92% for GAP+FC on Small-ImageNet-32x32 for ResNet-50),
even with around half of the last layers modified. At 77% to 81% of the modified later layers,
the test accuracy just starts to show a significant difference to the baseline in the range of
8.58% (ResNet-50 with spatial shuffle on CIFAR-100) to 20.21% (VGG-16 with GAP+FC on
Smalll-ImageNet-32x32).

Our experiments here clearly show that spatial information can be neglected from a
significant number of later layers with no or small test accuracy drop if the invariance is
imposed at training, which suggests that spatial information at last layers is not necessary for good
test accuracy. We should, however, notice that it does not indicate that models whose prediction
is based on spatial information can not generalize well. Besides, unlike the common design
manner that layers at different depth inside the network are normally treated equally, e.g. the
same module is always used throughout the architecture [HZC" 17, SHZ" 18, IMA ™ 17], our
observation implies it is beneficial to have different designs for different layers since there is
no necessity to encode spatial information in the later layers. As a side effect, GAP+FC can
reduce the number of model parameters with little test accuracy drop. For example, GAP+FC
achieves nearly identical results (46.05%) to the VGG-16 baseline (46.59%), while reducing the
number of parameters from 37.70M to 29.31M on Small-ImageNet-32x32.
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Figure 7.5: The result of patch-wise spatial shuffling of VGG-16 and ResNet-50 on CIFAR-100.
Only a single layer is shuffled at a time. Layer index 13 and 16 stand for the last layer of
VGG-16 and ResNet-50, respectively. With the increase of the patch size, the test accuracy
decreases faster at first layers than that at last layers. It is interesting to see that both models’
test accuracy do not fall into the random guess (16.02% for VGG-16 and 40.76% for ResNet-50)
at layer index one and patch size 32, where the input image is completely shuffled.

7.3.3 Patch-wise Spatial Shuffle

In this section, we study the relation between the model test accuracy and the amount of spatial
information that propagates throughout a network. The latter is controlled by patch-wise
spatial shuffle with different patch sizes. The larger the patch size is, the less the preserved
spatial information. Patch-wise spatial shuffle reduces to spatial shuffle when the patch size
is the same as the feature map size, in which case no spatial information remains. Our
experiments are conducted on CIFAR-100 for VGG-16 and ResNet-50, and we only shuffle a
single layer at a time since the model is not able to recover the "damage" caused by shuffling
an early layer (see more in the supplemental material).

The result of patch-wise spatial shuffling of different patch sizes is shown in Fig. 7.5. We
can see that the patch size does not make much difference in terms of the test accuracy at later
layers, e.g. results of patch size 2, 4 and 8 for ResNet-50 at 8-14 layers are similar. However, the
test accuracy has a rapid decrease with the increase of the patch size at first layers, indicating a
relatively important role of spatial information at first layers. Nevertheless, this role might not
be as much important as what is commonly believed, as the ResNet-50 still has 40.76% test
accuracy when the input image is completely shuffled.

7.3.4 Detection Results on VOC Datasets

Object detection should intuitively suffer more from spatial shuffling than classification since
the spatial information should help to localize objects. In this section, we show some initial
results on Pascal VOC [EVGW b, EVGWTal].

We design an analogue to YOLO [RDGF16] as our detection model. The architecture
consists of a backbone and a detection head; the backbone is a ResNet-50 without the classifier,
and the detection head has three bottlenecks and a 3 x 3 convolutional layer whose outputs is
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Figure 7.6: Left: Qualitative detection results on the VOC 2007 test set. Examples are the first
11 images in the test set. The left result is from the baseline, and the right result is from the
shuffled model. Right: Detection error analysis of our baseline and the shuffled model shows a
doubled localization error in the shuffled model and the rest types of error are in the same
level as the baseline.

in the same format as [RDGF16]. Different to [RDGF16], we deploy a 3 x 3 convolution instead
of a fully connected layer in the end to output the final detection results. The latter gives the
model potential access to the object feature, which may be exploited by the model to predict
its location. In order to prevent the undesirable shortcut, we use a 3 x 3 convolution so that
the prediction of a bounding box at a certain location does not depend on all activation on the
feature map.

By using a pre-trained ResNet-50 on ImageNet, we can reach 66% mAP on VOC2007 test
set after fine-tuning, which is the same as the number in [RDGF16]. To avoid pretraining
a spatially shuffled model on ImageNet, we compare a spatially shuffled model and a non
spatially shuffled model, both trained from scratch on VOC. Our models are trained for 500
epochs with exponentially decaying learning rate starting from o0.001. Our baseline model
achieves 50% mAP on VOC2007 test set without using an ImageNet pre-trained backbone. The
result of the shuffled model, where we apply random shuffle to the last layer of the backbone,
is 34%. While this sounds like a large drop, it turns out that the classification performance is
essentially preserved and only the localization performance is suffering. To analyze this effect
in detail, we use the method and tools proposed in [HCD12]. The diagnosis tool classifies each
prediction from the model as either correct prediction or a type of error based on its class label
and IoU with the ground truth. More details can be found in [HCD12].

The results in Fig. 7.6 right show that the misclassification to the wrong class and back-
ground are of similar percents for both models, and the localization error doubles for the
shuffled model (an increase from 14.2% to 28.4%). Though random shuffling indeed affects
the model’s localization ability, it is unexpected that the effect is not fatal. Because random
shuffling switches features, it is highly likely the model trained with spatial shuffle has to
predict the correct bounding box for one object based on some other features. We should also
notice that a prediction is counted as a localization error if it has the correct class label and the
IoU to the ground truth is less than o.5. Therefore, classification-wise speaking, the shuffled
model got 73.7% (45.3% + 28.4%) of its predictions correct, which is at the same level as the
baseline (73.3% = 59.1% + 14.2%).
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Qualitative Results: Fig. 7.6 left shows some qualitative results from both models. Those
examples are the first 11 images in the VOC2007 test set. We can see that the localization error
actually mainly comes from small objects for which the shuffled model tends to predict several
bounding boxes on one object, and the bounding box of the relatively big object is not really
off, e.g. the shuffled model managed to localize the dining table in the middle right image and
the horse in the middle left image while the baseline can not.

7.4 CONCLUSION

To conclude, we empirically show that a significant number of later layers of CNNs are robust
to the absence of spatial information, which is commonly assumed to be important for object
recognition tasks. Modern CNNs can tolerate the loss of spatial information from the last
30% of layers at around 1% accuracy drop; and the test accuracy only decreases by less than
7%, when spatial information is removed from the last half of layers on CIFAR-100 and Small-
ImageNet-32x32. Though the depth of the network is essential for good test accuracy, later
layers do not require spatial integration.
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super-human level performance in some vision tasks. However, these recent improve-

ments often rely on optimizing models for accuracy only while disregarding for other
factors like adversarial robustness or interpretability. Given the potential that deep learning
now offers to society, it quickly becomes evident that these factors need to be improved rapidly.
Otherwise, we risk mistrusting systems using deep learning.

PROGRESS in deep learning has increased fast in recent years, achieving human or even

8.1 CONCLUSIONS

In this thesis, we addressed the trustworthiness issue along two research directions: First,
in part I, we improved the efficiency of adversarial machine learning by proposing to train on
subsets to reduce computational overhead of adversarial training and by utilizing Lipschitz
regularization to provide deterministic certified robustness that is particularly cheap to compute
during inference. Second, in part II, we show that models on street scene segmentation have
poorly aligned intermediate representations that are difficult to inspect and impractical to use
for error analysis. To alleviate, we proposed Semantic Bottlenecks (S5Bs) whose channels are
aligned with human meaningful concepts and showed that they can be utilized to identify
types of errors.

In the following, we revisit the contributions of each part and chapter and conclude this
thesis with a discussion on future work in section 8.2.

Part I, Towards more Efficient Adversarial Robust Training: In the first part, we investigated
two paths to improve the efficiency of adversarial robust training over vanilla adversarial
training methods. Thereby addressing the vulnerability towards adversarial examples — slight
added input perturbations dramatically changing the output — and its deteriorating impact on
trust in applied systems.

In chapter 3 we considered perturbing only a fixed subset of training data, thereby restricting
the access to the “seen” adversarial examples and reducing the costly inner optimization loop
of AT. We showed that such Subset Adversarial Training (SAT) provides non-trivial robustness
transfer to all classes, even when perturbing only 10% of data. Counter-intuitively, classes
that seem related do not necessarily transfer best across each other. We observed instead, that
classes and examples which are hard to classify provide the best transfer, leading to unexpected
results. E.g. class cat provides over 20%-points better robustness transfer to class truck than
car does to truck. Based on the hardness correlation, we showed that just 50% of the hardest
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training examples can reach baseline AT performance. In a task transfer setting, this reduces
even to 30% with appropriate loss weighting. Overall, SAT gives an encouraging outlook on
adversarial training: not all examples are required to be perturbed to reach high adversarial
robustness. Most importantly though, answering the “why” robustness transfers so well among
classes might shed new light into improving our understanding of adversarial examples and
training in the future.

In chapter 4 we focused on an alternative approach to improve adversarial robustness,
i.e. Lipschitz regularization which does not require constructing adversarial examples and
provides cheap deterministic robustness certification. Based on existing methods on bounding
the global Lipschitz constant of a model, we identified two issues that are likely to hold back
competitive performances on larger datasets and proposed Calibrated Lipschitz-Margin Loss
(CLL) to address them. Firstly, existing work consistently minimizes or constrains the Lipschitz
constant to be small, thereby limiting the complexity of the classifier. Secondly, the used
cross-entropy losses are not calibrated to the margin width induced by the Lipschitz constant,
thereby training models with unnecessarily high slack. CLL calibrates the loss and implicitly
returns control over the Lipschitz constant by making slack a tuneable parameter. We provided
state-of-the-art results on CIFAR-100 and Tiny-ImageNet. Importantly, the latter being achieved
with much smaller models than currently used in related work. CLL is a drop-in replacement
for existing work using global Lipschitz bounds and should be a valuable staple for future
research and or applications where calibrated outputs count.

Part II, Inspectable Representations with Semantic Bottlenecks: In the second part, we
addressed a second issue in deep learning, reducing its trustworthiness. Deep learning models
on vision tasks are trained as black-boxes, disregarding the alignment between learned interme-
diate representations and representations that are meaningful to humans. This misalignment
results in uninterpretable models, that are difficult to inspect w.r.t. their inner reasoning process.
However, this is essential in high-stakes applications.

In chapter 5, we propose a step towards more inspectable and aligned representations with
Semantic Bottlenecks (SBs). A SB is a single layer with reduced number of channels, of which
each is explicitly or implicitly aligned with human meaningful representations. SBs are easy to
integrate with existing architectures, have only little impact on prediction performance and
enable the investigation of intermediate visual concept evidences. We showed a supervised and
an unsupervised variant of SB, both achieving much higher improvements in visual concept
alignment. For the latter, we proposed a novel metric we called AUiC, which supported our
conjecture that deep models are poorly aligned by default. Overall, SBs improve alignment up
to a factor of six while reducing number of channels from thousands down to dozens.

In chapter 6 we utilized our proposed supervised SBs to analyze failure cases on the task of
street scene segmentation. Thereby investigating the utility of SBs for explaining predictions.
Via agglomerative clustering of bottleneck activations, we showed that is possible to find
clusters containing errors on multiple input images, that they generally fall into three types of
errors (misinterpretation, conflicting evidence or missing evidence) and that clusters enable
provide counterfactuals for comparison, indicating a minimum change in concept evidences to
achieve an accurate prediction.

In chapter 7, we showed in an tangential study to Semantic Bottlenecks, that deep models
on image classification tasks depend little on spatial context in the last 30% of convolutional
layers. Thereby indicating that SBs for image classification could be integrated by aligning with
image-level concepts, like “tail of animal is present”, instead of expensive pixel-level concept
annotations. We investigated this independency by proposing two architectural changes that
explicitly destroy spatial information: randomly shuffling the feature maps and early use
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of global average pooling. These results generalized across multiple datasets (CIFAR-100,
Small-ImageNet-32 x 32) and architectures (VGG-16 and ResNet-50).

8.2 FuTuRE WORK

In this section, we discuss several remaining problems in our and related work, how they could
be addressed and how these potential research directions could improve our understanding of
adversarial robust and inspectable deep learning. This section is aligned with the organization
of chapters in this thesis. The penultimate subsection, however, groups the discussion for
chapter 5 to 7.

8.2.1 Regarding “On Adversarial Training without Perturbing all Examples”

Robust overfitting: As shown in related work, adv. training may be prone to memorize adv.
examples generated during training [DXY"21] which leads to robust overfitting [RWK20]. In
our Subset Adversarial Training (SAT) setting in chapter 3, this is likely to be worse when
subset size |A| is small leading to increased overfitting. To improve robust accuracies under
such subset constraints, the degree of memorization should be analyzed. Moreover, [DXY " 21]
proposes a simple regularization term in addition to adv. training that can mitigate this. Its
integration with SAT should be investigated.

What constitutes hard examples: In chapter 3, we observed that hard examples transfer ro-
bustness best and have shown that they can be informative to augment datasets with additional
hard classes (section 3.3.2). To push the envelop of adversarial training, we need to improve
our understanding of what constitutes a hard example. We see two plausible hypotheses
dictating robustness transfer: (i) closeness to decision boundary and (ii) feature diversity. The
closeness to the decision boundary has been utilized in related work to improve adversarial
training [WZY 20, HZG" 21, ZZN " 21b]. The gist similar to our observation regarding example
entropy: examples in proximity to the decision boundary appear to contribute differently to
robust training than examples far away. However, it seems implausible to assume that class car
is closer to class cat than truck. In contrast, point (ii), feature diversity might play a dominant
role. We speculate, that classifying hard examples requires the detection of more diverse
features, which are trained adv. robust. Given the compositional nature of deep networks,
it is plausible to assume that these robust features are reused by other classes. To improve
our understanding of adversarial training, we believe these questions warrant more extensive
research. We discuss potential implications in the next paragraph.

Synthetic-class Adversarial Training: A striking observation in chapter 3 on CIFAR-10 is
that attacking only a single class during training (cat) provides over 67% of baseline robust
accuracy on all 10 classes (46.4% robust accuracy vs 69.0%). The following questions arise:
(i) can we find an additional 11th class that outperforms the results using the cat-class?,
alternatively, (ii) can we alter the images of class cat such that the robust accuracy on all classes
is maximized? and (iii) if that is possible, can we construct a synthetic 11th class that serves the
same purpose? These questions appear linked to the existence of universal adversarial examples
(UAEs) [MDFFF17]: a single crafted input perturbation that changes the prediction of all
classes. This is a similar effect to our SAT on cat example, for which the crafted perturbations
have an impact on all other classes. The existence of such a synthetic class, as in (iii), would
be very interesting to investigate as it has ramifications for understanding deep networks and
adversarial examples. We have shown in chapter 3, that adding an 11th class from existing
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datasets is possible (see figure 3.7 in section 3.3.2).

Class-Incremental Learning: A key motivation for conducting Subset Adversarial Training
(SAT), was to investigate whether all training examples need to be perturbed to achieve
good robust accuracies. In chapter 3, we have clearly shown that this requirement can be
substantially relaxed. Less than 50% of data is sufficient to reach baseline AT performance.
Our observations have encouraging ramifications for class-incremental learning [MLT"22].
Adversarial robustness transfers to new classes and the class hardness informs the degree of
this transfer Here, a particular research question is of interest. Does the class-entropy remain
informative enough to decide whether a new class should be attacked? Alternatively, can it
inform how many PGD steps should be invested or how many examples should be attacked?
Adversarial Robustness in the class-incremental learning setting has not yet been studied in
detail, [KK23] being the first to our knowledge. To improve training efficiency, SAT offers a
sensible foundation for future investigations on class-incremental learning.

Long-tail distributions: In chapter 3, we observed that the hardest examples to classify
contribute the largest fraction of robustness during adversarial training. Hence, it is sufficient
to perturb only 40% to 50% of the hardest training examples. This has appealing implications
for training on datasets that follow more natural long-tailed distributions with few classes
having many examples and most classes having few examples [THZ20, ZKH*23]. Given that
the examples in the tail are potentially hard to classify, it should be evaluated whether these
examples can provide most of the robustness for the whole model — thereby reducing the
demand to perturb all of the data and/or classes. This, of course, assumes that our entropy
metric is a reliable proxy for example hardness and that the latter is informative on such
long-tail data distributions.

8.2.2 Regarding “Certified Robust Models with Slack Control”

Layer normalization for Lipschitz models: One of the major advances in deep learning,
allowing faster convergence and increased training stability, has been the introduction of layer
normalizations such as batch norm [IS15]. In the field of Lipschitz regularization though, layer
normalization is not typically applied. While the Lipschitz constant of batch norm is trivial to
compute, we found in preliminary studies that it decreases stability of training using our CLL
or GloRo losses and leads to impaired certifiable robust accuracy. That is, we observe some
channels to attain very small weights leading to small output standard deviations. This in
turn results in large Lipschitz constants. The exact reasons need to be investigated further to
eventually enable integration of batch, or any other, norm.

Alternative norms: As already discussed in [RWGM?2o0], the most frequently used L; and L,
norm might not be the most suitable metrics for computer vision tasks. Under these metrics, it
is easy to find two images that are distant from each other, yet look visually similar to humans.
This could be a severe issue for Lipschitz regularization, where the relationship between input
and output distances are key. This is aggravated when the Lipschitz constant is regularized
globally, as in chapter 4. That is, while the L, and L. metrics might be suitable in a small
€ neighborhood around the image, global Lipschitz regularization demands any, potentially
distant, example pair-distance are upper bounded by the Lipschitz constant. Given the highly
non-linear nature of deep networks, this assumption seems highly conservative. The upper
bound is given by the sharpest transition zones between classes [HA17], potentially providing
a poor bound on smoother transitions.
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Local Lipschitz regularization: As alternative to considering global Lipschitz regularization,
we could instead regularize locally for examples that are close to the decision boundary, thereby
determining the bound in a small neighborhood zone only. [HZS"21] proposed an extension
to the GloRo loss [LWF21] that retains certified robustness involving additional optimization
steps. [EKM™18] proposed an alternative loss that implicitly minimizes the local Lipschitz
constant by linearizing the region around an input. Both could be combined with our proposed
loss CLL, although the latter does not provide a direct mean to certify robustness. In this
case, robustness must be measured empirically or by joining the method with randomized
smoothing to provide probabilistic guarantees. Irrespectively, local Lipschitz regularization
is likely to provide better clean and robust performances and thus should be the focus of
additional research.

8.2.3 Regarding “Semantic Bottlenecks”

Multiple bottleneck layers: Our Semantic Bottlenecks in part II were integrated at a single
network location only. To provide improved inspectability, additional locations should be
utilized. In preliminary investigations, we found multiple SSBs and USBs integrations to
substantially impact performances. For SSBs, this is likely due to a mismatch between actual
representations and existing concept annotations (we used Broden+ annotations [XLZ"18]).
This mismatch can only be resolved when having more diverse concepts, also including low-
level image concepts like lines etc. USBs can alleviate this issue, yet they also showed poor
performance likely due to the enforced one-hot output encoding — we revisit this issue in the
next paragraph on uncertainty.

While challenging, integration of multiple bottlenecks should be feasible. Let’s revisit the
benefits that we would gain: (i) we would gain low- to high-level concept evidences and (ii)
we gain the potential for more fine-grained error analysis over the analysis in chapter 6. The
latter entails its own challenge though. Let’s assume a bottleneck close to the input image
and we want to analyze its evidences w.r.t. all predictions. The receptive field on such a low
level bottleneck is large, potentially including the whole image, thereby reducing inspectability
dramatically. To resolve, one could slice the model into pieces and only analyze the model
piece-wise, that is, between two bottlenecks. In this case, the last bottleneck output becomes
the input and the subsequent bottleneck is error-analyzed. This way, the receptive field can be
controlled to be small. However, it needs to be investigated to what degree such a piece-wise
error analysis allows investigations between input image and final prediction.

Uncertainty for USBs: In chapter 5, we have proposed the Unsupervised Semantic Bottleneck
(USB), which provides more meaningful outputs by forcing each channel to have a highly
specialized representation. We achieved this by enforcing one-hot outputs. While integration
of a single USB-layer did not impair performance much, we observed that integrating multiple
USBs do have a detrimental effect. We presume this to be based on the limited information
bandwidth that is incurred by the one-hot constraint. Particularly on edges in the image, the
one-hot encoding cannot convey uncertainty information about the input. To remedy, a parallel
bottleneck carrying an uncertainty estimate would be beneficial. The exact implementation
warrants additional research, yet it might be feasible to utilize mechanics from variational
autoencoders [KW14] and Information Bottlenecks [AFDM17, MAKR21], since they explicitly
encode the uncertainty for the models predictions while trading off accuracy for complexity.
The latter specifically interesting for distilling a low complexity concept set. Alternatively, the
entropy over the softmax logits could be a simple, yet useful proxy for such an uncertainty
estimate that does not require a change in architecture. Here, temperature calibration might be
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necessary to improve performance [GPSW17].

Causal learning frameworks: In the ideal case, we would like to know the causal dependen-
cies between variables in a deep network. That is, consider the task of face recognition, then an
intermediate eye predictor depends causally on some number of lower level feature predictors
like circle or eyelashes. In a causal framework, we desire each low level predictor to affect only a
subset of subsequent detectors, not all simultaneously [Sch2z2]. E.g., eye should not be depen-
dent on the presence of mouth-features even though they are statistically correlated. In deep
learning literature, this is often called disentangling factors of variation [BCV13, HMP"17].
Such a framework constructs a directed acyclic graph between these factors, such that their
dependencies can be mechanistically understood — a desired trait for interpretability [Lip18].
In chapter 6, we utilized a simplified facet of such a framework: intervening bottleneck evi-
dences to test their dependence on predictions (also used in [KNT"20]). While useful in this
setting, this does not provide causal dependencies since we only tested for individual binary
detector outputs (presence or absence (w.r.t. a threshold) as independent factors. In reality,
the dependence is much more strongly entangled between outputs of multiple detectors and
final prediction. While post-training evaluation is expensive (test all possible combinations)
and “notoriously difficult”[Sch22], the conditional independence between factors is possible
to estimate with adaptation of existing methods like LIME [RSG16] or SHAP [LL17]. Since
dimensionality is dramatically reduced in SBs, computational overhead is reduced. Given the
appealing properties of knowing causal dependencies, research on combining causal analysis
with SBs is warranted.

8.2.4 Regarding “Analyzing the Dependecy of ConvNets on Spatial Information”

Analyzing spatial encoding along channels: In chapter 7 we showed that the spatial output
of the last convolutional layers can be collapsed without impairing performance. This indicates
that spatial information is not integrated at a late layer but does not guarantee it. In fact, it
could be possible that the model learns to encode the necessary spatial information along the
channels. E.g., car positioned at the top left is encoded in the first channel, while at the bottom
right it is encoded in the second. This would substantially reduce the variety of encoded
features and thus potentially impair performance. This hypothesis requires additional analysis.
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is inversely proportional to K (see gradients on top). We can control K to be
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4.2 We illustrate how our loss calibrates the logistic function of the loss w.r.t. the

margin, leading to improved clean and certified robust accuracy (CRA). (a)

Cross-Entropy does not guarantee margins, the Lipschitz constant K is large.
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(gray) and decision boundaries (black) on the two-moons dataset. (c) In contrast,
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4.3 Calibrated logistic function as key to our CLL loss by parameterizing the scale

parameter ¢ to margin width 2e. Left: without margin offset; middle: with

margin offset €; right: slack in CLL is governed by parameter p. That is to
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4.4 Our CLL (top row) vs margin loss GloRo (bottom) on two-moons. Red points
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4.5 Left column: Slack governs robust accuracy trade-off in 4C3F on CIFAR-1o0.

Remaining columns: Under increasing 0.15 < € < 1.25 on CIFAR-10, we compare
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is decoupled from the loss (middle figure). And lastly, our method produces

tighter bounds (right). . . ... ... ... ... . ... . .. oo 49
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Average SB activations of the closest true positive cluster (counterfactual) of the
target class forreference. . . . . .. ... Lo L Lo

Extension to figure 6.4 (first and second row) showing 59 individual part evi-
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Classification accuracy of VGG-16 on CIFAR-100 with different shuffle schemes.
The very slow decrease of the test accuracy of spatial shuffle implies a far less
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Classification results of GAP+FC and spatial shuffle for VGG-16 and ResNet-50
on CIFAR-100 and Small-ImageNet-32x32. The x-axis is the percent of modified
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or averaged (blue) layers. This suggests, that spatial information at later layers
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50 with spatial shuffle on CIFAR-100) to 6.92% (ResNet-50 with GAP+FC on
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The result of patch-wise spatial shuffling of VGG-16 and ResNet-50 on CIFAR-
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result is from the shuffled model. Right: Detection error analysis of our baseline
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As complement to the CSAT results in figure A.4, we additionally show the
defense rates (for what fraction of accurately classified validation examples does
Auto-Attack fail to find adv. examples). As the defense rate shows robustness
independent of clean accuracy, we can test whether the robustness gains are in
fact based on the improved robustness transfer from hard classes. We see this
being the case across all datasets. . . . . ... ........ .. ... .. .. .. ..
Example-subset Adversarial Training (ESAT) on CIFAR datasets and ImageNet-
200 using L., with norm e, = 8/255, provide quick convergence to a full AT
baseline (gray line and dot) with increasing size of A. We report robust accuracy
(upper row) and clean accuracy (lower row) and observe similar characteristics
as with CSAT (figure 3.9). Le., selecting the hardest examples first (solid line)
provide higher rob. accuracy than easy ones (dashed line), although the gap
substantially widens. Random example selection (red) provides competitive
performance on average. Across all datasets, we see the common clean accuracy
decrease while robust accuracy increases [TSET19]. . . . ... ... ... ... ..
Transfer from S-ESAT to three different downstream tasks using L., with norm
€ = 8/255. S-ESAT is trained on source dataset CIFAR-100 (left) and ImageNet-
200 (middle and right). We report robust (top row) and clean (bottom) accuracies
for increasing size of A. Similar to our observations for L, in figure 3.12, we find
that hard examples provide better robustness transfer than easy ones, but random
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LNe). . .
Robustness transfer from CIFAR-100 to SVHN using S-ESAT . . . ... ... ..
Transfer from S-CSAT to the same downstream tasks as in figure 3.12. S-CSAT is
trained on source dataset CIFAR-100 (left) and ImageNet-200 (middle and right).
We report robust (top row) and clean (bottom) accuracies for increasing size of
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ADVERSARIAL TRAINING WITHOUT PERTURBING ALL
EXAMPLES

A. 1 FULL TRAINING DETAILS

Class order. In the following, we list the order of classes ranked by entropy ¢ (equation 3.3).
CIFAR-10 can be derived from figure 3.8 in the main paper. In figures A.1 and A.2, we provide
the list for CIFAR-100 and ImageNet-200. On CIFAR-100, the first and thus hardest classes
consist mostly of animate categories like otter, rabbit and crocodile. The easiest on the other hand
are inanimate categories, specifically vehicle related classes, e.g. road, motorcycle or pickup-truck.
Overall, the animate-inanimate order is similar to CIFAR-10. On ImageNet-200, we observe
a very different order. Inanimate categories like spatula, drumstick or umbrella are among the
hardest, while animate classes like monarch (butterfly), flamingo or lorikeet are among the easiest.
Named hard classes may be difficult to distinguish due to a frequent presence of people in the
images.

otter, lizard, seal, rabbit, mouse, crocodile, lobster, shrew, shark,
woman, beaver, bowl, turtle, squirrel, possum, snail, girl, kangaroo,
ray, forest, caterpillar, man, baby, dinosaur, lamp, elephant, couch, boy,
porcupine, snake, butterfly, leopard, crab, table, mushroom, dolphin,
willow_tree, beetle, spider, clock, fox, sweet_pepper, bee, house,
raccoon, tulip, bridge, bus, rose, tank, whale, train, worm, lion, poppy,
trout, bed, plate, can, telephone, tiger, hamster, aquarium_fish,
maple_tree, orchid, pear, mountain, tractor, oak_tree, rocket, skunk,
cockroach, television, cup, sea, cloud, lawn_mower, castle, bottle,
palm_tree, keyboard, apple, plain, pickup_truck, bicycle, orange, chair,
wardrobe, motorcycle, road

Figure A.1: CIFAR-100 classes ranked by decreasing entropy Hc. Animal classes are hardest,
inanimate classes easiest.
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spatula, shovel, syringe, drumstick, hand blower, lighter, nail, maraca,
barrow, umbrella, bow, quill, iron, stethoscope, soap dispenser, dumbbell,
mask, reel, toaster, ant, walking stick, envelope, candle, sleeping bag,
sandal, tricycle, cowboy boot, cradle, breastplate, bubble, banjo, chest,
cliff, wine bottle, fountain, crayfish, doormat, Chihuahua, chain, apron,
kimono, cockroach, accordion, sewing machine, ocarina, revolver, torch,
piggy bank, goblet, studio couch, wreck, hermit crab, grand piano, beaker,
snail, marimba, sundial, mantis, vulture, sea lion, flagpole, washer,
acoustic guitar, mongoose, grasshopper, Christmas stocking, bikini, corn,
balance beam, fox squirrel, American alligator, academic gown,

feather boa, suspension bridge, stingray, acorn, common iguana, forklift,
parachute, mushroom, hotdog, American black bear, beacon, garbage truck,
cello, pug, bee, banana, volcano, baboon, centipede, golfcart, marmot,
limousine, African chameleon, leathopper, canoe, wood rabbit, agama,
starfish, lynx, German shepherd, capuchin, balloon, goose,

submarine, golden retriever, mitten, jeep, hummingbird, armadillo,
weevil, porcupine, puck, snowplow, barn, fly, tarantula, Rottweiler,

pool table, red fox, harvestman, pretzel, ballplayer, American egret,
puffer, ladybug, pelican, obelisk, bald eagle, go-kart, bell pepper,

castle, snowmobile, junco, lemon, spider web, lion, water tower,
basketball, guacamole, toucan, tank, jellyfish, viaduct,

robin, ambulance, broccoli, flatworm, pomegranate, bison, sea anemone,
jay, rugby ball, organ, drake, cheeseburger, mosque, koala, garter snake,
African elephant, lycaenid, oystercatcher, box turtle, cabbage butterfly,
steam locomotive, goldfinch, jack-o’-lantern, school bus, lorikeet,
manhole cover, rapeseed, flamingo, yellow lady’s slipper, monarch

Figure A.2: ImageNet-200 classes ranked by decreasing entropy Hc. In contrast to the order
on CIFAR-10 and CIFAR-100, animate classes are generally not the most frequent among the
hardest. Instead its mostly inanimate objects.
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A.2 CIFAR-100 SUPER-CLASSES

To supplement section 3.3.2 in chapter 3, we provide the 20 super-classes in CIFAR-100, listed
in figure A.3. We used these 20 classes to augment CIFAR-10 to construct multiple CIFAR-10+1
datasets.
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aquatic-mammal: ['beaver’, ‘dolphin’, ‘otter’, ‘seal’, "'whale’]

fish: ["aquarium_fish’, ‘flatfish’, 'ray’, ‘shark’, trout’]

flower: ["orchid’, ‘poppy’, 'rose’, 'sunflower’, "tulip’]

container: ['bottle’, ‘bow!’, ‘can’, ‘cup’, ‘plate’]

fruit: ['apple’, ‘mushroom’, ‘orange’, ‘pear’, 'sweet_pepper’]

device: ['clock’, ’keyboard’, "lamp’, telephone’, "television’]
furniture: ['bed’, ‘chair’, ‘couch’, "table’, "'wardrobe’]

insect: ['bee’, ‘beetle’, ‘butterfly’, ‘caterpillar’, ‘cockroach’]
large-carnivore: ['bear’, 'leopard’, ‘lion’, ‘tiger’, ‘wolf’]

building: ['bridge’, ‘castle’, house’, ‘road’, ‘skyscraper’]

scene: ['cloud’, ‘forest’, ‘mountain’, “plain’, sea’]

large-mammal: ['camel’, ‘cattle’, ‘chimpanzee’, ‘elephant’, ’kangaroo’]
small-mammal: ['fox’, ‘porcupine’, ‘possum’, ‘raccoon’, 'skunk’]
crustacean: ['crab’, ‘lobster’, “snail’, ‘spider’, "'worm’]

human: ['baby’, ‘boy’, ‘girl’, ‘man’, 'woman’]

reptile: ["crocodile’, “dinosaur’, ‘lizard’, ‘snake’, "turtle’]

rodent: ["hamster’, ‘mouse’, ‘'rabbit’, ‘shrew’, ‘squirrel’]

tree: ['maple_tree’, ‘oak_tree’, ‘palm_tree’, ‘pine_tree’, ‘willow_tree’]
vehicle: ['bicycle’, ‘bus’, ‘motorcycle’, ‘pickup_truck’, ‘train’]
utility-vehicle: ['lawn_mower’, ‘rocket’, ‘streetcar’, ‘tank’, ‘tractor’]

Figure A.3: 20 CIFAR-100 Superclasses for reference.

A.3 FuLL rREsuLTS FOR CSAT

Results for CSAT can be plotted for three different validation subsets: A,,;, B, and on the
For clarity, we only showed robust accuracies on Dy, and B, in the

main paper in figure 3.9. Here, we provide all results. That is, in figure A.4, we show robust

accuracies in the upper split and clean accuracies in the lower split for all 3 subsets.
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Figure A.4: Full robust (upper split) and clean accuracies (lower split) from CSAT experiments,
plotted for the whole dataset, Ay, and By,. Selecting the hardest classes first (solid lines),
clean accuracies and robust accuracies on A, steadily increase, while selecting the easiest in
contrast (dotted lines) results in a steady decline. This provides additional support that entropy
as metric provides a useful account of difficulty, since easy classes can achieve higher accuracy.
Furthermore, we note that clean accuracy on the whole dataset is increasing or mostly stable,
while on other datasets it is steadily decreasing. This should be investigated further.
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A.4 CLEAN ACCURACY INDEPENDENT CSAT RESULTS

So far, we presented robust accuracies as well clean accuracies. To highlight, that the hardest
examples provide strongest robustness transfer which is independent of clean accuracy gains,
we show in figure A.5 an additional robustness metric: Attack defense rate. We define Attack
defense rate as the robust accuracy on purely accurately classified examples. That is, given
a dataset, we select examples that are accurately predicted and perform AA. The fraction
of robust examples are reported. We observe, that the relationship between hardest, easiest
and random examples are retained w.r.t. figure A.4 on all dataset. We thus conclude that the

reported gains are independent of clean accuracy.
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Figure A.5: As complement to the CSAT results in figure A.4, we additionally show the defense
rates (for what fraction of accurately classified validation examples does Auto-Attack fail to
find adv. examples). As the defense rate shows robustness independent of clean accuracy, we
can test whether the robustness gains are in fact based on the improved robustness transfer
from hard classes. We see this being the case across all datasets.

A.5 L RESULTS

While the main paper focuses on the L, norm, we also provide a corresponding evaluation for
Leo.

ESAT. We evaluate ESAT on CIFAR-10, CIFAR-100 and ImageNet-200 in figure A.6 and
S-ESAT on CIFAR-100 — CIFAR-10 and ImageNet-200 — {Caltech-256, Flowers-102}. For
ESAT in figure A.6, we find characteristics similar to the L, results in figure 3.10. That is, few
examples contribute a large amount of overall robustness to the model and robustness increases
quickly with size of A. Noteworthy though, is the low robust accuracy when A contains 10%
of data, dropping to 0% on CIFAR-10 and CIFAR-100. We have found this to be similar to
catastrophic overfitting described for single-step AT [WRK20]. The effect can be mitigated with
more PGD iterations (10) and a smaller step size (1/255), but is not resolved entirely. That is,
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note that the drop only occurs for the hardest examples, but not for the easiest or a random
selection.

S-ESAT. For S-ESAT, we show the same transfer configurations as in the main paper. In
figure A.7, we observe similar characteristics as for L. That is, fast convergence to baseline AT
performance and hard examples providing better robust transfer than easy examples. Also
similar to L, is the observation that robustness transfer from ImageNet-200 to Flowers-102 is
best when using a random selection of examples.
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Figure A.6: Example-subset Adversarial Training (ESAT) on CIFAR datasets and ImageNet-200
using Lo with norm e, = 8/255, provide quick convergence to a full AT baseline (gray line
and dot) with increasing size of A. We report robust accuracy (upper row) and clean accuracy
(lower row) and observe similar characteristics as with CSAT (figure 3.9). Le., selecting the
hardest examples first (solid line) provide higher rob. accuracy than easy ones (dashed line),
although the gap substantially widens. Random example selection (red) provides competitive
performance on average. Across all datasets, we see the common clean accuracy decrease while
robust accuracy increases [TSET 19].
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Figure A.7: Transfer from S-ESAT to three different downstream tasks using L., with norm
€c = 8/255. S-ESAT is trained on source dataset CIFAR-100 (left) and ImageNet-200 (middle
and right). We report robust (top row) and clean (bottom) accuracies for increasing size of
A. Similar to our observations for L, in figure 3.12, we find that hard examples provide
better robustness transfer than easy ones, but random selections (red) achieve competitive
performances. Most importantly, “seeing” only few AEs (here 30% of source data) recovers

baseline AT performance (gray line).

A6 FULL RESULTS FOR TRANSFER SETTINGS

In the main paper, we omitted transfer results to SVHN as
well as using S-CSAT. Firstly, we provide the transfer result
from CIFAR-100 to SVHN in figure A.8. Robust accuracies
are plotted on the upper plot, clean accuracies below. Note
that 5k examples in A are sufficient to reach baseline AT
performance (gray line), while 15k provides a substantial
improvement in robust accuracy ( 22% vs 20%). Secondly,
transfer results on S-CSAT aligned with the experiments in
section 3.3.4 are shown in figure A.9. We observe similar
characteristics to the CSAT results in section 3.2.2, i.e. select-
ing the hardest classes first (solid line) is only advantageous
on small A, while generally it draws even with the random
baseline (red). Overall, convergence to the full AT baseline
is slower than with S-ESAT.
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Figure A.8: Robustness transfer
from CIFAR-100 to SVHN using
S-ESAT
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Figure A.g: Transfer from S-CSAT to the same downstream tasks as in figure 3.12. S-CSAT is
trained on source dataset CIFAR-100 (left) and ImageNet-200 (middle and right). We report
robust (top row) and clean (bottom) accuracies for increasing size of A. We observe similar
properties to S-ESAT, yet find convergence to the baseline AT performance to be substantially
slower; in line with our discussion on SAT in section 3.2.2.



CERTIFIED ROBUST MODELS WITH SLACK CONTROL
AND LARGE LirscHITZ CONSTANTS

B.1 CavriBraTED LirscHITZ-MARGIN Loss (CLL)

The main paper discussed the calibration of the logistic function for the binary case. To complete
this discussion, we provide its generalization to the multiclass case, provide a derivation of
o (equation 5 in the main paper) and a proof for N = 2 that our multiclass CLL remains a
generalization of the logistic function. Additionally, we delineate CLL from the AOL-loss [PL22]
which provides similar properties on K = 1-constrained models.

Multiclass CLL. It is well known that softmax is a generalization of the logistic distribution.
The generalization can be shown easily when the number of logits N is 2. Here, we show,
that our calibrated softmax for CLL remains a logistic generalization. We make use of the
shift invariance of softmax — any constant can be added or subtracted without changing the
output. For simplification, let o¢(p) simply be ¢ and k = 1/K{, = 1/Kj}} and a = ¢/o. The
multiclass-CLL for N = 2 is then defined as

~ 1 e8y(Lx)

h(f(x)’y> - egy(l,x) + egy(Z,x) [egy(z,x):| (B.l)
/ot £ i

with gy(i, x) _ {a + /U'fl,y(x) 1 Z # y . (BZ)

—a ifi=y

Due to softmaxs shift invariance, we add a to both sides and acquire:
. 20 +k/of; (x) ifi
gy(zlx) = { Uf,y( ) . f]/ (B3)
0 ifi=y

This formulation encourages a margin width of 2e by adding to all logits where i # y. We
note that a similar (uncalibrated) variant to this formulation has already been used in Lipschitz
Margin Training (LMT) [TSS18]. In the following, we develop for both cases of y € {1,2}. Let
y = 2, then we have g,—>(2, x) = 0. Otherwise when y = 1, we have g,—1(1,x) = 0. It follows:
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We observe, that the representations for y = 1 and y = 2 are the same except for the flipped
logit pair: fio, f21. It is easy to see, that both cases are instances of the logistic distribution
when we flip the sign of the exponents:
11— 1
A~ —(—2a—K/cf1 5 (x)
h(f(x);y=2) = e 7 (B.8)
1+€*(*2ﬂ*k/¢7f1,2(x))

This derivation shows that our multiclass-CLL is a generalization of the logistic function.
Consequently, we can utilize the same method of calibration as for the binary case.

Derivation of . We consider the logistic distribution with mean y = 0:

R

flxo) = (B.9)

o
c(1+e )2
1

= (B.10)
and want to determine the parameter ¢. To this end, let X be the random variable of this
distribution and let x1, x, be two values, x; < xp. Then the probabilities for these values
are given by P(X < x1) = p; and P(X < x2) = p2. The logistic distribution belongs to the
location-scale family, which enables reparametrization of X: let X have zero-mean (as assumed)
and unit variance. Then we can define a new random variable Y := ¢ X, which has the cdf
@y (y) = @ (£). From this follows a set of linear equations:

O (p)o=x (B.11)
O (pr)o = x2 (B.12)

with cdf ®(x;0) = h(x;0)

and the corresponding solution used for calibrating CLL:
X2 — X1
O~ (p2) =@~ (p1)

o= (B.13)

B.1.1  Similarity to AOL loss.

As mentioned in section 4 (main paper), applying CLL to the SLL framework does not improve
clean or robust accuracies by the same margins as on the other methods. This is because,
the used AOL loss [PL22] has similar properties to CLL when used on K = 1 constrained
models. AOL is defined as: h ((—uy + f(x))/t) t, where uy is an offset similar to ye and t a
normalization factor similar to o, (p)K. Importantly, ¢ is fixed throughout training, while K in
CLL is not. This crucial difference is key: K may change in the orders of magnitudes during
training and thus must be accounted for appropriately to ensure calibration. CLL is thus a
generalization of the AOL loss. This has an especially large effect on soft constrained models,
as we saw on experiments on two-moons (figures 4 (main paper) and 4.8) and Tiny-ImageNet
(table 1, main paper).

B.2 IMPLEMENTATION AND SETUP

Implementation of our method involves computing the upper Lipschitz bound and training
with our calibrated loss. The latter is discussed on different training datasets as listed in
the main paper. We list implementation details for two-moons as well as CIFAR-10 and
Tiny-ImageNet.
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Computing upper Lipschitz bound. We implement the upper bound defined in equation (4.1)
by utilizing the product of spectral norms [SZST14]. We follow a common approach in
calculating the spectral norm by performing power iteration and closely follow the strategy
in GloRo [LWEF21]. That is, initialize the power iterates independently for each layer, update
5 times for each forward pass and reuse the state. [HZS"21] found this to work best over
random re-initializations. To ensure the bound is exact during evaluation, we let the power
iteration converge once after each training epoch until the error between iterations is smaller
than 10~°. During validation and testing, the calculated spectral norms are kept fixed.

Two-moons setup. For our two-moons experiments, we generate the data via the scikit-
learn [PVG™'11] package, but use uniform sampled noise instead of normal distributed noise.
For each point we sample within a circle of radius 0.1, such that the resulting true-margin is
exactly 2e = 0.3. The training data is generated with 2000 samples.

On this dataset, we train 7-layered MLPs with MinMax activations. All models have two
output logits and are trained with variants of the cross-entropy loss. GloRo instruments an
additional logit and our method utilizes our calibrated version in equation (4.6). We set p to
107!2 in CLL to decrease slack and increase K. We found training to converge faster when
annealing p from pg = 1072 to pr = 10712 We utilize polynomial decay

p(t) = pr+ (po — pr) - (1 —=4/1)7, (B.14)

where t denotes the training iteration, T the total number of iterations and <y defines the speed
of decay. Our 7 is set to 50. An overview over given hyperparameters for ours and GloRo is
given in table B.1.

Table B.1: Two-moons training configuration for GloRo and CLL (ours).

architecture epochs | batchsize | Ir Ir decay p A
GloRo | 10-20-40-40-20-10-2 | 1000 100 107% | to 10~* at epoch 400 | N/A N/A
CLL 10-20-40-40-20-10-2 | 1000 100 107 | to 10~ * at epoch 400 | 1073 — 10712 | 10°°

Image dataset setup. We trained models on three different image datasets: CIFAR-10, CIFAR-
100 and Tiny-ImageNet. On CIFAR-10, we trained four different architectures: 4C3F, 6C2F,
LipConv and XL. On Tiny-ImageNet, we trained on 8C2F, LipConv and XL. These architec-
tures follow their definitions in their original papers, see [WSMK18],[LLP20], [SSF21], [LLP20],
[MDAA22, AHD"23]. The only difference is in the last layer for K=1 constrained models
used with CLL. We use unconstrained final classification layer, instead of last-layer normal-
ization [SSF21]. We found this to provide a slight edge. We list all architectures trained with
CLL in table B.2. The syntax in table B.2 is as follows: ¢(C,K,S,P) denotes a convolutional layer
with C channels, a kernel size of K x K with a stride S and padding P. d(C) denotes a fully
connected layer with C output dimensions. Note that 8C2F adds no padding when S = 2,
which is differently to the other architectures.

On CIFAR-10, LipConv was trained on the code basis published by Singla et al.[SSF21]
extended with our CLL loss. 4C3F, 6C2F and 8C2F were trained on our own code basis. The
latter three models, were trained for 800 epochs using a batch size of 128, except 8C2F for which
we used 256. Optimization is done via Adam [KB15] using no weight decay and a learning
rate of 1072 on CIFAR-10 and 2.5 - 10~* on Tiny-ImageNet, which is decayed by factor 0.1 at
epoch 400, 600 and 780. In contrast to GloRo, we do not need to anneal the target € to reach
best performances. On Tiny-ImageNet, we do anneal the normalization with an additional
factor f(x)/(k-g), where B is scheduled with the polynomial formulation in equation (B.14). All
models utilize the MinMax non-linearity [ALG19] inplace of ReLU. All hyperparameters for
4C3F, 6C2F, 8C2F and LipConv are summarized in table B.4.
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Table B.2: Architecture configurations on CIFAR-10 (4C3F, 6C2F) and Tiny-ImageNet (8C2F).

Layer 1 2 3 4 5 6 7 8 9 10
4C3F | ¢(32,3,1,1) | c(32/4,2,1) | c(64,3,1,1) | c(64,4,2,1) | d(512) d(512) d(10)
6C2F | ¢(32,3,1,1) | ¢(32,3,1,1) | c(32,4,2,1) | c(64,3,1,1) | c(64,3,1,1) | c(64,4,2,1) | d(512) d(10)
8C2F | c(64,3,1,1) | c(64,3,1,1) | c(64,4,2,0) | c(128,3,1,1) | c(128,3,1,1) | c(128,4,2,0) | ¢(256,3,1,1) | c(256,4,2,0) | d(256) | d(200)

Since LipConv had not been evaluated on Tiny-ImageNet in [SSF21], we list performances
for a range of y values (the margin regularization) in table B.3. We identify 7y = 0.3 to work
best for LipConv-10.

Table B.3: Clean and robust accuracies of LipConv-10 for different margin influencing parameter
. The best configuration (v = 0.3) is used to compare with CLL in main table 2 (main paper)

0% Clean (%) | CRA (%)
0.05 32.2 21.1
0.15 32.1 21.4
0.3 32.1 21.5
0.4 32.0 21.1

Data preprocessing. For 4C3F, 6C2F and 8C2F we use the following data preprocessing. All
other models use the preprocessing described in their respective papers. We scale the features
to the range [0, 1]. On CIFAR-10, we use the following data augmentations for 4C3F and 6C2F:

1. random-crop to 32, with padding of size 4
2. random horizontal flip

3. color jitter on each channel: 0.25

4. random-rotation up to 2 degrees

On Tiny-ImageNet for 8C2F, we use exactly the same setup, but increase the crop-size to 64
with padding of size 8.
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Table B.4: Hyperparameter configuration for all trained models using CLL. logarithmic schedul-
ing as described in [LWF21]. TRADES factor is annealed linearly from 0.5 to 20, with 20
reached at epoch 400.

architecture dataset batch size epochs €train initialization Ir
CLL on CIFAR-10 128 800 0.15 kaiming 1073
4C3F Ir-decay loss € schedule power-iter p (slack) A
and 10~% at 400
6C2F 105 at 600 CLL fixed 5 0.15 104
107 at 780
architecture dataset batch size epochs €train initialization Ir
CIFAR-10 128 200 0.25 kaiming 1073
CLL on
Ir-decay loss € schedule power-iter p (slack) A LLN
LipConv  10~% at 100 : 2 _3
10-5 at 150 CLL fixed N/A 5-10 10 no
architecture dataset batch size epochs €train initialization Ir
GloRoon  CIFAR-10 128 800 0.15 kaiming 1073
4C3F Ir-decay loss € schedule  power-iter
and 10-% at 400
6C2F 1075 at 600 GloRo logarithmic 5
10 at780
architecture dataset batch size epochs €train initialization Ir
Tiny-ImageNet 256 800 05/10  kaiming 25-104
CLL on
Ir-decay loss € schedule power-iter p (slack) A K schedule
8C2F 25-107° at 400 olvnomial
25-107° at 600 CLL fixed 5 0.01 /0025 1075 e — 10
25-107 at 780 ' sl
architecture dataset batch size epochs Etrain initialization Ir
CIFAR-10 256 200 0.25 kaiming 1073
CLL on
Ir-schedule loss € schedule power-iter p (slack) A LLN
(CPL-)XL  triangularfMDAA22] CLL fixed N/A 0.1 1073 no
architecture dataset batch size epochs €train initialization Ir
CIFAR-100 256 200 1.0 kaiming 1073
CLL on
Ir-schedule loss € schedule power-iter p (slack) A LLN
(CPL-)XL  triangularflMDAA22] CLL fixed N/A 1073 1073 no
architecture dataset batch size epochs €train initialization Ir
CIFAR-10 256 1000 1.0 kaiming 1072
CLL on
Ir-schedule loss € schedule power-iter p (slack) A LLN
(SLL-)XL  triangularfAHD 23] CLL fixed N/A 5-107° 1073 no
architecture dataset batch size epochs €train initialization Ir
CIFAR-100 256 1000 1.0 kaiming 1072
CLL on
Ir-schedule loss € schedule power-iter p (slack) A LLN
(SLL-)XL  triangularffAHD 23] CLL fixed N/A 3-107° 1073 no
architecture dataset batch size epochs €train initialization Ir
Tiny-ImageNet 128 200 0.15 kaiming 1073
CLL on
Ir-decay loss € schedule power-iter p (slack) A LLN
LipConv ~ 10~% at 100 ! 1 5
10-5 at 150 CLL fixed N/A 3-10 10 no
architecture dataset batch size epochs €train initialization Ir
Tiny-ImageNet 256 800 0.15 kaiming 1074
GloRo on
Ir-decay loss € schedule  power-iter
8C2F 107> at 400
10°%  at 600 GloRo + TRADES ) o ithmic 5

107 at 780 0.5 — 20 at epg00
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B3 MAIN RESULTS UNDER DIFFERENT RANDOM SEEDS

To the main results in table 1 and 2 (main paper), we here report all runs under different seeds
when using CLL in table B.5 (CIFAR-10) and table B.7 (Tiny-ImageNet). In the last column,
we report additionally, the average value and its standard deviation. We highlight, that the
standard deviation is similar to reported values in related work.

Table B.5: CLL results on CIFAR-10 starting from different random seeds.

Random seed value

Model Metric Av,
v [ 2 [ 3 [ 4[5 [ 6] 787139 g

Acc 773 | 771 | 775 | 773 | 773 | 775 | 773 | 776 | 772 | 773 £ 02
CRA 36/255 61.2 | 61.5 | 61.3 | 612 | 61.6 | 617 | 61.5 | 61.5 | 61.4 | 61.0 £ 0.2

CLL@4C3F CRA72/255 | 445 | 445 | 44-1 | 436 | 441 | 445 | 445 | 440 | 442 | 442+03
CRA 108/255 | 29.3 | 29.1 | 29.0 | 287 | 29.1 | 292 | 29.3 | 29.1 | 29.0 29.1 £ 0.2
K 72.1 | 72.0 | 72.0 | 72,0 | 722 | 722 | 722 | 71.8 | 72.1 72.1 £ 0.2
Tightness 80.6 | 795 | 81.2 | 808 | 795 | 798 | 79.8 | 80.8 | 79.6 | 80.2 £ 0.7
Acc 775 | 778 | 776 | 777 | 774 | 778 | 775 | 776 | 779 | 776 £o0.2
CRA 36/255 61.3 | 61.1 | 61.2 | 614 | 61.1 | 61.1 | 61.2 | 61.7 | 61.4 | 61.3 £ 0.2

CLL@6C2F CRA 72/255 | 43.4 | 437 | 43-6 | 435 | 435 | 433 | 434 | 437 | 436 || 435t 01
CRA 108/255 | 27.6 | 27.8 | 27.8 | 27.7 | 272 | 27.6 | 27.6 | 28.1 | 28.1 27.7 £ 0.3
K 709.3 | 704.3 | 704.6 | 708.8 | 722.5 | 710.2 | 708.1 | 707.1 | 709.1 || 709.3 £ 5.3
Tightness 76.6 | 782 | 77.4 | 787 | 763 | 774 | 775 | 779 | 78.3 77.6 + 0.8
Acc 774 | 768 | 778 | 774 | 773 | 779 | 773 | 771 | 777 | 774 £ 03

CRA 36/255 64.1 | 64.0 | 64.2 | 64.1 | 64.4 | 64.4 | 64.4 | 63.8 | 64.4 | 642+ 0.2
. CRA 72/255 | 495 | 494 | 494 | 497 | 494 | 498 | 497 | 490 | 499 || 495 £ 02
CLL@LipConv-20
P CRA 108/255 | 37.3 | 36.3 | 364 | 36.5 | 36.5 | 368 | 37.1 | 36.5 | 36.7 | 36.7 0.3

KY 356 | 357 | 357 | 357 | 355 | 36.0 | 358 | 359 | 359 || 358 +02
Tightness 85.8 | 856 | 853 | 86.3 | 85.1 | 85.7 85 85.6 | 86.3 | 856 o5
Acc 789 | 79.0 | 788 | 785 | 789 | 788 | 78.6 | 78.7 | 78.7 | 788 £ 0.1

CRA 36/255 66.0 | 66.0 | 66.0 | 657 | 658 | 66.0 | 658 | 657 | 659 | 659 £ o0.1

CRA 72/255 51.6 | 51.6 | 51.5 | 51.7 | 51.6 | 51.9 | 51.5 | 51.7 | 51.7 || 51.6 £ 0.1
CLL@CPL-XL CRA 108/255 | 38.1 | 382 | 379 | 378 | 38.0 | 38.0 | 383 | 382 | 382 | 38.1+ 02

K% 346 | 34.6 | 34.6 | 34.6 | 34.6 | 345 | 346 | 34.6 | 345 || 345+ 01
Tightness 80.5 | 80.6 | 81.7 | 80.1 | 80.3 | 80.1 | 79.8 | 80.2 | 79.9 || 80.4 £ 0.5
Acc 73.0 | 72.9 | 73.1 | 73.2 | 72.9 | 73.1 | 73.0 | 728 | 73.1 | 73.0+ 0.1
CRA 36/255 655 | 655 | 653 | 65.7 | 654 | 65.5 | 654 | 655 | 656 || 655+ 0.1
CLL@SLL-XL CRA 72/255 | 578 | 57.6 | 57.9 | 57.7 | 575 | 57.7 | 577 | 579 | 582 || 57.8 £ 0.2
CRA 108/255 | 51.0 | 50.9 | 50.7 | 51.2 | 50.9 | 50.8 | 51.0 | 51.1 | 51.0 | 51.0 £ 0.1
K 58.9 | 573 | 583 | 60.0 | 61.1 | 62.1 | 60.0 | 57.7 | 59.1 || 59.4 &+ 1.6

Tightness 87.0 | 89.0 | 880 | 878 | 879 | 882 | 877 | 88.3 | 88.0 88.0 £ 0.5
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Table B.6: CLL results on CIFAR-100 starting from different random seeds.

Model Metric Random seed value Avg
1 [ 23 [4]5[6[]7[8]9
Acc 48.8 | 48.4 | 48.4 | 48.0 | 48.0 | 485 | 48.4 | 47.3 | 47.9 || 48.2 £ 0.4
CRA 36/255 | 354 | 352 | 352 | 354 | 35.0 | 352 | 35.2 | 34.3 | 35.1 || 35.1 = 0.3
. CRA 72/255 | 25.6 | 25.4 | 25.5 | 25.3 | 25.5 | 25.6 | 25.3 | 24.4 | 25.2 || 25.3 £ 0.3
CLL@LipConv-20 CRA 108/255 | 18.6 | 18.4 | 18.4 | 18.3 | 18.4 | 18.7 | 18.1 | 17.7 | 184 || 183 £ 0.3
K 45-3 | 455 | 456 | 45.3 | 456 | 45.5 | 45.2 | 45.3 | 45.7 | 45.4 £ 0.2
Tightness 84.4 | 84.1 | 85.2 | 83.2 | 83.5 | 85.3 | 83.8 | 85.0 | 84.6 || 84.3 £ 0.7
Acc 48.0 | 47.8 | 48.0 | 48.2 | 47.9 | 47.8 | 47.7 | 48.2 | 47.9 || 479 £ 0.2
CRA 36/255 | 36.1 | 36.7 | 36.4 | 36.1 | 36.5 | 36.1 | 36.5 | 36.0 | 36.3 || 36.3 £ 0.2
CLL@CPL-XL CRA 72/255 | 28.0 | 27.9 | 28.0 | 28.9 | 28.0 | 28.0 | 28.0 | 27.7 | 28.0 || 28.1 £ 0.3
CRA 108/255 | 21.5 | 21.5 | 21.8 | 21.5 | 21.5 | 21.5 | 21.4 | 21.4 | 21.7 || 21.5 £ 0.1
K 42.0 | 42.0 | 42.0 | 41.9 | 42.0 | 42.0 | 42.0 | 42.0 | 42.2 || 42.0 £ 0.1
Tightness 79.0 | 79.4 | 78.1 | 788 | 79.0 | 77.7 | 79.9 | 78.6 | 77.9 || 78.7 £ 0.7
Acc 47.1 | 46.9 | 46.9 | 46.8 | 47 | 47.1 | 46.6 | 46.6 | 47.4 || 46.9 £ 0.3
CRA 36/255 | 36.9 | 36.7 | 36.3 | 36.6 | 36.5 | 36.6 | 36.5 | 36.7 | 36.7 || 36.6 + 0.2
CRA 72/255 29 | 29.2| 29 | 289 | 29 |29.2| 29 29 29 | 29.0 £ 0.1
CLL@SLL-XL CRA 108/255 | 23.6 | 23.6 | 23.5 | 23.4 | 23.8 | 23.3 | 23.4 | 23.3 | 23.1 || 23.4 £ 0.2
K» 1.2 | 1.5 | 1.2 | 1.2 | 1.2 | 1.3 | 1.2 | 1.2 | 1.2 || 1.3 £ 0.1
Tightness 79.8 | 79.5 | 79.5 | 80.4 | 79.1 | 82.0 | 78.5 | 81.5 | 80.5 || 80.1 £ 1.1
Table B.7: CLL results on Tiny-ImageNet starting from different random seeds.
Model Metric Random seed value Avg
t [ 2 [ 3] 4[5 ][ 6 7 [81]o9
Acc 39.7 | 39.8 | 39.6 | 39.6 | 40.0 | 39.8 | 39.6 | 39.9 | 39.9 || 39.8 £o0.1
CRA 36/255 255 | 257 | 257 | 26.3 | 26.1 | 259 | 255 | 26.1 | 26.3 259 0.3
CLL@8C2F CRA 72/255 16.3 | 16.5 | 16.5 | 16.7 | 16.4 | 16.7 | 16.5 | 16.7 | 16.6 | 16.5 = 0.1
€e=105p=001 CRA 108/255 | 10.7 | 10.7 | 10.6 | 10.6 | 10.9 | 10.9 | 10.8 | 10.7 | 10.7 10.7 £ 0.1
K» 287.7 | 288.6 | 287.9 | 287.7 | 291.0 | 291.5 | 285.5 | 288.4 | 286.7 || 288.3 £ 1.9
Tightness 63.6 | 64.8 | 64.4 | 64.1 | 63.9 | 64.5 | 64.0 | 64.9 | 647 || 642 £ 0.5
Acc 33-6 | 333 | 335 | 330 | 334 | 331 | 33.6 | 339 | 33.7 || 335+ 03
CRA 36/255 256 | 24.9 | 254 | 254 | 252 | 253 | 25.1 | 253 | 253 25.3 = 0.2
CLL@8C2F CRA 72/255 19.2 | 186 | 19.0 | 19.0 | 189 | 189 | 189 | 19.1 | 19.0 | 19.0 = 0.2
€=1.0,p=0.025 | CRA 108/255 | 13.9 | 13.3 | 13.9 | 13.6 | 13.9 | 14.1 | 14.1 | 13.9 | 13.7 || 13.8 £ 0.2
K 245 | 243 | 245 | 24.4 | 24.4 | 24.4 | 245 | 24.4 | 24.3 24.4 £ 0.1
Tightness 735 | 71.2 | 72.9 | 72.1 | 73.8 | 71.2 | 741 | 73.7 | 72.7 72.8 £ 1.0
Acc 32,5 | 31.8 | 328 | 32.1 | 31.6 | 33.4 | 324 | 326 | 322 || 324 £ 0.5
CRA 36/255 254 | 252 | 24.8 | 25.0 | 24.4 | 249 | 25.1 | 24.9 | 25.0 || 25.0 £ 0.3
. : CRA 72/255 18.9 | 188 | 184 | 184 | 172 | 183 | 188 | 185 | 184 18.4 £ 0.5
CLL@LipConv-10 CRA 108/255 | 14.0 | 14.1 | 13.1 | 13.1 | 11.6 | 13.4 | 13.8 | 13.5 | 134 13.3 £ 0.7
K® 6.8 6.1 6.3 7.3 6.8 6.3 6.9 6.8 6.8 6.7 £ 0.4
Tightness 84.1 | 81.3 | 81.8 | 840 | 823 | 82.0 | 812 | 83.8 | 81.8 || 825 £ 1.2
Acc 33.4 | 327 | 325 | 325 | 321 | 31.7 | 328 | 33.0 | 32.6 32.6 £ 0.5
CRA 36/255 259 | 26.2 | 26.1 | 26.2 | 256 | 26.1 | 26.4 | 26.0 | 258 26.0 £ 0.2
. ) CRA 72/255 19.7 | 20.4 | 20.5 | 20.4 | 20.1 | 20.3 | 20.3 | 20.3 | 20.1 20.2 £ 0.2
CLL@LipConv-20 CRA 108/255 | 14.5 | 16.0 | 156 | 156 | 155 | 158 | 159 | 153 | 15.5 15.5 + 0.4
K 4.0 5.2 5.0 5.0 5.0 5.4 4.9 4.6 4.9 4.9 o4
Tightness 819 | 845 | 84.4 | 84.2 | 829 | 845 | 83.9 | 871 | 851 || 843 L 1.4
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