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Abstract

Numerous cryptographic extensions to Bitcoin have been proposed since Satoshi
Nakamoto introduced the revolutionary design in 2008. However, only few proposals
have been adopted in Bitcoin and other prevalent cryptocurrencies, whose resistance
to fundamental changes has proven to grow with their success. In this dissertation, we
introduce four cryptographic techniques that advance the functionality and privacy
provided by Bitcoin and similar cryptocurrencies without requiring fundamental
changes in their design: First, we realize smart contracts that disincentivize parties
in distributed systems from making contradicting statements by penalizing such
behavior by the loss of funds in a cryptocurrency. Second, we propose CoinShuffle++,
a coin mixing protocol which improves the anonymity of cryptocurrency users by
combining their transactions and thereby making it harder for observers to trace
those transactions. The core of CoinShuffle++ is DiceMix, a novel and efficient
protocol for broadcasting messages anonymously without the help of any trusted
third-party anonymity proxies and in the presence of malicious participants. Third, we
combine coin mixing with the existing idea to hide payment values in homomorphic
commitments to obtain the ValueShuffle protocol, which enables us to overcome
major obstacles to the practical deployment of coin mixing protocols. Fourth, we
show how to prepare the aforementioned homomorphic commitments for a safe
transition to post-quantum cryptography.
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Zusammenfassung

Seit seiner revolutionédren Erfindung durch Satoshi Nakamoto im Jahr 2008 wurden
zahlreiche kryptographische Erweiterungen fiir Bitcoin vorgeschlagen. Gleichwohl
wurden nur wenige Vorschlage in Bitcoin und andere weit verbreitete Kryptowahrun-
gen integriert, deren Resistenz gegen tiefgreifende Veranderungen augenscheinlich
mit ihrer Verbreitung wachst. In dieser Dissertation schlagen wir vier kryptographi-
sche Verfahren vor, die die Funktionalitdt und die Datenschutzeigenschaften von
Bitcoin und dhnlichen Kryptowédhrungen verbessern ohne deren Funktionsweise
tiefgreifend verandern zu miissen. Erstens realisieren wir Smart Contracts, die es
erlauben widerspriichliche Aussagen einer Vertragspartei mit dem Verlust von Kryp-
togeld zu bestrafen. Zweitens schlagen wir CoinShuffle++ vor, ein Mix-Protokoll,
das die Anonymitit von Benutzern verbessert, indem es ihre Transaktionen kom-
biniert und so deren Riickverfolgung erschwert. Sein Herzstiick ist DiceMix, ein
neues und effizientes Protokoll zur anonymen Veréffentlichung von Nachrichten
ohne vertrauenswiirdige Dritte und in der Prasenz von bdsartigen Teilnehmern. Drit-
tens kombinieren wir dieses Protokoll mit der existierenden Idee, Geldbetrage in
Commitments zu verbergen, und erhalten so das ValueShuffle-Protokoll, das uns
ermoglicht, grofle Hindernisse fiir den praktischen Einsatz von Mix-Protokollen zu
iiberwinden. Viertens zeigen wir, wie die dabei benutzten Commitments fiir einen
sicheren Ubergang zu Post-Quanten-Kryptographie vorbereitet werden kénnen.
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Preface

Since cryptography is a tool for
shifting power, the people who know
this subject well, like it or not, inherit
some of that power.

— Phillip Rogaway [Rog15]

One of the first lessons I learned about cryptography is that I shall not invent my
own cryptography. This is good advice, but it was pretty unsatisfactory at the time.
Looking back, I feel proud that I have broken that rule, and that my work has an
impact on cryptographic systems in the real world.

When Phillip Rogaway reminds us that cryptography rearranges power [Rogl5],
he reminds us of our responsibility for our research. I think that cryptography not
only rearranges power; it is a superpower in itself because it gives us the ability to
communicate in secret and make things possible that seem impossible at first glance.
I hope I could gain a tiny bit of this superpower and use it to empower others.
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1 Introduction

I’ve been working on a new electronic
cash system that’s fully peer-to-peer,
with no trusted third party.

— Satoshi Nakamoto [Nak08A]

Bitcoin sparked a revolution in the design of electronic cash systems: it was the first
cryptocurrency, a peer-to-peer electronic cash system that works reliably and securely
over the Internet without the help of a trusted third party. Since its invention and im-
plementation by Satoshi Nakamoto in 2008 [Nak08B], Bitcoin has been tremendously
successful and led to a profusion of other cryptocurrencies. The market capitalization
of all cryptocurrencies combined is more than a hundred billions of euros at the time
of writing [Coi]. What makes cryptocurrencies attractive is not only the idea that
no single party has control over them and the ability to perform truly irreversible
financial transactions across the globe without intermediaries, but also the openness
of the technology, which enables developers to build applications without the need
to register with a central party or even seek permission.

As the name indicates, cryptography is essential to cryptocurrencies, but maybe
surprisingly, the cryptography used in most cryptocurrencies is rather simple. Bit-
coin for example relies just on the two basic cryptographic primitives, namely hash
functions and digital signatures. This basic use of cryptography in Bitcoin suffices
to achieve the most basic security goals that we can expect from a currency and a
payment system: money cannot be created out of thin air, received funds can be
stored permanently, and they can only be spent by their legitimate owner. Due to the
lack of a trusted third party that enforces these properties, they instead need to be
publicly verifiable by every peer in the network.

More advanced security goals, which may require the use of sophisticated cryptog-
raphy, were only secondary to the two aforementioned basic security goals. Arguably,
the most important example is privacy. Even though privacy of users was a con-
cern [Nak08B], the focus of Bitcoin’s design is not the confidentiality of transactions
but in fact exactly the opposite, namely full transparency with the aim to make
transactions amenable to public verification. For example, all transactions including
a sender identifier, a recipient identifier, and the transferred amount are recorded



1 Introduction

in plain in a public data structure called the blockchain. The blockchain is written
to by miners, i.e., peers willing to invest computational resources necessary for the
security of the system in return for freshly generated coins. Miners broadcast updates
to the blockchain through the entire peer-to-peer (P2P) network, and most peers in
the network maintain a local copy of the entire blockchain. This enables peers in the
network to verify that these transactions adhere to the basic rules, e.g., that users do
not spend more money than they own.

However, the public availability of all transaction data is clearly a huge threat for
the privacy of individual users. Even though virtually all cryptocurrencies use pseu-
donyms as user (or account) identifiers, the initial perception of pseudonyms alone
providing some built-in anonymity has been broadly refuted in the literature [Mei+13;
Bar+12; SMZ14; KKM14; RH11; And+13; MO15; Nic15], and several companies [Ell;
Cha] offer to trace cryptocurrency payments as a service. To make matters worse, the
lack of confidentiality has implications beyond the privacy of users. While fungibility,
i.e., the idea that every two funds of the same denomination should be equivalent
and interchangeable, is fundamental to the practical success of traditional currencies,
this property is at risk in most cryptocurrencies because funds can be traced from
owner to owner and build up a history.

A second prominent disadvantage of cryptocurrencies is that transactions are not
instantaneous but require large confirmation times, e.g., in the order of an hour in
Bitcoin. This is clearly too long for many use cases such as point-of-sale payments at
cash desks and fast trading of cryptocurrencies.

In the light of these and other shortcomings, there is a plenitude of research aiming
to apply advanced cryptography to improve cryptocurrencies. Remarkably, this
research is not only conducted in academia but also in the industry and by interested
individuals in the community of users and developers.

The first line of research relevant to this dissertation aims at overcoming the
aforementioned privacy issues of cryptocurrencies. A rich set of cryptographic
techniques and tools such as homomorphic commitments [Max15], zero-knowledge
proofs [Mie+13; Ben+14; Kos+16], and variants of ring signatures [Sab13; NMM16]
have been proposed to hide transaction details while still allowing the public to verify
that transactions are correct, e.g., they do not generate money out of thin air.

The second line of research relevant to this dissertation aims at improving the func-
tionality provided by cryptocurrencies. For example, a promising solution to enable
instantaneous payments are payment channels and off-chain payment networks as
a second layer on top of cryptocurrencies [Spil3; DW15; PD; KG17; Mal+17; Dzi+19;
Mil+19]. The key insight to these layer-2 systems is that transactions do not need to be
processed by the entire network as long as they are not disputed among the involved
parties. A related research direction leverages the strong security guarantees of



cryptocurrencies and their monetary nature in other cryptographic protocols, e.g., to
provide monetary fairness in secure multi-party computation (SMPC) [And+14; BK14]:
while SMPC alone suffices to play mental poker, cryptocurrencies can additionally
ensure that the honest winner always obtains the prize [KMB15].

What makes cryptocurrencies special within the area of cryptography is that new
cryptographic schemes are sometimes adopted within months after their invention.
While this quick adoption is risky and unprecedented, it has yielded the first systems
that deploy advanced primitives such as zero-knowledge proofs successfully and on
a large scale [Mie+13; Ben+14; ZEC; Sab13; NMM16; XMR]. Keeping this in mind,
cryptocurrencies are not only fascinating on their own, but they constitute a major
opportunity for the deployment of cryptography in general.

However, while a considerable amount of research in the area of cryptocurrencies is
undergoing practical deployment, almost all implementations come in the form of new
cryptocurrencies [e.g., ZEC; ADA], and not many proposals have been deployed as
extensions to existing cryptocurrencies. The reason is that many research proposals
aiming at improving privacy, functionality, or other aspects of cryptocurrencies
require substantial technical changes, which require broad community consensus to
adopt. The Bitcoin community in particular seems very conservative about adopting
modifications that influence Bitcoin’s security model (including trust assumptions
and cryptographic hardness assumptions), break compatibility with existing features
and use-cases, or simply make verification of the blockchain less efficient.

To name a specific example, Zerocoin [Mie+13], which improves the anonymity
of cryptocurrency users by zero-knowledge proofs, has been explicitly designed as
an extension to Bitcoin. Despite being a major improvement for privacy, Zerocoin
could not find consensus in the Bitcoin community due to various reasons including
large storage requirements in the blockchain [Bacl13] and the need for a trusted
cryptographic setup [Ler13]. Instead, Zerocoin’s successor Zerocash [Ben+14] was
later deployed as a new and independent cryptocurrency [ZEC].

In hindsight, it comes as no surprise that making changes to a multi-billion project
such as Bitcoin is controversial and difficult with so many different stakeholders
involved, namely individual users, corporate users, developers, miners, investors,
researchers, and others. Who decides whether the rules of the currency are changed
and how? This question of “who is in control” is essential to any currency system.
However, in a cryptocurrency without a trusted third party, there is intentionally
no clear answer to it. Resistance to fundamental changes may in fact be crucial
for the success of cryptocurrency because only then, stakeholders can be ensured
that they will not experience unexpected surprises, e.g., affecting their holdings.
As a consequence, we must acknowledge that making changes to well-established
cryptocurrencies is exceptionally difficult.
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Nevertheless, this observation alone clearly does not make the problems of existing
cryptocurrencies disappear. If cryptocurrencies survive their infancy, then most
probably only few will see widespread adoption, and technological superiority is
only one of many aspects that will determine which ones will prevail. Almost a
decade after its inception, Bitcoin remains the most used cryptocurrency and is due to
network effects certainly a promising candidate to see further adoption in the future.
If Bitcoin prevails, we need to improve its technology organically and gradually,
and the insight that fundamental technical changes may be too difficult to make is
no justification for ignoring Bitcoin’s technological shortcomings and their societal
implications such as the sacrifice of users’ privacy.

1.1 Contributions

The goal of this dissertation is to devise tailor-made cryptographic schemes and
protocols to advance the functionality and privacy of cryptocurrencies. Our focus
is on practical techniques that are either fully compatible with Bitcoin and similar
existing cryptocurrencies or require only specific modifications that do not break
with fundamental design decisions or existing features. This conservative approach
acknowledges the difficulty of making changes to existing cryptocurrencies and
consequently provides a pragmatic path to technological progress.

For the sake of concreteness, the results in this dissertation are described with
Bitcoin in mind. Our results are in general applicable to other cryptocurrencies as
well, though minor modifications may be necessary.

After a brief introduction to cryptocurrencies and Bitcoin (Chapter 2), we provide
four main contributions (Chapters 3, 4, 5 and 6) as summarized below. We conclude
with a few final remarks (Chapter 7), which are relevant beyond the concrete results
in this dissertation.

Chapter 3: Penalizing Equivocation By Loss of Bitcoins. In our first contribu-
tion, we pick up the idea to leverage the monetary nature of cryptocurrencies to
improve other systems. Concretely, we apply cryptocurrencies to incentive honest
behavior in distributed systems. We show that equivocation, i.e., asserting conflicting
statements to different parties in a distributed system, can be monetarily disincen-
tivized by the use of cryptocurrencies. To this end, we design completely decentralized
non-equivocation contracts, which make it possible to penalize an equivocating party
by the loss of its money. At the core of these contracts, there is a novel cryptographic
primitive called accountable assertions, which reveals the party’s private keys in case
of equivocation.



1.1 Contributions

Non-equivocation contracts are particularly useful for distributed systems that
employ public append-only logs to protect data integrity. Moreover, as double-
spending in Bitcoin is a special case of equivocation, non-equivocation contracts
enable us to design asynchronous payment channels that enable a payee to receive
funds at multiple unsynchronized points of sale while being able to penalize a double-
spending payer after the fact.

Chapter 4: P2P Mixing and Unlinkable Bitcoin Transactions. Having demon-
strated the applicability of cryptocurrencies, we then turn our focus to users’ privacy
in cryptocurrencies, which is vulnerable to a variety of linkability and deanonymiza-
tion attacks due to the public nature of the blockchain. In order to improve the
anonymity of cryptocurrency users, we propose CoinShuffle++, a P2P coin mixing
protocol that enables pseudonymous users to perform unlinkable transactions in a
manner fully compatible with the current Bitcoin system. CoinShuffle++ is based on
the CoinJoin paradigm [Has11l; Max13A] and requires at its core a P2P anonymous
communication protocol, which enables a group of mutually distrustful peers to
publish messages in an anonymous and reliable manner.

Starting with Dining Cryptographers networks (DC-nets) [Cha88], multiple such
P2P anonymous communication protocols have been proposed in the literature. How-
ever, despite their strong anonymity guarantees, none of them have been deployed in
practice so far: most protocols fail to simultaneously address the crucial problems
of slot collisions and disruption by malicious peers, and those which address both
problems require O(f?) communication rounds to handle f malicious peers, which is
arguably prohibitive to their practical deployment.

We conceptualize these P2P anonymous communication protocols as P2P mixing,
and then present DiceMix, a novel P2P mixing protocol that needs only four commu-
nication rounds in the best case, and 4 + 2f rounds in the worst case with f malicious
peers. As every individual malicious peer can force a restart of a protocol run by
simply omitting messages, we find DiceMix with its worst-case complexity of O(f)
communication rounds to be optimal to realize the anonymous broadcast required by
CoinShuffle++.

We demonstrate the efficiency of DiceMix and CoinShuffle++ with a proof-of-
concept implementation. In our evaluation, DiceMix requires less than eight seconds
to mix 50 messages of size 160 bits in a setting where all 50 peers have 10 MBit/s
connections with a delay of 50 ms to an untrusted bulletin board that interconnects
the peers. Since CoinShuffle++ has negligible overhead over its core building block
DiceMix, CoinShuffle++ mixes coins in essentially the same time. In contrast, the
best protocol in the literature requires almost three minutes in the same setting.
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Going beyond the concrete application of anonymous communication to improve
the anonymity of cryptocurrency users, we additionally take a more fundamental
look at P2P mixing and present a generic deanonymization attack on all P2P mixing
protocols that guarantee termination in the presence of disruptive peers; this includes
the state-of-the-art P2P mixing protocol Dissent [CF10; Syt+14]. The generic attack
implies that it is fundamentally impossible for a P2P mixing protocol to simultane-
ously support input messages arbitrarily chosen by the user, provide anonymity, and
terminate in the presence of disruptive peers.

Chapter 5: Mixing Confidential Transactions for Comprehensive Privacy.
Given our efficient coin mixing protocol CoinShuffle++, our next goal is to fur-
ther advance the practicality and privacy of coin mixing by integrating it with other
privacy-enhancing techniques addressing other aspects of privacy. As an extension
of CoinShuffle++, we design ValueShuffle, the first coin mixing protocol compatible
with Confidential Transactions [Max15], a proposed enhancement to Bitcoin to hide
the amounts in transactions. ValueShuffle ensures the anonymity of peers in the
mixing and the confidentiality of their mixed amounts even against malicious peers
participating in the same mixing run. In combination with Confidential Transactions
and additionally Stealth Addresses [Sab13], a technique to avoid the reuse of pseu-
donyms when receiving payments, ValueShuffle provides decent privacy (payment
value privacy and payer anonymity even against malicious payees) without breaking
with fundamental design principles or features of the current Bitcoin system.

Assuming support for Confidential Transactions, ValueShuffle makes it possible
to mix funds of different amount as well as to mix and spend funds in the same
transaction. These features overcome the two main limitations of all previous coin
mixing approaches in practice, namely that users are restricted to mix funds of the
same amount, and that they need to do so in a separate transaction before they can
actually spend the funds.

Chapter 6: Switch Commitments for Confidential Transactions. Finally, we
turn our attention to the future of cryptocurrencies and tackle the problem of post-
quantum security. We focus on cryptographic agility, which is the ability to switch to
larger cryptographic parameters or different algorithms in the case of security doubts.
This desirable property of cryptographic systems is inherently difficult to achieve
in cryptocurrencies due to their permanent state in the blockchain: for example, if
it turns out that the employed signature scheme is insecure, a switch to a different
scheme can only protect the outputs of future transactions but cannot fix transaction
outputs already recorded in the blockchain, which puts the money at the risk of theft.
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This situation is even worse in cryptocurrencies which deploy Confidential Transac-
tions to hide transacted monetary amounts in homomorphic Pedersen commitments.
An attacker who manages to break the computational binding property of a commit-
ment can create money out of thin air, jeopardizing the security of the entire currency.
The obvious solution is to use statistically or perfectly binding commitment schemes
such as ElGamal commitments, but they come with performance drawbacks due to
the need for less efficient range proofs, and even worse, they are not hiding against
post-quantum attackers.

In order to overcome this dilemma, we introduce switch commitments, which
constitute a cryptographic middle ground between computationally binding and
statistically binding commitments. The key property of this novel primitive is the
possibility to switch existing commitments, e.g., recorded in the blockchain, from
computational bindingness to statistical bindingness if doubts in the underlying
hardness assumption arise. This switch trades off efficiency for security.

We provide two simple and practical constructions of switch commitments. First,
we prove that ElIGamal commitments with a restricted message space are secure switch
commitments. Our technique yields an instantiation of Confidential Transactions
that can be switched to be resilient against post-quantum attackers trying to inflate
the currency. Second, we construct opt-in switch commitments, a variant of switch
commitments that guarantee hiding even against post-quantum attackers in almost
all cases. Our construction is as compact as Pedersen commitments and as as result,
opt-in switch commitments introduce essentially no overhead for the cryptocurrency
network.






2 Background on Cryptocurrencies

In this chapter, we first give an informal introduction to the fundamental challenge
that P2P electronic cash systems need to overcome and to the solution provided by
Nakamoto. Then we briefly explain the internals of Bitcoin that are relevant to our
work. We give only a brief overview, and since the techniques presented in this disser-
tation do not depend on the details of the blockchain and the consensus mechanism,
our results are applicable to other cryptocurrencies, though minor modifications may
be necessary.

Further Reading. For a broader introduction to Bitcoin and cryptocurrencies, we
recommend the surveys by Bonneau et al. [Bon+15], Tschorsch and Scheuermann
[TS16], Conti et al. [Con+18], and Narayanan and Clark [NC17], and the textbook by
Narayanan et al. [Nar+16]. For an in-depth explanation of the internal mechanics of
Bitcoin, we refer the reader to the textbook by Antonopoulos [Ant17] and the Bitcoin
developer guide [BDG].

2.1 Nakamoto Consensus

To understand the fundamental challenge in building a P2P electronic cash system
without a trusted third party, we need to ask why trusted third parties have been
essential for fiat currencies and traditional payment systems. The answer to this
question is twofold.

The first essential task of trusted third parties is to exclude double-spending,
which is a fundamental problem in any payment system not based on physical cash.
The capability of sending a payment, e.g., the capability to produce a handwritten
signature on a bank transfer form or the capability to swipe a credit card, is not
consumed by itself when the payer uses it once to send a payment. An accounting
mechanism is therefore necessary to avoid that malicious payers use their capability
to spend more money than they are allowed to. Traditional payment systems rely on
trusted third parties, e.g., banks and credit card providers, to perform this accounting,
which in its simplest form amounts to recording every payment (or transaction)
in a ledger. Remarkably, the vast majority of attempts to build secure electronic
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cash from sophisticated cryptography that predate Bitcoin, most notably Chaum’s
proposal [Cha82; CFN88], rely on trusted third parties to exclude double-spending.

The second essential task of trusted third parties in fiat currencies is to oversee and
control money supply. For example, in the Eurosystem, only banks have the power to
create money, and with respect to physical cash as legal tender, the European Central
Bank has the exclusive right to authorize the issuance of euro banknotes [TFEU].

How do cryptocurrencies exclude double-spending and control money supply
without a trusted third party? For double-spending, the answer is a transaction
ledger, which records the transactions that have been performed in the past, but
which is publicly maintained by the entire Bitcoin system instead of relying on a
trusted third party. In more detail, the peers in the Bitcoin system aim to reach
irreversible consensus over the transactions that have been committed to the ledger.
The irreversibility is crucial: if transactions are reversible, a fraudulent user can
double-spend by sending a payment, obtaining some good or service from the payee,
and later reversing the transaction to be able to spend the money again.

Reaching irreversible consensus turns out to be particularly challenging in an
asynchronous P2P network consisting of potentially malicious peers. A common
approach in non-P2P networks is to assume that a supermajority of parties in the
system is honest and use some form of voting to reach consensus; this is the idea of
Byzantine fault tolerance protocols [LSP82; CL02]. In P2P networks, however, since
peers can join and leave the network arbitrarily and have no permanent identify, no
peer can reliably determine the full set of peers among which consensus must be
reached. In particular, a single attacker can easily perform a Sybil attack [Dou02],
i.e., spawn a large number of malicious peer nodes in order to obtain a fraudulent
majority and thereby take control of the system.

Nakamoto’s seminal consensus mechanism solves this problem by determining
the majority not in terms of the number of peers but in terms of the amount of
computation that the peers perform. As computation inherently requires resources
such as hardware and energy, this consensus mechanism withstands Sybil attacks:
while an arbitrary number of fake nodes can be spawned at essentially no cost on a
given piece of hardware, the overall amount of computational resources available to
all those nodes is the same as would be available to a single node.

The data to reach consensus on, namely the transaction ledger, is organized as
a blockchain, i.e., a list of blocks, each containing a set of transactions. The blocks
are chained together such that every block must contain a cryptographic hash of
the previous block. A block (including its transactions) can only be added to the
blockchain if it comes with a solution for a proof-of-work puzzle, i.e., an instance of a
moderately hard computational problem. The specific problem instance that must
be solved is determined by all the data in the block including the transactions and
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the hash of the previous block, and due to the chaining, it depends not only on the
previous block but recursively on the entire transaction history. As a result, each
valid block carries a certain expected amount of computational work.

This computational work ensures that the consensus over the transaction history
is permanent. Once added to the blockchain, the transactions in a block are difficult
to modify: A modification of a block invalidates the proof-of-work solution of this
block and all subsequent blocks because different problem instances must be solved
after the modification. When peers receive contradicting blocks that constitute a
fork in the blockchain, they consider only the chain whose creation required (in
expectation) the most computational work to be the correct one. This rule implies
that an attacker trying to modify an old block is not only required to redo the work
for this and all subsequent blocks but also to catch up, i.e., to find valid proof-of-
work solutions at a higher rate than the rest of the network, which continues to
work on extending the other chain. As a result, a transaction that has been included
in the blockchain and backed by the proof-of-work computations of an increasing
number of blocks is thus increasingly difficult to reverse for an attacker with limited
computational resources. In particular, reversing such a transaction is considered
infeasible if the attacker controls less than 50% of the computing power in the system,
which constitutes a fundamental assumption necessary for the security of Bitcoin
(the exact value depends for instance on the time it takes to propagate blocks through
the P2P network [GKL15; GKL17; PSS17].)

This paradigm adopted in Bitcoin requires computing power as an essential part for
the security of the consensus mechanism. But why should peers contribute computing
power, given that computation comes with real costs, e.g., energy consumption? The
answer to that question is that miners, which are peers willing to take part in the
consensus mechanism, are assigned rewards for contributing their computational
resources. Transaction fees paid by transacting parties are one part of these rewards,
and newly created (or mined) currency units (bitcoins) are the other part. This explains
how money creation is organized without a trusted third party: bitcoins are scarce
because the computational resources required to generate them are scarce.

The underlying idea to use proof-of-work to ensure some scarcity has been present
in previous proposals from the cypherpunk community [Dai98; Sza08; Fin04], starting
with Back’s Hashcash proof-of-work scheme [Bac02]; however in those proposals
the proof-of-work solutions are directly accepted as electronic cash tokens.

What makes Bitcoin fundamentally different from all previous electronic cash
systems is that proof-of-work is used within the consensus mechanism to ensure
Sybil-resistance, and the consensus rules control how many bitcoins the miners are
eligible to claim for finding proof-of-work solutions. Therefore Bitcoin’s consensus
mechanism is a combined replacement for a trusted third party with respect to both
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its task of controlling money supply and its task of excluding double-spending. The
idea to solve both of these problems interdependently is the key novelty introduced
by Nakamoto.

2.2 Technical Overview of Bitcoin

The term Bitcoin (commonly capitalized) refers to the P2P system and the currency it
runs. The currency units are bitcoins (commonly not capitalized, symbol B). A bitcoin
is divisible up to eight decimals such that the smallest unit is 10~% bitcoins, which is
also called one satoshi.

Peer-to-peer Network. Peers are connected via the Internet, and typically main-
tain connections to a few other peers called their neighbours. As a result, the P2P
network forms a decentralized peer graph. The purpose of the P2P network is to
broadcast transactions and blocks (as explained below) by gossiping: if a peer receives
a transaction or a block (or if this peer creates a new transaction or a new block),
it it is supposed to relay it to every neighbour who does not know it already, and
the neighbours are in turn supposed to relay it to their neighbours such that it will
eventually reach every peer in the network. This assumes that the peer graph is
connected, which is necessary for the network to work properly and secure [Hei+15;
MHG18].

Transactions. The most fundamental data structure of Bitcoin is a transaction, which
represents a payment. A transaction moves coins from a set of inputs to a set of
outputs. An output is an integer specifying an amount of satoshis together with a
script, which is a small program that specifies a challenge that must be fulfilled by
anyone willing to spend the coins in a further transaction (typically the intended
payee). An input is a reference to an unspent transaction output (UTXO) created by a
previous transaction, together with data that fulfills the challenge specified by the
script in this UTXO.

In the simplest and by far most common case, the challenge that must be fulfilled to
spend the coins in a UTXO with a transaction is to provide a digital signature on the
desired transaction valid under a public key specified through its hash in the script of
the UTXO. This implements ownership and authentication: coins can effectively be
sent to a public key, and only the user that knows the corresponding secret key (the
owner) can access the coins by signing a transaction (which in turn sends the coins
to other public keys).
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For a transaction to be valid, all scripts of the UTXOs in its inputs must be fulfilled,
all inputs must refer to distinct UTXOs, there must be no previous transaction that
has already spent those UTXOs, and the transaction must be balanced, i.e., the sum of
the coins in its outputs does not not exceed the sum of the coins in its inputs.

Digital Signature Scheme. At the time of writing, Bitcoin and most other cryp-
tocurrencies use ECDSA signatures [JMV01] on the elliptic curve secp256k1 [SEC2]
for authentication of transactions. The future adoption of Schnorr signatures [Sch91]
on the same elliptic curve has been suggested [Corel7]. In both ECDSA and Schnorr
signatures, a public key is a single group element pk = g** of the elliptic curve group.

Scripts and Smart Contracts. Bitcoin employs a scripting language to specify
under which conditions a UTXO can be spent. The language is a simple Forth-like
stack-based language. It is intentionally not Turing-complete to avoid complexity
and the possibility of creating scripts that are expensive to execute, and could conse-
quently lead to denial-of-service attacks because every node in the Bitcoin network
must execute them. The purpose of the scripting language is to enable smart con-
tracts [Sza97] that implement more complex access scenarios than simple payments,
e.g., escrow of funds for dispute resolution and automated lotteries [And+14; BK14].

To spend the funds protected by some script, the spender must provide an initial
execution stack with input values. The script (historically called ScriptPubKey) is
fulfilled if its execution on the initial stack does not abort early, the final stack at the
end of the execution is not empty, and the top stack element is not zero.

Example Script. As an example, we consider the most commonly used script type,
which is called pay-to-pubkey-hash (P2PKH) and requires a signature on the spending
transaction under a public key. The script does not specify a public key directly but
instead the hash of a public key under a collision-resistant hash function. When
spending the UTXO, the owner is required to show not only a valid signature but
also the correct public key, whose hash is the value specified in the script. Concretely,
a P2PKH script looks as follows.

1 DUP HASH160
2 h EQUALVERIFY
3 CHECKSIG

We briefly explain the semantics of the used opcodes. DUP duplicates the top
item of the stack. HASH160 replaces the top stack item s by H(s), where the used
hash function is H(s) := RIPEMD-160(SHA-256(s)). Values that are not opcodes
denote push operations, i.e., “h” pushes the constant h onto the stack. EQUALVERIFY
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aborts the execution if the two top stack items are not equal and removes the items
from the stack. CHECKSIG runs the ECDSA verification algorithm with the spending
transaction as message and with the two top stack items as signature and verification
key, respectively. These stack items are removed, and depending on the verification
result, either the constant @ or the constant 1 is pushed onto the stack.

To spend the coins, the owner has to authenticate the desired spending transaction
by providing a signature o of the transaction under the correct public key pk and the
public key pk itself, i.e., the owner provides an initial stack with the values o and pk
as input data for the script.

Let us walk through the execution of