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Abstract

The interplay of random phenomena with discrete-continuous dynamics deserves in-
creased attention in many systems of growing importance. Their verification needs to
consider both stochastic behaviour and hybrid dynamics. In the verification of classical
hybrid systems, one is often interested in deciding whether unsafe system states can be
reached. In the stochastic setting, we ask instead whether the probability of reaching
particular states is bounded by a given threshold. In this thesis, we consider stochastic
hybrid systems and develop a general abstraction framework for deciding such problems.
This gives rise to the first mechanisable technique that can, in practice, formally verify
safety properties of systems which feature all the relevant aspects of nondeterminism,
general continuous-time dynamics, and probabilistic behaviour. Being based on tools for
classical hybrid systems, future improvements in the effectiveness of such tools directly
carry over to improvements in the effectiveness of our technique.

We extend the method in several directions. Firstly, we discuss how we can handle
continuous probability distributions. We then consider systems which we are in partial
control of. Next, we consider systems in which probabilities are parametric, to analyse
entire system families at once. Afterwards, we consider systems equipped with rewards,
modelling costs or bonuses. Finally, we consider all orthogonal combinations of the
extensions to the core model.



Zusammenfassung

In vielen Systemen wachsender Bedeutung tritt zufallsabhéngiges Verhalten gleichzeitig
mit diskret-kontinuierlicher Dynamik auf. Um solche Systeme zu verifizieren, miissen
sowohl ihr stochastisches Verhalten als auch ihre hybride Dynamik betrachtet werden. In
der Analyse klassischer hybrider Systeme ist eine wichtige Frage, ob unsichere Zusténde
erreicht werden konnen. Im stochastischen Fall fragen wir stattdessen nach garantierten
Wahrscheinlichkeitsschranken. In dieser Arbeit betrachten wir stochastische hybride Sys-
teme und entwickeln eine allgemeine Abstraktionsmethode um Probleme dieser Art zu
entscheiden. Dies ermoglicht die erste automatische und praktisch anwendbare Methode,
die Sicherheitseigenschaften von Systeme beweisen kann, in denen Nichtdeterminismus,
komplexe Dynamik und probabilistisches Verhalten gleichzeitig auftreten. Da die Me-
thode auf Analysetechniken fiir nichtstochastische hybride Systeme beruht, profitieren
wir sofort von zukiinftigen Verbesserungen dieser Verfahren.

Wir erweitern diese Grundmethode in mehrere Richtungen: Zunéchst ergdnzen wir
das Modell um kontinuierliche Wahrscheinlichkeitsverteilungen. Dann betrachten wir
partiell kontrollierbare Systeme. Als néchstes untersuchen wir parametrische Systeme,
um eine Klasse ahnlicher Modelle gleichzeitig behandeln. Anschliefend betrachten wir
Eigenschaften, die auf der Abwagung von Kosten und Nutzen beruhen. Schlieflich zeigen
wir, wie diese Erweiterungen orthogonal kombiniert werden kénnen.
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Introduction

Hybrid systems constitute a general and widely applicable class of dynamical systems
with both discrete and continuous components. Classical hybrid system formalisms
[Alu+95; [Pre+98; ICla-+03; RS07| capture many characteristics of real systems. However,
in many modern application areas, also stochastic dynamics occurs. This is especially
true for wireless sensing and control applications, where message loss probabilities and
other random effects (node placement, node failure, battery drain) turn the overall
control problem into a problem that can only be managed with a certain, hopefully
sufficiently high, probability. Due to the influence of these random effects, the success
(for example keeping the hybrid system in a safe region) can only be guaranteed with
a probability less than one. Since these phenomena are important aspects when aiming
at faithful models for networked and embedded applications, the interest in answering
such questions and determining the probabilities is growing [FHTO0S; TF09].

The need to integrate probabilities into hybrid system formalisms has led to a number of
different notions of stochastic hybrid automata, each from a distinct perspective [AGIT,;
Spr00; Spr01; Buj04; BLBO05; IAba+08]. The most important distinction lies in the point
where to introduce randomness. One option is to replace deterministic jumps, specified
by guarded commands, by probability distributions over deterministic jumps. Here, one
can distinguish between different kinds of probability distributions: distributions with
finite support only feature a random choice between a finite number of possible succes-
sor states. Continuous distributions instead choose over an uncountably large set of
possible successors. Being able to use this kind of distributions increases the expres-
siveness of models. For instance, the normal distribution is of interest, in particular
because it allows to model measurement processes: here, the mean of the distribution
is used to model the actual value of a quantity to be measured. The values which are
indeed measured appear as samples from the distribution and are therefore more or less
skewed, depending on the variance of the distribution. Another option is to generalise
the differential equation components inside a mode by a stochastic differential equations
component. More general models can be obtained by blending the above two choices,
and by combining them with memoryless timed stochastic jumps |[Dav84; BL06a|. Addi-
tionally, nondeterminism, can be integrated, to model phenomena to which one is unable
to assign a probability to.




CHAPTER 1. INTRODUCTION

An important problem in hybrid systems theory is that of reachability analysis. In
general terms, solving a reachability analysis problem means evaluating whether a given
system may reach certain unsafe states, starting from some given initial states. This
problem is associated with the safety verification problem where one intends to prove
that the system can never reach any unsafe state. On the other hand, one might desire to
prove that certain desirable states will always be reached. In the stochastic setting, the
corresponding problems are to check whether the probability that the system trajectories
reach a certain set of states from the initial state can be bounded from above or from
below by a given threshold p.

It is often the case that some aspects of a hybrid system’s nondeterminism are control-
lable, while other parts depend on its environment and cannot be assumed to follow
known random behaviour |[LGS95; Beh+07|. In addition, there might be aspects of a
system of which stochastic aspects are known. Because of this, such a hybrid system
can be seen as combining stochastic behaviour with two kinds of nondeterminism. It can
thus be regarded as a game in which the controller tries to enforce certain guarantees
on the system’s behaviour, regardless of the behaviour of the environment.

In many cases, an entire class of models is of interest. Such a class can be represented
by a model in which certain parameters are left open |[And-+09; [DISS11; [FK11]. These
parameters might describe, for instance, the dynamics of the system or the stochastic
behaviour. One is then interested in reasoning about parameter instantiations, repre-
senting specific models of the given class, which guarantee a certain behaviour, or finding
optimal parameter values subject to a given optimality function.

Reachability is an important property of stochastic hybrid systems, but other aspects
of a system might be of interest as well. For instance, in addition to proving safety
or termination guarantees, one might want to analyse properties which are related to
resource consumption (energy, memory, bandwidth, etc.) or lie more on the economical
side (monetary gain, the expected time or cost until termination, etc.) which cannot be
expressed as reachability problems. Those properties can be described using rewards. A
reward structure attaches numeric values to discrete-time transitions of a system, or to
the passage of time. Depending on the context, rewards can then be interpreted as costs
or bonuses. The values of interest can be formalised, for instance, as the expected total
reward or the expected long-run average reward |[Put94; |A1f97; EJ11].

1.1 Contribution

Stochastic hybrid systems have found various applications in diverse areas |[Aba-+08,
Section 3]|[PH09] [MW12] and tool support for several subclasses of such systems exists
[Kwi-+02||Aba+08, Section 5||TE09, Section 4|. Thus far, it was however not possi-
ble to faithfully handle models which feature both probabilistic behaviour and general
continuous-time dynamics as well as nondeterminism. In this thesis, we develop the first
generic framework which does not require manual intervention to decide properties of
system models which indeed contain all these features. As we build our solution methods

[12 ]



1.1. CONTRIBUTION

on top of the rapidly developing solutions methods for classical, nonstochastic hybrid
automata, improvements in this field immediately carry over to our setting.

In the following we give an overview of our achievements.

Probabilistic Reachability

One of the most important problems in hybrid systems and safety critical applications
in general is that of reachability, that is the problem of deciding whether an unsafe
system state can be reached from the initial state. Another, similarly relevant, problem
is to decide whether certain desirable states will inevitably be reached. In the setting
of stochastic hybrid systems, the presence of probabilistic decisions in addition to the
nondeterministic ones turns this problem from a qualitative into a quantitative one:
in most systems involving stochastic behaviour, it will neither be the case that such
states will always be reached, nor that they will never be reached. Instead of asking
whether unsafe or desirable states might be reached, we can only ask for probabilities
with which this might happen. Still, there is not a single probability answering these
queries, because the stochastic behaviour depends on the different possible resolutions of
the nondeterminism of the stochastic hybrid system. It is thus natural to be interested
in proving that the probability to reach a set of unsafe states can never exceed a given
probability threshold pypper, and that the probability to reach desirable states is never
below Piower-

To solve this principle problem, we aim at computing probability bounds on reachability
properties of a relevant class of stochastic hybrid systems. If the bound computed turns
out to be below (or above respectively) the threshold pupper (Plower), this proves the safety
of the stochastic hybrid system. The class of models we consider, probabilistic hybrid
automata, is an extension of classical hybrid automata, in which the guarded commands
ma; choose their successors according to a probability distribution with finite support
] This model thus maintains the expressive power of the dynamics of gen-
eral Classmal hybrid automata, while adding probabilistic choices in a well-defined way.
To compute probability bounds, we compute finite abstractions of the original models
and then solve reachability problems there. This gives rise to an effective mechanisable
method to decide a large class of properties of this generic class of probabilistic hybrid
automata.

We build our abstractions on solvers for the reachability problem in classical hybrid
automata, for which strong tool support exists (e.g. “H.HMQZH; HHWTI74; [RSOT;
|Erfi)_g; Fre+11]). Basically, we convert a probabilistic hybrid automaton into a classical
hybrid automaton, where distributions are replaced by labels. Then, we use one of the
solvers to obtain an abstraction in form of a labelled transition system M], which
does not yet involve stochastic behaviour. From this abstraction, we can reconstruct a
probabilistic automaton @], which is a safe overapproximation of the original prob-
abilistic hybrid automaton. The approach we use has the advantage of orthogonality:
future computational advances in the analysis of hybrid automata directly carry over to
improvements of our framework.




CHAPTER 1. INTRODUCTION

Extensions

We develop several extensions of the basic analysis method:

e we extend our framework to continuous distributions. For this, we have to use
a different semantical model and solve intricate well-definedness issues. We also
have to extend our analysis framework, thereby faithfully abstracting continuous
distributions to finitely-probabilistic ones.

e We consider systems with partial control. To do so, we discuss a different interpre-
tation of the model semantics. We then show how we can extend our abstraction
framework to apply existing algorithms for the synthesis of controllers, which can
steer a system so as to guarantee certain properties.

e We consider parametric system models. We firstly adapt our hybrid automata
model, its semantics and the abstraction method to the parametric case. We then
develop algorithms which work on abstractions of parametric models to obtain
probability bounds and answer the validity of properties.

e We integrate rewards into our probabilistic hybrid automata. Then, we discuss
how we can handle them in our abstraction framework, in particular how we can
compute abstract reward structures. We then discuss how to apply existing algo-
rithms to decide reward-based properties in the abstraction.

We also discuss the orthogonal combination of all these extensions.

We implement our method in a tool called PROHVER. To demonstrate the practical
applicability of our method, we apply it on a number of case studies, which are diverse in
the nature of their behaviour and thus serve as trustworthy benchmarks of our technique.

1.2 Layout and Origin of the Thesis

We now describe the structure of the thesis and its origins in terms of previous pub-
lications by the author. A sketch of the structure is given in [Figure 1.1} The arrows
between the chapters describe dependencies, so that for example depends on
and chapters [l Bl [6] and [7] can be read independently of each other.

In we have discussed the context and contribution of the thesis.
describes the basic classical hybrid automata formalism which we build on in

later chapters. We discuss how we can prove that certain states are never reached, or
are guaranteed to be reached eventually.

In [Chapter 3|, we extend the model of classical hybrid automata to probabilistic hybrid
automata ﬂS_M] with distributions of finite support. Building on results of classical
hybrid automata, we show how we can prove bounds on reachability probabilities. This
chapter mainly builds on two previous publications ﬂZhaild; [Z_h_a;i;]_]]] The main contri-
bution of the author of this thesis to these previous publications are the implementation
of the analysis technique and the selection and preparation of most of the case studies.

considers stochastic hybrid automata which feature continuous probability

[14 ]
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Figure 1.1: Structure of the thesis.

distributions. We show how to bound values for this extended case of stochastic models,
and how to solve well-definedness problems. The chapter expands results of ]

We extend our methods thus to steer stochastic hybrid systems of which we have partial
control in This chapter is rooted in Nmﬁ

In [Chapter 6, we consider probabilistic hybrid automata with parametric probabilities.
This allows us to quickly obtain an overview of the behaviour of a family of stochastic
hybrid systems much faster, than if we had to do a separate analysis for each of them.
It also allows to estimate optimal parameters of such systems. The chapter is based on

methods originating from HHZ09; [Hah-+10; HHZ114:; HHleﬂ].

describes how we can extend our analysis to reward-based properties, rather
than just probabilistic reachability. We extend our abstraction framework thus to obtain
upper and lower bounds of these property classes. The chapter also builds on HM],
but has been extended considerably.

In we describe orthogonal combinations of the previous chapters.

Finally, in we summarise the thesis and discuss promising attack points for
future work.







Classical Hybrid Automata

In this chapter, we formalise the basic notions of classical hybrid automata without
stochastic behaviours. This chapter does not contain new results, but reformulates
existing ones from the perspective of this thesis. It is important anyway, because it will
build the foundation of the later extensions to stochastic models: analysis techniques for
our stochastic models will build on classical hybrid automata, thus we need to provide a
formalisation of this model. In addition, many results established for stochastic models
are generalisations of the nonprobabilistic case, and we thus believe that they are easier
to understand when reading this chapter first.

In we describe the low-level models which will form the semantics of hybrid
automata. We also define behaviour and reachability properties of them, that is, whether
a certain set of states can be reached (safety) or will always be reached (inevitability).
Then, in [Section 2.2l we discuss the high-level hybrid automata model. This section also
describes the semantics in terms of the models of Section 2.1], as well as properties of
hybrid automata and their mapping to the low-level semantics. Next, in [Section 2.3
we specify the abstractions of hybrid automata. This includes discussing the conditions
under which an abstraction is correct for a given hybrid automaton. [Section 2.4] will
discuss how properties can be decided once the abstraction has been computed. In
we will apply a hybrid solver on a small case study which we will develop
throughout the chapter. Afterwards, discusses related work.
concludes the chapter.

2.1 Semantical Models

In this section, we will introduce the model which will later form the semantics of our
hybrid automata. For clarity, we state a few conventions which we will use in the
following parts.

2.1.1 Conventions

The set of natural number N = {0, 1,2, ...} does include 0. By N* = {1,2, ...} we denote
the set of natural numbers without 0. The set of rational numbers will be denoted by Q

[17 ]
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and we will denote real numbers by R. In case we restrict to nonnegative real numbers,
we write R>o. We might leave out the domain of a variable if it is clear from the context.
For example, we might write “for 1 < n < 10 we have |[...]” rather than “for n with n € N
and 1 <n <10 we have [...]” if it is clear that n is a natural number.

For a set A, by A* = {(ag,...,a,) | n € NAVi,0 < i < n. a; € A} we denote the

def

set of finite sequences of elements of A. With A“ = {(ag,a1,a9,...) | Vi > 0. a; €
A} we denote the set of infinite sequences of elements of A. For a finite sequence

def . .
a = (ay,...,a,), we let a® = (ay,...,an,01,...,05,01,...,0y,,...) denote the infinite
repetition of a.

We write (A;);c; to denote a family of entities, in which we identify each object A; by
an element ¢ of the index set I.

We use W as the union of sets in case we want to emphasise that these sets are assumed
to be disjoint.

The complement of a set A is denoted by A“.

2.1.2 Labelled Transition Systems

The semantic models we will be using, and later on extend to the probabilistic cases,
are labelled transition systems “@]

Definition 2.1. A labelled transitions system (LTS) is a tuple
M = (5,3, Act, T),

where
e S is a set of states,
e 5 € S is the initial state,
o Act is a set of actions, and the

e transition matrix 7 : (S x Act) — 2° assigns subsets of possible successor states
to pairs of states and actions.

We require that for each s € S we have {a € Act | T (s,a) # 0} # 0.

Thus, an LTS contains a (possibly uncountable) set of states, one of which is initial. In
each state s, by the transition matrix, one can nondeterministically choose a successor
action a and state s’ with s € T (s, a).

Example 2.2. In[Figure 2.1, we depict a finite example LTS M = (S,5, Act, T). Here,
we have S = {sg, 51,82}, 5 = 59, Act = {a, b}, and

T(s0,a) = {s1}, T(s0,b) = {s2},

T(s1,a) = {so,s1}, T(s1,b) = 0,

T (s2,a) = T(s2,b) = {s5}. A
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a

S Ot

Figure 2.2: Labelled  transition  sys-
tem simulating the one of
Figure 2.1: Labelled transition system. Figure 2.1]

To specify properties of LTSs, we need to define the possible behaviours of such models.

Definition 2.3. A finite path of an LTS M = (5,5, Act,T) is a tuple
Biin = S0 a0 - -+ Sp10n_18, € (S X Act)* x S,

where so =5 and for all i with 0 < i < n we have s;11 € T(s;,a;). An infinite path is a
tuple

Binf =Spag ... € (S X ACt)w,
where so =3 and s;41 E.’T(si, a;) holds for alli > 0. By Pathiﬂ we denote the set of all
finite paths and by Path‘/{l,f we denote the set of all infinite paths of M.

The length of a finite path S is denoted by |Ban| = n. We let Banli] = Suli] = s
def

denote the (i+1)-th state of a finite or infinite path (for the i-s defined). By last(fan) =
s, we denote the last state of a finite path.

We define the trace of finite paths as trace(fBsn) = apay ... a,—1 and accordingly for
infinite ones. The sets of all finite and infinite traces are defined as Trace), < Act?
and Tracey, < Aet”. Giveny =apa ... € Trace W Traces,, we define v[i] < a; as
the (i + 1)-th action on the trace.

Consider a subset Acteyy C Act of the actions of M. We call a path € Pathiﬁ Actpaie-
fair if there are infinitely many i > 0 with trace(5)[i| € Actgi. By Pathfjtfa" we denote

the set of all Actey.-fair paths of M.

Paths are thus sequences of transitions which are legal according to the transition matrix
and start in the initial state. A path is fair if it contains infinitely many positions in
which fair actions are chosen.

Example 2.4. An example of a finite path in the LTS of [Figure 2.1] is
B = spasiasas,
and an example of an infinite path is
By = spa(sia)”.
With Actey = {b}, the path By is not Actgic-fair, but for instance

By = S1a81as1as;asyb(syb)”

[19 ]



CHAPTER 2. CLASSICAL HYBRID AUTOMATA

1s. We have

trace(f1) = aaa, trace(fy) = a*, trace(f3) = aaaab”,

last(81) = s1,

P110] = so, Bil] = Bu[2] = s1, B[15] = 51,

trace(1)[0] = trace(51)[1] = trace(S;)[2] = trace(fs)[15] = a. A

The basic properties we consider are safety properties, which we are now able to express.

Definition 2.5. Let M = (5,5, Act, T) be an LTS and let Reach C S be a set of unsafe
states. We define M as Reach-safe if there is no [ € Pathlf\l,f for which there is i > 0
with B[i] € Reach.

Instead of a set of unsafe states, we might also be given a set of desirable states which we
want the automaton to always reach eventually, a property called inevitability M]

Definition 2.6. We define an LTS M = (5,5, Act,T) as being Actp,-restricted Reach-
inevitable for a set of desirable states Reach C S and set of actions Actgy C Act if for
all B € Path!"™ there is i > 0 with 8[i] € Reach.

In contrast tolDefinition 2.5| in[Definition 2.6lwe restrict to fair subsets of paths in which
we require Reach to be eventually reached. The reason is that later on, in the definition
of hybrid automata, we will have to exclude certain unrealistic behaviours (which is not
necessary for safety properties).

Example 2.7. Again, consider the LTS M of [Figure 2.1 Let Actryy = {b} and
Reach = {sy}. The LTS is not Reach-safe, because there are paths which lead froms to
Reach, for instance B3 of [Example 2.4 Indeed, M is Actgic-restricted Reach-inevitable,

because all Actgy-fair paths eventually reach Reach. JAN

We now define a way to describe how two LTSs can be related (similar to the notions of

IMil71; [Mil89; BKOS]).

Definition 2.8. Given two LTSs M = (S,3, Act, T) and Mgm = (Ssim, Ssim, Act, Teim),
we say that Mgy, simulates M, denoted by M =< Mg, if and only if there exists a
relation R C S X Sgm, which we will call simulation relation from now on, where
1. we have (3,54m) € R,
2. for each (s, ssim) € R, a € Act, and s' € T (s,a), there is sl
(s',s4,) € R.

) “sim

€ Tsim(Ssim, @) with

For two sets of states Reach C S and Reachgy, C Sgm, we call a simulation relation

Reach- Reachgy,-compatible if for all (s, Ssm) € R, we have s € Reach if and only if
Ssim € Reachgy,. If there exists such a relation, we write

(M, Reach) = (Mgim, Reachgn,).

[ 20 ]



2.2. HYBRID AUTOMATA

If an LTS Mg, simulates another LTS M, it can mimic all possible behaviours of M.
Because of this, if Mg, is safe, also M is safe.

Lemma 2.9. Consider two LTSs M = (5,3, Act, T) and Mgm = (Ssim, Ssim, Act, Taim)
and sets of states Reach C S and Reachgy, C Sgim with (M, Reach) < (Mgim, Reachgn).

Then, if Mg is Reachgwy-safe this implies that M is Reach-safe.

Proof. From (M, Reach) = (Mgim, Reachgy,) we know that there is a simulation relation
R. Assume My, is safe, but M is not. If M is unsafe, there is a path leading to an
unsafe state. For each f = sqgagsia; ... € Pathif\f there is Ssim = Ssim,0 @0 Ssim1 @1 - - - €
Pathif\l/fsim with (s, Ssim,;) € R for all 4 > 0. This holds by [Definition 2.8 and induction on
the length of the paths. Because of this and because R is Reach- Reachg,-compatible, if
B is a path of M which has states contained in Reach, there is also a path of Mg, with
states contained in Reachg,,. This contradicts the assumption that My, is safe. ]

We can also use simulation relations to show inevitability properties.

Lemma 2.10. Consider two LTSs M = (5,3, Act, T) and Mgm = (Ssim, Ssim, Act, Tsim),
Actpir € Act and two sets of states Reach C S and Reachgy, C Sgm with (M, Reach) <
(Meim, Reachgy,). Then if Mgy, is Actpg-restricted Reachgy-inevitable, this implies that
M is also Actpe-restricted Reach-inevitable.

Proof. The proof is similar to the one of [Lemma 2.9 assume that Mg, is Actgas-
restricted Reachg,-inevitable but M is not Acts,;-restricted Reach-inevitable. Then

there is a path f = spapsia; ... € Pathiﬁ which is fair but does not reach Reach.
Again, we can construct Ssm = Ssim,0 @0 Ssim,1 @1 - - - € Pathme, which is Actya-fair but
does not end in Reachg,, which contradicts the assumption. O

Example 2.11. Consider the LTSs M and Mg, depicted in|Figure 2.1 and|[Figure 2.2,
Further, let Reach = {s2} and Reachgn, ) {Ssim1}. Then we have that (M, Reach) =
(Mim, Reachgy, ), as seen from the Reach-Reachgy,-compatible simulation relation

R d:ef {(307 Ssim,O)v (317 Ssim,O)v (827 Ssim,l)}'

It is easy to check that R fulfils all requirements of|Definitron 2.8. It fulfils|Requirement 1|
because we have (Sg, Ssimo) € R. For[Requirement 3, consider for instance (g, Ssimo) € R
and sy € T(so,a). We have Sgmo € T (Ssimo,a) and (s1, Ssmo) which means that the

requirement holds for this transition.
def

With Acteye = {b}, we have that Mgy, is Actpa-restricted Reachgy-inevitable. From
this, we can conclude that M is Acte-restricted Reach-inevitable, as we have already

discussed in [Lxample 2.7 A

2.2 Hybrid Automata

In the following, we describe the high-level specification model for hybrid systems which
we are going to use. To do so, we need to discuss the component which corresponds
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to the timed part of such models. We require this component to fulfil a number of
requirements. Some of them are naturally fulfilled by usual mechanisms to describe the
timed behaviour of hybrid systems. Others are more restrictive, but all hybrid automata
in which these requirements are not fulfilled can be transformed into equivalent hybrid
automata in which they are.

Definition 2.12. A k-dimensional post operator with k € Nt is a function
Post: (R¥ x Rsg) — 2R

where for each v € R¥ we have
1. Post(v,0) ={v},
2. for allt,t' € Ryo with 0 < t' <t we have Post(v,t) = U, e posi(v vy Post(v',t—1t'),

3. there exists t > 0 where for all t' > t we have Post(v,t') = Post(v,t) and for all
v" € Post(v,t') and allt” € Rsy we have Post(v',t") = {v'}.

If v is an evaluation of continuous variables, then Post(v,t) describes the possible values
of these variables after trying to wait for time t. Some v" € Post(v,t) might correspond
to letting less time than t pass, because of possible restrictions of the variable values
specified in the model. For example, for a v in which we have a time stop, that is, no
further time passage is allowed, we have Post(v,t) = {v} for all t > 0.

[Requirement 1] of [Definition 2.12] means that a timed transition has no effect if we let
time 0 pass. [Requirement 2] is a form of time additivity; instead of letting t; + to time
units pass, we can wait firstly for time t; and then for time t;. These requirements

are naturally fulfilled by all common hybrid systems mechanisms. They will become
especially important later on when reasoning about controller synthesis (cf. [Chapter 5)).

[Requirement 3| states that there is a maximal time for which the automaton can wait
in a given state. For all v" € Post(v,t) = Post(v,t') we will have a time stop, that
is Post(v',t") = {v'} for all t” > 0. This will become relevant later when we have to
discuss fairness conditions in probabilistic hybrid automata. Models which do not fulfil
the condition can easily be transformed to do so.

The post operator allows one to describe various forms of continuous-time dynamics: an
important submodel of the general hybrid automata we are going to define are timed
automata ] In this model class, all continuous variables are clocks, which means
that the continuous variables are increased by 1 per time unit, and the post operator
can be expressed as

Post((v1, ..., u),t) ={(nn +t,..., 00 +t) NG},

with a G used to restrict the time flow to a maximal t’ so that a given invariant holds for
all t” with 0 < t” <t’. Hybrid systems are often described by differential (in)equations
(e.g. “A_Lu:t%l; [ADIO_d]) When we are using differential equations, the post operator has

the form

Post(v,t)={v" | 3(f: Rso — RF). f(0)=vAf(t)=v'AVt" € (0,t). f(t")=g(f(t"),t")AG}.
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Figure 2.3: Post operator.

Here, g(f(z),z) describes the derivative of the possible trajectories of the automaton,
and f(z) is a so-called witness function. In a similar way, post operators described by
differential inclusions (inequations) can be expressed.

In the following, there is no need to restrict to a specific way of how post operators
are defined, except the requirements given in [Definition 2.12 As a minor exception, in
we have to put measurability restrictions on these operators.

Example 2.13. Consider the post operator Postcpe: (R? x Rsq) — oR* with
Postcpea((t, T,¢),t) = {(t +t, T c+t) | T' = Texp(—t'/2)},

where
def

t' = max({t' [t +t<1Ac+t <TALY <t} U{0}),

and T € Ry 1s a time bound discussed later. Here, exp denotes the exponential function.
We remark that T' = T exp(—t'/2) is the solution of the differential equation T" = —T"/2
with initial value T'.

For the initial value (0,5,0), the behaviour is depicted in[Figure 2.3 The graph denotes
the set of points which can be reached by a timed transition. The azis labelled with t
denotes both the values of the time which has passed as well as the continuous variable

t. The axis T denotes the second dimension. We leave out the last dimension c. Thus,
after time 0.25, T has a value of about 4.41. A

Our hybrid automata definition then is as follows:

Definition 2.14. A hybrid automaton (HA) is a tuple
H = (M, k,m, (Posty,)men, Cmds),

where
o M is a finite set of modes,
e k € NT 4s the dimension of the automaton,
e m € M s the initial mode,

e Post,, is a k-dimensional post operator for each mode m,

Cmds 1is a finite set of guarded commands of the form g — u, where
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Heat crco=(T>9—T'=TAt'=0)
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Figure 2.4: HA modelling a thermostat.

— ¢ C M x RF 45 a guard,
— u: (M x RF) — 2M*R* 45 g update function,
— u(s) # 0 for all s € g, and

o for s = (m,v) with Post,,(v,t) = {v} for all t € Rxq, there is a command with
gquard g and s € g.

Thus, HAs consist of a finite set of modes M along with post operators Post,, and
guarded commands Cmds, as well as a number of k continuous variables. The value
of the continuous variables changes over time while being in a given mode m. If the
current assignment to the continuous variables is v, then Post,,(v,t) describes the set
of variable evaluations which can be reached by trying to wait for time t. A command
¢ = (g — u) can be executed in mode m with variable assignments v if (m,v) € g. If
it is executed, there is a nondeterministic choice of successor modes and variable values
(m/,v") € u(m,v) (in case u(m,v) is not singleton). Time proceeds only in transitions
resulting from Post,,, but the command-driven transitions take zero time. The last
requirement that we have to be able to execute a command in case of a time stop will
be needed when considering fairness.

We remark that it is not strictly necessary to include guards in the definition of com-

mands; given a guarded command ¢ = (g — u), we could transform it into a command
def

of the form ¢ = (u') so that u/(s) = u(s) for all s € g and u/(s) = 0 else. This way,
the fact that a guard is valid in a state is expressed by a nonempty update in this state.
However, to make the notations more handy and descriptive, we will use commands with
guards in this thesis.

HAs allow several degrees of freedom, to which there is no associated probabilistic in-
terpretation, and which is resolved nondeterministically: there can be nondeterminism
in the continuous-time part, for instance in case of differential inclusions, so that more
than one possible state can be reached by waiting for a certain time. Another source of
nondeterminism results because a guarded command can usually be executed at different
points of time, so there is a nondeterministic choice over the amount of time to wait.
Further, the execution of a guarded command might lead to several possible outcomes.

Example 2.15. Consider the example HA ‘H = (M, k,m, (Post,,)men, Cmds) shown
in[Figure 2.4, which models a thermostat. There are five modes: M = {Init, Heat, Cool,
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Check, Error}. Init is the initial mode. Modes Heat and Cool implement heating and
cooling functions. In the mode Check, the thermostat can fail nondeterministically. In it
does, the Error mode is entered, whereas otherwise the thermostat continues its normal
operations.

There are k = 3 continuous variables, t, T' and c. T represents the temperature and t
represents the time since entering a mode. We thus have (t = 1) in each mode (which
is left out in the figure). The variable c is a global timer which initially is 0, we have
¢ =1 in all modes, (¢ = ¢) in each of the command updates, and have the additional
constraint (¢ < X) in each mode, where T is the time the system is supposed to run.

Commands are represented as arrows. The set of all commands is Cmds = {cm, cuco,
CHCh CChH, CChE, CE}- Primed variables denote the values which are assigned by the up-
dates. For instance, there are two commands available in mode Check: copy = (9 —
uchn) and cong = (9 — uche) where

e g = {Check} x [0.5,00) x R x R,

o ucyu((m,t,T,c)) = {(Heat,0,T,¢)}, and

o ucyp((m,t,T,c)) = {(Error,0,T,c)}.
The post operator of each mode is described using differential equations. The post op-
erator of Check is described in detail in[Example 2.13, and the others are formalised in
the same way. As noted, in addition to the restrictions given in the figure, we assume
that everywhere we have (t = 1), (¢ = 1) and (¢ < ). The command cg is needed by the
last requirements on HAs and post operators, although the exact definition of the timed
behaviour in the error mode is not important. For the same reason, we assume that in
the other modes cg is activated in case (¢ = T). A

We have given a definition of classical HAs which comprises the usual cases to be analysed
by the solvers for such systems, and are now almost ready to define the semantics of our
HAs. However, some of the usual hybrid systems solvers, which we want to build our
analysis methods on, do not directly represent all timed transitions of the hybrid system
semantics by corresponding timed transitions in the abstractions they compute. Timed
transitions might be left out in case they can be substituted by a sequence of shorter
timed transitions. As a preparation for the later definition of abstractions, we define a
restriction of post operators which takes into account this issue.

Definition 2.16. A time restriction T = (t,,)men for a family of k-dimensional post
operators (Posty,)menr is defined so that for each m € M we have

o t,,: R” — RZ(]?
e for each v € Rf t >0 and V' € Post,,(v,t) there is n > 1 for which there are

V1,50, € RE and ty, ... t, 1 € Rsg where
- UV =1,
— v = Un,,

1
-y t=t, and
— fori with 1 < i <n we have t; < t,,(v;) and v € Post,(v;,t;).
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The definition specifies a maximal amount of time t,,(v) which can pass with a single
transition in a given mode m given the values v of the continuous variables. We must
make sure that the relevant properties of the hybrid automaton are not affected by this
restriction. For this, the definition requires that, if it is possible to reach v" by letting
time t pass in m with an assignment v to the continuous variables, we can still always
reach v' by waiting instead a number of times for durations t;, so that each t; is legal
by the time restriction and their sum equals t. In [Chapter 5] the time restrictions will
even turn out to be useful rather than just necessary because of the hybrid solvers, as
they will then allow for more precise results.

We can now define the semantics of HAs in terms of LTSs. As a preparation for the later
abstractions, we also define a variant in which time restrictions are taken into account.

Definition 2.17. The semantics of an HA H = (M, k,m, (Posty,)men, Cmds) is the
LTS
[H] = (8.5, Act, T),

where
o S ¥ M xRk,

5= (m,0,...,0),
o Act & R>o W Cmds,

o for s = (m,v) €S we have

e ] 6 P
— for¢c= (g — u) € Omds: T(s,c) = u(s) Ysey
0 else,
— fort € Rsg: T(s,t) = {(m, ') | v/ € Post,(v,1t)}.
Given a time restriction T = (t,,)menr, the time-restricted semantics is the LTS [H, T] =

(S,3, Act, T) where S, 5, Act and T (s, c) for each s = (m,v) € S and ¢ € Cmds are

as in the semantics above. We restrict the timed transitions where for t € Ry and
def def

tr = min{t, t,,(v)} we have T(s,t) = {(m, ") | v' € Posty,(v,tr)}.
Example 2.18. Consider the HA H of [Figure 2.4 Then we have
[H] = (5.5, Act, T),

where with the formalisations of [Example 2.15 we have

o S =M xR3,

e 5= (Init,0,0,0),

o Act = Cmds W R,

o T: (S x Act) — 2.
We exemplify the behaviour on the states of the mode Check. For s = (Check,t,T' c) €
{Check} x R® we have

7'(87 CIH) = 7—(87 CHco) = 7'(87 CHCh) = 7'(3, CCOH) = T(S, CE) = Q),
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(0 ift < 0.5,
T (s, ccnn) = {{(Heat,O,T, o)} else,
0 ift < 0.5,

)

T (s, conp) = {{(Error,O,T, )} else,

and for t € R>¢ we have
T (s,t) = {(Check, t +t,T",c+t') | T" = Texp(—t'/2)},

where
def

t' = max({t' [t +t<1Ac+t <TAY <t}U{0}).

Consider the time restriction T = (t,,) merr where for each m € M we have t,,(v) = 0.25.

Then for [H, T] we have
t = max({t' |t +t<1Ac+t <TAY <tAt<0.25}U{0}).

Thus, T ((Check,0,5,0),0.25) = T ((Check,0,5,0),0.3) = T((Check,0,5,0),100) =~
(Check, 0.25,4.41,0.25). The fact that we cannot let more than 0.25 units of time pass
is not an actual restriction, as we have for instance T ((Check, 0.25,4.41,0.25),0.25) ~
(Check, 0.5,3.89,0.5), that is we can replace a single time transition which is longer than
the maximal time allowed by the time restriction by a sequence of transitions, each of
which 1s legal by the time restriction. A

We now state when we consider an HA as safe for a given unsafe mode.

Definition 2.19. Let H = (M, k,m, (Post,,)merr, Cmds) be an HA with a mode m gegen -
We say that H is mReach'Safe fOT’ M Reach € M Zf [[H]] I8 (mReach X Rk)'safe-

Inevitability properties of HAs are defined as follows:

Definition 2.20. We define an HA H = (M, k,m, (Post,,)menr, Cmds) as Mpeaen-
inevitable for mpeen € M if [H] is Cmds-restricted (M peaen, X R¥)-inevitable.

Contrary to the safety property, we restrict to the paths in which infinitely many com-
mands occur. The reason we apply the restriction is that otherwise there would be no
nontrivial m pe.cp-inevitable automata at all: we will always find a path which is time
convergent , Chapter 9], that is, its trace will end in a sequence

toty tots ...,

with Z?io t; < oo. This way, time will effectively stop, and mge..p, Will never be reached
just because of this reason (except in the trivial case where the initial mode equals
MReaer,)- Under the assumption that in reality time progress will never stop, paths
with such traces can be considered as being unrealistic. Now consider a path with a
trace which ends in an infinite sequence of timed actions and which is time divergent,
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that is > - t; = oo. By the definition of the post operators (cf. [Definition 2.12]
[Requirement 3J), at some point the timed actions do not have any further effect, which
is also equivalent to a time stop. In such a case, by IDefinition 2.14l we must be able to
execute a guarded command, and our fairness assumptions imply that we will. Thus,
all realistic paths involve the execution of infinitely many actions.

If we only require that on a path infinitely many commands are executed, it can still
happen that time stops, in case we are able to execute an infinite number of guarded
commands in finite time. However, this possibility can be excluded by making the
automaton structurally (strongly) nonzeno |[AMP94||Asa-+00, Definition 6], that is by
defining the guards of the guarded commands in a way that they cannot be executed
without a minimal delay. In addition, this might not even be necessary, in case all paths
in which infinitely many actions are executed already lead to either m gy, or to a mode
from which it is clear that mpge.., can never be reached again.

In principle, we could instead simply have restricted to time-divergent paths. However,
the mechanism we use here is more appropriate when using the abstractions of the
HA semantics we will later on discuss. In addition, it will turn out to be useful when

considering reward-based properties in [Chapter

The following lemma shows that, concerning the properties we define on HAs, for our
properties of interest it does not matter whether or not we consider the time restriction.

Lemma 2.21. Let H be an HA with commands Cmds, let T be a suitable time restriction
and let Reach C S where S is the set of states of [H]. Then [H] is Reach-safe if and only
if [H,T] is Reach-safe. Likewise, we have that [H] Cmds-restricted Reach-inevitable if
and only if [H,T] is Cmds-restricted Reach-inevitable.

Proof. We consider the case that [H] is safe. Assume T = (t,,)mer. Let Sr be an
arbitrary path of [#H, T]. Without loss of generality, we can assume that for each state s
of Bt only time durations up to the maximum allowed by the time restriction are chosen;
choosing longer durations has no effect other than choosing the maximal time allowed
by the time restriction. This way, for St = (mq, 1) ap (m1, v1) ay ... for all i > 0 with
a; € Rsg we have a; < t,,,,(v;). By the definition of the time-restricted semantics, for
a path Or = (mo, v) ag (M1, v1) aq ... for which this does not hold, we can construct a
path with the same sequence of states, namely S5 = (mo, w) af, (m1, v1) @) ... where we
have a; = min{t,,,(v;), a0} in case a; € R and a; = a; otherwise. All paths of the
required form are also paths of [H]. Thus, also [H, T] is safe, because otherwise there
would be a path of [H] leading to an unsafe state, which would violate the assumption.

Now assume that [H,T] is safe. Consider an arbitrary path 8 of [H]. We construct
a path fr of [H, T] as follows: because of the requirements on post operators (cf.
[Definition 2.12)) and time restrictions (cf. [Definition 2.16), each part (m, v)t(m,v") of
the path with t > t,,(v) can be replaced by a sequence (m,vi)ty ... t,—1 (m,v,) with
vy = v, v, = v" and for all s with 1 <i < n we have t; < t,,(v;) and v;41 € Post,,(v;,t;).
The path St constructed this way is thus a path of [H] as well as [H,T]. Because
[H,T] is safe, there cannot be any states of St which are contained in Reach. This also
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holds for 3, as the set of states occurring in St is a superset of those in 5. Because
was chosen arbitrarily, we can conclude the safety of [H].

The proof concerning Cmds-restricted Reach-inevitable properties follows by the same
construction. It maintains Actg,;,-fairness of paths, because it only modifies timed tran-
sitions, so that the fact whether or not infinitely many actions of Acts,;, = Cmds occur
is not affected. O

Example 2.22. Consider the HA H of [Figure 2.4 with the semantics in[Example 2.18,

consider the unsafe mode Error and let Reach = {Error} xR3. Whether H is Error-safe
depends on the time bound T. If T is small enough it is indeed safe, but for T > 3.69,
the path

(Init, 0,0,0) ¢y (Heat, 0,9,0) 0.5 (Heat, 0.5, 10, 0.5) cuc, (Cool, 0, 10,0.5) 0.69
(Cool, 0.69,5.016, 1.19) ccon (Heat, 0,5.016, 1.19) 2 (Heat, 2,9.016, 3.19) cucn
(Check, 0,9.016, 3.19) 0.5 (Check, 0.5, 7.016, 3.69) cong (Error, 0, 7.016, 3.69)

(where the numbers are only approzimate) leads from the initial state to the unsafe mode.

The automaton is not Error-inevitable: the only possibility to move to Error is in Check,
and there are indeed paths which are Cmds-fair but never enter this mode. Also, in Check
it is mever necessary to move to Error, because instead of ccng one can always choose
ccna- However, if we started in the mode Check and removed conpg, we would always
end up in Error with each Cmds-fair path, because then ccpg would be the only element
of Cmds left in Check. If we do not restrict to Cmds-fair paths, the automaton would
still not be guaranteed to reach Error, because paths in which we repeatedly choose to let
some time pass would be allowed. A

2.3 Abstractions

In the following, we will be concerned with abstractions of HAs. Firstly, we have to
describe abstract state spaces, which we will use to subsume uncountably many states
of the infinite semantics of the HAs.

Definition 2.23. An abstract state space of dimension k for a set of modes M is a
finite set A = {zy,...,2,} where z; = (m;, ;) € M x 2% and we have Upncea ¢ = R
for allm € M. We identify (m,() with the set {m} x ( which allows us to apply the
usual set operations on abstract states, and we will for instance write s € (m, ().

We do not require A to be a partitioning of M x R that is we do allow overlapping
states. This way, one concrete state may be contained in several abstract states. We
need to allow this, because in several hybrid system solvers from which we obtain these
abstractions, these cases indeed happen. For instance, in the tool HSOLVER M] we
may have overlapping borders, whereas for PHAVER m; M] we may also have
common interiors of abstract states.

With these preparations, we can now define the abstraction of an HA.
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Definition 2.24. Consider an HA H = (M, k,m, (Post,,)men, Cmds), an abstract state
space A = {z1,...,2,} of compatible dimension and modes as well as a time restriction
T = (tm)men. We say that

M= (A,z, Cmdsw {7}, T)

s an abstraction of H using A and T if
e (m,0,...,0) €7,
o forallze A, s€z, c=(g— u) € Cmds, if s € zN g then for all s' € u(s) there
isz € A with s €2 and 7' € T (z,¢c),
o forallz € A, s = (m,v) € z, t € Ryg with t < t,,(v) and all s = (m,v')
with v" € Post,,(v,t), we require that s' € z or there is 2’ € A with s € Z’ and
z €T (z,7).
By Abs(H, A, T) we denote the set of all such abstractions.

The basic idea of the abstraction definition is that it must at least include all behaviours
of the semantics of the HA it is representing. It is allowed to include more; if we
add additional transitions to an abstraction, it will remain an abstraction, but might
become less precise. Instead of having actions of R>y, we now have a single action 7
representing the passing of time. This means that we have no information about the
durations of timed transitions in an abstraction. The definition does not construct timed
self loops (z € T(z, 7)) even though we always have timed self loops (s € T (s,t)) in the
semantics by letting time 0 pass (s € T (s,0)): for reachability properties, self loops are
unnecessary anyway while, when considering the inevitability properties, we indirectly
restrict to paths which are not time convergent.

The following theorem states how we can use abstractions to show the safety of HAs.

Theorem 2.25. Consider an HA H, an abstraction M € Abs(H, A, T) and an unsafe
mode Mpeacn. Let Reach = {(m, () € A | m = Mpeaent- If M is Reach-safe, then M is
M Reach -Safe.

Proof. Assume M is Reach-safe. Because of [Lemma 2.21] it suffices to show that the

time-restricted semantics [H, T] is safe concerning mpgesen X R”.

For M = (A,Z, Cmds W {7}, T) we define
Mloop d:d <A727 Cmds 2 RZO; ﬂoop)7

where for all z € A we have
® Tioop(z, C) o T (z,c) for ¢ € Cmds, and

def

e for all t € R>( we have Tiop(z,t) = T (2, 7) U {z}.

Then M is safe if and only if M., is safe, as the self loops do not influence whether a
certain state is reached or not. Also, we can show that M., simulates [#,T] in the
notion of [Definition 2.8 by using the simulation relation

R = {(s,2)|z€ ANs €z}
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Figure 2.5: Abstraction of the thermostat HA.

It is easy to check that by definition all the requirements on a ({mpgegen } X R¥)-Reach-
compatible simulation relation are fulfilled. By [Lemma 2.9 the safety of My, thus
implies the safety of [H, T].

In total, the safety of H follows:

(M safe) = (Moop safe) = ([H, T] safe) = ([H] safe). O

We might have an HA which is indeed safe, but an abstraction which is not safe. In this
case, we will have to use a different abstraction of the automaton, possibly by splitting
abstract states.

We have a corresponding result for inevitability properties.

Theorem 2.26. Consider an HA H with the set of guarded commands Cmds, an ab-
straction M € Abs(H, A, T) and a mode Mpeqen. Let Reach = {(m,() € A | m =
MReach }- If M is Cmds-restricted Reach-inevitable, then H is mpegen-inevitable.

Proof. The proof follows along the lines of the one of [Theorem 2.251 When adding self
loops in My, we make use of the fact that t € R is not contained in Cmds, ensuring
that fair paths of My, cannot end in infinite sequences of timed self loops. For each
path 3 which only contains a finite number of timed self loops, there is a path B,o100p i
which the timed self loops have been left out and which contains an unsafe state if and
only if S contains an unsafe state. In turn, it suffices to consider the paths which do not
contain such self loops at all, and the set of these paths agrees on M and Mjqqp. O

Example 2.27. In we depict a part of an abstraction M of the HA H of
[Figure 2.4] for ® = 5. For each of the abstract states, we give the corresponding mode and
the restrictions on the contained variable evaluations. Let Reach = {z3}. Obuviously,
M is not Reach-safe but also mot Cmds-restricted Reach-inevitable. This was to be
expected, as in we have already seen that H is neither Error-safe nor
Error-inevitable. There is a path which has no direct correspondence in the concrete
model, namely

Zgy CIH Z1 CHCh Z2 CChE Z3.
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There 1s no corresponding path in the concrete semantics, as there it is not possible to
move from the mode Heat to Check and then to Error without visiting other modes in
between. A

2.4 Algorithmic Consideration

Once an abstraction has been computed, it remains to check whether the property
of interest holds in the abstraction. In the case of nonstochastic HAs which we are
considering here, properties can be decided by standard graph-based algorithms: for
reachability, we have to find out whether an unsafe state can be reached from the initial
state of the LTS, which is indeed a special kind of graph. For inevitability, we have
to find out whether all paths starting in the initial state will eventually reach a given
set of states. Many hybrid system solvers, for instance PHAVER MT,M], do not
explore the complete state space at all, but only the subset of states necessary to decide
these properties.

2.5 Case Study

We applied the hybrid systems solver PHAVER m; M] to our thermostat model
from as a preparation for the later analyses of probabilistic variants of this
model. The solver is used both to create an abstract state space as well as to compute the
transitions between the abstract states. If PHAVER is applied on linear HAs, in which
all the differential (in)equations are equal to or bounded by constants, it will compute
the exact sets of reachable states in case it succeeds. Having done so, it is trivial to
decide whether a set of unsafe states is reachable. Because the problem of reachability is
already undecidable for this class of HAs M, Section 4], PHAVER cannot always
succeed in computing the set of reachable states, however. Abstract states constructed
by PHAVER consist of a mode and a set of convex polyhedra of the dimension k of the
automaton. In order to be able to handle dynamics which are not linear over time (e.g.
T = —T, as in our thermostat), it overapproximates reachable states by sets of states
which can be described exactly by polyhedra. Starting from the initial state, PHAVER
explores the state space by extending abstract states in such a way that they contain the
states which can be reached by timed transitions. For linear HAs, this operation is exact.
Afterwards, it computes the effects of the guarded commands, and repeats the procedure
until a fixed point is reached. To handle nonlinear dynamics, it overapproximates them
by linear dynamics. In order to improve the precision of the computation of reachable
states, it can constrain the maximal width of polyhedra in a given dimension. This
way, abstract states contain fewer concrete states, and the overapproximation by linear
dynamics becomes usually more precise. This corresponds to the time restrictions we
considered: if PHAVER, using such a constraint, constructs a sequence of abstract states
Z1,...,2Zy in which z; corresponds to a later point in time than z; for ¢ < j, we might
not have transitions from z; to z; directly, but only from z; to z;;,. Decreasing the
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constraint length 10  constraint length 2

5
build (s)  states  build (s) states

2 0 8 0 11
4 0 12 0 43
5 0 13 1 58
20 1 95 13 916
40 18 609 36 2207
80 99 1717 85 4916
120 31 1502 91 4704
160 177 4260 183 10195
180 136 3768 219 10760
600 625 12617 1268 47609

Table 2.1: Thermostat performance figures.

splitting constraint is not an abstraction refinement in the classical sense M], as it
does not split abstract states from former runs, but builds an entirely new state space.
Because of this, the splitting is not guaranteed to improve the abstraction, though it
usually does. As an optional feature, PHAVER can also subsume polyhedra by building
their convex hull, thus overapproximating the set of states they contain.

The experiments we performed were run on an Intel(R) Core(TM)2 Duo CPU with
2.67 GHz and 4 GB RAM. In [Table 2.1 we give performance statistics (time to build
the abstraction and number of constructed abstract states) for different time bounds
¥. For the left (right) part of the table, we set the interval length for the variable ¢ to
10 (respectively 2). We did not use the convex-hull overapproximation here. The time
needed for the analysis as well as the number of states of the abstract transition systems
grows about linearly in the time bound, though with oscillations. Comparing the left
and the right side, we see that for the larger interval we need less resources, as was to
be expected. PHAVER is never able to show that the system is safe, because indeed it
is not. In the corresponding section of the next chapter, we will however use the results
of the analysis to prove probabilistic bounds.

2.6 Related Work

The development of HA models began in the years 1991-1993 [MMP91; INSY91; NSY93:
], as an extension of timed automata of which they form a superclass. Among the
most notable authors in the area of HAs are Oded Maler, Joseph Sifakis, and Thomas
Henzinger. HAs have found successful applications in many areas of interest, includ-
ing biological models m; @], verification of analog electronics m, Section
4.3], | and industrial applications [KSBO1; [ZBLOT).

The most important difference between the different formalisations of HAs is in the de-
scription of the timed behaviour. Most often, it is described by solutions of differential

equations or inclusions M; ADI()d] like we do. Other mechanisms exist, for in-
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stance using o-minimal theories to describe the timed behaviours M] During the
transitions from mode to mode, the continuous variables can be modified according to
the transition.

The continuous variables of timed automata “AD9ﬂ; [All%l; Dﬂ&g; |Hﬂ11:t(ﬂ; LHf:nj;9_41;
|LEAAL9ﬂ; [AQD%] are restricted to clocks which must be constantly increased by 1 per time
unit, that is, we have # = 1 for all continuous variables x. In addition, all clocks start
with value 0 and might only be left unchanged or be reset to 0 on guarded commands.
There are some other requirements on the specification of these systems. Although these
restrictions seem quite severe, in many cases timed automata are a sufficient mechanism,
for instance for the description of real-time systems. They also have the advantage that
many properties are decidable, as for instance reachability. Other relevant subclasses
of HAs exist, for instance (piecewise) linear HAs (with constant bounds on derivatives
of continuous variables), (initialised) rectangular HAs, o-minimal HAs, for which there

are also a number of (non)decidability results [Pre-98; [Hen-98; [LPY99; [Alu+95]. The

S?ﬁﬁd more general HAs can be proven if they are invariant under small disturbances
.

The problem of reachability is undecidable for general HAs classes and even seemingly
slight extensions of the aforementioned classes lm, Section 4. Nevertheless, there
exist tools which can, often, solve the reachability problem even for such automata.
Most tools concentrate on solving the problem for affine HAs (often also called “linear
systems”, although bounds on derivatives need not be constant, that is, automata in
which the continuous behaviour is given by linear differential (in)equations. There are
however also tools for the general case which even involves differential (in)equations
given in an implicit form .

Many tools work by exploring an overapproximation of the states reachable from the
initial states and then check whether the unsafe states are reachable ﬂAluj;9_5|; |AHH9ﬂ;
lAHHQj; |HH3MIL9_73|; EHM; |Er_d)j|; M; |E1;ed;]_l|; |CLG119] Alternatively, they can
start with the unsafe states and go back in time, thus to check whether initial states can
be reached backwards this way. Many of these works use convex polyhedra in higher
dimensions (polytopes), but mechanisms using high-dimensional boxes, ellipsoides, zono-
topes, or support functions exist.

Another approach is to overapproximate a given general HA by one of a decidable class

|. The new automaton can then be analysed, and its safety implies the one of the
original automaton. Other solvers start with a coarse abstraction, such as assuming that
the complete state space is reachable, which they then iteratively refine (Zla:l:()j; |B&)j]
For this, they generate paths in the semantics, which are used as counterexamples to
refine the abstraction at the right place, that is, split an abstract state into two or more
separate abstract states.

The LTSs, which form the semantical model of formal descriptions of all these classes,
have a longer history than HAs themselves. One of the first authors to use LTSs was
Keller @%], then for the formal verification of parallel programs. The model plays a
role in various contexts, and there are a large number of papers and textbooks on LTSs

and their applications ﬂR@ﬁ]J; IBK85; [Har87; [Hal9g; [Kro99; BME]
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2.7 Conclusion

In this chapter, we have formalised the basic notions of classical HAs, as well as the
common properties one usually wants to solve for such models. We also gave an overview
of the literature, formalisms and some special cases of this model. The model class we
have described consists of a finite number of modes, along with a number of continuous
variables and descriptions of the transitions inside a mode and between modes. The
HAs we have described are a continuous-time model, the semantics of which are given
as LTSs. The system occupies one mode at a given point of time. While being in a
mode, the timed behaviours, that is, the continuous changes in the model variables, are
given by the definition of this mode, specified for instance by differential (in)equations.
Under certain conditions, we can move from one mode to another mode, while possibly
changing the model variables. Transitions of this type do not take time.

Nondeterminism occurs, because the specification of the timed behaviour might allow for
different ways of changing the model variables, because there might be different points of
time to change from one mode to another, and because there might be different possible
modes and different changes to the variables to choose from when performing a mode
change. Thus, an HA can allow a very large number of different possible trajectories
through the system.

We are interested in checking whether certain unsafe states might be reached, or whether
certain desirable states are always reached. For this, we have defined abstractions. These
abstractions subsume model states into a finite number of abstract states, thus making
HAs subject to automatic analysis. The correctness of such abstractions can be shown by
simulation relations. We demonstrated the practical application of this idea by applying
one of the leading tools on a case study we have developed throughout the chapter.

This chapter will build the foundation of the following ones, the models of which are
extensions of the classical HAs model.







Probabilistic Hybrid Automata

This chapter targets computing conservative bounds on reachability properties of a
generic class of stochastic hybrid systems. The probabilistic hybrid automata which
we consider here are an extension of classical hybrid system formalisms, in which the
guarded commands may choose their successors according to a probability distribution
with finite support ,M] Our model thus allows for both probabilistic choice,
resulting from uncertainties of the behaviour of the model for which at least a proba-
bilistic estimate is known, as well as nondeterminism, that is, a degree of uncertainty to
which we cannot even assign a probability distribution. If we are given a set of unsafe
states, we are interested in proving that the maximal probability to reach them does not
exceed a certain bound. On the other hand, if we are given a set of desirable states, we
are interested in proving that the minimal reachability probability is above the bound.
We achieve this target by building on abstractions for classical hybrid automata (cf.
[Chapter 2)), thereby developing the first generic framework which does not require man-
ual intervention to decide properties of system models which contain nondeterminism,
complex timed dynamics as well as stochastic behaviour, all of which are relevant for
many real-world systems.

The chapter requires some understanding of basic stochastics, but we will state the
notations we are going to use. The structure of this chapter corresponds to the one
of [Chapter 2} in [Section 3.1 we extend the labelled transition systems to probabilistic
automata, which will form the semantics of the probabilistic hybrid automata we con-
sider. In we discuss the high-level model of probabilistic hybrid automata
and their semantics in term of probabilistic automata. Because this model is a conser-
vative extension of nonprobabilistic hybrid automata, we will reuse many formalisms
from [Chapter 2| In [Section 3.3] we will describe an abstraction technology for the new
model class. [Section 3.4 will discuss how properties can be decided once the abstraction
has been computed. In [Section 3.5 we will apply our methods using a hybrid systems
solver on a probabilistic version of our running example and several other case studies.
Section 3.6] discusses related work. concludes the chapter.
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3.1 Stochastic Models

This section will describe probabilistic automata. They constitute the formal semantics
of probabilistic hybrid automata, just as the LTSs have served as the formal semantics
of classical HAs in [Section 2.7l We will recapitulate a few basic notions from probability
theory which are needed to interpret probabilistic automata. Then, we will discuss
probabilistic automata and the properties we consider.

3.1.1 Stochastic Recapitulation

We consider an arbitrary set €2, the sample space. A family ¥ of subsets of Q2 is a
o-algebra, provided Q2 € ¥, and ¥ is closed under complement and o-union (countable
union). This means that for each family (A;);c; with a countable index set I and A; € &
for all i € I, we have |J,.; A; € ¥. A set B € ¥ is then called measurable. Given a
family of sets A, by o(.A) we denote the o-algebra generated by A, that is the smallest
o-algebra containing all sets of A. The Borel o-algebra over ) is generated by the open
subsets of €, and it is denoted B(£2). The pair (§2,X) is called a measurable space.

A function p: ¥ — Ry is called o-additive if p(l),c; Bi) = > ,c; u(B;) for countable
index sets I and disjoint B;. Under this condition, we speak of a measure if p(0)) = 0,
and if also pu(2) = 1 then p is a probability measure.

Given two measurable spaces (q,%) and ({22, s), a function f: Q; — Qo is X;-Y-
measurable if every preimage of a measurable set is measurable, i.e. f~}(B) € X, for
all B € ¥,. Given a probability measure p and a measurable function f, we have the
integral [, f(w) p(dw) of f by the probability measure s, see e.g. M] for a thorough
definition.

A (discrete-time) stochastic process is a function X: (Q; x N) — €y where for each
n € N we have that X (-,n) is ¥;-Xo-measurable. We will write X, to denote X (-, n).

3.1.2 Probabilistic Automata

To describe the behaviour of probabilistic automata, we firstly need to define probability
distributions.

Definition 3.1. A finite probability distribution over a set € is a function p: Q — [0, 1]
where there are only finitely many a € Q@ with p(a) > 0, and we have ) . p(a) = 1.
In a Dirac probability distribution p, there is only a single a € Q with p(a) = 1. With
Distr(Q) we denote the set of all finite probability distributions over Q). Given n elements
a; € Q and probabilities p; > 0, 1 < i <n with )", p; = 1, we let [ay—p1, ..., an—Dy)
denote the probability distribution that chooses a € Q with probability Zlaéi:f; D

Finite probability distributions can be seen as special cases of probability measures,
which explicitly assign a nonzero probability to a number of singleton sets {a;} € X.
The representation [a1+—p1, .. ., a,—p,| of a probability distribution is not unique.
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Fi 1: Probabilisti Figure 3.2: Probabilistic automaton sim-
igure 3.1: Probabilistic automaton. ulating the one of [Fignre 3]

def

Example 3.2. Consider Q@ = R. The probability distribution pu: Q — [0,1] with

def def def def

1(0.3) = 0.12, u(0.7) = 0.8, p(r) = 0.08 and u(-) = 0 otherwise can be repre-
sented as [0.3—0.12,0.7—0.8, m—0.08]. An alternative representation is for instance
[0.7—0.3, m—0.08, 0.3—0.1, 0.7—0.5, 0.3—0.02]. A

We can now define the model which will later on form the semantics of our probabilistic
hybrid automata.

Definition 3.3. A probabilistic automaton (PA) is a tuple
M = (5,3, Act, T),

where
e S is a set of states,
e 5 € S is the initial state,
e Act is a set of actions, and

e the transition matrix 7 : (S x Act) — 2P%"5) qassigns sets of probability distribu-
tions to pairs of states and actions.

We require that for each s € S we have {a € Act | T (s,a) # 0} # 0.

Like LTSs, PAs contain a (possibly uncountable) set of states, whereof one is initial.
The choice of successors in each state s is now so that one selects an action a and a
distribution over successor states p with © € 7 (s,a). LTSs can be seen as special cases
of PAs, where we only use Dirac distributions: if we are given an LTS transition matrix
Tiis with 8" € Tis(s,a), this transition can be represented by [s'+1] € To.(s,a), where
Tpa is the transition matrix of the PA representation.

Example 3.4. In[Figure 3.1, we depict a finite example PA M = (S,5, Act, T). Here,

def — def
we have S = {sg, 51, S2, 83}, § = 8o, Act = {a,b}, and

o
o
e,
=

[39 ]
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As for LT'Ss, we describe the possible behaviours of PAs by paths.

Definition 3.5. A finite path of a PA M = (S5, Act,T) is a tuple
Bhin = S0 Qo o - - - Sn—1n_1 fin—1Sn € (S x Act x Distr(S))* x S,

where sg =5 and for all i with 0 < i < n we have u; € T (s;,a;). An infinite path is a
tuple
Bint = S0 Qo flo - - € (S % Act x Distr(S))*,

where so =S and p; € T<3i’ a;) holds for alli > 0. By Path?& we denote the set of all
finite paths and by Pathlf\l,f we denote the set of all infinite paths of M.

The length of a finite path Ba, is denoted by |Ben| Eon. We let Biin 1] © Bint[7] ECPy
denote the (i+1)-th state of a finite or infinite path (for the i-s defined). Bylast(Bam) =
s, we denote the last state of a finite path. For (3,5 € Pathiﬂ W Pathi/{lj we write § < '
in case either = " orif 5 is a finite prefiz of 5.

We define the trace of finite paths as trace(fBa,) = agay ... a,—1 and accordingly for
infinite ones. The distribution trace is defined as distrs(fgn) = o1 -- - fn_1 and
accordingly for infinite paths. The sets of all finite and infinite traces are defined as
Trace)y, < Act* and Tracefy, E Act”. Given v = apa ... € Trace’y, W Tracey,, we
define v[i] = a; as the (i + 1)-th action on the trace, and accordingly for distribution
traces.

Consider a subset Acte.yy C Act of the actions of M. We consider a path [ € Pathijf/f as
Actp-fair if there are infinitely many i > 0 with trace(5)[i| € Actgi. By Pathj\ljtfa“ we
denote the set of all Actgy-fair paths of M.

Example 3.6. An ezample of a finite path in the PA of [Figure 3.1 is
B = spalsi1] sy alsi1] sy a[si1] 51,

and an example for an infinite path is

By = sga([s—1] s1a)”.

def

With Actge = {b}, the path By is not Actge-fair, but for instance
Bs = sgasy—1]s1a[sy—1] s1a[so1] so b [s9m0.25, 51—0.25, 50.5] (52 b [s9—1])¢
1s. We have

trace(f1) = aaa, trace(fy) = a*, trace(fs) = aaab”,

distrs(51) = [s1—=1] [s1—=1] [s1—=1], distrs(52) = [s1—1]",

last(B1) = s1,

B1[0] = so, Bi[1] = B1[2] = s1, B2[15] = s1. A
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Contrary to LTSs, the path sets are not sufficient to describe the properties of PAs which
we consider completely. For LTSs, there was merely a nondeterministic choice along the
paths of a model. For PAs, we have nondeterminism mixed with probabilistic behaviour.
Because of this, we need to define a way to resolve the nondeterminism, thus to obtain
a purely probabilistic behaviour, which is then subject to stochastic analyses.

Definition 3.7. A scheduler for a PA M = (5,5, Act, T) is a function o: Path?& —
Distr(Act x Distr(S)). For all § € Path"} we require that if o(8)((a,pn)) > 0 then
w e T (last(5),a).

A scheduler o is called simple if it only maps to Dirac distributions and if for all 8, 5" €
Path’ with last(8) = last(8') we have o(B) = o(B'). We can interpret it as being of the
form o: S — (Act x Distr(S)).

With Sched py we denote the sets of all schedulers of M and with Schedianple we denote
the subset of simple schedulers.

In contrast to extensions presented in the sequel in the context of general continuous dis-
tributions (cf. [Definition 4.5), this definition only allows to use finite-support schedulers.
This is done in order to avoid introducing unnecessary measurability issues already at
this point where they can be avoided without losing expressive power.

Using a scheduler, we can define a probability measure on the paths of a PA.

Definition 3.8. We define Pr,: Pathfj\f{ — [0,1] for a PA M = (5,3, Act,T) and a
scheduler o : Pathfj\ﬁ — Distr(Act x Distr(S)): for a given finite path 5 = sy ag o S1 a1
1 .. Sp € Path{j\ﬂ, we let

Praio(B) = a(s0)((ao, o) mo(s1)a(s1)((ar, ) p(s2) - pu1(sn)-
We define the cylinder
Cyl(B) = {B' € Pathi}y| B < 8’}
of B as the set of infinite paths which start with the finite path . Then, we let
Sm = o({Cyl(B) | B € Pathyi}),

that 1s the o-algebra generated by all cylinders of M. We thus obtain the measurable
space (Path’}y, Yp).

There is a unique extension ,M/ of Prato: Path®ly —[0,1] to Pray: Sa — [0,1]
where for all p € Pathﬁﬁ we have

Prao(Cyl(B)) = Praio(B).

Using the definition of a fair path and the probability of paths, we can define fair
schedulers.

[41 ]
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Definition 3.9. A scheduler o € Schedy of a PA M = (S,5, Act, T) is called Actg,,-
fair for Actgy C Act if
Pr o (Path§"=*) = 1.

By Schedﬁtf‘“" we denote the set of all Acteyo-fair schedulers of M.

We will now define a number of stochastic processes of a PA.

Definition 3.10. Let M = (S,5, Act,T) be a PA. We define the state process, the
action process and the distribution process as
XM (Path' x N) — S with X(8,n) = Bn],
VM (Path' x N) — Act with YM(8,n) =
ZM: (Path'} x N) — Distr(S) with Z*

d

= trace(B)[n],
B,n) o distrs(8)[n],

—_

for all 5 € Pathif\f and n € N.

As for L'TSs, we want to consider safety properties, that is we want to prove that an
automaton cannot reach certain sets of states. However, in a PA we often find a situation
in which it is neither impossible for unsafe states to be reached, nor can they ever be
reached with certainty. Instead, we have a probability that the set will be reached. Thus,
we are interested in proving that the probability is always bounded by a certain threshold
p. As we might obtain different probabilities from different schedulers, we consider the
probability to reach the set in the worst case, that is the maximal probability. Thus, a
PA can be considered safe if the maximal probability is not higher than p.

Definition 3.11. Consider a PA M = (5,3, Act, T). Given a set Reach C S of states
and a scheduler o € Sched y,, we let

def

Val?W,Reach = PTM,U(Hi Z 0 XZ/M € Reach)

denote the reachability probability value for Reach under o. Further, we let

def

Valj\_/l,Reach = sup Pra(3>0. XM € Reach)

O’GSChedM

denote the maximal reachability probability for Reach.

It is known |BKOS, Section 10.6] that Vall peaen s well-defined, and thus so is vali pe,es-

We might also have a situation where certain states are desirable and we are given a
probabilistic inevitability problem. In this case, we want to prove that the probability
to reach these states is not below a given threshold p. We use fair schedulers here, for
the same reason as in the nonprobabilistic case (cf. [Definition 2.6]), namely because of
the possible time convergence in the semantics of (probabilistic) hybrid automata.
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Definition 3.12. Consider a PA M = (5,3, Act,T), a set Reach C S of states and a
subset Actee C Act of the actions of M. We let

—7Ath ir d_Ef . . M
ValM,Reaach - lanCt ) PTM,U(EI'L > 0. Xz S Reach)
o€Sched ), fair

denote the minimal Actg,;-restricted reachability probability for Reach.
Example 3.13. Consider the PA M of [Figure 3.1 and the paths of [Example 3.6 We

consider the simple scheduler oy: S — (Act x Distr(S)) where

a1(s0) = (a,[s1=1]), o1(s1) = (a,[s1=1)), 01(s2) = (a, [s2=1]), 01(s3) = (a, [s21]),

def

and let Reach = {s;} and Actpyy = {b}. We have (with the interpretation of the
scheduler as a function o: Path"; — Distr(Act x Distr(S)))

PTM,cT(Bl)
= a1(s0)((a, [s1—1]))[s1—1](s1)
o1(soa [s1—~1] s1)((a, [s1—1]))[s1—1](s1)
o1(soalsi—1] sy alsi—1] s1)((a, [s1—1])))[s1—1](s1)
= ]_’

and we have Val‘/’\}LRmh = 0. We remark that o1 is not Actpy-fair. Indeed, we have
Pr o, (Pathis') = 0. Another simple scheduler oy: S — (Act x Distr(S)) with

o
=,

€

(b, [50—+0.25, 5,0.25, 5,—0.5]), 02(s1) = (a, [so—1]),
(b, [s21]), o3(s5) = (b, [s51])

0'2(80)

o
1

€

0'2(82)

is fair and we have valiy p.,., = 1. The minimal reachability probability over all Actyy,-
fair schedulers is Valj\/’(%zfj;z = g ~ 0.857. It can be obtained for instance by the simple

scheduler o5 with

0'3(80) = (a, [Sﬂ-)l]), 0'3(81) S (b, [81|—>0.3,82'—>O.6, 83|—>0.1]),

o3(52) (b, [s2=1)), o3(s3) 2 (b, [s31]). A

Now, as for LTSs, we recall the notion of simulation relations @; @], adapted to
reachability properties. A simulation relation requires that every successor distribution
of a state of a simulated PA M is related to a successor distribution of its corresponding
state of a simulating PA Mg, using a weight function , Definition 4.3].

Definition 3.14. Let u € Distr(S) and pgm € Distr(Ssm) be two distributions. For a
relation R C S X Sgm, a weight function for (u, psim) with respect to R is a function
w: (S X Ssim) — [0, 1] with

1. w(s, Ssim) > 0 implies (s, Ssim) € R,
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2. 1(s) =D, cs.. W(S; Ssim) for s €5, and

3. ,usim(ssim) - ZSES U}(S, Ssim) fOT Ssim € Ssim-
We write ;1 Cr ligim if and only if there exists a weight function for (p, pisim) with respect
to R.

Definition 3.15. Given two PAs M = (S,s, Act,T) and Mgm = (Ssim, Ssim, Act, Teim),
we say that Mgy, simulates M, denoted by M =< Mg, if and only if there exists a
relation R C S X Sgm, which we will call simulation relation from now on, where

1. we have (3,54m) € R,
2. for each (s,Ssm) € R, a € Act, and p € T (s,a), there is a distribution pg, €
Distr(Ssim) with pigim € Tsim(Ssim, @) and i Cg flsim-
For two sets of states Reach C S and Reachgy, C Ssim, we call a simulation relation

Reach- Reachgy,-compatible if for all (s, Ssm) € R, we have s € Reach if and only if
Ssim € Reachgy,. If there exists such a relation, we write

(M, Reach) = (Mg, Reachgy, ).

Because one can see LTSs as a special case of PAs, one can also treat the definition of
simulations between LTSs of [Definition 2.8 as a special case of the above definition, in
which only trivial weight functions are used.

Corollary 3.16. Let My = (5,3, Act, Tis) and Migssim = (Ssim, Ssim, Act, Titssim) be
two LTSs and let Reach C S and Reachgy, C Ssm be two sets of states with

(Mys, Reach) = (Mg sim, Reachgim)
with the simulation relation R. Then for the PAs My, = (5,35, Act, Tpa) and M, sim =
(Ssims Ssims Act, Toasim) with
Toa(s,a) = {[s'—=1] | &' € Tis(s,a)} and Tpasim(s,a) = {[s'—1] | 8 € Trssim(s,a)}
for the corresponding states s and actions a we have

(Mpa, Reach) = (M sim, Reachgin,).

For this, we use the same simulation relation R and weight function w with w(s, sgm) =

1 if (5, 54m) € R and w(-,-) = 0 else.

The corollary follows immediately by checking that the requirements of [Definition 3.14
and [Definition 3.15] are fulfilled.

As for LTSs, we can use simulation relations to prove the safety of PAs indirectly using
a simulating PA.

Lemma 3.17. Consider two PAs M = (S,s, Act,T) and Mgm = (Ssim, Ssim, Act, Tsim)
and sets of states Reach C S and Reachgy, C Sgim with (M, Reach) < (Mgim, Reachgm).
Then for each o € Sched g there is 0sim € Sched pq,,,, with

g _ Osim + +
ValM,Reach - ValMsim,Reachsim and thus ValM,Reach S Val./\/lsim,Reach

sim
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Proof. Consider the PAs
M = (8,3, Act W {ageen }, T') and My, = (S, Ssims Act W {a@reach b Toim):

where for all s € S we have

o T'(s,a) = T(s,a) for a € Act,

e if s € Reach then T'(s, apeach) = {[s+>1]}, and else T'(s, areaer) = 0,
and accordingly for T .
Thus, these models extend M and Mg, by a self-loop action in the Reach states. Given
a scheduler o for M, we can construct a corresponding scheduler ¢’ for M’ with

ValM,Reach = ValM’,Reach )

where for § € Path®h, we let o' (8) = [(agegen, [last(8)—1])—1] if last(8) € Reach and
o'(B) = o(B) else, and accordingly for Mgy, and M/, . A similar construction for the
reverse direction is also possible. We have

Valf\,t/7Reach = PTM/7O'/<37; > 0. YM = aReach)a

and a similar result holds for Mg, and M’ . We have M’ < M’  with the same

sim
relation R as between M and Mg;,,. By @?ﬂ Proposition 7.7.1], for all o’ € Sched vy
there is o, € Sched e for which measures on traces agree. In turn, we have

sim

P?"M/J/(H’L. Z 0. YM/ = aReach) = P?"M;im,o’. (EI'L Z 0. YM;im - aReach)'

sim

In total, from [Equation 3.1} [Equation 3.2] and [Equation 3.3| we conclude

Val.(/j\/l,Reach — Valf\iszeachsim' l:‘
A corresponding result holds for probabilistic inevitability properties.

Lemma 3.18. Consider two PAs M = (5,3, Act,T) and Mgwm = (Ssim, Ssim, Act, Tsim)
and sets of states Reach C S and Reachgy, C Sgm with (M, Reach) = (Mgim, Reachgn,)
and Actgye C Act. Then for each o € Schedfjtf‘“r there is Ogm € Schedfj:if:f with

g _ Osim 77A0tfair 77A6tfai
ValM,Reach - ValMsim,Reachsim and thus ValM,Reach Z ValMsim,R

r
eachgim

Proof. The proof follows along the lines of the one of [Lemma 3.1771 The only notable

difference is that we are reasoning about fair schedulers. This is no problem however:

for fairness to hold in M’, we must have Pr MrvReach(Pathfjffa“) = 1 with Act}, =

Acttair W {@Reacn }- We used a scheduler ol for which the measures on traces agree

“@, Proposition 7.7.1], which then implies Prae.  geach (Pathfjf;a") =1. U

sim .
sim
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Example 3.19. Consider the PAs M and Mg, depicted in|Fiqure 3.1 and|[Figure 3.2,
Let Reach = {s2} and Reachgmy e {Ssim1}. We have (M, Reach) < (Mgim, Reachgn),
as seen from the Reach-Reachg.,-compatible simulation relation

R dZEf {(307 Ssim,O)a (317 Ssim,O)a (327 Ssim,l)a (337 Ssim,Q)}-

With Actey = {b} we have

~ (0.857.

~ D

+ _ —, Actgair _
ValMsiH,,Reachsim =1 and ValMSiH,,Reachsim -

From this, we can conclude that
+ — Ath : 6
vali peaen < 1 and valyip.io, > = ~ 0.857,

which is consistent with what we observed in[Example 3.13. AN

3.2 Probabilistic Hybrid Automata

We can now define probabilistic hybrid automata M]
Definition 3.20. A probabilistic hybrid automaton (PHA) s a tuple
H = (M, k,m, (Posty,)men, Cmds),

where
o M is a finite set of modes,
e k€ NT is the dimension of the automaton,

e m € M s the initial mode,

e Post,, is a k-dimensional post operator (cf. [Definition 2.13) for each mode m,

Cmds 1is a finite set of probabilistic guarded commands of the form

g—priUrt ...+ Ppi Uy,

where
— ¢ C M x RF 45 a guard,
— we have p; > 0 for1 <i <n,
— we have Y p; =1,
— 1wt (M x RF) — 2MXR" 45 4 update function for 1 <i < n,
— if s € g then u(s) # 0 for 1 <i<n, and
o for s = (m,v) with Post,(v,t) = {v} for all t € Rx, there is a command with
gquard g with s € g.
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Heat crco=(T>9—T'=TAt'=0)
— ! /__ .
— cu=(true—9<T'<10At'=0) N T—9

AT<10 |
cacn=(t>2—T'=TAt'=0) AE<3 ccon=(T<6—T"=T'Nt'=0)
A

Re al /__
Check 0.95:7"=TAt'=0,

/ ‘ con=(t>0.5— 0.05:T'=TA\t'=0) [Error

At<1

Figure 3.3: PHA modelling a thermostat.

The main difference to the HAs of [Definition 2.14 is thus in the definition of the com-
mands: instead of allowing a nondeterministic choice over possible successor states in
case its guard is fulfilled, a probabilistic guarded command allows a nondeterministic
choice over a number of finite probability distributions. Classical HAs can be seen as
special cases of PHAs: we can consider each nonprobabilistic guarded command ¢ — u
as a probabilistic guarded command g — 1 : u.

Example 3.21. In[Figure 3.3 we give a PHA which is a probabilistic variant of the HA
of [Figure 2.4,  The main difference to the former automaton is, that in Check we no
longer have a nondeterministic choice of whether to move to Error resulting from two
commands ccpg and cong. Instead, when the command cqy is executed, we move to Heat
with a probability of 0.95 where the execution is continued, or move to the Error mode
with a probability of 0.05, that is we have

con = (g — 0.95 @ ucpy + 0.05 : ucng),

where g, uchn and uchg are as in [Example 2.15. The other commands are as before,
that is they only involve Dirac distributions. A

The semantics of a PHA in terms of the PA model we defined beforehand is as follows.

Definition 3.22. The semantics of « PHA H = (M, k,m, (Post,,)men, Cmds) is a PA
[H] = (5.5, Act, T),

where
o S ¥ M xRk,
5= (m,0,...,0),
o Act £ RW Cmds,
o for s=(m,v) €S we have

—forc=(g—=p:u+...+pp:u) € Cmds we have T(s,¢) = 0 if s ¢ g
and else:

T(s,¢) = {[shp1,...,sh—=pn] | 81 € ui(s),..., s, € un(s)},
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— fort € R>y we have

T(s,t) = {[(m,v)—=1] | v" € Post,(v,t)}.

Given a time restriction T = (ty,)menr, the time-restricted semantics is the PA [H, T] =

(5,5, Act, T) where S, 3, Act and T (s, c) for each ¢ € Cmds are as in the semantics

above. We restrict for s = (m,v) € S the timed transitions, so that for t € Rs¢ and
def

tp = min{t, t,,(v)} we have T(s,t) = {[(m,v")—=1] | v’ € Post,,(v,tr)}.

The semantics is similar to the one of the nonprobabilistic case in [Definition 2,171 The
difference is in the probabilistic guarded commands, where we can have distributions
other than Dirac. In the definition of 7 (s, ¢), we take advantage of the feature that
[s1—D1, - -, 8, p,] will add up probabilities p; and p; if s} = s} € w;(s) Nu;(s) for i # j.

Example 3.23. Consider the PHA H of [Figure 3.3 Then we have
[H] = (S5, Act, T),

where S, 5 and Act are as in[Ezample 2.18, For T : (S x Act) — 2P5S) “we exemplify
the behaviour on the states of the mode Check. For s = (Check,t,T,c) € {Check} x R?

we have
T(S, CIH) = T(S, CHCo) = T(S, CHCh) = T(S, CCoH) = T(S, CE) = (7),

0 if t < 0.5,

T (s, con) =
o) {{[(Heat,O,T,C)HO.%,(ErroraoaTaC)HO'OE’]} else,

and with t € Ry we have
—t
T(s,t) = {[(Check,t +t, T c+t)=1] | T' = Texp <7) } ;

where
def

t' = max({t' [t +t < 1Az +t <TAL <t}U{0}).
For the time-restricted semantics [H, T with T = (t,,)men, the timed transitions are
as before, except that we have

) def

' = max({t' [t +t<TAc+t <TAY <tAY <topea(t, T, )} U{0}). A

We can now define minimal and maximal reachability probabilities of PHA.

Definition 3.24. Let H = (M, k,m, (Post ) menr, Cmds) be a PHA with a mode m gegeh -
We define

_ def _ Omd
and val df val o Omds

+
Val HymReach = va HHH,{mReach}XRk ’

vaReach - HHH 7{mReach } xRR*
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As for nonprobabilistic HAs, for the properties of interest it does not matter whether
or not we use the time restriction. To prove this, we firstly define time-restricted paths
and schedulers.

Definition 3.25. Consider a PHA H = (M, k,m, (Post,,)menr, Cmds) with a time re-
striction T = (t,,)menr- Let € Pathi[?qf[]] be a finite path of the semantics without time

restriction. We define the tuple T®(3) of time-restricted paths inductively: for a state
s e S we let
Tﬁn(s) o (s).

For ¢ € Cmds and p € Distr(S), we have
T8 cpus) 2 (last(T™(8)) cpus),
where for a tuple C' by last(C') we denote the last element of C. Fort € Rsy, we have

T (Bts) = (last(TH(B)) t g 51,
last (T (5)) t g 51t 11 So,

last (T () t o sy tpug 5o ...t i’ s),
where
o 5o = (m, ) = last(B') with 5" = last(T(3)),
® s, =(m,u,) =s,
ot =t— 3" t(uv), and
e for all i with 0 < i < n we have s;11 € Posty, (v, ty(v;)) and p; = [s;1—1].
For an infinite path 3 € Pathi[[r;i], we define T (B) so that for n € N we have

(T™(5)[n] = (last(T™(5")))[n],
where ' € Pathﬁiﬁﬂ is a finite path with ' < 8 and [last(T™(5"))| > n.

The time-restricted scheduler T(o) € Schedpy 1) of the scheduler o € Schedpy is defined
as follows. For ' = last(T%(3)) we have

T(0)(8) = o(B),
whereas for B'tpus € T(B) with Bt ps # last(T(3)) we let
T(0)(8)((t, [s—1])) = 1.
In the above, we assume we always have
Priyo(B") =0,

that is the intermediate paths were originally chosen with probability zero. If this is not
the case, we can change T™ to choose different (shorter) paths, in order to fulfil this
requirement.
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In the above definition, T (3) divides a general finite path into a sequence of finite
paths which are extensions of each other, implying that each of them only chooses time
durations respecting the time restriction. If § is an infinite path, T (3) is an infinite
path which respects the time restrictions. The time-restricted scheduler T(o) chooses
the last path of Ti(3) with the same probability as o did for 3.

Using this construction, we can show that the following holds.

Lemma 3.26. Given a PHA H with a mode Mpeaen, Reach = {Mpeacnt X R¥ and
commands Cmds, and a time restriction T = (t,,)mens we have

+ . + —,Cmds —,Cmds
Val[[’H]],Reach - Val[[’H,Tﬂ,Reach and Val[[?ﬂ],Reach - Val[[H,T]],Reach'

Proof. We prove Valﬁrm], Reach = ValEF%T]L Reach- Tirstly, we show Valﬁgﬂ]’ Reach = Valﬁr%ﬂ, Reach”
Consider an arbitrary scheduler o of [H,T]. As in the proof for [Lemma 2.2T] we can
assume that for each state the scheduler chooses only time durations up to the time
restriction; for other schedulers, we can construct an equivalent scheduler by choosing
the maximal time duration for each state no larger than the time restriction. FEach
such scheduler is also one of [H], and it induces the same stochastic behaviour in both
models.

We now show Valﬁgﬂ], Reach < Val['[Z_L,T]L Reach- CoOnsider an arbitrary scheduler o € Schedy
of [H] and let op = T(c). For all A € Xy we have

Pripgo(A) = Pripryor (TM(A)),
and for Pathfy; py = T™ (Pathfy) C Pathf 1y we have
Priymyor (Pathiymy) = 1.
Because of this, we have

Valﬁ?—l]] ,Reach
= Pripgo(3i > 0. XU € Reach)

Pripryop (T™(3i > 0. X € Reach))
Priyayor(3i > 0. XU € Reach)

- ValE’;’Z,T]],Reach'
The proof for Val[[;’ﬁggzch = V&l@?ﬁﬁeach is similar, as the transformation used maintains
that the set of fair paths has a probability measure of 1. O

Example 3.27. Consider the PHA H of[Figure 3.3 with the semantics in[Example 3.23,
consider the unsafe mode Error and let Reach = {Error} x R3. The probability with

which H can reach Error depends on the time bound T. If T is small enough it is
completely safe. Consider however T <= 5. Then, the path

(Init, 0,0, 0) ey [(Heat, 0,9, 0)—1] (Heat, 0,9,0) 0.5 [(Heat, 0.5, 10, 0.5)1]
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(Heat, 0.5, 10, 0.5) e [(Cool, 0, 10, 0.5)—1] (Cool, 0, 10, 0.5) 0.69

[(Cool, 0.69, 5.016, 1.19)—1] (Cool, 0.69, 5.016, 1.19) coon [(Heat, 0, 5.016, 1.19)r1]
(Heat, 0,5.016,1.19) 2 [(Heat, 2, 9.016, 3.19)-1] (Heat, 2, 9.016, 3.19) cxen

[(Check, 0,9.016, 3.19)—1] (Check, 0, 9.016, 3.19) 0.5 [(Check, 0.5, 7.016, 3.69)1]
(Check, 0.5, 7.016, 3.69) ccn [(Heat, 0, 7.016, 3.69)—0.95, (Error, 0, 7.016, 3.69)—0.05]
(Error, 0,7.016, 3.69)

(where the numbers are only approximate) leads from the initial state to the unsafe mode.
This shows that the maximal reachability probability must be at least 0.05. Then, in the
case that in the last part of the path the system mowves to (Heat,0,7.016,3.69), which
happens with a probability of 0.95, there is not enough time left for a second try to reach
Error. Indeed, the maximal probability to reach Error us 0.05.

Similarly to the nonprobabilistic case, the minimal probability over C'mds-restricted sched-
ulers to reach Error is 0, as we cannot force a move to Check. Howewver, if we started
in the mode Check, we would always end up in Error with nonzero probability with each
Cmds-fair path, because ccy, is the only element of Cmds left in Check. But if we had not
restricted to Cmds-fair paths, the automaton would still not be guaranteed to reach Error,
because paths in which we repeatedly choose to let some time pass would be allowed. /A

3.3 Abstractions

In this section, we extend the definition of abstractions to the probabilistic hybrid case.
We will also show how we can compute a valid abstraction for a given PHA by using
methods from the nonprobabilistic setting.

We will need to transfer probability distributions over the states of the PHA semantics
to the states of abstractions.

Definition 3.28. Consider an abstract state space A = {z1,...,2z,} of state space
S = M x R* and a distribution [sy—p1,...,S,—>p,] € Distr(S). The set of lifted
distributions is given as

Lifta (1) = {[z1—D1s - - 2000 | 20, ... 20 € ANSL €2y, 5, € 2, ).

If A is a partitioning of the state space, the set Lift, is a singleton, but if A contains
overlapping states, Lift, (1) can indeed contain multiple elements.

Example 3.29. Consider a probability distribution p: ({m} x R) — [0,1] for which
p((m,0.3)) = 0.12, u((m,0.7) = 0.8 and p((m, 7)) = 0.08 and p(-) = 0 else.
Consider the partitioning A = {A, B} with A = (m, (—00,0.8]) and B = (m, (0.8, 0)).

Then we have

Lift (1) = {[A—0.12, A—0.8, B—0.08]} = {[A0.92, Br0.08]}.
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However, with the abstract state space A’ = {A', B',C"} with A’ = (m,(—00,0.8)),
B = (m, (0.5,2]) and C' = (m, (2,00)) (which is not a partitioning because A’ and B’
overlap) we have

Lift o (1) = {[A'—0.92, C"+0.08], [A'—0.8, B'—0.12, C'0.08] }. A

An abstraction of a PHA is defined as follows.

Definition 3.30. Consider a PHA H = (M, k,m, (Post,,)men, Cmds), an abstract state
space A = {z1,...,2,} of corresponding dimension and modes as well as a time restric-
tion T = (t)men- We say that

M= (A,z, Cmdsw {7}, T)

s an abstraction of H using A and T if
e (m,0,...,0) €7,
o forallze A, s€z,c=(g—pr:u+...+py:u,) € Cmds, if s € zN g then
for all
e A{[si—p1, .S | Sh € w(s),. .., 8) € uy(s)}
there is pua € Lift 5 (p) with pa € T(z, c),
o forallz € A, s = (m,v) € z,t € Ryg witht < t,,(v) and all & = (m,v") €
Post,,(s,t), if s & z then we require that there is z' € A with s’ € z' and [z/—1] €
T(z, 7).
By Abs(H, A, T) we denote the set of all such abstractions.

We can then show that abstractions preserve safety properties in a similar way as in the
nonprobabilistic case.

Theorem 3.31. Consider a PHA H, an abstraction M € Abs(H, A, T) and an unsafe

def

mode Mpegen,- Let Reach = {(m,() € A | m = Mpgegent- Then

+ +
Val’HymReach S ValM,R@ach'

Proof. From [Lemma 3.26l we know that we only need to prove that the maximal reach-
ability probability in the time-restricted semantics [H, T] is lower than Val}\L/L Reach-

For M = (A,z, Cmds W {7}, T) we define
Miop = (A, 7, Cmds & Rag, Tioop),

where for all z € A we have
e Tioop(z,¢) = T(z,c) for ¢ € Cmds,
o for all t € Rxg we have Tioop(z,t) = T(z,7) U {[z—1]}.
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For a maximising scheduler ojop 0f Mieep, We can assume that for all z € A and all
paths  with last(8) = z we have gi00,(5)((t, [2—1])) = 0 for all t € R5(. This is the
case, because the choice of every other transition can at least obtain an equal probability
to reach Reach, as choosing a self loop cannot contribute to eventually reaching this set.
Also, we can assume that for all paths Siop1 and Bieepe which differ only in actions
t € R> along their traces, we have 10p(Sloop,1) = Tloop(Sloop,2)- This holds, because by
the definition of M, the exact choices of t do not influence the reachability probability.
Let 3 be obtained by replacing all t € R in Bioop1 by 7. We can define a scheduler

o € Sched g with o(8)((c,p)) = Tloop (Bioop1) (¢, 1)) for ¢ € Cmds and o(B)((7, 1)) S
Y ek, Tloop(Bs,1)((t, ) which induces the same reachability probability in M.

Starting with a scheduler o of M, we can construct a scheduler oo, which induces the
same reachability probability in a similar way: consider § € Pathiﬂ and let Bioop be
derived from § by replacing actions 7 by 0 (or any other t € R>(). We can then assign

Tioop(Bloop) = (). The choice of Tloop(Blop) for other Bi,  mot constructed from paths

B of M is arbitrary, because in any case we will have Pr, . o0, (Blo0p) = 0
This shows that

+ _ +
ValM,Reach - ValMloop,Reach'

Also, we can show that ([H,T], {mgeen} X R¥) < (Migop, Reach) in the notion of
[Definition 3.15 By [Lemma 3.17 this then shows that

+ +
Val[[’H,T]],Reach < ValMloop,Reach'

To do so, we define the simulation relation

R < {(s,z)|z€ ANs €z}

We have to prove the requirements on a simulation according to [Definition 3.15/and that
we also have ({mgeaen } X R¥)-Reach-compatible. [Requirement 1]is fulfilled trivially, and
the compatibility is easy to see. For [Requirement 2] we consider an arbitrary (s,z) € R
and a € Act. For each p € Tppy1(s, a), where Tpp 1y is the transition matrix of [#, T,
we have to find pa € Tioop(2,a) with u Cg pia.

In case a = t, we have p = [§'—=1] and pa = [Z/+—1] for some s’ € S and z' € A with
s € 7'. Thus, (¢,2') € R and we can use a trivial weight function between p and 4.

Consider the case a = ¢ € Cmds. For each p = [s1—p1, ..., Sp—=pn] € T(s,a) there is
UA = [Z1D1, .. Zp—pp] With s; € z; for all ¢ with 1 < i < n. We define the weight
function w: (S x A) — [0, 1] where we have w(s;, z;) = u(s;) for all i € {1,...,n} and
else w(-,-) = 0. We have to show that w is indeed a weight function by proving the three
requirements of [Definition 3.14l [Requirement 1] is fulfilled trivially by the definition of

R. For [Requirement 2 we have

Zw(si,z) = w(s;, z;) = p(s;).

zcA
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For |[Requirement 3, we have

Zw(s,zi) = Z w(s;, zi) = Z 1(s;5) = pa(z).

Ses Zj=2j, Z5=2;,
sJ-EzJ- Sjezj

Thus, all requirements of a compatible simulation relation are fulfilled.

In total, we have

I
- va [[’HvT]]v{mReach}XRk

0

= val7,

+ +
Val./\/l ,Reach Val./\/lloop ,Reach H, M Reach

Thus, we can prove that the reachability probability in a given PHA does not exceed p by
proving that the reachability probability does not exceed this bound in the abstraction.
We have a similar result also for probabilistic inevitability.

Theorem 3.32. Let H be a PHA, let mpeqen, be a desirable mode, let M € Abs(H, A, T)

def

be an abstraction of H and let Reach = {(m,() € A | m = Mpgeaer,}. Then

_ —,Cmds
ValHymReach Z ValM,R@(LCh'

Proof. The proof is similar to the one of [[lheorem 3.311 The major difference is that we
can no longer argue that the scheduler oo, will never choose the timed self loops with
which we extended M,op,. Indeed, as o160p is now a minimising scheduler, taking these
loops is advantageous to obtain a low reachability probability. The reason that minimal
reachability probabilities in M., and M are still the same is the fairness assumption.
For fairness to hold, we must have Pr MIOOPJIOOP(Pathfjijz) = 1. This also implies that

for each subset A C Pathif\floop \ Pathj\ljszi; we have Praq,. o0, (A) = 0. In particular,
this holds for

Oloop

A= {Broop € Pathiﬁloop\ﬂz €A.3i>0.VYj > Boopli] =2z A trace(Bioop)[i] € Rso}-

This implies that for all infinite sequences (Bioop.i)ien Of finite paths of My, with
o |Bloop,i| - i7
L4 Bloop,i S Bloop,iJrl; and

i Peroopvo'loop (ﬁloop7i> > O
we have infinitely many 7 € N with

Z Tloop (B)(t, [last (Bioop,;)F>1]) < 1.

tERZO

Otherwise, we would have a single nonfair path with a positive probability, which would
then imply that the probability of the above set A is positive.

For 8 =zpagpo - Zn_10Gn_1 12, € Pathiﬂ we define

loop(ﬁ) = Zg (Rzo [Zo'—>1] Zo)* ag o - - - Zn—1 (Rzo [anl'_>1] anl)* Ap—1 -1 Zp,
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which means that loop(5) C Path%ﬂloop is the set of all variants of 8 with timed self loops
inserted.

We define o € Sched p where for (a, 1) € Act x Distr(A), if (a, p) € Rsox {[last(5)—1]}
then o(8)(a, ) = 0, and otherwise

1
O-(B)(a’7 M) d:ef PTM oop;Tloo (/8100 )(a’7 M)
Peroopvaloop(Uﬁloopeloops(ﬂ) Cyl(BIOOP)) Bloopel%ps(ﬁ) oeploon ’

This way, o takes decisions for § according to those of loop() weighted with their
probability. Because of we have

Y oB)ap) =1,
a€Act,
p€E Distr(A)

which implies that o is well-defined. Without the validity of [Equation 3.8] the above

sum could be smaller than 1.
For 8 € Pathfj\ﬁ we then have

PTM,O’ ( Cyl (6)) = PTMloop,aloop U Cyl (Bloop) )

Bloop elOOP(ﬂ)

we have for 3 € Pathlj that

PTM,U U U Cyz(ﬁloop) - 17

BEPath?& 6100p€100p(5)
and for 3, B, € Path"l} with 8, # 3, we have
loop(51) Nloop(B2) = 0. 3.11

From this, we can conclude that

Val.(/T\/l,Reach
= Prao(3i > 0. XM € Reach)

B prye [$8e | oni(B) | Fi > 0. XM(B) € Reach

B€ Pathfy

@Peroopmoop g e U U Oyl (Broop) | Fi > 0. XM(B') € Reach

BePathf}\ﬂ ﬁloop eloop(ﬁ)

B2 Py (30 > 0. X € Reach)

OTloop
= Vva
Mioop, Reachigop’

which means that the reachability probabilities under these two schedulers agree. O
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v Z Heat Z2 Check Z
- CTH CHCh 3 Error
] Zo Init }—> >0, c>0, >0, c>2,
t=x,T<10 t<c—2,T<10
CHCo, 0.95 yeen 005
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Figure 3.4: Abstraction of the thermostat HA.

Example 3.33. In[Figure 3.4 we give the relevant parts of an abstraction M of the PHA
H with T =5 of [Figure 3.9 As before, we let Reach = {z3} where z3 = Error x R¥. A

short calculation shows that

val$ peacn = 0.05 4 0.95 - 0.05 = 0.0975.

def

Thus, if we are given a threshold of p = 0.0975 or higher, this shows that H is sufficiently

safe. Indeed, as we have seen in the actual reachability probability of H
1s only 0.05, so the probability in the abstraction is strictly higher. A

3.3.1 Computing Abstractions

We have already defined abstractions of a given PHA, and have already shown that the
safety of such an abstraction induces the safety of the semantics of the PHA. However,
it is thus far not clear how we can obtain a valid abstraction. For the abstractions of
nonprobabilistic HAs, we did not have this problem, because our definition matches the
abstractions returned by usual solvers, like HSOLVER or PHAVER.

To compute conservative bounds on reachability probabilities in the PHAs we considered,
we aim at reusing such tools to obtain abstractions of PHAs. For this, we firstly define
the induced HA of a given PHA, which is a purely nondeterministic overapproximation
of the PHA.

Definition 3.34. The induced HA of a PHA H = (M, k,m, (Posty)men, Cmds) is
defined as
lnd(%) d:ef (M7 kama <P05tm>m€]Wa Cmdsind)-

Fach c= (g9 —=p1:w+...4+Dpy: u,) € Cmds induces a set of nonprobabilistic guarded
commands ind(c) = {(g = w),...,(g = w,)}. Then, Cmdsina = U,copmas nd(c).

The induced HA can be obtained from the description of a PHA by a simple syntactical
transformation. It is an HA as defined in [Chapter 2], which can be subjected to analysis
by the usual solvers as demonstrated there. From the abstractions we obtain this way,
we will construct an abstraction of the original PHA:
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Definition 3.35. Let M = (A,Z, Cmdsing W {7}, T) € Abs(ind(H), A, T) be an ab-
straction of the induced HA ind(H) of a PHA H = (M, k,m, (Post;,)menm, Cmds) (cf.
[Definition 2.2]]). We define the induced abstraction of H as

abs(H, M) = (A,z, Cmds W {7}, T),

where
e for all
—c=(g—=pr:ut...4+pn: u,) € Cmds withind(c) ={g = u1,...,9 = un},
—andz€ A, zy,...,2, € Awithz, € T(z,(g = w)),....2, € T(z,(9 = w,))
we have [z1—p1, ..., Z—py] € T (2, ¢),
e forallz,z' € A withz' € T(z,7) we have [z'—1] € T(z,T).

The induced abstraction uses the LTS abstraction M of the induced HA ind(#) to
obtain a PA abstraction ind(H, M) for the original PHA H. It does so by using the
labels of the LTS M to build a superset of the transitions that must be present in
ind(#, M) to be a valid abstraction of H for the given abstract state space A.

Example 3.36. The HA of[Figure 2.4 is the induced nonprobabilistic HA ind(H) of the
PHA H of[Figure 3.3 and we have

ind(con) = {conn, cong}-

For all other commands, we can identify the induced command with the command itself,
if we interpret the sets of successor states of updates u(s) of the nonprobabilistic guarded
commands as sets {[s'—1] | s' € u(s)} of Dirac distributions. A

The construction of abs(H, M) is applicable in practice, because the LTS which is the
abstraction of the induced HA is finite.

Although we called the model obtained using [Definition 3.35 an abstraction of a PHA,
we yet have to show that it is indeed an abstraction in the notion of [Definition 3.30l

Lemma 3.37. For a PHA H, abstract state space A, time restriction T and abstraction
M € Abs(ind(H), A, T), we have abs(H, M) € Abs(H, A, T).

Proof. Assume M = (A,Z, CmdsjaW{7}, Tina) and abs(H, M) = (A, z, Cmdsw{r},T).
It is immediately clear that the requirements on the initial state are fulfilled: this re-
quirement is the same as in a nonprobabilistic abstraction which we use to obtain our
probabilistic abstraction. Also, the requirements on the timed transitions are easy to
check. In the PHAs abstractions, we basically have the same timed transitions as in
HAs, just that in the probabilistic case they are wrapped in Dirac distributions.

Thus, we only consider the distributions resulting from probabilistic guarded commands.
Let ¢ = (g = p1:w+ ... +pp: uw) € Cmds be an arbitrary probabilistic guarded
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command of H, let z € A be an abstract state, and consider s € zMN g. We thus have to
show that for each

e {[sh—=p1, .. s | S) € wi(s),. .., 8), € uy(s)}

there is pua € LiftpA(p) with pa € T(z,c). By definition of the induced HA, for
1 <i < n we have z; € Tina(z, (9 — w)) with s; € z; (where the (¢ — wu;) are the
induced guarded commands of ¢). Thus, by construction of Abs(H,A,T) we have

def

Ua = [z1—Dp1,. .., Z0—Dn] € T(z,¢). By the definition of lifted distributions (cf.
[Definition 3.28), we also have ua € Lift o (1). O

Thus, we have a practical means to obtain a model which can bound probabilities of
properties in the semantics of our model.

Corollary 3.38. Consider a PHA H, an abstraction Miyq of the induced HA ind(H),

M= abs(H, Mina) and a mode Mpgegen, of H. Let Reach be defined as in[Theorem 3.31]
and let C'mds be the set of probabilistic guarded commands of H. Then

+ + -
val valyg peger, and valy > val g pegen-

H,mMReach —

This corollary follows directly from [Lemma. 3.37, [Theorem 3.31] and [Theorem 3.32)

Example 3.39. Let H denote the PHA of [Figure 3.3 If we let M denote the LTS of
we have M € Abs(H, A, T) with corresponding A and T. If we denote by

M’ the PA of [Figure 3.4, then we have M’ = abs(H, M). A

3.4 Algorithmic Consideration

We have discussed how we can obtain an abstraction which safely overapproximates the
behaviour of the semantics of our PHAs. While in the nonprobabilistic case properties
at this point can be decided on the abstract models by simple graph-based methods, the
probabilistic case requires a bit more of discussion.

There are several approaches to compute minimal and maximal reachability values in
finite PAs, for instance linear programming, value iteration, and policy iteration ;
M] In the following, we will describe a policy iteration algorithm in detail, because it
fits well with the extensions of the basic method we discuss in this chapter. For instance,
in we are going to extend this method to parametric models.

The method discussed here does not take fairness into account. Yet, the values obtained
without this restriction are still lower and upper bounds for the values in the model
semantics. This is the case because fairness restricts the set of all possible schedulers
among which to find the minimising or maximising from. It might happen that the
values obtained this way are too small to be of use. The problem does not occur for
safety properties, as fairness is not needed here, while for inevitability, from the way we
defined the abstraction, we have avoided having timed self loops in the abstract states,
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which would otherwise have led to a minimal probability bound of 0. The problem of too
coarse bounds will thus disappear in many cases, because we have removed the genuine
source of bad bounds. In case that these bounds are still an issue, it is possible to
adapt an existing algorithm which does take fairness into account “@] to the specific
definition of fairness we use here.

To describe the policy iteration algorithm, we firstly have to define simpler models
which, other than PAs, do not contain nondeterminism but only probabilistic behaviour.
Because of this, no scheduler will be needed to specify reachability probabilities.

Definition 3.40. A Markov chain (MC) is a tuple
M= (5,5,T),

where
e S is a set of states,
e 5 € S 1is the initial state, and the

e transition matrix 7 : S — Distr(S) assigns to each state a probability distribution
over successor states.

The adjacency graph of M is a graph (5,3, T.aj) where we have (s,s") € Taqg; if and only
I T()(') £ 0.

Reachability probabilities in MCs could be specified using measures on sets of paths, as
for PAs. For simplicity, we define them directly as solutions of equation systems.

Definition 3.41. Given an MC M = (S,3,T) and a set of states Reach C S, we define
ValSM,Reach: S — [0, 1]
as the unique solution of the equation system where for all s € S we have

1 if s € Reach,
v(s) =40 if s € Reach,
ZS’ES T(S)(S/)U(S/) 6[56,

where by Reach we denote the set of states which cannot reach Reach in the adjacency
graph. We also let valyg geach o vals g, geach (35)-

In the definition above, valsy geacn ($) is the value which would be obtained if the initial
state were s instead of 5. There exists a number of possible methods to solve this equation
system. Direct methods, like Gaussian elimination, obtain a solution by a transformation
of the matrix, and are thus in principle able to find an exact solution. Iterative methods
try to obtain an approximate solution by repeated vector-matrix multiplications. In
cases where the transition matrix is represented by a sparse matrix, iterative methods
often perform better, because direct methods usually destroy the sparsity of the matrix.
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input : finite MC M = (5,5, T), state set Reach C S, precision e.
output: vals reach -

1 if s € Reach,

0 else

=

forall the s € S do v/(s) := {

repeat
vi=1
forall the s € S\ Reach do
| 0(5) = e T()()o(s)
until max,cg |v(s) —v'(s)| < e
return v

N O oA WoN

Algorithm 3.1: REACHITER (M, Reach, ¢).

One variant of an iterative solution method, the Jacobi method, is given in|Algorithm 3.1
Firstly, in [Line 1l it initialises a vector v to be 1 for states of Reach and 0 else. Then, in
[Line Hlit uses the definition of the equation system to assign weighted probability values
to a primed version of v, swaps v and v’, and repeats. This way, v approaches the exact
solution of the equation system from below. The iteration is stopped once in [Line € the
two vectors are similar enough, so that no larger changes are expected.

We can combine a PA and a simple scheduler to obtain an MC.

Definition 3.42. Consider a PA M = (5,3, Act, T) and a simple scheduler o: S —
(Act x Distr(S)). The MC induced by a simple scheduler o of M is defined as M, =
(S,5,7,) where for s € S we have T,(s) = p if o(s) = (a, p).

This MC then suffices to compute the reachability probabilities we obtain from the PA
and scheduler.

Lemma 3.43. Given a PA M = (5,3, Act, T), a simple scheduler o, and Reach C S,
we have

g I
ValSM,Reach - ValSMa,Reach-

Here, for s € S we have valsi, p...,(8) the reachability probability if s were the initial
state of M rather than's.

It is known ] that for a finite PA there is a simple scheduler which achieves the
minimal or maximal reachability value. In principle, we could now just try out all simple
schedulers, as there are only finitely many. However, as there are exponentially many,
this would be too costly. Instead, we apply a dynamic programming algorithm, where
we try to locally optimise scheduler decisions, based on the following lemma.

Lemma 3.44. Let M = (5,5, Act,T) be a PA, Reach C S, consider a simple scheduler
o of M and let

Reach = {s€ S | vals iy peaen () = 0F.
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Here, for s € S we denote by valsyy peq.n(s) the minimal reachability probability if s were
the initial state of M rather than's. If we have for all s € Reach that valsiy g (s) =0
and for all s € S\ (Reach U Reach) we have

Vals?\/l,Reach(s) = algjg Z M(S,)Valsj‘\/i,Reach(S,)a

HET (s,a) s’'€S

- _ e
then we have valsy pouen = ValSiy reaen-

This means that the optimality of a simple scheduler can be proven by a local check
for each state of the model. A corresponding lemma for the maximising case exists, in
which case we do not need to take into account the set Reach.

The variant of policy iteration we use for the minimal reachability probability is depicted
in [Algorithm 3.3] The algorithm for the maximum is similar. In [[ine 1 we choose an
initial scheduler using the procedure MINREACHINIT of [Algorithm 3.2 The algorithm
computes a scheduler o with valsp, geqcn(s) = 0 for all s € Reach, which is necessary for
the correctness of [Algorithm 3.3 For maximising the value, this step is not necessary
and we can start with an arbitrary scheduler. [Algorithm 3.2] firstly computes the set
Reach in lines [ to IO It does so by computing the complement T of this set, that is
the set of states which reach Reach with a probability larger than zero for all possible
schedulers. Once Reach is computed, in lines [Line 11] to [Line 13| we can compute the
scheduler by fixing decisions for states of Reach where each successor state chosen with
positive probability is also in Reach.

Then in [Algorithm 3.3] lines 2 to @ try to improve the scheduler systematically. In
[Cine 4 we compute the reachability values when using the current scheduler. In lines
to 8 we improve the local decision for each state which is not contained in Reach,
if this is possible. Afterwards, the new reachability values from the new scheduler are
computed and so forth, until the scheduler cannot be improved any further. Finally,
[Cine 10l returns the maximal value together with a maximising scheduler.

Example 3.45. Again, consider the PA M of [Figure 3.4 and let Reach = {zs}.
We want to use the maximising variant of [Algorithm 3.5 to compute ValLﬂeach (see

[Ezample 3.33). From [Line 1l we get an arbitrary simple scheduler. We assume that we
obtain o': A — (Act, Distr(A)) with

o' (z0) = (am, [21—1]),0'(21) = (cuco, [24—1]), o' (22)

o' (z4) = (ccon, [21—1]), 0 (25) 4 (cucn, [z6—1)), 0’ (z6)

d

= (ccn, [25—0.95, 25—0.05)),

d

= (ccn, [27—0.95, 23—0.05)).

We now enter the main loop at[Line 4. After setting o := o', in[Line ] we compute the
mduced MC M,.

Then, we start the computation of reachability probabilities in M, using the value iter-
ation in [Algorithm 3.1 The sequence of v we compute is given in [Table 31. Thus,

we reach the exact solution in the MC after a few iterations. Then, in [Luine & of
[Algorithm 3.5, we try to improve the decisions of the scheduler. The only state for which
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input : finite PA M = (5,5, Act, T), state set Reach C S.
output: o € Sched5y™* with vals® peqen(5) = 0 for s € Reach.
T := R := Reach
while R # () do
choose t € R
R:=R\ {t}
forall the (s,a, ) with p € T(s,a), u(t) >0 and s ¢ T do
T(s,a) :=T(s,a) \ {n}
if for all a € Act we have T (s,a) = 0 then
R:=RU{s}
T:=TU{s}
10 Reach :=S\T
11 forall the s € Reach do
12 ‘ choose o(s) from {(a,p) | p € T(s, 1) ANVs" € S, u(s") > 0. s" € Reach}
13 return o

© 0 N o oA W N+

Algorithm 3.2: MINREACHINIT(M, Reach).

there are multiple possible decisions is zy. Indeed, in[Line @ (where we use argmax in-
stead of argmin ), we obtain A(z1) = {(cucn, )} rather than the old decision, and thus
modify the decision o(zg) accordingly in[Line 8 The updated scheduler now also yields
a value of 0.0975 for zy, and a subsequent iteration of the main loop does not lead to
further improvements. Thus, we return (v, o).

[Algorithm 3.1 does not guarantee that an exact result is ever reached. For instance,
in [Table 3.2 we give the values for the first few iterations when using scheduler oo of
on the PA of [Figure 3.l The values for sy converge to 2, but never reach
this value, which means that the computation has to be stopped at some point when the
result is precise enough, that is if maxgegs |v(s) —v'(s)| < e. A

3.5 Case Studies

In this section, we use the method we have developed throughout this chapter to obtain
upper bounds for probabilistic reachability properties in several case studies. We use the
hybrid solver PHAVER, which we already employed in [Section 2.5l We implemented the
method to obtain reachability probabilities in a tool called PROHVER, which consists of
a modified version of PHAVER plus a component to compute values in the abstraction
PAs. All experiments were run on an Intel(R) Core(TM)2 Duo CPU with 2.67 GHz and
4 GB RAM as in the previous chapter.
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input : finite PA M = (5,5, Act, T), state set Reach C S.
output: (valsy p,., ) With o € Sched ™ and ValSiy peach = VSO Reach

1 o' := MINREACHINIT(M) /* cf. [AIgorithm 3.2] */
2 repeat

3 o:=0o

4 v := valsm,  Reach

5 forall the s € S\ Reach do

6 A(s) = argminue(%;,a) Yoses k(s)v(s)

if o(s) € A(s) then o'(s) 1= o(s)
8 else choose o'(s) from A(s)

9 until o’ = o

10 return (v, o)

3

Algorithm 3.3: MINREACH(M, Reach).

iter VA VAl V9 Z3 Z4 Z5 Zg VA iter S0 S1 So S3
1 0 0 1 0 0 O 0 0 1 0 0 1 0
2 0 0.05 1 0 0 0 0.05 0 2 0 0.6 1 0
3 0 0.05 10 0 005 0.05 0 3 06 0.78 1 0
4 0 00975 1 0 0 0.05 0.05 0 4 078 0834 1 0
) 0 00975 1 0 0 0.05 0.05 0 5 0834 0802 1 0

Table 3.1: Iteration values using the model = Table 3.2: Iteration values using

of [Figre 3.4 the model of [Figure 3.1

3.5.1 Thermostat

We applied PROHVER on the probabilistic thermostat developed throughout the chap-
ter. The induced nonprobabilistic HA of this model was already analysed in [Section 2.5
We thus use the abstractions obtained there to build the abstractions of the PHA model.
PROHVER can then build an abstraction of the probabilistic thermostat using the ab-
straction of the induced HA. In[Table 3.3 we give performance figures and probabilities
(rounded to a sufficient number of decimal places) for the analyses for different time
bounds ¥. Because the time to compute values from the abstract PA was negligible,
the performance values are the same as in We use the PHAVER-specific
refinement technique described in[Section 2.5l As expected, the probability bounds usu-
ally decrease with an decreasing constraint length and time bound. This is however not
always the case. As discussed, PHAVER does not apply a refinement in the usual sense,
and we thus cannot guarantee monotonicity of the abstraction.

3.5.2 Bouncing Ball

We consider a bouncing ball assembled from different materials. Assume this ball con-
sisting of three parts: 50 per cent of its surface consists of hard material, 25 per cent

[ 63 |



CHAPTER 3. PROBABILISTIC HYBRID AUTOMATA

< constraint length 10 constraint length 2
build (s) states prob. build (s) states prob.
2 0 8 0.000 0 11 0.000
4 0 12 1.000 0 43 0.050
5 0 13 1.000 1 58  0.098
20 1 95 1.000 13 916 0.370
40 18 609 0.512 36 2207 0.642
80 59 1717 1.000 85 4916 0.884
120 31 1502 0.878 91 4704 0.940
160 177 4260 0.954 183 10195 0.986
180 136 3768 0.961 219 10760 0.986
600 625 12617 1.000 1268 47609 1.000

Table 3.3: Probabilistic thermostat performance figures.

constraint length 0.15 constraint length 0.15, hull constraint length 0.05, hull

T

build (s) states prob. build (s) states prob. build (s) states  prob.
1.0 0 38 0 0 17 0 2 56 0
2.0 1 408 0.25 2 59  0.25 5 185  0.25
3.0 9 2907 0.5 2 124 0.5 12 347 0.3125
3.5 43 11216 0.5 3 145 1 16 425 0.5
3.6 63 14297 0.5 3 150 1 19 436 0.5
3.7 94 18338 0.5 3 154 1 - - -

Table 3.4: Bouncing ball performance figures.

consists of a material of medium hardness and the rest consists of very soft material. We
drop the ball from a height h = 2. Further, we assume the gravity constant to be g = 1.
If the ball hits the floor and falls on the hard side, it will jump up again with one half
of the speed it had before, and if it falls down on the medium side it will jump up with
a quarter of the speed. However, if it hits the ground with its soft side, it will not jump
up again. We assume that the side with which the ball hits the ground is determined
randomly, according to the amount of surface covered by each of the materials.

We study the probability that the ball falls on the soft side before a given time bound
T. Results are given in [Table 3.4 We conducted three main analysis settings. In
the left and medium part of the table, we used partitioning with constraint length of
0.15 on the position and speed variables. For the medium part, we used the convex hull
overapproximation (cf. Section 2.5]). For the right part of the table, we used a constraint
length of 0.05, and the convex hull overapproximation. Entries for which the analysis
did not terminate within one hour are marked by “”.

We ascertain here that, without the convex hull overapproximation, with a constraint of
length 0.15, we obtain nontrivial upper bounds. However, the analysis time as well as the
number of states grows very fast with increasing time ¥. The reason for this to happen
is that, each time the ball hits the ground, there are three possibilities with which side
it will hit the ground. Thus, the number of possibilities for the amount of energy the
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ball still has after a number of times n the ground is hit is exponential in n. Also, there
is some ¥ up to which the ball has done an infinite number of jumps in all cases, which
means that this model is not structurally nonzeno (cf. [Section 2.2). This indicates that
for a ¥ near this value we have to use very small partitioning constraints to obtain tight
probability bounds. From this, we have a large time and memory consumption in the
analysis.

If we use the convex hull overapproximation and a constraint length of 0.15, far less
resources have to be used. But we only obtain nontrivial results for T up to 3. Using a
constraint length limit of 0.05, we obtain a tighter probability bound, while using still
less resources than the first configuration. However, for ¥ = 3.7 the third configuration
does not terminate within one hour.

For instance, for ¥ = 3, we can also compute the probability manually: the ball can hit
the ground with its soft side when it hits the floor in first place with a probability of 0.25.
It hits the ground initially with its hard side with a probability of 0.5. In this case, it will
not hit the ground again before 7" = 3. If it first hits the ground with its medium hard
side, it will hit the ground a second time before T" = 3. After this, there is no chance of
touching the ground again before time ¥. Because of this, the overall probability of the
property under consideration is 0.25 4 0.25 - 0.25 = 0.3125. This means that the result
obtained by using a constraint limit of 0.05 and the convex hull overapproximation is
exact.

3.5.3 Water Level Control

We consider a model of a water level control system (extended from the one of Alur et al.
]) which uses wireless sensors. Values submitted are thus subject to probabilistic
delays, due to the unreliable transport medium.

A sketch of the model is given in The water level W of a tank is controlled
by a monitor. Its change is specified by a linear function. Initially, the water level is
W = 1. When no pump is turned on (Fill), the tank is filled by a constant stream of
water (W) We let the system run up to ¥, by using a variable to measure the total
time until the system is started, which is only given implicitly here. When a water level
of W =10 is seen by a sensor of the tank, the pump should be turned on. However, the
pump features a certain delay, which results from submitting control data via a wireless
network. With a probability of 0.95 this delay takes 2 time units (FillD2), but with a
probability of 0.05 it takes 3 time units (FillD3). The delay is modelled by the timer ¢.
After the delay has passed, the water is pumped out with a higher speed than it is filled
into the tank (W = —2 in Drain). There is another sensor to check whether the water
level is below 5. If this is the case, the pump must turn off again. Again, we have a
distribution over delays here (DrainD2 and DrainD3). For the system to work correctly,
the water level must stay between 1 and 12.

We are interested in the probability that the pump system violates the property given
above because either the water level falls below 1 or increases above 12, before the
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Figure 3.5: Water level control automaton.

T no partitioning constraint length 2
build (s) states prob. build (s) states prob.
40 0 69 0.185 1 150  0.185
82 0 283 0.370 1 623 0.370
83 0 288 1.000 1 640 0.401
120 1 537 1.000 2 1220 0.512
500 4 3068 1.000 16 7158 0.954
1000 19 6403 1.000 60 14977 0.998

Table 3.5: Water level control performance figures.

larger water tank from which the water tank is filled becomes empty. We model the
system in PROHVER and reason about this property. Performance statistics are given
in [Table 3.5l Without using partitioning, we were only able to obtain useful values for
T up to 82. We did not use the convex hull overapproximation, like in the bouncing
ball case study, nor another overapproximation. For ¥ larger than this value, we always
obtained a probability limit of 1. To get tighter results, we partitioned ¢ by a constraint
of length 2. For T below 83 we obtain the nontrivial values in both cases, whereas for
83 we obtain a useful upper bound only when using partitioning. A plot of probabilities
for different T is given in [Figure 3.6] The graph has a staircase form where wide steps
alternate with narrow ones. This form arises because, each time the longer time bound
is randomly chosen, the tank will overflow or underflow respectively, provided there is
enough time left. The wide steps corresponds to the chance of overflow in the tank, the
narrow ones to the chance of underflow.
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Figure 3.6: Graph of probabilities in water level control.

3.5.4 Autonomous Lawn-mower

We consider an autonomous lawn-mower that uses a probability bias to avoid patterns
on lawns. This mower is started on a rectangular grassed area. When it reaches the
border of the area, it changes its direction. To prevent the mower from repeating a
simple pattern, this direction is randomly biased, such as to ensure that eventually the
entire area has been cut.

A sketch of the automaton is given in There, [ is the length and i the width
of the area. The position of the mower on the area is given by (z,y). With (v,,v,) we
denote the speed in (z,y) direction, which the mower takes with a probability of 0.95
when reaching a border, whereas with (v, v;) denotes a variation of the direction that is
taken with probability 0.05. Further, (z,,y,) describes the mower’s initial position. For
clarity, we use a statechart-like extension of the PHA description. There is a transition
from Init to NE1. Except for this transition, once one of the four macro modes is entered,
there is a probabilistic choice between moving to one of the inner modes. For instance,
if there is a transition to the macro mode containing NE1 and NE2, this transition
represents a transition to NE1 with probability 0.95 and to NE2 with 0.05.

At the region with x > 90 Az < 100 Ay > 170 Ay < 200 the owner of the lawn has left
a tarpaulin. We are interested in the probability that within a time bound of ¢ = 120
the mower hits the tarpaulin, thereby inevitably ripping it up.

The creation of the LTS for this automaton took 98 seconds whereas the computa-
tion time of the failure probability was negligible. The upper bound we obtained was
0.000281861. We did not use any constraint specifications.

As in the other case studies, we also varied the time bound. Results are given in
[Table 3.6l For larger time bounds the analysis time as well as the number of states
grows quickly. This is due to a similar effect as in the bouncing ball case study. Each
time the mower reaches a border, it may head into two different directions, which leads
to a combinatorial explosion, evident by the above statistics.
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Figure 3.7: Probabilistic autonomous lawn-mower.

We also experimented with convex hull overapproximation without constraint refine-
ment. However, the probability bounds obtained were always 1. Using constraints also
did not improve on this, as it only made the analyses take more time. We think that for
this case study there is not much hope of obtaining better results in resource usage. The
complexity does not really live in the hybrid behaviour, but results from the excessive
number of ways the mower can pass around the area. Because of this, we do not think
it is possible to find an abstraction to handle this case study for larger time bounds.

3.6 Related Work

There are a number of HAs-based formalisms which extend the classical model by
stochastic behaviour. Kwiatkowska et al. “ij;i—_(lj; |KNBO_(J] analyse reachability prob-
lems and related properties on probabilistic timed automata, in which the guarded com-
mands have been extended by finite-support probability distributions. Thus, this model
contains both stochastic as well as nondeterministic behaviour similar to the one we
have, but its timed behaviour is more restricted. As here, the interest is in the minimal
or maximal probability of certain events. Like the reachability problem in nonstochastic
timed automata, the problem of computing the maximal probability of reaching a given
set of states is decidable, and the authors also discuss efficient solution methods.
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T build (s) states prob.

10 0 4 0

70 1 632 1.11984E-05
100 5 3022  1.11984E-05
110 30 9076 0.000281861
120 57 12660 0.000281861
130 200 25962 0.000281861

Table 3.6: Lawn-mower performance figures.

Sproston M; ] pioneered extensions of HAs to probabilistic HAs in a similar
way. He proposed a semantics given as a PA which is essentially the same as the
one one used in this thesis. For the case of rectangular and o-minimal probabilistic
HAs, he also discusses an exact solution method to obtain the maximal reachability

probability. Assouramou and Desharnais extend the overapproximation technique for
classes of decidable HAs to the probabilistic case |[AD11].

All of the approaches discussed above consider solution methods for certain subclasses
of HAs, for which these methods are then exact. As more general probabilistic HAs
can be overapproximated by these classes, they can still be used to handle general
models in many cases. The approach of this thesis is different, as we start with general
probabilistic HAs and then rely on tools for general classical, nonprobabilistic HAs to
build our abstractions on. We therefore inherit the ignorance wrt. decidability from the
undecidability of these model classes.

Teige et al. ﬂFHﬂﬁ; Im)g; M{ﬂ; M] specialise in probabilistic HAs which consti-
tute discrete-time, continuous-state models with finite-support probability distributions.
They also discuss how the model they finally analyse can be obtained as an approxima-
tion of continuous-time stochastic hybrid systems. Their method is based on satisfiability
modulo theories M] Basically, they build a formula which reasons about the min-
imal or maximal probability to reach a certain set of states within N steps. Their
analysis is thus in principle limited to depth-bounded reachability properties, i.e., the
probability of reaching a location within at most N discrete jumps, but they discuss how
to circumvent this restriction. The method has the advantage to scale to a very large
number of different modes. The approach is orthogonal to the one we use, as the solution
method is completely different and does not rely on the construction of an abstract state
space. Another difference is that they prove lower bounds for the worst-case probability
to reach a set of unsafe states, while the method of this thesis targets at computing
upper bounds.

A model similar to the PAs which form the semantics of our PHASs is known as Markov
decision processes (MDPs). A number of papers and textbooks on both models exist

(Bels 7 Howti: Vars: [Putod: BKs: BKOS).
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Figure 3.8: Abstraction scheme for PHAs.

3.7 Conclusion

We have described an extension of classical HAs to probabilistic HAs, in which successor
states can be chosen according to finite-support distributions. This model thus involves
nondeterministic behaviours intertwined with probabilistic ones. We have formalised
the high-level model as well as its semantics in the form of PAs. We also compared our
approach to similar existing notions of probabilistic hybrid automata from the literature.
Like for the nonprobabilistic setting, we want to prove properties over the reachability of
unsafe or desirable states. However, as we are now operating in a probabilistic setting,
reachability is no longer a yes-or-no question. Instead, we reach sets of states with a given
probability, which depends on the resolution of the nondeterminism. Because of this,
we have targeted computing bounds of such reachability probabilities over all possible
resolutions. For this, we have defined an appropriate notion of abstraction, and have also
shown the correctness of the approach using probabilistic simulation relations. We build
our abstractions on solvers for the reachability problem in classical hybrid automata
of [Chapter 2| for which a strong tool support exists (e.g. ﬂw&&ﬁj M
|BSD_Z|; [Fre(8; [Fre-+1 |), and thus provide the first automatic framework for the analysis
of general probabilistic hybrid automata. The approach we use has the advantage of
orthogonality: future computational advances in hybrid automata analysis directly carry
over to improvements of our framework. The practical applicability of our method
was demonstrated by analysing a number of case studies. We also sketched how the
probability bounds can be obtained in the finite abstractions we compute.

In we give an overview of the abstraction developed in this chapter.




Continuous Distributions

This chapter extends our abstraction framework to handle models in which jump targets
can be chosen according to continuous probability distributions. The number of potential
successor states is then uncountably large. This extension allows us to handle more
expressive classes of models, in particular models of systems which takes measurements
with a given precision.

This chapter is organised analogously to the previous ones. In we describe
nondeterministic labelled Markov processes, which will form the semantics of our ex-
tended stochastic hybrid system formalism. The formulation of the new model class is
somewhat more complicated, as we also have to take measurability issues into account
Then, in[Section 4.2] we extend our probabilistic hybrid automata to allow the specifica-
tion of continuous probability measures. We will define the semantics, and discuss how
to ensure measurability. Afterwards, in[Section 4.3l we will show how to overapproximate
the extended model by the probabilistic hybrid automata mechanism discussed before,
so that results from that model carry over to the new definition. In we apply
the extended analysis method to a number of case studies. discusses related
work and concludes the chapter.

4.1 Semantic Model

In this section, we will define the semantic model for our extended class of stochas-
tic hybrid automata. To do so, we need to extend the stochastic recapitulation of

[Subsection 3.1.1] by a few additional constructs.

4.1.1 Stochastic Recapitulation

A family ¥ of subsets of a set 2 is a 7w-system, provided it is closed under binary
intersection. This means that for each A;, Ay € ¥ we have A; N Ay € 3.

Given a o-algebra ¥ on Q and E C Q, we can define the trace o-algebra S|E < {ANE |
Ae X} as
Y|IE = {ANE|AcX}.

It is known that X|E is indeed a o-algebra.
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A Borel space is called standard if it is the Borel space on a Polish space. This includes
the cases (R¥, B(R¥)) of the real numbers, as well as the cases (M x R* 2™ @ B(R¥)),
which we will later on use to equip the state space of stochastic hybrid automata with
a measurable space.

Consider a measurable space (€2,%). Remember that finite probability distributions are
a special case of probability measures: a finite probability distribution p: Q — [0, 1]
extends to a probability measure p: ¥ — [0,1] by defining p(A) = Y aea i(a) for all
A € ¥. This way, also the construction [a;—p1, ..., a,—p,| carries over to probability
measures.

We denote the set of all probability measures in the measurable space by A(2). It can be
endowed with the o-algebra A(X) M] generated by the measures that, when applied
to @ € X, give a value in B € B([0,1]):

A(E) = o({AP(Q) ] Q € SAB € B(0,1))}) where AP(Q) % {1 € AQ) | u(Q) € BY.

Note that A(X) is a set of sets of probability measures. Together with A(€), it forms the
measurable space (A(2), A(X)). To generate A(X), the sets A=9(Q) with ¢ € QN [0, 1]
suffice , Section 3.5].

Given a o-algebra ¥, we can define the hit o-algebra |[Kec95; Nai03|[Wol12, Definition
4.4] over ¥ by

H(Y) = o({Hg | Q € 2}) where Hy = {C €X | CNQ #0}.

Thus, H consists of all measurable sets C' which have a nonempty intersection with ).
H(X) is then generated by all sets of sets {C', ..., C,} for which there is a set () which
“hits” all C;.

Given a finite index set I and a family (3;);c; of o-algebras, the product o-algebra
X, c; Xi is defined as

QR =0 ({XQ”WEI. Qi eZ,}).

el i€l
We use ® as an infix operator on two o-algebras. In case of a countable index set I,
w.lo.g. I =N, the product o-algebra is defined as

X = d:fcr([j {;(Qi|‘v’i,0§z’§n. Qiezi})

icl n=1 =0
We define

yr ®2}and e ®2.

ieN
Given two measurable spaces (€2;,%;) for ¢ € {1,2}, aset A € ¥; ® ¥y and an element
a; € €y, we define the projection to ay as

A\al = {(Zg € | (al,ag) € A}

We will need the following lemma.
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Lemma 4.1. Let (2, %) be measurable space on which p is a measure and let f: Q — R
be a measurable function (cf. [Subsection 3.1.1). Then there exist wy,w, € Q) with

/Q ) () < / fw) p(dw) < / ) (k).

Proof. We only discuss the case of w,, as the other one is similar. Consider the case
that f does not have a supremum. In this case, we will always find an w, which is large

enough to fulfil f(w,) > %, and which thus fulfils the original equation.

In the case that f has a supremum, we have

1) utde) < [ sup ),

because f(w) < sup f for all w € Q. If the maximum of f exists, it is equal to the
supremum and we are done.

Thus, assume that f has a supremum but no maximum. In this case, [Equation 4.1]is
strict, we have

1@t < [ s f i),

and there exists a sequence (w;);>o with lim; ,, f(w;) = sup f. Because of this, we have

i [ ) i) = [ sup o)

i—00 Q

From [Equation 4.2| and [Equation 4.3| we know that there is some ¢ for which w, = w;
fulfils the original equation. O

4.1.2 Nondeterministic Labelled Markov Processes

With the extensions defined above, we can now define nondeterministic labelled Markov
processes [Woll2; ID’A--09|, which will later on form the semantics of stochastic hybrid
automata with continuous distributions.

Definition 4.2 (NLMP). A nondeterministic labelled Markov process (NLMP) is a
tuple of the form
M = (5,%s,5, Act, X pet, T),

where

e S is a set of states,

® g is a o-algebra over S,

e 5 € S is the initial state,

o Act is a set of actions,

e Y. is a o-algebra over Act, where for all a € Act we have {a} € Yy,
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e T:5 = (XA ®A(Xg)) is the g-H (X4 @ A(Xs))-measurable transition matrix.

We define T(s,a) = T(s)ja. An NLMP is called finitely probabilistic in case for each
s€ S, a€ Act and p € T (s,a) we have p € Distr(S).

We need to equip the labels with a o-algebra to ensure measurability of 7. Even if for all
labels @ we have that 7(-,a): S — A(Xg) is measurable, this does not imply that their
combination 7 is measurable, if the set of labels is uncountably large. For an example of
an NLMP in which each individual 7(-,a) is indeed measurable, but 7T itself is not, see

, Example 4.10]. However, from the measurability of the transition matrix 7 it
follows that each T (-, a) is Ys-H(A(Xg))-measurable , Proposition 4.3]. Written
without measurability requirements, 7(-,a) is a function with signature S — 2209,
Thus, for each state s € S and action a € Act we obtain a set of distributions 7 (s, a) to
choose from. A finitely probabilistic NLMP has similar expressive power to a PA. The
difference is that the measurability requirements still need to hold, and, as seen later, a
larger class of schedulers is supported.

Example 4.3. Let
M = (Sa ZSaga {T}a ZAct) T)

be an NLMP with

o S (5tuw0, 1w {s},

e s = o(B([0,1)) w {5} W {s}),

o Suu = {0, {7}},

o T(5,7) = {u} where y is the uniform distribution over [0,1], with p([a,b]) = b—a

forall a,b with 0 <a <b<1,

o for s €0, we let T(s,7) = {[sp—1]}, and

o for s & 0 we define T(s,7) = {[5—1]}.
It is known that a nonmeasurable set, a so-called Vitali set U C [0, 1], exists. AllT (-, 7)
are singleton sets, so there is no nondeterminism in the example. Thus, the probability
to reach s, from s should be uniquely defined. However, this probability does not exist,
because it depends on the measure of the nonmeasurable Vitali set. Discrete measures
(which are the only ones allowed in PAs) eliminate this problem, since they discard all but
a finite set of points out of it. For instance, if instead of using the uniform distribution
we set ((s1) = plsy) = p(ss) = L for some choice of 51,55 € U and s3 ¢ T, p(-) = =0
otherwise, the reachability probability is %, although the model still does not fulfil the
measurability requirements. A

As for PAs, one can define the set of paths of an NLMP and the o-algebra of infinite paths

ﬂ@ Chapter 7|). However, the construction is somewhat different. Because we
now allow continuous measures, the probabilities of all individual finite paths might be
zero, which means that only certain sets of finite paths can be assigned a probability
other than zero. To take this into account, we use the o-algebras of states and actions
to construct the o-algebra of finite paths, instead of starting with cylinders of individual
finite paths.
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Definition 4.4. Consider an NLMP M = (S,%g,3, Act, Y40, T). The measurable
space of paths of length n € N is

(Pathig: Spans,) = ({3}, {{5}.0}),
(Pathlyg, X pasnry,) = ({5} x (Aet x A(S) x 8)", {{5}, 0} ® (D @ A(Xg) ® Tg)™).
Then, we define

(Path%ﬂ,ﬁpath%) dIGf (L‘ﬂ Path’y s L‘ﬂ EPathnM> .

neN neN
We define the measurable space of infinite paths as
(Pathy, S pupipr) = ({5} x (Act x A(S) x S), {5}, 0} ® (Lae © A(Ss) @ Tg)*).
For 3 € Path®% & Path we write last(B), etc. as for PAs.

By setting g = 25, we could in principle see the definition of the measurable space of
paths of PAs (cf. [Definifion 3.9) as a special case of the definition above. We remark
that we can ignore the restriction of [Definition 3.5 that for a finite or infinite path
B = soap o - .. we have for all i with 0 < i < n that y; € T(s;,a;). As for NLMPs,
paths which do not fulfil this restriction can be defined as being valid; they will then
have a probability measure of 0.

Later on however, this most general o-algebra 2° would be too general, because not every
A € 27 is measurable by a continuous probability measure, which can be used in this
model class. This concerns for instance Vitali sets which we considered in [Example 4.3
Thus, in the later definition of the later definition of the semantics of stochastic hybrid
automata as NLMPs, we will use g smaller than 2.

We state the definition of schedulers for NLMPs.

Definition 4.5. A scheduler for an NLMP M = (S, Xg, so, Act, ¥ act, T) is a function
o: Pathis — A(Act x A(S)). We require it to be Y panin-H(A(Act X A(S)))-measurable,

and demand that for all B € Path"s we have o(B)((Act x A(S))\ T (last(B))) = 0. With
Sched g we denote the sets of all schedulers of M.

A scheduler is finitely probabilistic, iof for all § € Path{j\ﬂ there are (ay, p1), - .., (G, pin) €
Act x A(S) with

0(6)({((117#1)7 SR (GJMMN)}) =1

We can thus interpret it as being of the form o: Path\y — Distr(Act x A(S)).

A scheduler is Actsemi-semi finitely probabilistic for a given set Actgemi, if for all B €
Path’y there are (ay, 1), . . ., (an, tin) € Act x A(S) and A C Actgemi X A(S) with

o(B){(ar, p1), - -+ (@n, pn) } UA) = 1.
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In contrast to schedulers for PAs (cf. [Definition 3.7), schedulers for NLMPs can thus
apply a continuous probability distribution to choose over successor transitions. This
will later turn out to be useful, as it will allow abstractions of stochastic hybrid automata
with continuous distributions to follow exactly the behaviour of the original model. To
ensure well-defined probability measures on the paths, schedulers are required to be
measurable functions. Finitely probabilistic schedulers only choose from a finite number
of successor distributions, like the schedulers of PAs. For semi finitely probabilistic
schedulers, this restriction is only required to hold for transitions which are not Actgepmi-
labelled. We note that semi finitely probabilistic schedulers are not necessarily fair.

As for PAs, a scheduler induces a measure on sets of paths.
Definition 4.6. Consider an NLMP M = (5,%g, o, Act, ¥ aet, T), a scheduler o €

Scheda and a finite path 3 € Path%. The combined transition Trpo5(): (Baa ®
A(Xg) ® Xg) — [0,1] is defined as

Trpgos(A6,Q) / w(Q) o (B)(da, dp),

AXE

where A € e, £ € A(Xg) and Q € Xg.
We define the conditional finite path measure Pr,,5: Xp,ya: — [0,1] on finite cylin-
ders. Given a family (M), of sets with My = {5} and M; € (X 4. @ A(Xg) ® Xg) for

alli>0 and M = X?:o M;, we let

PTM,J,B(M) = PTnMUE(M),
where in case n < |B|, given the only B € Path% with B < B and || = n, we have

" awt |1 if B e M,
PTM,O',B<M> = {0

and if n > |B| we define inductively

n—1
Pri, 3 <<>< MZ-) X Mn> = / o Trmes(M,) Priy ) o(dB).
i=0 (X M)

The measure extends uniquely to a measure Pryg ,5: ¥ pyypint — [0, 1] on the o-algebra of

else,

def

infinite paths if we require that for all such finite cylinders M and M,y = M X (X404 X
A(Xs) x Xg)“ we have
Pro o 5(Ming) = Pry, ,5(M).
The (nonconditional) path measure is then defined as
def

PT’MJ = PTM,U,E'

The state, action and distribution processes XM (Pathif\l,f x N) — S, yM: (Pathif\l,f X
N) — Act and ZM: (Path'i x N) — A(S) are defined as for PAs. We define fair paths
in the same way.
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The definition above follows mainly the one of Wolovick m, Chapter 7|, who also
shows well-definedness for the constructions above. A minor extension is that we define
path measures conditional on initial finite paths.

Like for PAs, we can now also define when a scheduler is fair:

Definition 4.7. A scheduler o € Schedn; of an NLMP M s called Acte-fair iof it is
Actiaic-semi finitely probabilistic and we have

PTMJ(Pathfjtfai’) =1.

By Schedfjtfa", we denote the set of all Acteye-fair schedulers of M.

We remark that we require fair schedulers to be semi finitely probabilistic, to later ensure
the comparability to schedulers of PAs.

We need to slightly adapt the definition of the properties we consider, so as to take
measurability issues into account.

Definition 4.8. Consider an NLMP M = (S, Xg, so, Act, X 401, T). Given a measurable
set Reach € Yg of states and a scheduler o € Schedn, we let

valil reach = Pra,(3i > 0. XM € Reach)
denote the reachability probability value for Reach under o. Further, let

Valj(/i Reach = sSup PTM,J<E|i > 0. XZ/VI € RECLC}L)
’ o€ Sched

denote the maximal reachability probability for Reach. For Actgy, C Act we define the
minimal Actg,;-restricted reachability probability for Reach as

—,Actgaiy def : . M
val e < 1anct ' Prap (3 > 0. X € Reach).
JESchedM fair

The following lemma shows that the set of paths which finally reach a set Reach is
measurable. This ensures that the probability values of [Definition 4.8 do exist.

Lemma 4.9. Given an NLMP M = (5, X, so, Act, S act, T), a measurable set Reach €
Yg of states and a scheduler ¢ € Schedn, the set {8 € Pathyy | 3i > 0. XM(B) €
Reach} is measurable.

Proof. We have
{B € Path®y | 3i > 0. X''(B) € Reach}

= {8 € Pathizl | X}(8) € Reach}

:D ((;SxActxA(S)> X Reach x <;0< Act x A(S) xS)).

Thus, the set is measurable as it can be expressed as a countable union of cylinders. [
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We will later use the following lemma when abstracting our extended stochastic hybrid
automata to the PHAs of because in PHAs we are always restricted to finitely
probabilistic schedulers.

Lemma 4.10. Given a finitely probabilistic NLMP M = (S, Xs,s, Act, X 40, T) with a
set of states Reach € Xg and a finite subset of actions Actey C Act, for each scheduler
o € Schedp there is a finitely probabilistic scheduler o, with

vall peaen < Valﬂ, Reach-
Also, if o is Actgy-fair, we always find an Acteg-fair finitely probabilistic scheduler oy
with

o gl
ValM,Reach Z ValM,Reach'

Proof. We consider the case vall gy > Valiy pegen- Using Fubini’s theorem, for n € N
we have

Valj\/l,Reach
= Prao(3i > 0. XM € Reach)

_ / Prep(3i 2 0. X} € Reach) Pra,(df)
Path’ !

= / / Praopans(Fi > 0. XM € Reach) p(ds) o(B)(da, du) Praq(dB).
Path’ J Actx A(S)xS

For n € N, we define a sequence of fair schedulers o,,: Pathy — A(Act x A(S)) induc-
tively as follows: for 8 € Path, we let

e 0,.(8) = on-1(8) i [B] <m,
e 0,(B) = o(B) for |8] > n and
e in case || =n,
— for a measurable set A C (Act \ Actea) X A(S) we let 0,(8)(A) = o(B)(A),
— if 0, 1(B) (Actair X A(S)) > 0 then for apy € Actpy and pg. € A(S) defined
below, we define o, (8)(a, pga) = o(B)(Actair x A(S)),
which uniquely defines the probability of other sets A € ¥4, @ A(Xg).

We set 0_1 £ o and using [Lemma 4.1] then choose gy, and ffaic With
Prato, 1paps(Fi > 0. XZM € Reach) u(ds) o,—1(8)(da, dp)
Actgair xA(S)x S

-/ PPt 0 o s(3i = 0. XM € Reach) p(ds) 0,1(8) (da, dp)
Actgair XA(S) xS

— /PTM,on_l,ﬁafair e s (30 > 0. X{VI € Reach) figir(ds).
s
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For the choice of agy and pug;, we also require that if

Prae, . ({8}) >0,

then for all s € S with g (s) > 0 we have
PTM7O'n7ﬁ Qfajr Hfair S(Pa’thﬁ/itfair) = ]'

Fulfilling this additional requirement is always possible. Let

Q & {(a, 1) € Actrr x A(S) | /P’""”1’5““8(Pathﬁtfm)Mfair(ds) - 1}'
S

We have that o,,_1(8)(€2) = 1, otherwise the probability of fair paths under o,,_; would
be lower than 1. Because of this, it suffices to integrate over this set, and we have

/ Praon sans(3i = 0. XM € Reach) pu(ds) o_1(8)(da, dps)
Actgair XA(S)x S

:/ Praon vpaps(Fi > 0. XM € Reach) u(ds) o, 1(8)(da, dp).
QxS

Thus, in Lemma 4.1 we can choose ag.;, and g,y from this © rather than from Actp,, X
A(S). The measurabiltiy of €2 is not an issue. We have o,,_1(8)((Act x A(S)) \ 2) = 0.
Thus, either (Act x A(S)) \ © is measurable, or we can construct a completion of this
measure, in such a way that (Act x A(S)) \ € is measurable there. In turn, Q is also
measurable there.

We can now define a scheduler o; which is completely finitely probabilistic by setting
ai(B) = 015(8)

for all 8 € Path’yy. By induction and [Equation 4.4} one can show that
Pryo,(3i > 0. XM € Reach) < Pra,(3i > 0. XM € Reach).

The scheduler constructed this way is also Actg;,-fair: because we assumed the NLMP
to be finitely probabilistic and the scheduler we construct is also finitely probabilistic,
the probability is concentrated in cylinders of finite paths g with positive probability.
For 3 € Pathy with Praq ({8}) > 0 we have

Pragos ({8 € Pathiyy | B < B A3i>|B]. Bi] € Actpan}) = 1,

that is, almost surely we finally execute a fair action when having started with 3. This
is the case, because from Prag,,({#}) > 0 we know that scheduler g must have
chosen a fair continuation of 3, which implies that is fulfilled when re-
placing o; by oy there. The following schedulers o, with n > || do not change the
probabilities of choices of nonfair actions, and thus leave the probability of reaching
fair actions unchanged. In turn, the property also holds for ;. Now assume that
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Prao, (Path($"*) < 1. Then there must be some § € Pathiy with Pr,, ({5}) > 0
but for which is invalid. However, we have already seen that
holds, which means that o; is indeed fair.

The proof of the case vali, pe,en < Vall peye 1S similar but simpler, because we do not
have to take fairness into account. One notable difference is that in this case we also
have to modify the transitions labelled with nonfair actions, because for this case we do
not assume the scheduler to be semi finitely probabilistic. O

4.2 Stochastic Hybrid Automata

In this section, we will define the extended hybrid automata, to allow handling contin-
uous distributions. We will call them stochastic hybrid automata, to distinguish them
from the former probabilistic hybrid automata. To guarantee well-defined behaviour,
that is to ensure that the semantics fulfils the requirements of NLMPs, we will have to
put measurability restrictions on the automata components.

We extend the probabilistic guarded commands of [Definition 3.201 in two different di-
rections. The first one resembles the definition of probabilistic guarded commands in
PHAs (cf. [Definition 3.20) in that it only allows one to use finite-support probability
distributions. However, in contrast to the previous setting, we have to add some mea-
surability requirements to ensure the well-definedness of the semantics of our extended
model class. The second extension of probabilistic guarded commands does not allow
nondeterminism, but does allow continuous probability distributions. In addition, we
have to put measurability restrictions on the post operators.

def

Definition 4.11. For a dimension k € N and a finite set of modes M, let S =
and Lg = 2M B(R¥). A measurable finite guarded command is of the form

M x RF

g—Pr:Urt ...+ Dp Uy,

where
e g€ g is a guard,
o we have p; > 0 for 1 <i<n,
e we have Y p; =1,
the updates u;: S — Xg are Xg-H(Xg)-measurable, and
uwi(s) £ 0 for1<i<nifseyg.
A measurable continuous guarded command is of the form

g— M,

where
e ¢ is as for finite commands, and
o M:S — A(S) is a Xg-A(Xg)-measurable function.
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A post operator Post: (R* x Rsg) — 28" is called measurable if for the function
Trost RF — (B(Rzo) ® B(Rk)) with

Trost(v) = {(t,v") | t € Rsg A v’ € Post(v,t)}

we have
o Tr,(v) € B(Rsg) ® B(R¥), for v € R¥, and
o the function is B(R*)-H(B(Rxo) @ B(R*))-measurable.

It might seem like a severe restriction that these guarded commands allow either a
probabilistic choice with finite support but uncountable nondeterminism, or have a single
distribution with continuous support. This is however not the case, as more complex
distributions can be simulated by a guarded command of the first type followed by one
of the second. The division into the two forms will ease the specification of models in
our new class, and will simplify the derivation of theoretical results.

Measurability of most of the above model constituents can be guaranteed by considering
o-minimal definable sets, following an idea of Martin Frénzle. General results connecting
o-minimal definability with measurability ; ] show that a sufficient criterion
for the above Tp,s; being measurable is that it is definable in some o-minimal theory over
the reals. In practice, this holds for the T,y manipulated by hybrid model checkers:
all current hybrid model checkers tackle overapproximations of the set of states reach-
able by timed transitions via sets definable in o-minimal theories over the reals. This
includes finite unions of rectangular boxes, zonotopes, polyhedra, ellipsoids, and differ-
ential invariants. Because of this, in the models already overapproximated by hybrid
solvers measurability concerns are not given. In a nutshell, the general results connect-
ing o-minimality with measurability consider the standard parts “@] of o-minimal
theories and shows them to be Borel measurable. This, together with the fact that the
standard part st(A) satisfies st(A) = A provided A C R* M] implies that relations
definable by o-minimal theories over the reals are Borel measurable ] Hence, Tpys
is measurable if described in some o-minimal theory. Notably, even if each Tp,s (v) were
a measurable set, this does not imply measurability of T, itself, which is why we need
to require it.

With there preparations, we are now ready to define the extended model class.

Definition 4.12. A stochastic hybrid automaton (SHA) is defined to be a tuple
H = (M, k,m, (Postm)menm, Cmdsa,, Cmdsets),

where
o M is a finite set of modes,
e k € NT 4s the dimension of the automaton,

e m € M s the initial mode,

for each m € M, we have that Post,, is a measurable post operator,

Cmdsgy is a set of measurable finite guarded commands,
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Init Error

T>12vT <3

A

Temperature =0 Controller

Wait if m<6 then heat!
i=1 1if m>9 then cool!

At<1 N

CWR:(tZ 1—=t'=0
Am'=N (T, 0.25))

T'=8

cool? | | heat?

A
React
Y P
Cool =1

Am=0 t>0.1-t'=0
At<0.1

Figure 4.1: SHA modelling a thermostat.

o (Umdsqs 1s a set of measurable continuous guarded commands, and

o for s = (m,v) with Post,(v,t) = {v} for allt € R, there is a (finite or contin-
uous) command with guard g with s € g.

The notable difference to our basic model of [Definition 3.20] is the extension by the

continuous guarded commands and the measurability restrictions.

Example 4.13. In we describe a wvariant of the thermostat model from
[Figure 3.3 It consists of the parallel composition of two components. The modes of
the automaton are thus pairs of modes of these two components, e.g. (Heat, Wait), with
the exception of Init and Error. The component Temperature models the temperature
of a room. Similarly to the model of [Figure 3.3, there are two modes, one in which the
temperature increases and one in which it decreases. Controller is supposed to ensure
that the temperature stays in a given range. If it does not succeed with this, the model
can mowve to the Error mode. The controller firstly waits for time 1, then measures the
temperature with a (continuous) normal distribution with standard deviation 0.25. After
a further delay of 0.1, it changes the state of Temperature accordingly, and at the same
time moves back to its waiting state.

In contrast to the previous example, there is no longer an explicit probability with which
we move to Error. Instead, because of the perturbation of measurements, there is a
chance that the controller does not react appropriately to the actual temperature, which
in turn might become too low or too high. If the measurement of the temperature were
completely accurate, one would indeed never reach Error. A

The semantics of SHAs can then be defined in terms of NLMPs.
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Definition 4.14. The semantics of an SHA H = (M, k,m, (Post,,) menr, Cmdsgy, Cmdses)
1s an NLMP
[H] = (S,%s,5, Act, X act, T),

where

o S ¥ M xRk,

SNg = 2M @ B(RF),

o Act & R>o W Cmdsg, W Cmdses,
> Aot def U(B(Rzo) W QCmdsﬁn&JCmdscts)7
for s = (m,v) € S we have

—fore=(g—= (pr:u+...4pn: ) € Cmdsg, we have T(s,¢) = O ifsd g
and else:

T(s,¢) = {[shp1, ..., sh=pa] | 81 € ui(s),..., s, € un(s)},
— for ¢ = (g — M) € Cmdses we have T(s,¢) = 0 if s ¢ g and else:
T(s,c) = {M(s)},
— fort € R5y we have:
T (s,t) = {[(m,v)—1] | v’ € Post,(v,t)}.

We have to show that the semantics of an SHA is indeed an NLMP, that is that all the

requirements of [Definition 4.2] are fulfilled. ﬂm, Lemma 5.8| contains an according
statement for the slightly different semantics of SHAs considered there.

Lemma 4.15. If H is an SHA, then [H] is an NLMP.

Proof. Assume that H = (M, k,m, (Posty)menr, Cmdsan, Cmdseys) and further that
[H] = (S,%s,8, Act, X 4et, T). The requirements on states, actions and the o-algebras
on them are obviously fulfilled. We have to show that for the transition matrix 7: S —
(Xact ® A(Xg)) for s € S we have T(s) € Yy @ A(Xg) and that T is Xg-H(X 4 ®
A(Xg))-measurable.

For s = (m,v) € S we have

T(s) = ( W {e} x T, c)) ) Tro, (5),

ceCmds

where
Taso(s) = {(t,[(m, v')=1]) | t € Rg A 0" € Posty(v,1)}.

We will proceed with the proof as follows: firstly, we handle the timed transitions Tg.,,.
Then, we consider the transitions {c} x 7 (-, ¢) from guarded commands, at first with

[ 83 |



CHAPTER 4. CONTINUOUS DISTRIBUTIONS

guard true, and afterwards extend the result to arbitrary guards. Finally, we argue that
T, the union of these parts, is measurable.

We define T': S — (B(R>o) ® Xg) where for s = (m, v) € S we have

T(s) ={(t, (m, v) [ (t,v') € Thost,, (v)},
with Tpys as in[Definition 4.1 By the definition of Tp,s, we have T'(s) € (B(Rso)®Xg)
and 7" is X g-H(B(R>() ® Xg)-measurable.
The function §: S — A(S), defined as §(s) = [s—1], is measurable since 6~ (AZ9(Q)) =
{s]0(s)(Q) > q} and this set is identical to @ if ¢ > 0, and else it equals S. Because
of this, D: (Rsg x S) = (Rsg x A(S)) with D(t,s) = (t,6(s)) is also measurable. We
have Tr_,(s) = {D(t,s) | (t,s) € T(s)}, that is Tr_,(s) = D(T'(s)).
We have that A(S) standard Borel, because S is standard Borel DTW12, Proposition
5.1], and thus so are R>g x S and R>¢ x A(S). Since

e Ry xS and R5y x A(S) are standard Borel,
e D: (RspxS)— (Rsg x A(S)) is measurable and injective, and
o T(s) € B(Rs)) ® Xg,
we have that D(T(s)) € B(R>o) @ A(Xg) “@, Corollary 15.2].
Measurability follows using the measurability of T" and D:

7oy (Heo)

= {s ] Troo(s) N O # 0}
={s| D(T'(s))N© # 0}
=T " (Hp-1(e)).

For the transitions resulting from guarded commands, there are two components: mea-
surable finite guarded command and measurable continuous guarded command. Let
¢ = (true = p1 1 uy + ...+ pp : u,) be a measurable finite guarded command. We
have to show that T (s,c) = {[s\—=p1,...,sh=pn] | 81 € w(s),...,s, € uy,(s)} gives
a measurable set for each s and that the function 7 (-, ¢): S — A(S) is Ls-H(A(X))-
measurable. It can be shown that, for disjoint u;, the semantics is the set of discrete
probability measures ®-,, having at most n points of mass, so that any of those discrete
measures when applied to event u;(s) is equal to p;:

T(s,c) = Doy N[ ) AT (wi(5)).

i=1

For n > 1, the set <, for a one-dimensional state space R is defined as:

n C n
b, = N AT (Lﬂ%%o uJa™ (g a)

4;<a},q;,9,€Q, i=1
P L ol gl 1=
i#5=1a5,4;1N[a5,451=0
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Therefore, the complete set T (s, ¢) is measurable, as it is a denumerable intersection of
finite unions of generators for A(X). The generalisation to R" is obtained using rectan-
gles with rational endpoints in the n-dimensional space. Adding the mode component
of the state space S does not raise any measurability issues, since it is a finite set having
a finite number of subsets as measurable events.

If u;(s) sets are not disjoint, the expression is also measurable, but we have to take
into account the intersections where two different update functions can choose the same

point of mass, therefore the probabilities have to be added. Using ®<,,, we can define

o, = (ﬂ?;ll @gz) N ®~,, the measurable set of discrete measures having exactly n

points of mass. There are as many intersection combinations as partitions of the set
{1...n}, and we denote this family as SetPart(n):

1P|
T (s, c) = U $_ip N ﬂ A= ier, Pi <ﬂ uj(s)> .

PeSetPart(n) 1=1 JjePR;

Let f: 8™ — A(S) with f(s1,...,5,) = [s1—P1, ..., Sn—Pn] be a function generating
discrete measures, and let u: S — S™ with u(s) = (ui(s),...,un(s)) be a function
building the cross product of the nondeterministic update functions. Taking the set-wise
extension of f we have T (s, c) = f(u(s)), for ¢ = (true = ¢ =p1 1w+ ...+ Py uy).

We now develop the backwards image of a A(X) generator:

T(-,¢)"'(He)

={s| f(u(s)) n© # 0}

={s|3(s1,...,8n) € uls). f(s1,...,8,) € O}
= ’UJ_l(Hffl(@)).

We have that f: S — A(S) is measurable if and only if its uncurried version f’: (S X
Yg) — [0,1] with f/(s, A) = f(s)(A) for A € Xg is measurable in its first coordinate
, Lemma 1]. Being the uncurried version of f, a linear combination of measurable
functions, by standard results f'(-,@Q) is measurable, therefore f: S — A(S) is also
measurable. Function u inherits measurability from its components , Theorem
1.5.8|, concluding that 7 (-, ¢)"'(Hg) is a measurable set.

For a measurable continuous guarded command ¢ = (true — M), the Markov kernel
M: S — A(S) is embedded as T(s,c) = {M(s)}. Using a result of D’Argenio et
al. ﬂm, Proposition 5|—the embedding of labelled Markov processes (LMPs) into
NLMPs—the result follows. We have that singletons {u} € A(X) since the state space
is generated by a denumerable m-system, namely the intervals with rational endpoints
m, Lemma 2].

Given a command ¢ with a guard g other than true, we have

T(S, C) _ {T(Sa Ctrue) 1f RS g,

0 else,
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where ¢y, 18 a variant of ¢ where we replaced the guard by true, and this construction
preserves both properties required for 7 (-, ¢). From the measurability of 7 (-, ¢), we can
conclude the one of {c} x T (-, ¢).

Now we have to show that the complete T is measurable. As seen above, the transition

relation 7 (s) is the finite union 7(s) = |J;_, 7i(s) of a number of components 7;: S — X

for 1 < i < n representing timed or command transitions, and each T; is B(S)-H(X)-
def

measurable, with ¥ = ¥4, ® A(Xg). Thus, we have

T '(He)
={s|T(s)NO £ 0}

={s\ (Oﬁ@)ﬂ@#@}

n

U s| Ti(s) N © # 0},

and because the T; are measurable, each {s | T;(s) N © # ()} € X5 and thus their finite
union is an element of Xg, which shows that 7 is measurable. O

Example 4.16. Consider the SHA of [Figure 4.1. Most parts of its behaviour could be
described also by a PA using [Definition 3.22. The exception here is the command cwgr
which features a normal distribution. We are given k = 3, and the three dimensions t,
T and m. Assume we are in state s = ((Heat, Wait), 1,10, 0), that is we are just about
to move to mode react and have a temperature of 10. We have T (s, cwr) = {u} where
for a,b € R with a < b we have

1({ (Heat, React), 0,10} x [a, b]) = 5 25\/%/ < (x0_2;0) ) dz,

which uniquely determines the probabilities of other measurable sets. A

We are now able to determine minimal and maximal reachability probabilities of SHAs.

Definition 4.17. Let H = (M, k,m, (Post,)menr, Cmdsan, Cmdses) be an SHA with a
mode Mpeqer,- We define

def —,Cmds
= val_’

def l+
IIHH {chchh } xRF

+ det
val = VBt ) ¢

Hom g and valy,

H, M Reach

Because of the complex stochastic behaviour of the extended running example, we cannot
give a manual estimation of the reachability probability here. We will however apply an

automatic analysis in [Subsection 4.4.1l
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4.3 Abstractions

In this section, we will show how we can overapproximate SHAs by PHAs, which are
then guaranteed to safely overapproximate the behaviour of the original model.

The following definition states how a single measurable continuous guarded command
can be overapproximated by a measurable finite guarded command.

Definition 4.18. Consider a measurable continuous guarded command ¢ = (g — M).
Fizp;>0withl <i<nand), pi=1. Let iy, ..., 0, :S — X and uy, ..., u, : S —
Y be functions where for all s € S we have that

e U; and u; are YXg-H(Xg)-measurable for all i with 1 < i < n,

o M(s)(i(s)) = pi,

o M(s) (U~ w(s)) =1,

o the sets uy(s),. .., u,(s) are pairwise disjoint, and

o U(s) Cuyl(s) foralll <i<n.
We call £ = (Uy, ..., Uy, U1, ..., Uy, P1,-..,Pp) a command abstraction and define the
measurable finite guarded command

abs(c,f) = (g = pr:u 4 ...+ Pt Up).

By abstracting a command this way, we introduce (in most cases) uncountable additional
nondeterminism, but reduce the complexity of the stochastic behaviour, because the
abstractions of guarded commands no longer use continuous probability distributions.
Overlapping sets u;(s), uj(s), i # j are allowed. This feature can be used, for instance, if
the exact 4;(s), @;(s) corresponding to probabilities p;, p; cannot be computed, thus to
obtain a tolerance to guard against the imprecision of the p;. The abstraction of a single
command will be done symbolically in the high-level description of the probabilistic
hgbrid automaton (instead of the low-level model, as for instance in grid-based methods

; [HLS0d)).

Example 4.19. Consider the stochastic guarded command cwg of the SHA of[Figure 4.1
Letpy £ ... = ps £ 0.2 and consider a; € T+[-0.22,-0.21], ay € T+[—0.07, —0.06],
az € T+ [0.06, 0.07], ay € T +[0.21,0.22]. We define for s = ((Heat, Wait), t,T, m)

1 (s) = {((Heat, Wait),t,T)} x (—00, a1],
in(s) = {((Heat, Wait),t,T)} x (a1, as],
ii3(s) = {((Heat, Wait),t,T)} x (as, as],
iy(s) = {((Heat, Wait),t,T)} x (as, as],
i5(s) = {((Heat, Wait), t, T)} x (a4, 00),
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N(T,0.25)
a1 €T+ |las€T+laseT+ |laseT+
[—0.22, [—0.07, [-1-0.067 [+0.21,
~0.21] —0.06] +0.07] +0.22]
-
=0.2 =0.2 =0.2 =0.2 =0.2

Figure 4.2: Abstraction of a normal distribution.

and accordingly for s = ((Cool, Wait), t, T, m). Assume that by a precomputation (which
will later on be described in[Subsection 4.53.1) we known that

M(s)(in(s)) = M(s)(ua(s)) = M(s)(s(s)) = ... = pi = 0.2,

as illustrated in |Figure 4.9 Then the w; fulfil the requirements of [Definition 4.18 Fur-
ther define

u(s) = {((Heat, Wait), t, T)} x (—o0, —0.21],
uy(s) = {((Heat, Wait), t,T)} x [—0.22, —0.06],
us(s) = {((Heat, Wait), ,7)} x [—0.07,0.07],
u(s) = {((Heat, Wait),t,7)} x [0.06,0.22],
us(s) = {((Heat, Wait),t,T)} x [0.21, c0).

Then we have 4;(s) C w(s) for all © € {1,...,5}. Because of this, the probabilistic
guarded command

g—>02:u14+02:u+02:u3+0.2:u+0.2: us

with g = {(m,t,T,m) | m = (Heat, Wait) Vm = (Cool, Wait)} is a command abstraction
Of CWR - A

To overapproximate an entire SHA, we just abstract all measurable continuous guarded
commands.

Definition 4.20. Let H = (M, k,m, (Post,,)menr, Cmdsg,, Cmdses) be an SHA and
consider a family of command abstractions F = (f,) Then we define the PHA
abstraction of H as

ceCmdscts *

abs(H,F) = (M, k, 7, (Post ) menr, Cmdsg, W {abs(c, f.) | ¢ € Cmdses}).
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Example 4.21. If we overapproximate the only stochastic guarded command cwgr of

the SHA in[Figure 4.1] as in[Ezample 4.19, we can easily check that the resulting model
indeed fulfils all requirements of a PHA and of [Definition 4.20,. A

The following theorem shows that we can use the abstractions of [Definition 4.20/to prove
probability bounds p of SHAs by transforming them to PHAs and proving the bound
there.

Theorem 4.22. Given an SHA H with a mode Mpgeaer, and a family of command ab-
stractions F for its commands, we have

> val,

and Val abS(H,F)ymReach ’

+
< Val H,MReach

+
Val abS(H,F)ymReach

H,MReach —

Proof. Assume that
o H = (M, k,m, (Posty)men, Cmdsg,, Cmdscs),
o F=(f)

c€ Cmdscts’

e abs(H,F) = (M, k,m, (Post,,)men, Cmds),
o [H] = (5,%s,5, Act, X act, T),
o [abs(H, F)] = (5,5, Actu, Tobe).

Let

f: (Pathﬁi;bs(H,F)ﬂ ) Pa/thﬁgis(%,l;\)ﬂ) — (Pa/thﬁlr}r_ll]] ) Pathﬁr;i]])

be defined so that for B, € Pathﬁr;iFﬂ W Pathﬁr;iFﬂ we have

f(ﬁabs) = 67

with |Baps| = |8] (we let |Baps| = |8] = oo for infinite paths), where for valid i > 0 we

have

Blil = Baslil,

trace(B)[i] = trace(Babs)[i] if trace(Baps)[i] € Rso & Cmdsgy,

trace(8)[i] = c¢ if trace(Bans)[i] = abs(c, f.),

distrs(B)[i] = distrs(Baps)[i] if trace(Baps)[i] € Rso & Cmdsgy,

distrs(8)[i] = M (B[4]) if trace(Baps)[i] = abs(c, f,) with ¢ = (¢ — M) € Cmdss.
This way, f maps paths of abs(H, F) to the corresponding paths of H.

To show the theorem, we interpret [abs(H,F)] as a finitely probabilistic NLMP

[[a’bs<%7 F)]] = (S7 257 37 ACtabSa EACta 7;bs>7

in which schedulers are allowed to take a randomised choice. We then proove that for
an arbitrary scheduler o € Schedy) we can construct a scheduler o,,s € Sched fans(,7)]
where for all A € Zpathi[[[;};]] and Aps € Zpathi[[m; ] with f(Aabs) = A we have

(H,F)

Priabs(, e (Aans) = Prig(A).
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This means that, apart from the renaming of guarded commands and the distributions
appearing on the paths, the stochastic behaviour under these two schedulers agrees. In
turn, reachability probabilities agree, and fairness is also maintained.

Let 8 € PathE;bS(H7F)ﬂ. For measurable sets A C (Rso W Cmdsg,) X A(S) we define

oans(B)(A) = a(£(8))(F(A)).

We consider

e ¢c=(g9g— M) € Cmdses with

® Cus =abs(c,f.) =(g9g = p1:w,...,pn: u,) where

o f.= (U, ..., Uy U, o Uy, D1ye ey D)
We define a family of measure spaces

((Si, 2y p1a))iz1,

with

o S % flast(8)),

o ¥ = Ngliu(last(B)), and

o pi(A;) = MEEA for 4; € 3

Then consider the product measure space
(Sprodu 2prod7 ,uprod>7

with

® Oprod d:ef X?:(] Si?

L Zprod d:“ ®?:0 Ei’

° ,uprod(le:l A;) = pi(4;) where A; € ¥, for i € {1,...,n},
where fipr04 1S uniquely extended to other sets A € ¥,0q. Define

Ue = {[s)—=p1s ..., Shpa] | ) € i (last(B)),. .., s, € in(last(B))},

and let g: U. — Sproa be the bijection defined as

def /

g([si—p1, - shepn]) = (sh, ..., 8)).
Using g, we can define a measure p. on U, where for measurable B C U, we have

1e(B) * ioa(9(B).
Then for A = {caps} X Adgistrs € { Cans} X A(S) we define

abs(8)(A) = tre(Adisis N Ue)o (B)({c} x A(S)).

For the combined transition of [Definition 4.6, with
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e ¢c=(g.— M,) for all ¢ € Cmdss,

o abs(c,f.) = (g = Pea i Uer + ... F Do, @ Uey,) for all ¢ € Omdsets
with £, = (Ueas - ey Uedy - ooy Ueny Peds - - s Pen)s

e 3 € Pathfyy,

o Babs € Pathiewy With Bas = f(5),

o Ac Yy,

o Aups € Yaet,,. With Agps = (AN (Rso W Cmdssy,)) W {abs(c, f.) | ¢ € A},

o Avest = Aaps N (Rso W Cmdsgy,) and A, = Aaps Nabs(c, f.),

e () e,

o Qci= QN (last(3)),

o £ € A(Xg),

Ue if Mc(B) €,

o Labs € A(Xg) where Sans = § U U e omas... {@ olse

o fc,z’ = {,u € gabs | M(Qc,z) - pc,i}

we have

TrﬂabS(H7F)ﬂvoabsvﬁabs (Aab57 gab57 Q)
= / M(Q) Uabs(ﬁabs)<da7 d,u)
Aabs Xfabs

:/ M(Q) Uabs(ﬁabs da d,u
Arest X&abs

> /A ) Tabs(Bans) (da, dp)

c€Cmdsct ><§l
@/ g dCL d/i Z / . Uabs Babs)(da d,u)
est X ceCmdsct AcxEabs
=t )(da,d c(dp)o ct x A(S
[ we 3 /Axgbu(@u (@)o(B)({e) x A(S))
[ @i+ S [ w@undane(d)de < AS)
est X8 ceCmdscts =1 AcX&abs
- a3 [ Qe nme3)((e) x AS))
tX& c€Cmdscts =1 Acxei

-/ f@) o+ Y 3 po e Q (B)({c} x A(S))

c€Cmdscts 1=1

:/A Q) (5)da ) + 3 ZM (Qei)o(B)({c} x A(S))

c€Cmdscts 1=1

_ / Qo) (e, + ST MAQ(B)({c} x A(S))

c€ Cmdscts
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> / B)(da, du)

c€ Cmdscts C}X§

[ w@ o) e +
Arest X€

- / Q) o(5)da.dp)
= Trpnges(A, €, Q).

From this, by the definition of path measures in[Definition 4.6]the validity of
follows, and thus reachability probabilities and fairness agree.

By [Lemma 4.10, we can transform the scheduler constructed this way to a finitely prob-
abilistic scheduler o; (¢,,) which is guaranteed to obtain a lower (higher) probability than
0ans and maintains fairness. This scheduler is also a scheduler in the interpretation of
[abs(#H,F)] as a PA. Interpreting this model as a PA does not change the reachability
probabilities, from which we can conclude the lemma. O

4.3.1 Computing Abstractions

For the abstraction to be applicable in practice, it is crucial to compute the family of
abstraction functions effectively. As there exist quite diverse forms of random variables,
we cannot give an algorithm to handle all cases. Instead, we sketch how to obtain
over-approximation functions for certain classes of random variables.

Firstly, consider a one-dimensional probability measure pu: B(R) — [0,1] given by a
density function f(z), for instance the normal distribution. Using numerical methods, we
then compute bounds for a; with pu((—oc, a1]) = p1, u((a1, as]) = pa, ..., u((an_1,0)) =
Pn, for some pi,...,p,. In we assumed that we are already given a
valid abstraction of the normal distribution N (7,0.25). We first consider the case of
a constant T == 0, that is N(0,0.25). An abstraction of this distribution could be
obtained as follows. Fixing n = 5 and p; = 0.2, we use numerical methods to find out
that the a; are in the intervals a; € [—0.22,—0.21],a2 € [—0.06, —0.06],.... We can
now transform the random variable to handle the general case N'(T,0.25), in which the
distribution depends on the state variable T. We use the fact that A/ (z,y) = 2®&U==

Thus, we can transform corresponding interval endpoints b; to b;(z,y) = b;(0,1) - y + x.

When setting x = T,y = 0.25, we obtain the same intervals as given in

If the cumulative distribution function F'(x) of a random variable is known and we can
compute a closed-form of F~!, we can use a method similar to the inverse transform
method. Consider the exponential distribution with state-dependent A. We have that if
F\(a;) = p; then a; = —1In(1 pl) We can then obtain adjoint intervals which have a
certain probablhty by precomputmg [b;,b}]  —1In(1 — p;) and thus we specify command

branches p; :

For probablhty measures in two variables, we consider f(-, (—o00,00)) at first, and then
split each f([a;, a;11],-) again. This technique extends to any finite number & of vari-
ables. If we split each of them into a number of n parts, the support of the abstracting
distribution has a size of n*. Thus, the worst-case complexity of this method is rather
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bad, because the number of parts increases quickly with an increasing number of dimen-
sions. As an alternative, one could divide the space by spheres of similar distance. This
way, one would only need n parts, but would loose more information. However, the case
that only one or few variables change appears to be the practically relevant case for us.
It occurs in settings where the environment can be observed only with limited accuracy,
as the ones discussed in [Section 4.4

After we have transformed each stochastic guarded command into a probabilistic guarded

command, we can use the methods from the previous chapters to obtain an overapprox-
imation of the new PHA.

Corollary 4.23. Consider a PHA H, let Haps = abs(H,F) for an according family

of abstraction functions ¥. Further, consider an abstraction Miyq of ind(Haps), M ]
abs(Haps, Mina) and a mode mpeqer, of H. Let Reach be defined as in[Theorem 4.29 and
let Cmds be the set of probabilistic guarded commands of Haps. Then

lf,Cmds

+ +
val < valy gegen and valy, ., > val b

H M Reach —

This follows directly from [Theorem 4.22] and [Corollary 3.38|

4.4 Case Studies

We use the extended analysis method described above to obtain upper bounds for reach-
ability properties in several case studies. In each case, we firstly abstract stochastic
guarded commands to probabilistic guarded commands, which PROHVER can handle.
Thus, we obtain a PHA which overapproximates our SHA, as described. The transfor-
mation to PHAs is so far done manually. The methods described in [Subsection 4.3.1]
could however be automated further in such a way that one for instance only had to
specify the intervals into which a one-dimensional random variable is to be divided in-
stead of applying the transformation by hand. Again, we use PHAVER and our tool
PROHVER to obtain overapproximations of the reachability probabilities in the PHA.
Experiments were run on an Intel(R) Core(TM)2 Duo CPU with 2.67 GHz and 4 GB
RAM as before.

4.4.1 Thermostat

We reconsider the extended thermostat of and ask for the maximal probability
to reach Error within a given time bound . Like the thermostat from [Chapter 3| this
model features dynamics which can be described by affine differential equations, but
which is not linear. We choose a fixed splitting of the normal distribution, but vary the

refine constraints used by PHAVER (cf. [Section 2.5)) to analyse the model.

In [Table 4.7 we give probability bounds and performance statistics. We used a refine
constraint on the variable 7" which models the temperature. To abstract the normal
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< constraint length 2 constraint length 1 constraint length 0.5
build (s) states prob. build (s) states prob. build (s) states prob.
2 1 16 0.000 0 21 0.000 1 31 0.000
4 1 269 1.000 2 316 0.285 3 546  0.285
6 6 1518 1.000 10 2233 0.360 17 3797 0.360
8 21 4655 1.000 38 8261 1.000 87 16051 0.488
10 58 10442 1.000 131 20578 1.000 529 44233 0.591

Table 4.1: Thermostat results.

distribution N (T, 0.25), we used
T+ {[-0.25,0.25], (—o0, —0.25], [0.25, 50) ).

For all instances, there is a constraint length small enough to obtain a probability bound
that is the best possible using the given abstraction of the normal distribution. Smaller
constraints were of no use in this case. The drastic discontinuities in probability bounds
obtained are a consequence of how the abstraction by PHAVER works: it splits ab-
stract states into smaller abstract states when exploring the model parts reachable by
timed transitions. This is necessary to obtain reasonable results for nonlinear hybrid
automata. Using smaller constraints usually results in a better abstraction, but this is
not guaranteed. For a more thorough discussion of the abstraction used by PHAVER,

see [Section 2.5

4.4.2 \Water Level Control

We consider a model of a water level control system, extended from [Subsection 3.5.3l
In particular, we use this case study to demonstrate the influence which different ab-
stractions of the same continuous stochastic command have. A water tank is filled by a
constant stream of water, and is connected to a pump which is used to avoid overflow of
the tank. A control system operates the pump in order to keep the water level within
predefined bounds. The controller is connected to a sensor measuring the level of water
in the tank. A sketch of the model is given in [Figure 4.3 The mode Tank models the
tank and the pump, and W is the water level. Initially, the tank contains a given amount
of water. Whenever the pump is turned off in mode Off, the tank fills with a constant
rate due to the inflow. Conversely, more water is pumped out than flows in when the
pump is on.

The controller is modelled by the part Controller. In mode Wait, the controller waits for
a certain amount of time. Upon the transition to React, it measures the water level. To
model the uncertainties in measurement, we set the variable m to a normal distribution
with expected value W (the actual water level) and standard deviation 1. According
to the measurement obtained, the controller switches the pump off or on. We remark
that this measurement is not necessarily realistic, because no filtering is involved here
to guard against measurements which are obviously far off from the real value.
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Init Error

W>12viV <1

=0 Controller

Wait if m<5 then off!
i=1 if m>8 then on!

A<t [€

R:(tZ].—)tI:O
Am/=N (W, 1))

' A
React
Y P
On t=1

Am=0
At<0.1

t>0.1—t'=0

Figure 4.3: Sketch of water level control case study.

Abstraction A Abstraction B Abstraction C Abstraction D

b.(s) states prob. b.(s) states prob. b.(s) states prob. b.(s) states prob.
20 3 999 0.199 3 1306 0.098 3 1306 0.136 5 1920 0.047
30 7 2232 0.283 8 2935 0.143 8 2935 0.187 16 4341 0.069
40 16 3951 0.358 20 5212 0.186 19 5212 0.255 48 7734 0.092
50 36 6156 0.425 44 8137 0.226 45 8137 0.302 111 12099 0.113
60 71 8847 0.485 89 11710 0.265 89 11710 0.358 224 17436 0.135

Table 4.2: Water level control results.

We are interested in the probability that within a given time bound ¥, the water level
leaves the legal interval. In [Table 4.2] we give upper bounds for this probability for
different time bounds as well as the number of states in the abstraction computed by
PHAVER and the time needed for the analysis. We round probabilities to four decimal
places. For the stochastic guarded command simulating the measurement, we consider
different abstractions by probabilistic guarded commands of different precision:

=w+ {[-2,2], (—00,1.9] U[1.9,00)},

—w+{[ ,2], (—00,1.9],[1.9,00)},

C=w+{[— 27 2.7, (=00, 1.2),[1.2,00) },
D=w+{[~15,15],[~1.5,—2],[1.5,2], (—o0,1.9), [1.9, 00)}.

For better comparability of the different abstractions, we visualise them in [Figure 4.4]
When we refine the abstraction A to the more precise abstraction B, the probability
bound decreases. We remark that A consists of two different sets, whereas B consists of
three, as we have split (—oo, 1.9] U [1.9, 00) into (—oo, 1.9] and [1.9, c0). If we introduce
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{ T T T % % % % \
-0 -3 -2 -1 0 1 2 3 00

Figure 4.4: Visualisation of abstractions for water level control.

additional nondeterminism as in abstraction C', probabilities increase again. If we refine
B again into D, we obtain even lower probability bounds. The price to be paid for
increasing precision, however, is in the number of abstract states computed by PHAVER
as well as a corresponding increase in the time needed to compute the abstraction.

Manual analysis shows that, in this case study, the over-approximation of the prob-
abilities only results from the abstraction of the stochastic guarded command into a

probabilistic guarded command and is not increased further by the state-space abstrac-
tion of PHAVER.

4.4.3 Moving-block Train Control

As a more complex example of a hybrid system implementing a safety-critical control
policy, we present a model of headway control in the railway domain (Figure 4.5). A
more extensive description of the setting plus a closely related case study containing a
sampling-related bug not present in the current model appeared in a previous publica-
tion Nﬂ_ieiﬁ] In contrast to fully automated transport, which is in general simpler to
analyse (as the system is completely under control of the embedded systems) our sample
system implements safe-guarding technology that leaves trains under full human control
provided safety is not at risk. It is thus an open system, giving rise to the aforementioned
analysis problems.

Our model implements safe interlocking of railway track segments by means of a “moving
block” principle of operation. While conventional interlocking schemes in the railway
domain lock a number of static track segments in full, the moving block principle en-
hances traffic density by reserving a “moving block” ahead of the train which moves
smoothly with the train. This block is large enough to guarantee safety even in cases
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Error
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vamaxz UfrUmaxS iaUthIZSOOm 0.9:t'=0A
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t=1 -
v AE<8
AutoBrake
m t>8—m/=N(s;,0) 0.1:¢'=0
V€[00, Umax] Y
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NVp=ay m=0
ASg=v§ Ni=1 t>8—
/\vamax22boff(sf_G’Uth) At<8

Vmax=83.42, [=200m, sd=400m, amin=—1.4%, amax=0.73%, bon = —0.73%, bog = —0.33,

Figure 4.5: Moving-block train distance control with perturbed measurement of leader
train position (using normal distribution A (s;, o) centred around the actual
value, with standard deviation o) and unreliable communication of resultant
movement authorities (failure probability 0.1). Error represents collision of
the two trains.

requiring emergency stops, i.e. has a dynamically changing block-length depending on
current speed and braking capabilities. There are two variants of this principle, namely
train separation in relative braking distance, where the spacing of two successive trains
depends on the current speeds of both trains, and train separation in absolute braking
distance, where the distance between two trains equals the braking distance of the sec-
ond train plus an additional safety distance (here given as sd = 400m). We study the
second variant, as employed in the European Train Control System (ETCS) Level 3.

Our simplified model consists of a leader train, a follower train, and a moving-block
control regularly measuring the leader train position and communicating a movement
authority to the follower. The leader train is freely controlled by its operator within the
physical limits of the train, while the follower train may be forced to controlled braking
if coming close to the leader. The control principle is as follows:

1. 8 seconds after communicating the last movement authority, the moving-block con-
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Abstraction A Abstraction B
b.(s) states probability (o = 10,15, 20) b.(s) states probability (o = 10,15, 20)

60
80
100
120
140
160

59 571 7.110E-19 6.216E-09 2.141E-05 63 571 1.806E-06 2.700E-03 3.847E-02
199 1440 1.016E-18 8.879E-09 3.058E-05 199 1440 2.580E-06 3.855E-03 5.450E-02
5924 2398 1.219E-18 1.066E-08 3.669E-05 493 2392 3.096E-06 4.624E-03 6.504E-02
1455 4536 1.524E-18 1.332E-08 4.587E-05 1347 4524 3.870E-06 5.777E-03 8.063E-02
3024 6568 1.727E-18 1.509E-08 5.198E-05 2885 6550 4.386E-06 6.544E-03 9.088E-02
6783 10701 2.031E-18 1.776E-08 6.116E-05 6678 10665 5.160E-06 7.695E-03 1.060E-01

Table 4.3: Train control results.

trol takes a fresh measurement m of the leader train position s;. This measurement
may be noisy.

. Afterwards, a fresh movement authority derived from this measurement is sent

to the follower. The movement authority is the measured position m minus the
length [ of the leader train and further reduced by the safety distance sd. Due to
an unreliable communication medium, this value may reach the follower (in which
case its movement authority auth is updated to m — [ — sd) or not. In the latter
case, which occurs with probability 0.1, the follower’s movement authority stays
as is.

Based on the movement authority, the follower continuously checks the decelera-
tion required to stop exactly at the movement authority. Due to PHAVER being
confined to linear arithmetic, this deceleration is conservatively approximated as
Areq = %, where v is the actual speed, vy., the (constant) top speed, and s
the current position of the follower train, rather than the physically more adequate,
yet nonlinear, ayeq = 2(8_72“% of the original model M]

v

The follower applies automatic braking whenever the value of a,e, falls below a
certain threshold b,,. In this case, the follower’s brake controller applies maximal
deceleration an;,, leading to a stop before the movement authority as amy, < bon.
Automatic braking ends as soon as the necessary deceleration a,q exceeds a switch-
off threshold b,g > b,,. The thresholds b,, and b,g are separate to prevent the
automatic braking system from repeatedly engaging and disengaging in intervals
of approximately 8 seconds when the leading train is moving.

We consider the probability to reach the mode Error in which the follower train has
collided with the leader train. In [Table 4.3] we give probability bounds and perfor-
mance results. For abstraction A we use a division of the normal distribution into

Sl+{

(—00,91],[89,00)}. For B, we split the distribution into s; + {(—o00, 51], [49, c0)}.

We give probabilities for different values o of the standard deviation of the measure-

ment.
value

We modelled the measurement error using a normal distribution with expected
sy, i.e. the current position of the leader train. In the table, we considered dif-

ferent standard deviations of the measurement. The abstraction used for each of them
can be obtained using structurally equal Markov decision processes, only with different
probabilities. Thus, we only needed to compute the abstraction once for all deviations,
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Figure 4.6: Visualisation of abstractions for moving-block train control.

and just had to change the transition probabilities before obtaining probability bounds
from the abstraction. It was sufficient to split the normal distribution into two parts.
Depending on where we set the split-point, we obtained probability bounds of different
quality. Although this hybrid automaton is not linear, which implies that PHAVER
needs to over-approximate the set of reachable states, we are still able to obtain useful
probability bounds when using an adequate abstraction, without refine constraints.

4.5 Related Work

There are a number of existing notions of HAs which also feature continuous distribu-
tions. Most of them do not contain nondeterminism. All of them are built on specialised
solvers and do not (in the end) rely on existing solvers for nonprobabilistic HAs.

Davis M] introduced piecewise-deterministic Markov processes (PDMPs). The
continuous-time transitions of this model are described by ordinary differential equa-
tions. State changes are triggered, on the one hand, spontaneously according to a gen-
eralisation of exponential distributions, similarly to continuous-time Markov chains. On
the other hand, jumps can be forced in case a differential equation is about to violate a
certain invariant. Other notions of stochastic HAs comprise stochastic differential equa-
tions ArnZJ; BLOGa; B]]J'!A; BLB!!EJ; BLQﬁH; BLLQS]. They can incorporate random
perturbations, such as Brownian motion, into the continuous dynamics. As PDMPs,
they usually do not contain nondeterminism and their solution methods are rather dif-
ferent from the ones of nonstochastic HAs. There are some versions of these models
with nondeterministic decisions M], but the solution methods for these models are
rather different than those of the stochastic HAs models discussed before.

Solution methods for stochastic HAs without nondeterminism but with stochastic dif-
ferential equations often rely on grid-based methods. These methods subsume concrete
states of a stochastic HA and in turn approximate the original model by finite discrete-
time Markov chains ﬂm; M] It is proven that the results of analyses of these
Markov chains converge to the result in the original hybrid models, but there are no
exact error bounds. Related solution methods assume that the model has already been

discretised in time, but still has a continuous state space ﬂAJlajiE; Aba-10; AKM11;
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]. Again, for the step from the continuous-time model to the discrete-time model no
error bounds exist, but for the step from a discrete-time, continuous-state to a discrete-
time, discrete-state model error bounds do exist.

The grid-based approach is similar to our approach insofar as it subsumes concrete states
to abstract ones. Differently from ours, this abstract model is, in most cases, again a
purely stochastic model without nondeterminism, from which an error has to be added
or subtracted to obtain over- or underapproximations of the actual value. As we abstract
to nondeterministic models, the maximal reachability probabilities in the abstract model
are guaranteed to be no lower than the ones of the concrete model, and similarly for
the minimal ones. Thus, in contrast to the methods discussed here, we do not explicitly
compute the error bounds.
There are also some works which do not rely on a grid. Althoff et al. consider a method
| in which they use zonotopes to compute overapproximations of the states in
which a system described by a stochastic differential equation will remain with a sufficient
probability. Other methods use Lyapunov functions ] or barrier certificates ]
to decide safety properties.

The NLMPs we use as our semantical model have been developed by Wolovick et al.

ID’A+09; DTW12; Woll2].

4.6 Conclusion

We have extended our basic PHA model of by continuous distributions, thus
allowing to faithfully model a class of relevant reals-world systems. In particular, this
approach is a natural model of perturbed measurement processes, as was demonstrated
by a number of case studies. Because PAs do not allow for the specification of con-
tinuous distributions, we had to change our underlying semantical model to NLMPs.
The continuous distributions raised questions of measurability, which did not occur in
PAs. Because of this, the formulation of the NLMP model and its properties was more
complicated than previously. Also, when describing the semantics of SHAs in terms of
NLMPs, it was no longer obvious that this semantics indeed fulfils all the requirement of
an NLMP, as it was for PAs. To guarantee that it is, we put measurability restrictions
on the system components, and showed that their measurability implies the measura-
bility of the complete system. We have described how we can overapproximate SHAs
by PHAs, and have proven the correctness of this abstraction. As we already have de-
veloped an abstraction framework for this restricted class of models, we concluded that
we are now able to decide properties of general SHAs, and demonstrated our practical
ability to do so on a number of case studies, one of which was a complex model of a
real-world railroad coordination system.

The overall abstraction scheme is given in [Figure 4.7 It thus extends [Figure 3.8

For clarity we have left out the steps concerning the time-restricted semantics (cf.
[Definition 2.16] and Definition 3.22) of PHAs, which is used as an intermediate step
of the abstraction of PHAs.
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,, Defnifion 220 abs(g;F) iorimisrr: 2 SR
JDefnition 224
[Definition 414 MeAbs(ind(G), A, T)
JDefnition 3.35
[H] [G] abs(H, M)
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Definition 4.8 (Definition 312 Deflnition 3.12
Iyitia Theorem 1221 0L Theorem 332 = Gds "~ > [Algorithm 3.3

ValHH]]’mReachXRk = Val[[gl],mReaah,XRk Valabs(H,M),ReachA

Figure 4.7: Abstraction scheme for SHAs.
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Partial Control

In this chapter, we focus on probabilistic hybrid automata which are under our partial
control. We divide the nondeterminism into two parts, one where we are in control
and another which is assumed to be controlled by a possibly malevolent environment.
In addition, we still have complex dynamics as well as probabilistic choices. In the
setting we analyse, we assume that we are in control of the guarded commands which
we can execute to influence the environment, and can decide to wait for a specific
amount of time. The environment can then choose the exact effect of the guarded
command, or of the timed transition. We chose this kind of division between the two
types of nondeterminism, because it is a very natural one: mode-switching controllers
of hybrid systems are often realised as digital circuits with a finite number of possible
outputs, which corresponds to the finite number of commands between which it can
choose. On the other hand, a controller can silently wait for a given time, during which
continuous values of the environment (temperature, level of water in a tank, etc.) are
changed. We then show how we can use results in the abstraction of such systems to
synthesise controllers which can steer a system thus to guarantee bounds on reachability
probabilities.

In we show how probabilistic automata can be interpreted as probabilistic
games. We also define the optimal values of reachability properties which a controller
can enforce against a most malevolent environment. In we discuss an in-
terpretation of probabilistic hybrid automata as partially controllable systems and give
their semantics in terms of a probabilistic game. Then, in we show how
we can obtain suitable abstractions, which are finite games. will discuss
how properties can be decided once the abstraction has been computed and
will discuss how we can then use these results to synthesise controllers for the concrete
system. In we apply the method on a case study. Afterwards,
discusses related work. concludes the chapter.

5.1 Game Interpretation of Probabilistic Automata

As in our semantical models are PAs. However, we interpret the transition
matrix in a different way. Instead of assuming that the entire nondeterminism is resolved
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by a single scheduler, we assume that one instance chooses between the different possible
actions, and another instance is then responsible for choosing the exact effect of an action.
Both choices combined in turn yield a scheduler in the previous sense.

Definition 5.1. Consider a PA M = (S,5, Act,T). A player-con strategy is a function
Ocon: Pathty — Distr(Act). We require, for each 8 € Pathiﬂ and a € Act, that if
Ocon(B)(a) > 0 then we have T (last(5),a) # 0. A player-env strategy is a function
Oenv: (Path®l x Act) — Distr(Distr(S)). We require that if T(last(B),a) # 0 and
Oenv (B,a) (1) > 0 then p € T(last(B),a). By Strat\y° for who € {con,env}, we denote
the set of all player-who strategies.

A player-con strateqy oeon 1S called simple if it only maps to Dirac distributions and if for
all B, 3" € Path®y with last(3) = last(8") we have oeon(B) = Teon(B'). We can interpret
it as being of the form oeon: S — Act. A player-env strateqy e, 1S called simple if
it only maps to Dirac distributions and if for all 8,5 € Path% with last(B) = last(/’)
and a € Act we have oeon(5,a) = eon(5',a). We can interpret it as being of the form
Teon: (S, Act) — Distr(S). By Strat’;” ™ for who € {con,env}, we denote the set of
simple player-who strategies.

The joint scheduler join(ocon, Oeny) € Schedyq of a player-con strategy oeon and a player-
env strateqy Oeny is defined so that for B € Path\%, a € Act and p € Distr(S) we
have

join(0con, e ) (B)((a, 1)) = Ocon(B)(@)0enn (8, @) (12).

A player-con strategy together with a player-env strategy is thus sufficient to determine
the stochastic behaviour of a PA.

Because player con is responsible for choosing the actions, for fairness to hold, we require
it to ensure that the behaviour of the model is fair with probability 1, regardless of what
player env does.

Definition 5.2. A player-con strategy ocon € Strat’y; of a PA M is called Actg,-fair

env

if for all player-env strategies oeny € Stratly, we have
P’f’MJOin(O-wmaenv)(P(lthjl\jtfair) =1.
By S'tr’atﬁ“‘"*ir we denote the set of all Acteye-fair player-con strategies of M.

With these preparations, we can define the extremal values over all possible resolutions
of strategies.

Definition 5.3. For a PA M = (5,3, Act,T), a set Reach C S of states, and a subset
Actpair € Act of the actions of M and for e, € Stratyy and oeny € Stratyy we define

Ocon;0env (E join(gconyaenv)
ValM,Reach _ ValM,Reach

Then, let

def Ocon,0env

+,— def .
ValM7ReaCh n Sup lnf env ValMJ%EaCh and
Ocon EStratS&" Oenv GStT(LtM
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—,+,Actgaiy def . Teon,Teny
ValM’Re(wh o inf Acte.: Sup ValM,Reach :
Ocon€EStrat ), fair gony € Strat iy’

We use the fairness restriction only if player con minimises. The reason is that we will
later on use the game interpretation of PAs to build a game-based semantics of PHAs.
There, if player con maximises, it has no interest in choosing nonfair behaviours (see the
discussion in on time-convergent behaviours). In Definition 5.3, valy; s,

and Valx/’[}’{:;fﬁa“, that is values in which the two players collaborate, are left out, because

these values would be the same as the ones of [Definition 3.11] and [Definition 3.12

Example 5.4. Reconsider the PA M of [Figure 3.1 and let Reach = {sy}. We want to
compute Valj—\/’l,_Reach‘ Now, player con, who has control over the choice of actions, tries to
maximise the probability to reach Reach, whereas player env, who controls the remaining
choices, tries to minimaise it.

It turns out that we have Valj()t,_}zeach = 2~ 0.952: in sy, the best choice for player
con is the action a. Here, there is only one choice for player env left. By a repeated
choice of this transition, ss is reached with probability %, whereas s1 is reached with
probability . In contrast to the maximising scheduler of [Example 3.13, for player con
1t does not make sense to choose action a in s, because it has mo control about the
concrete successor distribution. If it had choosen this action, player env would choose
the distribution leading back to s, with certainty instead of the one to so. Instead, in
s1 player con should repeatedly choose b. Under the condition that we are in state sy,
this leads to a probability ofg to reach sy. In total, the reachability probability is thus

2 1.6 _ 20 ~
241.8=2%500952 A

5.2 Controlled Probabilistic Hybrid Automata

Our high-level model is exactly the same as the one of [Definition 3.200 However, we
interpret it in a different way. We assume that we are in control of whether we let a
certain amount of time pass, or whether to execute a certain action. Then, a possibly
malevolent environment resolves the internal nondeterminism of the timed transition or
the command chosen. This is then followed by a probabilistic choice.

Example 5.5. In[Figure 5.1 we sketch a variant of the PHA of [Figure 3.3 In contrast

to the former example, the automaton does not have an Error mode. Instead, we assume
that it 1s broken from the beginning, and needs to be steered into the failsafe mode Safe
as quickly as possible.

The automaton now contains more timed behaviours. For instance, in mode Check,
instead of T = —%, the behaviour of the temperature is now given as —0.7T < T <
—0.3T. In[Figure 5.9 we depict the possible behaviours if we are in the state with mode
Check and have a temperature of T'=15 and a timer value of t = 0. From the graph we

see that if player con chooses to wait for time 0.25, player env can choose a temperature
between about 4.20 and 4.64. A
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Heat cnco=(T>9—T'=T Nt'=0) Cool
C} cru=(true—9<T"<10At'=0) 1.6<T<2.4 00
Init e =

—1.4T<T < —0.6T

Moy € AT>5
cncn=(t>2—T'=TNt'=0) At<3 ccon=(T<6—T'=TAt'=0) >
A
Check ‘ 0.3:T'=TAt'=0,
—0.7T<T< —0.3T > " N
7\t<_1 ‘ cchn=(t>0.5— 0.7:T'=TNt'=0) @

Figure 5.1: Controlled PHA modelling a thermostat.

T
t<1]t>1

W = ot

2} | | | >t

0 0.25 05 0.75 1

Figure 5.2: Post operator of PHA with partial control.

We consider the division of the two choices in which player con chooses commands or
time durations whereas player env chooses the exact outcome as natural: the controller
of a hybrid system is often given as a digital circuit, which can thus choose to between
a finite number of different outputs, corresponding to the guarded commands. Using
a stopwatch, it can also choose to wait for a specific time duration. The environment
on the other hand is usually continuous, which is taken into account by allowing it to
choose from the remaining continuous nondeterminism.

The definition of values in this interpretation is then as follows.

Definition 5.6. Let H = (M, k,m, (Posty,)menr, Cmds) be a PHA with a mode m gegen -
We define

def 1+77

—+ def —,+,Cmds
—= Vva ’ Py l 3T
[Hﬂv{mReuch}XR

+,-
Va’l HymReach = Vva [Hﬂy{mReuch}XRk ’

H7mReach k and Val

As in we also consider the time-restricted semantics and prove that it is
equivalent to the semantics without time restrictions. In we did so, because
the abstractions we obtain from hybrid solvers are abstractions for the time restricted
semantics, rather than for the original one. In this chapter, the time restrictions will
also be used to obtain more precise results in the later abstraction. Thus, in contrast to
the basic setting, it is even advantageous to consider the time restriction, rather than
just necessary because of the way the hybrid solvers work.

Lemma 5.7. Gwen a PHA H with commands Cmds, a set of states Reachpy) =
Reachpy ) € M x R*, and a time restriction T we have

and valyT0mds g+, Omds

+,— _ +,—
val = Valpy 1y, Reach iz [M], Reach s [7¢,T1, Reachyz,my’

[[H]],Reach ]
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Proof. The result follows similarly to [Lemma 3.26 assume T = (t,,)men and that the
dimension of H is k. Consider a situation where we are in mode m with variable valuation
Ustart Of H and player con chooses a time duration of t with t,,(vsrt) < t in the semantics
without time restriction. In the time-restricted semantics, player con can use a similar
construction as the time-restricted scheduler T(¢) in [Definition 3.251 By definition of
the post operator and the time restriction (cf. [Definition 2,12l and [Definition 2.16)), there
is a function f: R¥ — Ry for which

f(v) € t,,(v) for all v € R¥

Vb dZEf {Ustart}a

Vigh = Uyev, Postim(v, f(v)) for i > 0, and

the fixed point of the sequence V; for i — oo is V,

and we have
Postp (Usgart, t) = V.

This means that player con can divide the duration t into a series of smaller time steps,
which lead to the same set of states being potentially reached. From this, player env
has the same choice of the actual successor state. As this division of t into several
shorter durations is also possible in the original model, it also does not increase the
power of the controller player. Because of this, the reachability probabilities in both
models agree. O

5.3 Abstractions

As in we want to estimate bounds on the behaviour of the controlled PHA.
In addition, we want to synthesise a strategy in the abstraction which is guaranteed
to maintain a certain bound also in the concrete model. To do so, we have to extend
the previous definition of an abstraction slightly, to take into account that we have two
competing players.

Definition 5.8. Consider a PHA H = (M, k,m, (Post,,)men, Cmds), an abstract state
space A = {z1,...,2,} of corresponding dimension and modes as well as a time restric-
tion T = (t,,)menrr- A game abstraction

M= (AW{L} zg, Cmds {7}, T)

has to fulfil the requirements of the abstractions in [Definition 2.24 In addition, it con-
tains a new state L and we add the requirements

e for z € A for which there is s = (m,v) € z so that for all t > 0 we have
Post,,(v,t) = {v}, there is [z'—1] € T (z,7) where s € z' € A,
o if forsomez€ A andc= (g9 —=p1:u+...+pn: ) € Cmds we havez\ g # 0,
then we have [L—1] € T (z, c), and
def

o for alla € Cmds W {1} we have T(L,a) = {[L—1]}.
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By GAbs(H, A, T) we denote the set of all game abstractions.

The state L and the transitions to this state are used to prevent that player con chooses
to execute c¢ in an abstract state z which contains a state s in which ¢ cannot actually
be executed. In principle, we could also have set 7 (z, ¢) £ 0 in such a case. Basically,
having a transition to L has the same effect: we will define values so that transitions to
L are always most disadvantageous for player con, implying that player env will always
choose such a transition in case player con executes ¢ in the situation above. Thus,
the transition has the same effect as disabling the command completely. However, we
still want to use the LTSs computed by usual hybrid system solvers, and these solvers
compute overapproximations and not underapproximations of the actual transitions.
The timed self loops we introduce in [Definition 5.8] are used for the same effect.

Because we are now considering two competing players, we can no longer use simulation
relations to prove properties of abstractions. Instead, we will give a number of interme-
diate models, for which we show that they do not improve the chances of player con to
win the game. Finally, this will allow us to build a chain of inequations allowing us to
show that the abstraction yields safe bounds.

The first intermediate model is obtained by copying the states of the semantics for each
abstract state they are contained in. The transitions between the new states are basically
the same.

Definition 5.9. Consider a PHA H = (M, k,m, (Post,,)men, Cmds), a time restric-
tion T = (tm)mem, and a game abstraction M = (AW {L},Z, Cmds W {7}, T) €
GAbs(H, A, T). We say that

M X [[H7 T]] d:ef (Scopyagcopya ACt, 7;opy)

1s the M-copied semantics of H with time restriction T if
Seopy = {(z,s) | z€ ANs €z},

def

Scopy = (Z,(m,0,...,0)),
for all (z,s) € Seopy and all c = (g = p1: w1+ ...+ Dy 1 w,) € Cmds with s € g
and
— p=[si—p1, .. shepn] € {811, Shepa] | S) € wi(s), .. 8l € u(s) ),
— (21, ..., Z=ps] € LiftA(u) NT (2, ¢) with s; € z, fori e {1,...,n}
we have

(21, 1) =1, - (23, 5,)—Pn] € Teopy (2, 5), €).

For all (z,5) € Scopy with s = (m,v) and all t € Rxg
— let ty = min{t, t,,(v)},
— consider s' = (m,v") with v' € Post,,(v,tr),
— then if ' € z, we require [(z,s")—1] € Teopy (2, 5), 1),
— else, forallz' € T(z,7) with s’ € 2’ we require that [(Z, s')—=1] € Teopy((2, 5), 1).

108



5.3. ABSTRACTIONS

There are no other transitions in Teopy than the ones described above.

As we have only copied the states of the semantics a few times, the bounds on reachability
probabilities stay the same. However, we will only need the direction that they do not
improve the reachability values for player con.

Lemma 5.10. Consider a PHA H = (M, k,m, (Post,,)men, Cmds) with a mode m gegen -
Let Reachpy ) {MReach} x RE and Reach yx w1 - {(z,5) € Ax (M xRF) | s e
z N Reachpy rp}. Then we have

+,— +,—

Val[[’H,T]],Reach[[H’T]] > ValMX[[’H,T]],ReachMX[[H’T]] and

—,+,Cmds —,+,Cmds
valp) 77 Reachgs oy = VAMXTH,T], Reach nes oy

Proof. We consider the case

—,+,Cmds —,+,Cmds
Val[['H,T]],Reach[[Hm]] < Val/\/l X [H,T],Reach pgx 2,17

The other one is similar but simpler, because we do not have to take fairness into
account. To show the validity of it suffices to show that for each ocon copy €
Stmtﬂ';d[f%ﬂ there is ocon € Stmtﬁ%"ﬂ with

Ocon,0env Ocon,copy;Tenv,copy
Sup Val[[H,T]],Reach [#,7] < sup ony Val./\/l X [H,T],Reach pqx m, 1]

OenvEReach pq« ™,T] aenv,copyeStmt[[H’T]]

Consider oeon copy € Stmtf/(mxd[f%m. We can construct oeon impr € Stmtf/tmxd[f%m so that for

all 8,8 € Path{, . ry with

B = (Z07 30) Qo Ho (Zh 81) a1 - .. Ap—1 fn—1 (Zn7 Sn)7
B" = (20, S0) ao pto (21, 51) @1 p1 - A1 o1 (Zyy Sn), .

that is for finite paths which only differ in the components of abstract states, we have

Ucon,impr(ﬁ) - Ucon,impr(ﬁl) )

and

Ocon,impr;Tenv,copy

MX[H,T],Reach pq [, 1] <

Ocon,copy ;0env,copy

sup Val./\/l x[H, T, Reach pgx 2, 1]

Oenv,copy € Stratﬁ?-zl,T]]

sup val

Oenv,copy € Stratﬁ?-zl,T]]

This is the case because the abstract state component does not influence the reachability
probability, so that oo impr can choose the better alternative of the two paths 5 and .
As there are only finitely many abstract states, this argument carries over to more than
two of such paths. Fairness is maintained by this construction, because otherwise the
original strategy Oeny copy could not have been fair before: there would be a strategy of
player env so that the probability is concentrated in the paths from which the decisions
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are taken over in Ocon impr. 1IN turn, if geny copy Was not fair, then the probability of fair
paths would be below 1 when using the player env strategy and oeny,copy-

Because of this, it suffices to show for these kinds of strategies. We can
then define oo, € Strat'§y for which with 3 in the form of and

def
5[[%,1‘]] = S0 Qo Mo S1 A1 M1 -+ Ap—1 Hn—1Sp

we have

Ocon (ﬁ[[H,T]]) g Ucon,impr(ﬁ)-

We can consider an infinite-state model [#H,T],.. in which we have integrated the
decisions of 0., into the model, which means that for all o.,, € Stmtﬁ?{fﬂ we have

Oenv _ Ocon,0env
VAl T, = Valpity ™

and a corresponding construction is possible to obtain (M x [H, T])
[[H7 T]] AISO, [[H7 T]:IUCOH a"nd (M X [[H7 T]:I)O'con,impr
[Definition 3.15, which by [Cemma 3.17 means that

Ocon,impr from M X
simulate each other in the notion of

TJenv
sup valis = sup val oo .
Tenv EStrat Sy [, T]ocon o € Stratthy (Mx[H, ]])UCO"’i"‘pr
env Mocon env,copy (Mx HHvT]])con,impr

From [Equation 5.5 and [Equation 5.6| we can conclude the validity of O

In the next intermediate step, player con can no longer choose to wait for an exact time
duration. Instead, it can only choose whether to execute a command or to let time pass.
If it decides to let time pass, a sequence of timed transitions is executed, each with the
maximal time allowed by the time restriction. These transitions are repeated until the
current abstract state is left, if this is possible. Consider the sequence of state sets F;
which are reached by the i¢-th timed transition. The valuations of continuous model
variables which are reached when a timed transition is chosen can be specified using the
fixed point F' of this sequence.

This intermediate step limits the power of player con, as it can no longer choose the
exact time to wait. On the other hand, in case an abstract state is always eventually left
by the sequence of timed transitions described above, we do not have to add a timed self
loop to this abstract state. If we were not able to leave out most of the self loops, we
would obtain very bad bounds (that is, 0 in most cases) on the reachability probabilities
in case of a minimising player env. This player would then always choose to loop back
to the abstract state in case player con chooses to let time pass.

Definition 5.11. Consider a PHA ‘H = (M, k,m, (Post,,)men, Cmds), a time restric-
tion T = (tpm)menm, and a game abstraction M = (AW {L},Z, Cmdsw {7},T) €
GAbs(H,A,T). We say that

(M, 7) X [H, T] = (Scopy: Seopy; Cmds & {1}, Teopy)
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is the M-copied T-semantics of H. Here, Scopy, Scopy and the command transitions are
as in the M-copied semantics.

Concerning the timed transitions, for s = (m,v) € z we define F' as the fized point of
the sequence

FO < (o}, F™E(F7\ z)U ( U Postm(v’,tm(v’))> .

v'EFMNz

Consider an arbitrary s' € {m} x F. For all [z—1] € T (z,7) with s € 7z’ we require
that (2, s")—1] € Teopy (2, 5), 7). These are all transitions of Teopy (2, ), T).

As we limit the choices of player con, the bounds get worse.

Lemma 5.12. Consider a PHA H = (M, k,m, (Post,,)menr, Cmds) with a mode m gege, -
Let Reach ax a1 o Reacha,ryx w1 o {(z,8) € Ax (M xRF) | s €zN({Mgeach} X
R*)}. Then we have

+— +,—
’ > ’
Val./\/l X [H,T],Reach v 2, 1] — Val(M,T) X [H,T],Reach a7y [#,T] and

—,+,Cmds

l—,—l—,Cmds
MX[H,T],Reach pqx [#,T]

< .
= va (MvT) X ﬂHvTﬂvREGCh(M,T) X [H,T]

val

Proof. We remark that F(s,7) is well defined, that is the fixed point of [Definition 5.11]
always exists. This holds because of requirements 2l and [3] of [Definition 2,121

The transitions resulting from commands are the same in both models. Concerning
the timed transitions, the choice of player con is restricted in (M, 1) x [H, T]: instead
of choosing an exact time duration, the player can only choose 7 to execute a timed
transition. The resulting transition defined by the fixed point F' corresponds to forcing
player con to let a maximal amount of time pass repeatedly, until either the current
abstract state is left or letting time pass has no further effect. Player env can choose
the exact target of these transitions. As this limits the power of player con but increases
the one of player env, the inequations follow. O

The next model we consider consists of several copies of a game abstraction.

Definition 5.13. Consider a game abstraction M = (AW {L},z, Act,T) of a PHA
H = (M, k,m, (Posty,)men, Cmds). The S-copied abstraction is defined as

M xS = (SCOPY & {J-}agcopyv ACtvlnom)a

where for S = M x RF we have

e Sepy = {(z,5) |z€ ANs ez},

® Soopy = (Z,(M,0,...,0)),

o for all (z,s) € Seopy, a € Act, [21—D1,...,2Z,—Ds] € T(2,a) and s, € 2z, for
1 < i <n, we have {[(2}, s})—=p1, ..., (2], 5,)—=Dn]} € Teopy((2,5),a),
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o forallz € A and a € Act, if [L—1] € T(z,a) then [L=1] € Teopy (2, a),
e for alla € Act we have Teopy(L,a) = {[L—1]}, and

e there are no other transitions than the ones required above.

Basically, for each state s € z in M, the state (s,z) of M.,y contains the same possible
behaviours as z. If there is a transition from z to z’ in M, in M., we have a transition
with the same action and probability from (s,z) to (s',2'), for all & € z’. In the M-
copied semantics in [Definition 5.9] we have already used a similar construction in which
we have constructed a model that contains multiple copies of the states of the semantics.

Indeed, Mopy is just a blown-up version of M, which is however easier to compare
to the M-copied 7-semantics. The probability bounds which player con can enforce in
Moy are worse than in the M-copied 7-semantics, as the model limits the power of
this player further.

Lemma 5.14. For a game abstraction M = (AW {L},z, Cmds W {7}, T) of a PHA H
with a mode Mpeacn, and Reachag )< ' Reachaxs = {(z,8) € A x (M xRF)|se
z N {Mgeach } X R*} we have

+,— +,—
Val(M,T) > Val./\/l XS, Reach px s and

x[H],Reach(a,ryx[H] —
—,+,Cmds < 17,+,Cmds

Val(M,T)XHH]],R@(LC}L(M’T)X[['H]] = va MXS,ReachMXs&J{J_}'

Proof. We compare the two models
(M, 1) x [H, T] = (5,5, Act, T) and M x S = (SwW{L},5, Act, T").

By their definition, we have for all s € S and a € Act that T(s,a) C T'(s,a), and if
T (s,a) = () then [L—1] € T'(s,a). From this and by the definition of the set of states
to reach, in each state of S, in M x S we leave more choices for player env and never
add transitions which are an advantage to player con. Because of this, we can conclude
the inequations. O

As the S-copied abstraction consists of copies of a game abstraction, the reachability
values in the two models are the same.

Lemma 5.15. Consider a game abstraction M = (AW {L},z, Cmds W {7}, T) and
its S-copied abstraction M x S = ("W {L}, 3, Cmds W {7}, T") of a PHA H with a
mode Mpeaen. Then we have that for Reachy = {(m,) € A | m = Mpeen} and
Reachpixs = Reacha X S we have

+,— +,—
ValM,ReachM S ValMXS,Reacths and

—,+,Cmds —,+,Cmds
ValM,ReachMLﬂ{L} > ValMXS,ReacthsLﬂ{i} :

Proof. The proof is similar to the one of [Lemma 5.101 We consider the case

—,+,Cmds —,+,Cmds
val i penen uwi ) = VANLS Reach sl 1}
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The other one is similar but simpler because we do not have to take fairness into account.

To show the validity of [Equation 5.7, it suffices to show that for each o, € Stmtcmds

C’ d
there is Ocon,copy € Strat \iye with

Ocon,0env Ocon,copy,Tenv,copy .
Sup env IM RGGChMU{L} - sup env ValMXS,ReacthsLﬂ{L}' 58
Oenv €Stratyy env,copy EStrat Sy, o

Given ocon, we define o¢on copy With

Ucon,copy <Bcopy> (a) g Ocon <6> (a)

for € Pathy and Beopy € Pathlyy, ¢ where

B=12zogag o - Zn_10An_1 fbn_1Zy and
ﬁcopy - (Z07 SO) ) ,UO,copy oo (anla Snfl) Ap—1 ,unfl,copy (Zna 5n>7
and where for all ¢ > 0 we have s; € z; and p; copy = [(Z], ) — p1,..., (2], 8,) = Dm)
for yu; = [z} = p1,..., 2} = pn)| Where s € 2, for j with 1 < j <m.

By construction, if oc,, € Strat 1y ¢mds then we have Ocon,copy € Stmtﬂ’;dg. We can consider

an infinite-state model M in Which we have integrated the decisions of o.,, into the

Ocon

model, which means that for all o.,, € Straty, we have
valipy = valipm e,

con

from M x S.

and a corresponding construction is possible to obtain (M x 5)

Also, M, and (M x S)

Ocon,copy

simulate each other in the notion of [Definition 3.15|

Ocon Ocon,copy
which by Lemma 3.177 means that
g
I R AP R T .
Oenv EStmte"" con Oenv copYEStmte“" gcon,copy

From [Equation 5.9 and [Equation 5.10] we can conclude the validity of [Equation 5.8, [

With the definitions and lemmas above, we can now state the main result of this chapter.
It allows us to reason about the bounds on reachability values we can enforce given a
partially malevolent and partially probabilistic environment.

Theorem 5.16. Consider a PHA H = (M, k,m, (Post,,)men, Cmds), a game abstrac-
tion M = (Aw{L},Z, Cmdsw {7}, T) and a mode Mpeqer. Let Reach = {(m,¢) € A |

M = MRgeacn }- Then

+,Cmds

ValM ,ReachW{L}"

vall ™

+7
Homgonen = VAN peaen, and valy,

H mReach

Proof. We only consider the first inequation, as the second one is analogous. We have
to show that for Reachpy ) {Mpeacn} ¥ R* and Reach < Reach we have

> valt ™

va l[[?ﬂ] Reachy) = M, Reachat*
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This follows by the following chain of inequations, derived from the previous lemmas:
+,—
ValII’H]],ReachﬂrH]]
N
= va [#,T],Reachyy

Lem. 5. 10

> wval

Lem. 5. 12

+ -
> )
> Val(M7T)><IIH,T]]7REaCh(M,T)XIIH7T]]

MX[H,T],Reach pq [, 1]

>

Lem. 5. 15

>

+,—
Val./\/l XS, Reachaqx s

+,—
Val./\/l ,Reachaq* O

Example 5.17. In we sketch the chain of abstraction used in the proof
of [Theorem 5.18. For this, we abstract the PHA of [Figure 5.1. As the semantics is

uncountably large, we are only able show a small part of the semantics for the model.

In the part [H], we show a piece of the semantics of mode Check. All the states are
thus of the form (Check,t,T) which (for compactness of the drawing) we show only as
(t,T). We also round the temperature values to just one decimal place, which suffices for
this example. Thus, for instance in the state (0,5) we are in mode Check, have a local
timer value of t = 0 and a temperature of T'= 5. In this state, we can choose to wait,
for instance, for 0.25 time units. The environment can then choose the exact outcome
of this timed transition, which means that we can move to (0.25,4.2), (0.25,4.6), or to
one of the states with a temperature between 4.2 and 4.6. We could also choose to wait
for time 0.5, then possibly ending up in (0.5,4.3), or any other time value.

In [H, T] we have applied a time restriction of 0.25 in some of the states, thereby
removing some of the timed transitions.

In M x [H,T], we have built the M-copied semantics. Most states shown are only
contained in one abstract state, but (0.5,4.0) is contained in both zy and z3. If in the
game abstraction M we have transitions from z, to both of them, we also have two
corresponding transitions here.

Then, in (M, 1) x [H, T] we give the M-copied T-semantics. As seen, we no longer have
control about the exact time, but instead are only given the action 7. Previously, we had
a transition from (z1,0,5) to (z1,0.25,46) from which we could then reach (z2,0.5,4.0)
and (z3,0.5,4.0). Because of the fized point construction, we now rather have direct
transitions from (z1,0,5) to (z2,0.5,4.0) and (z3,0.5,4.0).

In the S-copied abstraction M x S, we have a few more timed transitions. In the example
here, the only additional transition given is from (zy,0.25,4.6) to (zg,0.25,4.2), which
by the definition of the S-copied abstraction is indeed necessary. The definition of the
game abstraction would allow to have more additional transitions, for instance it would
be perfectly legal to have one from (z4,1,3.7) to (zg,0.25,4.2).

Finally, M 1is the game abstraction of H. The difference to the previous model is that
we now have transitions directly between abstract states rather than between pairs of
concrete and abstract states.

114



5.3. ABSTRACTIONS

The example shows why the time restriction allows to obtain tighter bounds. If we had
applied the abstraction without the time restrictions, we would have more t-labelled tran-
sitions in the final abstraction. For instance, because we can move from (0,5) to (1.37)
by letting time 1 pass, we would have a transition from z, to z4, in addition to the exist-
ing ones. Now, because we can only choose whether to execute T or a command, player
env is free to choose z4 as the successor state, even though we intended to wait for a
shorter time than 1.

For the same reason, the fixed point construction is in some way an advantage for player
con, although it restricts the choices of player con and thus initially decreases the chance
of player con to win the game. Without this construction, we would still have a T-labelled
transition from (z1,0,5) to (z1,0.25,4.6) in (M, 7)x[H, T]. This transitions would have
to be represented by a T-labelled self loop in the abstraction, leading to bad probability
bounds in case player env is the minimising player. A

5.3.1 Computing Abstractions

We have defined the game abstraction in[Definition 5.8 and previously in[Subsection 3.3.1
we already described how we can obtain abstractions for PHAs without control. To

transfer the mechanism to the game setting, we have to add the missing behaviours

involving L described in [Definition 5.81 For this, we have to extend the induced non-

probabilistic hybrid automaton accordingly, so that we can reconstruct the behaviours

of the abstraction of this automaton.

Definition 5.18. The induced game HA of a PHA H = (M, k,m, (Post)menr, Cmds)
is defined as

gind(H) o (M w{m,}, k,m, (Postgind.m)menm, Cmdsging)-

Let S = (M W{m,})xRF. Each ¢ = (g —=p1:u+...4+pn: ) € Cmds induces
a set of nonprobabilistic guarded commands gind(c) o {(geind = Ugind1); - - -, (Ggina —
Ugind.n ), (§ — )} where we have

® Gana = gW ({m} x RY),

def

Ugind i(8) = u;(s) for s € M x R* and i with 1 <i <mn,
Ugina,i(s) = {[s—=1]} for s € {m,} x R¥ and i with 1 <i <n,
7= S\g, and

for s € S we have u(s) = {m,} x R,

. def
Further, consider ¢; = (g — u;) where we have

e g. = {(m,v) |Vt > 0. Post,,(v,t) = {v}}, and
o u(s) = {s}.

Then, Cmdsgina = U.comas gind(c) U {c;}.
For the post operators we have
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def

o Postginam(v) = Post,, form e M, and
o Postynam, (v) = {v}.

We use the command ¢, to introduce timed self loops at the right place of the automaton.
The mode m is used to introduce the sink state L. The commands (g — %) are then
used to add the transitions to it. The induced game HA can be constructed from the
PHA on a syntactical level, following the recipe discussed in [Subsection 3.3.1l For most
parts, this construction is straightforward. In the part g., we have to check for states in
which no further time progress is possible. Whether and how this can be done depends on
the type of the timed dynamics under consideration. For instance, assume it is specified
by a combination of differential (in)equations together with a set of of constraints on
the flow, e.g. —0.7T < T < —0.3T' At <1 as in the mode Check of the automaton in
In this case, we can replace the guard by the border of the constraint, e.g.
t =1 in the example.

Using the induced game HA, we can construct a game abstraction of the original PHA.

Definition 5.19. Let M = (A,Z, Cmdsgina W {7}, T) € Abs(gind(H), A, T) be an ab-
straction of the induced game HA gind(H) of a PHA H = (M, k,m, (Post ) menr, Cmds).
We define the induced game abstraction as

gabs(H, M) = (A, z, Cmds W {7}, Tgabs),

where
eforc=1(9g —=>p:wm+...+py: w) € Cnds with gind(c) = {(ggina —
Ugind,1); - - - (Ygind — Ugind.n), (§ = U)},
— forallz € A, 2y,...,2z;, € A with 2z} € T(2,(Jgina — Ugind,1)):---,Z, €
T (2, (ggind — Ugind,n)) Wwe have [Z)—pi, ..., 2, —py] € Taans(Z, €),

— forallze A, 2" € A withz' € T(z, (g — 1)) we have [2'—1] € Tgans(z, ¢),
o forz,z' € A withz' € T(z,7) we have [2'—1] € Tgans(2, 7),
o forz,z' € A withz' € T(z,c;) we have [2'—1] € Tgans(2, 7).
As in [Lemma. 3.37 the abstraction of [Definition 5.190is indeed a valid game abstraction.

Lemma 5.20. For a PHA H, abstract state space A, time restriction T and abstraction
M € Abs(gind(H), A, T), we have gabs(H, M) € GAbs(H,A,T).

The result follows along the lines of [Lemma 3.37 The presence of two players does not
alter the proof structure, because the resulting additional nondeterminism only adds to
the power of player env.

Corollary 5.21. Consider a PHA H, an abstraction M’ of the induced game HA
gind(H), M = gabs(H, M) and a mode Mpeaer, of H. Let Reach be defined as in
[Theorem 3.31 and let Cmds be the set of probabilistic guarded commands of H. Then

-+ —,+,Cmds
< ValM,ReachL’d{L}'

+,— +,—
val > val M_Reach and Val%mReach <

vaReach -

This corollary follows from [Theorem 5.16] and [Lemma. 5.20
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5.4 Algorithmic Consideration

As in [Section 3.4l we are interested in deciding properties of the actual hybrid system
using the abstraction we have computed. In the context of this chapter, this means
that we want to use the game abstraction to decide whether it is possible to ensure
bounds on the reachability probability in the actual system, and we are also interested
in computing a controller which indeed steers the system to enforce these bounds.

In the following, we will restate some results about the computation of optimal values
and strategies HKﬁd; £Zgn9ﬂ; FSZQd] in the abstract game. It is known that in finite two-
player probabilistic reachability games both players can obtain their respective optimal
value by simple strategies. We will sketch the Hoffman-Karp algorithm, which provides
such strategies. We picked this algorithm, as it is a direct extension of [Algorithm 3.3
which we used previously, and can also be combined with other extensions of our PHA

setting (see [Section 8.5 and [Section 8.4)).
We need the following definition to obtain a PA modified by a simple player-con strategy.

Definition 5.22. Consider a PA M = (5,3, Act,T) and a simple player-con strategy
Ocon: S — Act. The PA induced by ocon tn M is defined as

M, ¥ (8,35, Act, T,..),

Tcon 7 7 O0con

where for s € S and we have T, (5, 0con(s)) = T(s,0con(s)) and T,

reon(8:0) =0 for
a € Act \ {ocon(s)}-

In [Algorithm 5.1| we consider the case where player con maximises and player env min-
imises. The reverse case is similar. In the algorithm, MAXMINREACHINIT(M) selects
two arbitrary strategies for the two players. As in [Section 3.4] Valsj(/’tTRmch(s) is the
mutually optimal value in case s were the initial state.

However, when minimising, we have to take some care with respect to the result of
the algorithm, because the algorithm does not guarantee to return fair strategies. As
discussed in [Section 3.4 it is unlikely that this happens. To check for this problem, we
can do a graph-based search on the MC induced by the joint schedulers. In case we
come across nonfair behaviours of player con, we can remove the nonfair behaviour of
the affected abstract states by removing all timed transitions. This way, we force player
con to execute a command rather than letting time pass. In case this does not provide
a fair strategy of player con, we repeat this step until the resulting strategy is fair. This
method is guaranteed to terminate, because the abstraction is finite.

5.5 Synthesising Controllers

Next, we consider the problem of synthesising a controller for a PHA that makes optimal
decisions so as to provably maintaining a certain threshold of the reachability probability.
That is, if the objective is to maximise (minimise) the reachability probability, then the
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input : finite PA M = (9,5, Act, T), state set Reach C S. .
output: (V&lSjC[Reach, Ocon, Uenv) with ocon € Stratj&n,mmple and 0, € Stratﬁv,mmple
and

+,— _ jOin(O'conyo'env)
ValSM,Reach - ValSM,Reach

/ ’
Ocon,0env Ocon)Tenv

= info-énVEStTat?\l/‘[V ValSM,Reach = SuPogo,,eStmtjgl“ ValSM,Reach'
1 (Ocon, Oeny) := MAXMINREACHINIT(M)
2 v = vals Mioin(oeon oene) s Beach
3 repeat
4 vi=w
5 forall the s € S\ Reach do
6 A(s) 1= argmax aeaci, » o Oenv(s,a)(s)v(s)

T (s,a)#0

if oeon(s) ¢ A(s) then choose oo (s) from A(s)

8 (U, Oeny) := MINREACH(M Reach) /* cf. [AIgorithm 3.3| */
9 until v =/

10 return (v, ocon, Oeny)

Algorithm 5.1: MAXMINREACH(M, Reach).

N1

Ocon )

controller takes decisions so as to maximise (minimise) this probability under all possible
reactions of the environment. The controller can base its decisions on the current state of
the PHA, including the values of the continuous variables. In practice, such a controller
would be implemented with the aid of sensors and timers.

We will construct controllers from the strategies of player con in the game abstraction of
a PHA. For clarity, we will restrict to abstractions which are partitionings of the concrete
state space. We will also assume that each s € z can execute the command ¢ chosen
by a scheduler in z, because if this is not the case, the transition to the sink state will
cause the abstraction to be too bad to be useful. The quality of the controller of course
depends on the precision of the abstraction computed. Conversely, the complexity of
the implemented controller will increase when extracted from a finer abstraction. We
begin by defining a relation between strategies in a game abstraction and in the concrete
semantics.

Definition 5.23. Let H be a PHA with semantics [H] = (S,3, Act,T), let A be an
abstract state space, let T = (t,,)men be a time restriction and consider a game abstrac-
tion M = (AW {L}, 29, Cmds W {7}, T) € GAbs(H,A,T). Further, consider a simple
player-con strateqy oeon: A — (Cmds W {1}) of the abstraction. We assume that

e A is a partitioning, and
e forallz € A and s € z we have T (8, 0con(z)) # 0.
We define the concretisation strategy ol : S — (Cmds W R>o) of 0con as follows: for

con

each s = (m,v) € S, let z € A be the abstract state with s € z. If ocon(z) = a then

, ()d_ef{a if a € Cmds,

O-COH .
tn(v) ifa=rT.
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We can use [Definition 5.23| to guarantee bounds on the reachability probabilities in the
model semantics.

Theorem 5.24. Let H be a PHA, let A be an abstract state space, let T be a time restric-
tion and consider a game abstraction M € GAbs(H, A, T). Further, let ocon € Stratiyy
be a simple player-con strategy in M and let ol , € Stra iy be the concretisation
strateqy of ocon. Then we have

inf N T > inf vali™ 7™ and

Olnv € Stmtﬁg‘_z”TH [#,T] Oenv EStrat iy’

! !
sup V&l%j’%‘ﬁe“” < sup  valimoe.
aén\,EStmtE;‘_XTﬂ ’ Oenv €Strat iy’

Proof. We restrict to the case with the infimum, as the other one is similar. Assume
M= (AW {L} 2y, Cmds {7}, T). Then let

Mo'con d:ef (A 2 {J_}7 Zo, Cmds W {T}7 7:7'con)7
where for a € Cmdsw {7} and z € Aw{L} we have T, (s,a) = T (s,a) if ocon(z) = a,
and T, (s,a) = 0. Further, let [M, T],, be defined accordingly. We have
: f lo'con70'env
Oenv 61»151'757‘(175?\'/‘1\, Va M
— 1 f ernv
O’enveslt];"latj\r/ll\; va MUCO“
) 5.11
= sup inf val e

dcon

env
Tllon EStrater,  TenvESIAti

- +7_
= ValMacon’

and accordingly for [H, T]. In a similar way as the chain of lemmas used in[Theorem 5.76]
we can show that

+,— +,—
Val[[%THUCO“ > val Moo " 5.12

From [Equation 5.11] and [Equation 5.12, we have

. OJ 7OJ .
inf val s inf  valfm o, 0
JénVGStTCLtE;]_ZT]] ’ UenvESt’f‘at?CIV

This way, we can also implement a controller CONTROL sketched in |Algorithm 5.2 which
guarantees these bounds under the assumption that it can react fast enough. Firstly,
in [Cine 1l the controller finds out about the current system configuration by executing
the method CURRENTSTATE, which reads values from sensors. If the unsafe or safe
mode M geqen, has not been reached yet (cf. [Line 2)), in [Line 3 it checks in which abstract
state the current configuration is contained. If there the player-con strategy in the
abstraction chooses a certain guarded command to execute, it executes the guarded
command using EXEC, which influences the environment using actuators. If the abstract
controller chooses 7, it waits as long as the time restriction allows in [Line bl using WAIT,
which can be implemented using simple timers. By executing this sequence of commands
in a loop between lines 2] and [ by [Theorem 5.24l we can control the system in a way that
it fulfils reachability probability bounds that we can compute as discussed in[Section 5.4
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input : Partially-controllable PHA H = (M, k,m, (Post,,)men, Cmds), set of

abstract states A time restriction T = (t,,)menss Tcon € Stmtj&n’smple,
M Reach € M.

1 (m,v) ;= CURRENTSTATE()

2 while m # mpgeeen do

3 | findz € A with (m,v) €z

if 0con(z) € Cmds then EXEC(0con(2))

else WAIT(t,,(v))

(m, v) := CURRENTSTATE()
Algorithm 5.2: CONTROL(H, A, T, 0con, MReach )-

2B L BN

T interval length 0.5 interval length 0.2
prob. build (s) states prob. build (s) states
1 0.000 0 20 0.000 0 79
4 0.000 10 917 0.000 44 3590
5 0.000 14 1051 0.700 54 4066
10 0.910 81 4330 0.910 413 16773
15 0973 50 3216  0.992 2578 53289
20 0.998 214 10676 0.999 1435 41313
25 0.999 160 8671 1.000 928 32864

Table 5.1: Thermostat results.

5.6 Case Study

We have implemented the abstraction developed in this chapter in an extension of our
tool PROHVER. It is able to reconstruct the game abstraction and compute values in
a similar way as [Algorithm 5.1} We return to the thermostat example and consider the
probability that a failure is detected (i.e. that Safe is entered) within time bound ¥.
As in the original thermostat example, we do so by using a global timer ¢. We assume
that the player con tries to maximise the probability to reach Safe. In turn, player env
minimises in order to simulate the worst-case behaviour of the environment. This way,
we obtain lower bounds for the maximal reachability probabilities the controller can
enforce against a most malevolent environment.

[Table 5.1] gives probability bounds and performance results for different values of ¥.
Probability bounds obtained are rounded to 3 decimal places. We see that increasing
analysis precision gives tighter probability bounds but requires more resources in general.
Because of the way PHAVER computes abstractions however, increase in memory and
time usage is not monotonic, as we have already observed and discussed in more detail

in [Chapter 2
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5.7 Related Work

For classical HAs which are partially controllable, there exist works for both specialised
classes such as timed automata [Beh+07; IAMP94], rectangular hybrid automata [‘@]
as well as general HAs notions [LGS95; |Asa-+00].

Sproston M] discusses solution methods of partially controllable rectangular prob-
abilistic HAs, which can also be used to handle w-regular properties which are more
complex than reachability.

Our abstraction methods for probabilistic HAs were heavily inspired by abstraction
methods for the area of probabilistic systems with purely discrete state space ;
WZl!i; Wacll], in particular the menu-based, or parallel abstraction, by Wachter et al.

Abate et al. ] have provided a solution method in the area of hybrid systems
with a continuous state-space but discrete-time behaviour. In contrast to the setting
of this chapter, they assume that the entire nondeterminism of the hybrid system is
controllable, which means that player con only has to play against the random behaviour
of the system. Their setting could however be extended to the case of two opposing
players.

To the best of our knowledge, our approach of using solvers for classical HAs to synthesise
controllers of PHAs has not been considered before.

5.8 Conclusion

We have discussed how we can extend our existing analysis framework to PHAs which
are under our partial control. A number of related works exist. In our own setting, we
have assumed that the controller is able to choose which actions to execute and how long
to wait. We consider this model to be natural, given that usually a discrete controller,
which might use stopwatches, steers a system operating in a continuous environment.
As for the noncontrolled case of [Chapter 3], we developed an abstraction scheme building
on classical HAs, which we also have shown to be work in practice by applying it on
a case study. Using these abstractions, we not only compute worst-case bounds which
we can achieve by an according controller, but we can also use results obtained from
the abstraction to synthesise controllers which control the actual system, thus to en-
force probability bounds there. When proving the correctness, we could no longer use
probabilistic simulations, because we are given two different types of nondeterminism.
Instead, we used a chain of intermediate models, each weakening power of the controller
player a bit further, to finally prove that the abstraction indeed overapproximates the
concrete semantics. We had to take care to avoid having to introduce timed self loops,
because in certain cases they might lead to very bad value bounds.
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Figure 5.3: Sketch of game-based abstraction scheme.
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In this chapter, we consider probabilistic hybrid automata with parametric probabili-
ties. Each instantiation of the parameters represents one concrete probabilistic hybrid
automaton. We extend our analysis framework, so as to quickly obtain an overview of
the behaviour of an entire family of models much faster, than if we had to do a separate
analysis for each of them. It allows to establish the parameter instantiations for which
a given property is guaranteed to hold, or to reason about optimal parameters of such
system families.

This chapter is organised as follows: in [Section 6.1l we extend PAs to parametric PAs
which will be the semantics of parametric PHAs. Then, in Section 6.2, we describe
parametric PHAs and define their semantics. The section describes how we
can obtain and work with abstractions of parametric PHAs. [Section 6.4l will discuss how
properties can be decided once the abstraction has been computed. In we
apply the methods developed here on parametric variants of the models of Section 3.5l
Afterwards, in we discuss related work. concludes the chapter.

In contrast to the other main chapters, about the algorithmic considerations
will be the most extensive section of this chapter. The reason is that the extension of
the models and abstractions of is quite direct, but the subsequent analysis of

abstract models is more intricate.

6.1 Parametric Probabilistic Models

In this section, we extend the PAs which formed the semantics of PHAs in to
parametric variants which can then form the semantics of parametric PHA. Firstly, we
provide some basic definitions for the parameters and functions specifying probabilities.
Definition 6.1. Consider a finite ordered set of variables V = (z1,...,x,). With each

variable x, we associate a closed interval range(x) = [L,,U,] specifying which values
of x are valid. An evaluation v is a function v: V — R respecting the variable ranges,
that is for all x € V we have v(z) € [L,, U,|. With Evals(V') we denote the set of all
evaluations on V. A polynomial g: R® — R over V is a sum of monomials

— i1 i
g(T1,. ) = E @iy oin Ty 0 Ty
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where each i; € N and each a;,_;, € R. A rational function f: Dom(f) — R with
Dom(f) C R™ is a fraction f(z1,...,z,) = % of two polynomials gy, g over
V. We assume that numerator and denominator are in irreducible ratio form, so that
Dom(f) is maximal. Let Rat(V') denote the set of all rational functions over V. Given
f € Rat(V) and an evaluation v for which (v(z1),...,v(x,)) € Dom(f), we let f(v) =
f(v(xq),...,v(xy,)) denote the rational number obtained by substituting each occurrence

of x; with v(z;). We identify 0 with the polynomial which is 0 for all evaluations.

Each parameter thus has a certain range of values of interest. For instance, if = is a
failure probability, the largest range would be from 0 to 1. Polynomials are always
defined on the complete parameter space. We require rational functions to be free of
common factors in numerator and denominator. For instance, instead of f(z,y) = %,
we would consider f(z,y) = y where the x has been cancelled, which means that f is
also defined for x = 0. Pointwise addition, subtraction, multiplication and division of
two rational functions again yields a rational function, because of which we can use these
operations on them in the following. We also identify constants with constant functions

and write 0 instead of f if f(-) = 0.

Assumption 6.2. We remark that there are v € Fvals(V) with (v(zy),...,v(x,)) ¢
Dom(f) and in turn f(v) is not defined. In the following, when using f(v) we implicitly
restrict to v for which this number is well-defined.

With these preparations, we can now define parametric probability distributions.

Definition 6.3. A parametric probability distribution over a finite set of parameters A
is a function p: A — Rat(V') with ) ., u(a) =1 and for all a € A and all evaluations
v € FEwvals(V) we have p(a)(v) € [0,1]. With PDistr(A,V) we denote the set of all
finite parametric probability distributions with parameters V' over A. The probability
distribution pi, € Distr(A) induced by an evaluation v is defined so that j,(a) = p(a)(v)
for all a € A. Given a; € A and p; € Rat(V), 1 < i < n for some n > 1 with
pi(v) € [0,1] for v € EBvals(V) and Y., p; = 1, we let [ay—py, ..., a,—>p,] denote the
parametric probability distribution that chooses a € A with probability Zai:a D

We say that a certain evaluation v € Fvals(V') is valid for such a parametric probability
distribution if for each a € A, either p,(a) # 0, or for all v' € Ewvals(V') we have
ty(a) = 0. By Evals(u) we denote the set of all valid evaluations for pu.

Parametric probability distributions thus allow to represent an uncountable number of
induced nonparametric probability distributions at once. We usually consider valid eval-
uations of probability distributions. The analyses we will specify later on will guarantee
correct results for only this kind of distributions. If necessary, we can however perform
separate analyses to also obtain results for distributions which are not valid.

The following then defines the parametric PAs.
Definition 6.4. A parametric probabilistic automaton (PPA) is a tuple

M = (8,5, Act, T, V),
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Figure 6.1: Parametric PA.

where S, § and Act are as for PAs (cf. [Definition 3.3), V is a set of variables, and
the transition matrix 7 : (S x Act) — 2PPstr(V:S) gssigns sets of parametric probability
distributions to pairs of states and actions. We require that for each s € S we have
{a€ Act | T(s) £ 0} #0. An evaluation v € Evals(V') is valid for M if if is valid for
all parametric probability distributions occurring in T. By Evals(M) we define the set
of all valid evaluations of M.

Example 6.5. In [Figure 6.1, we depict a finite ezample PPA M = (8,5, Act, T, V).
We have V- = {z,y} and

T (s0,0) £ {[SQH%,Sl'—)g,SQ'—)SL’]} and T (s1,b) £ {[s1—=y, 22y, s3—~1-3y]}.

Thus, it makes sense to define the ranges of variables as

. . 1
range(z) = [0,1] and range(y) = lO, g} . A
PPAs represent an uncountable number of concrete PAs, which can be obtained using
evaluations.

Definition 6.6. Let M = (S,s, Act,T,V) be a PPA. The PA M, induced by an eval-
uation v € Evals(V) is defined as M, = (8,3, Act,T,). Here, the transition matriz
To: (S x Act) — 2P5(5) s defined so that To(s,a) = {u, | € T(s,a)}.

Example 6.7. Consider again the PPA M in and the evaluation v with
v(z) = 0.5 andv(y) = 0.3. We have that v € Evals(M). The induced model M, is the
nonparametric PA already given in[Figure 3.1 Further, consider the evaluation v’ with
V(z) = 1 and v'(y) = 0.3. Then we have v' ¢ Evals(M): in [sor>5, 515, Sor>1—1x]

we have (1 — x){(v") =0, but for instance (1 — x)(v) # 0. A

6.2 Parametric Hybrid Automata

In this section, we extend PHAs to involve parametric probability distributions. This
way, we are able to specify an uncountably large family of PHAs with a single descrip-
tion. This is useful, for instance, if we are given a certain threshold p as the largest
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probability which is acceptable for a system failure, and we want to reason about the
maximal distributions of a component failure which is still guaranteed to lead to a failure
probability no larger than p.

A parametric PHA is defined as follows.
Definition 6.8. A parametric probabilistic hybrid automaton (PPHA) is a tuple
H = (M, k,m, (Posty,)men, Cmds, V),

where V is a set of variables and M, k € N, m, Post,, are as in the nonparametric
case (cf. [Definition 3.20). FEach element of the finite set of parametric probabilistic
guarded commands Cmds is of the form g — p1 : uy + ...+ Dy : Uy, where

o g C M xRF is a guard,
o we have that u;: (M x RF) — 2M>®" s apn update with u;(s) # 0 for 1 <i <n if
s € g, and

e for1 <i<mn we havep; € Rat(V) and Y. p; = 1.
An evaluation v € Fvals(V') is valid for (¢ — p1:uy + ... 4+ pp : w,) € Cmds if for alli
with 1 < i < n we have p;(v) # 0 or if for all v' € Evals(V') p;(v') = 0. An evaluation
v € Fvals(V') is valid for H if it is valid for all ¢ € Cmds. By Evals(H) we denote the
set of all evaluations which are valid for H.

The definition is thus as in [Definition 3.20 with the exception that the probabilities in

the guarded commands are parametric.

As stated, a PPHA represents an uncountably large family of nonparametric PHAs
which are obtained by using a valid evaluation.

Definition 6.9. The PHA induced by an evaluation v € Evals(V') in a PPHA H =
(M, k, 77, (Post ) mers, Cmds, V) is defined as H, = (M, k,mm, (Posty)menr, Cmds,)
where

Cmdsy, = {g—=p1(v) i+ ...+ pu(®) st | (9= p1:w +...4pn: ) € Cmds}.

As for the PPAs before, we usually restrict to a set of valid evaluations for which we
consider the induced PHA, because the later analysis method is only valid for this subset
of evaluations. Evaluations within the range of variables which are not valid are usually
pathological cases, which are usually not of interest. A common example is a failure
probability of 0 or 1. If required however, one can perform analyses for these cases
separately from the other ones.

Example 6.10. In[Figure 6.9 we depict a parametric version of the thermostat ezample
of [Figure 3.3 The continuous behaviour is the same as in the nonparametric case, as
are most of the guarded commands. The main difference is the command ccy for which

we now have
def

ccn = (g — (1 — :c) D UchH + T UChE)a
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CHCo=- - - Init | aH | Heat

Cool B ? Z1

CCoH— - - - CHCo

Y

(1—z):T'=TAt'=0, CCoH
Cool Heat |cHCh| Check Heat
Z4 Zs Zg z7

Figure 6.3: Abstraction for parametric

Figure 6.2: Parametric probabilistic hy- probabilistic hybrid automa-
brid automaton. ton.

with ucyn and ucyy as in [Evample 2.139. We can define range(r) = [0,1]. The set

of valid variable evaluations Evals(H) however excludes v and v" with v'(z) = 0 and
def

v"(x) = 1: both of them set either the probability to reach Heat or Error to 0, while
there are other evaluations for which these values are not 0.

The nonparametric PHA H,, induced by v with v(x) < 0.05 is then the previous non-
parametric thermostat case study depicted in[Figure 3.5 A

The semantics of a PPHA is a PPA.

Definition 6.11. The semantics [H] = (5,5, Act, T, V) and time-restricted semantics
[H, T] = (5,3, Act, T, V) of a PPHA H = (M, k,m, (Post,,)men, Cmds, V) are defined
as in the nonparametric case (cf. [Definition 3.29), except that parametric probability
distributions are used on the transitions.

Example 6.12. For the PHA H of [Figure 6.9 we have [H] = (S,3, Act,T) and or
s = (Check, t, T, c) € {Check} x R* we have

0 if t < 0.5,

o) = {{[(Heat, 0,7, ¢)(1 — ), (Error, 0, T, c)—zl]}  else.

Other transitions stay as in except that probabilities are now constant

functions rather than constant numbers. A

6.3 Abstractions

As we target at practical means of bounding properties of our models, we also describe
abstractions in the parametric case.

Definition 6.13. The abstractions Abs(H,A,T) of a PPHA H are defined as in the
nonparametric case (cf. [Definition 3.30), except that parametric probability distributions
are used.
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Example 6.14. In we depict an abstraction of the PPHA of [Figure 6.2
The abstraction is structurally equivalent to the one in[Figure 3.4} the difference is that

instead of probability distributions we now have parametric probability distributions. A\

With the following theorem, we can bound the values of the induced nonparametric
PHAs of a PPHA by using the abstraction of the PPHA.

Theorem 6.15. Consider a PPHA H, an abstraction M € Abs(H, A, T) and an unsafe

def

mode Mpeqen. Let Reach = {(m,() € A | m = Mpegen }. For each v € Evals(V') we have

—,Act

- +
Val v,M Reach S ValevReaCh and Valevaeach Z ValeyReaCh.

Proof. M,, is an abstraction of [H,T],, and thus the results follow from [Theorem 3.31]
and [Theorem 3.32 O

Thus, after we have computed the abstraction of a PPHA, we can obtain a bound for
a specific induced PHA by inserting the parameter values in the parametric abstraction
and then performing the analysis of the concrete abstraction obtained this way. Thus, if
we are interested of bounding the properties of the induced models of a limited number
of evaluations, we can use this theorem to avoid having to recompute the abstraction
for each of them separately.

6.3.1 Computing Abstractions

We can obtain induced HAs for PPHAs in the same way as in [Definition 3.34] and also
the induced abstractions as in [Definition 3.35t in [Definition 3.34 the probabilities are
handled in a purely symbolic way, which means it does not matter whether they are
real numbers or functions. The construction of [Definition 3.35 can also be applied,
because we have extended the construct [a;—p1, ..., a,—p,| to parametric probability
distributions.

6.4 Algorithmic Consideration

With [Theorem 6.15 we already have a means of using the abstraction to speed up the
analysis of PPHASs, given that we are interested in a limited number of concrete induced
models. In this subsection, we aim at developing a method to analyse an uncountably
large number of concrete PHAs at once. For this, we will show how we can express reach-
ability properties of PPHA abstractions in terms of rational functions, and synthesise
regions, that is, multidimensional intervals of the variables for which the reachability
probability respects a given bound. The basic idea is to extend the policy iteration
algorithm [Algorithm 3.3| of the nonparametric case to the parametric one.

As in [Section 3.4, we need to consider models which have a probabilistic behaviour even
without a scheduler.
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input : finite PMC M = (S,s,T,V), state set Reach C S.
output: vals geqer, Where for all v € Evals(M) and all s € S we have

valS . reach (8) (V) = valsa, Rreach(S)-
for s € S\ Reach with T(s)(s) # 1 do

for (s1,s2) € prey,(s) x post,(s) with s; # s A sg # s do
| T(s1)(s2) 1= T(s1)(s2) + T(s1)(8) =gy T (5)(52)

for s’ € pre,(s) with s # s do T(s')(s) :=0

5 for s’ € post \,(s) with s’ # s do T (s)(s') = :gfzsg)

6 T(s)(s) =0

7 for s € Reach do v(s) :=1

8 for s € S\ Reach do v(s) == peuen T (5)(8")

9 return v

B W N =

Algorithm 6.1: REACHPARAM(M, Reach).

Definition 6.16. A parametric Markov chain (PMC) is a tuple

'M - (S7§7 T7 V)7

where S and s are as in[Definition 3.40, V is a set of variables, and the transition matrix
T:S — PDistr(V,S) assigns to each state a parametric distribution over successor
states. We also define the adjacency graph in the same way as in the nonparametric case.
That is, it is a graph (S,3, Taq;) where we have (s,s") € Tag; if and only if T(s,s") # 0
(where 0 is the constant function f with f(-) =0), and we define Reach accordingly.

As for PPAs, we consider the nonparametric instantiations of PMCs.

Definition 6.17. Let M = (S,5,7,V) be a PMC. The MC M, induced by an eval-
uation v € BEvals(V) is defined as M, = (S,5,7T,). Here, the transition matriz
To: S — Distr(S) is given as T,(s)(s") = T(s)(s')(v).

A simple scheduler then induces a PMC from a PPA.

Definition 6.18. Let M = (S,s, Act,T,V) be a PPA. The PMC induced by a simple
scheduler o of M is defined as M, = (S,3,T,,V), where for s € S we have T,(s) = p
if o(s) = (a,p).

We define predecessors and successors of states in a PMC.

Definition 6.19. Given a PMC M = (S,35,T,V), we define the set of predecessors
and successors of a given state s € S as

prep(s) = {s' € S T(s')(s) # 0} and posty(s) = {s' € S| T(s)(s) # 0}

In[Algorithm 6.1] we give an algorithm which computes parametric reachability probabil-
ities in PMCs. That is, the algorithm computes a function, so that instead of performing
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"@ = 1 O= 1

Coeor ) oo 1@91

Figure 6.6: Handling s,.

Figure 6.4: Parametric MC. Figure 6.5: Handling s;.

an analysis on the nonparametric MC induced by a certain evaluation v, we can insert
the parameter values of v into the function to obtain the same result. The following
states the correctness of the algorithm.

Lemma 6.20. Let M = (S,5,7,V) be a PMC, consider Reach C S and let vals p, reach
be the result of REACHPARAM(M, Reach) of [Algorithm 6.1, Then for all s € S and all
v € Evals(M) we have

vals v, geach (5) (V) = valsa,, geach ().

Proof. Let My £ M and let M; be the PMC resulting from the i-th execution of the
main loop of [Algorithm 6.1] in lines @ to [ for 0 < i < n with n = |S\ Reach|. We
have Ewvals(M;) C Ewvals(M;;1) for all valid i. Further, for v € FEwvals(M) we have
vals i, reach () (V) = valspu,, ,,reach (8)(v). This holds, because the unique solution of the
equation system from [Definition 3.4l for (M;), is also the unique solution for (M 1),.
Consider now M,, = (5,5, 7,,V), that is the model resulting after the complete execut-
ing of the main loop. The assignment of reachability probabilities for states of Reach in
[Line 7 is trivial. Consider a state s of M,, with s ¢ Reach. Then for all s’ € S with
To(s)(s") # 0 we have either " € Reach or T,(s',s") = 1. Because of this, we have for
all v € Evals(M,,) that vals(u,),,reach (5) = D gc poaen(Tn)o(s, 8"). Thus, [Line § assigns
the correct values for each s ¢ Reach. O

[Algorithm 6.1} is a direct algorithm similar to Gaussian elimination, in contrast to
[Algorithm 3.1 We apply this algorithm, as it has been shown to perform well on models
outside the area of hybrid systems ] [terative methods to compute reachability
probabilities do not perform well, because the functions one would obtain this way can
get very complex, as we discuss in the following example.

Example 6.21. We demonstrate the method on the PMC given in with
Reach £ {s2}. In the main loop, states sy and s3 are ignored, because sy € Reach
and s3 has a self loop with probability 1. Assume thus that we handle si. The result-
ing PMC'is given in [Figure 6.5 We then handle s, thus to obtain the PMC' given in

[Figure 6.6, The values we obtain are

ValSM,Reach<SO> - ValSM,Reach<Sl) - ValSM,Reach(32> - 17va1SM,R€(LCh(S3> =0.
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We remark that for v ¢ Evals(M) with v(z) = 1 we cannot use this function to compute
the reachability probabilities. We would obtain vals g reacn(So0)(v) = 1, whereas actually
we have valsp, reacn(S0) = 0. The problem here is that the set Reach is {s3} for valid
evaluations, but we have {sg, s1, s3} for v.

If we had used value iteration in the form of [Algorithm 3.1, the sequence of values ob-
tained for v(sg) would be

0
1—=x
1 1
1— o — -2°
2 2
1
1-— §x2 —
4 4
1 1
jR———s §x3 2t
4 8 8
1 7 1
1— = 3 4 -5
2" T 16" T 16
1 1
L gx4 gx‘:’ 28
8 16 32 32

As we see, the length of the function increases in each iteration step. It would thus be hard
to decide when the function is precise enough to stop the iteration. Also, the resulting
wmezact function would then be much more complicated than the exact one obtained by
the [Algorithm 6. 1. A

For now, we have a method to symbolically compute reachability probabilities in PMCs.
However, the semantics of PPHAs are PPAs, and the probabilistic behaviour of these
models needs to be resolved by a scheduler. Even though we know that simple schedulers
suffice to obtain minimal or maximal reachability probabilities for nonparametric PAs
(cf. Bection 3.4)), it is possible that for different variable evaluations different schedulers
provide minimal or maximal probabilities. Also, we are often interested in proving
that probabilities are bounded by a value p. Considering the function of reachability
probabilities, it is not clear which values maintain this bound. To solve this problem,
we divide the space of possible parameter valuations into regions.

Definition 6.22. A region is a high-dimensional rectangle

r= >< [laﬂul‘]v

zeV

where for all x € V we have [l;,u,] C range(x) = [L,,U,|. A region represents those
evaluations v with v(x) € [ly, ug] for all x € V: in this case, we write v € r, and also
use set operations on regions. We define the centre of a region r = Xxev[ll“’ul“] by

centre(r)(z) = Lt forz € V.
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We let

o T la:
split(r) = split(r,y) so that y € argmaxxevig 7
with

Spht(T’, y) = { >< [l:v,lu u:v,l]7 >< [ZLU’ um,u]} ’

zeV zeV

where we have

. l, +u o | Ly +u
[ly,lvuyl] = {lya 5 9 y} and [lymauym] = {%71@} ;

and for x # y we have

[lx,laum,l] d:ef [lx,uaux,u] d:ef [lmaum]

We define the volume u of a region r = ><:BEV[
K ={ry,...,r} of regions, we define u(K) = o ().

A region is thus a multidimensional interval in the space of parameter valuations. The
centre of a region is the evaluation in middle of the region. We can use split to divide
a region into two smaller ones, and the volume is the relative length of the sides of a
region.

Loyt as p(r) = Ty g;:l;z For a set

To decide properties on regions, we can assume that we are given a semi-decision pro-
cedure to prove inequations over them.

Definition 6.23. A semi-decision procedure is a tool deciding the validity of formulae
for a given region. Consider a predicate constraint = f > q where f is a rational
function over the variables in V', <1 € {<,<,>,>} and ¢ € R. Let r be a given re-
gion. For an evaluation v, with constraint(v) we denote f(v) < q, i.e., the constraint
obtained under the valuation v. We assume that we are given a semi-decision procedure
CHECK (constraint, r) which

o returns true only if for all v € r we have that constraint(v) is true, and

e returns false in case this does not hold or the result cannot be decided.

A number of different semi-decision procedures exist “Bam; Fra-+07; P,!!!Q; Han( DQ]

Some of them work approximately, that is they cannot guarantee correctness in all
cases, while others are precise. The definition allows CHECK to return false even if
all evaluations indeed fulfil the property, as many semi-decision procedures have this
property, that is they do not feature completeness.

Using CHECK, we can easily check whether an entire region fulfils a certain probability
bound obtained from [Algorithm 6.1] when given a PMC and set Reach. [Algorithm 6.2
targets at a similar problem for PPAs. Here, we also have to find the minimising and
maximising scheduler, in case there is such a scheduler for the entire region, and prove
that it is indeed minimal or maximal for the entire region. The algorithm handles the
minimising case, but the maximising one is similar. The following lemma states the
correctness of the algorithm.
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input : finite PPA M = (5,5, Act, T, V), state set Reach C S, region r.
output: either ? or (valsy, p,.4,0) With o € Sched ™ and for all
v € Bvals(M)Nr and s € S we have

ValS.X/l,Reach(s) <U> = ValS.X/IU,Reach(S) = Vals.(/r\/lv,Reach(s)‘

¢ 1= centre(r)

if ¢ ¢ Evals(M) then return ?

(_,0):= MINREACH(M,, Reach) /* cf. [AIgorithm 3.3| */
v := PARAMREACHPROB(M,, Reach) /* cf. [AIgorithm 6.1] */

valid := true
forall the s € S\ Reach,a € Act,pn € T(s,a) do
Vemp(5) 1= S 1505
valid := valid N CHECK(v(s) < Vemp(s),r)  /* cf. Definition 6.23] */
if valid then return (v, o)
else return ?
Algorithm 6.2: MINREACHPARAMREGION(M, Reach, ).

© W N o oA W N+

[y
(=}

Lemma 6.24. Let M = (5,5, Act,T,V) be a PPA, consider Reach C S and let
(Valsv( reaens @) be the result of MINREACHPARAMREGION(M, Reach,r) of{Algorithm 6.2,
Then for all s € S and all v € Evals(M) Nr we have

Valsj\/i,Reach (8) <U> = Valsj\/lv,Reach (S> = Vals?\/lv,Reach (8) .

Proof. From the first three lines of [Algorithm 6.2 we obtain a scheduler where Reach
of [Cemma 3.44] agrees for all v € Evals(M). In addition, it is minimal for the centre
of the region. By [Lemma 6.20, for the value v we obtain in [Line 4] we have v(s){v) =
valsm, reacn- In lines [l to B we then prove the optimality equation from [Lemma 3.44 for
all valid evaluations of the region at the same time. O

Example 6.25. Consider the abstraction M of the thermostat example from [Figure 6.5

def

and the region r with r(x) = [0,1]. We want to compute the probability to reach zs. We
have ¢ = centre(r)(z) = 0.5, and the scheduler we obtain from M, is o with

o(zo) = (e, [z1—1]),  o(z1) = (cucm, [22—1]), 0(22) = (ccn, [250.5,23—0.5]),
0(z4) = (ccom, [21—1]), 0(25) = (cucn, [26—1]), o(z¢) = (ccn, [25—0.5, 23—0.5]).

The parametric reachability probabilities with this scheduler are

v(zg) =v(z1) = v(2z2) =v(zy) =2+ (1 — 2)x,
v(zs) = v(z¢) = x,v(z3) = 1,v(z7) = 0.

It turns out that in the loop starting in [Line @8 the values vemp equal those of v(s), so
that the calls to CHECK return true. The algorithm thus returns v(s). A

[Algorithm 6.2 allows to compute the optimal values and scheduler for a given region.
With [Algorithm 6.3 we can find functions representing minimal or maximal values for
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input : finite PPA M = (5,3, Act, T, V), state set Reach C S, area tolerance e.
output: valsy p.,, = {(r1,01,01), ..., (10, bn, 00) ) With p({r1,...,m}) > 1—¢
and for all (r;, b;,0;) we have o; € Schedii;“ple and for v € Fvals(M) N r;
and s € S it is b;(s)(v) = valsy, peaen(s) = Valsiy pegen(s)-
1 unprocessed = {X__,, range(z)}
2 result == ()
3 while u(unprocessed) > ¢ do
4 choose one largest r € unprocessed
5 unprocessed := unprocessed \ {r}
6 resRegion := MINREACHPARAMREGION(M, Reach, r)
/* cf. [KIgorithm 6.7 */
7 if resRegion =7 then unprocessed := unprocessed U split(r)

8 else result := result U {(r,v,0)} with (v,0) = resRegion
9 return result
Algorithm 6.3: MINREACHPARAM(M, Reach, ¢).

a significant amount of the parameter space by dividing it into a number of regions. It
is in general not possible to provide results for the complete parameter space. Thus, we
stop when the volume of the remaining area is below a certain precision.

Theorem 6.26. Let M = (5,5, Act,T,V) be a PPA, consider Reach C S, and a
precision € € (0,1). Further, let valsy pogen = {(r1,01,01), .-+, ("0, bn, 00)} be the result
of MINREACHPARAM (M, Reach, ) of [Algorithm 6.3 Then we have pu({r1,...,rn}) >
1 —¢ and for all (r;,b;,0;), v € Evals(M)Nr; and s € S we have

bi(s)(v) = valsiy( pegen(s) = Vals%(vﬁmh(s).

Proof. 1t is u({r1,...,rn}) > 1 — &, because the loop starting in [Line 3 terminates if

w(unprocessed) < e, and we have p(unprocessed)+pu({r1,...,rm}) = 1 where {ry,...,r,}
are the regions after the m-th iteration of the loop. The correctness of the (r;,b;, 0;)
follows from [Lemma 6.24] O

Because CHECK is defined as a semi-decision procedure, we can not guarantee termi-
nation of [Algorithm 6.3 If we are however given a decision procedure, we can indeed
guarantee termination.

Theorem 6.27. Assume that CHECK is implemented in such a way that instead of the
requirements in [Definition 6.23 we have for CHECK(constraint,r) that it

e returns true if and only if for all v € r we have that constraint(v) is true.
Then MINREACHPARAM terminates for all valid inputs.

Proof. Assume that the procedure is called as MINREACHPARAM(M, Reach, ) with
M = (5,5, Act,T,V). The termination of [Algorithm 6.1] and [Algorithm 6.2] is clear,
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because in each of them the number of iterations in the loops is bounded by the number
of states and transitions in M.

Rational functions g are continuous in Dom(g), and thus for each ¢ we can find a set A
of regions which only overlap at the borders and cover the complete parameter space,
and we have for

BE {r|re AATuv € A gv) <OAgH') >0}

that

n(B) <e,
which intuitively means that the “measure” of the points where the function is 0 is 0.
From this, we can derive a corresponding property for v for which g(v) is not defined,
and we also obtain a corresponding result for the v ¢ FEvals(M). We can extend this
result to multiple rational functions and thus we can extend the optimality equation of

Lemma 3.44] to the parametric case:
B Y {T | =Vs,v €r. Vals‘j’w’Reach(s)(w = min (Z u(s’)vals‘j\,lﬂeach(s/)> (v>} )

a€Act,
HET(s:0) \s'€S
We can also add regions with centre(r) ¢ Ewvals(r) to the above set B because also the

measure of these evaluations is 0.

If we apply[Algorithm 6.2|to each such region of A, by [Theorem 6.26/and because CHECK
is assumed to be a complete decision procedure, we will obtain ? if and only if r €
B. |Algorithm 6.3| splits region until unprocessed equals such a B with small enough
measure, which means, that by the condition at the main loop in [Line 3| it will finally
terminate. ]

Example 6.28. We reconsider the thermostat example of [Figure 6.2, the region r with
r(z) = [0, 1] and apply the variant of[Algorithm 6.3 to mazximise the probability. As seen

from [Ezample 6.21], in this case it is possible to handle the entire region at once, and we

obtain a singleton result set. A

Using [Algorithm 6.3 we now have an effective method to bound the reachability values
of all induced PHAs of a PPHA.
Corollary 6.29. Consider a PPHA H, an abstraction M € Abs(H,A,T) and an unsafe

mode Mpeaen. Let Reach = {(m,{) € A | m = Mpeacn}. Further, let vals iy pegen =
{(r1,b1,01), ..., (Tn,bn,0n)} be the result of MINREACHPARAM(M, Reach,e) given in
[Algorithm 6.3 Then for all (r;, b;,0;), v € Evals(M)Nr; and s € S we have

Valsq_{mmReach > b;i(s)(v),

and accordingly for the maximising variant MAXREACHPARAM of the algorithm.

The corollary follows from [T’heorem 6.15 and [T’heorem 6.261

As stated, to prove that reachability probabilities in a certain region are bounded by p,
we can use CHECK. It is easy to implement an extension of [Algorithm 6.3 which also
proves bounds on regions, and splits them as necessary in case the bound is not fulfilled
for an entire region.
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6.5 Case Studies

In this section, we consider parametric variants of the case studies of Section 3.5l For
each case study, we describe which probabilities we have parametrised. Results were ob-
tained using our tool PARAM ], which implements the algorithms of [Section 6.4
As before, experiments were run on an Intel(R) Core(TM)2 Duo CPU with 2.67 GHz
and 4 GB RAM. However, as we used the same settings in PHAVER as in [Section 3.5
we do not restate the time to obtain the abstraction and number of abstract states,
because they are the same as in the corresponding nonparametric models of the former
section. We were able to obtain results for parametric versions of all case studies of
of which we state a few in the following.

6.5.1 Thermostat

Consider the parametrised thermostat model of [Figure 6.2 (cf. [Subsection 3.5.1)). Due
to the structure of the model, the maximal probability to reach Error within ¥ can
always be stated as

(1 —2x)"x

for some n depending on the time bound ¥: each time the automaton executes the
guarded command in Check, there is a chance of x to move to Error, while the execution
continues with probability 1 — z. Later on, if time has not yet run out, one might have
another chance of reaching Error. Depending on the time, there is a maximal number of
chances n to perform the guarded command in Check. Thus, the probability to finally
reach Error can be described by a geometric distribution. If we insert the z = 0.05 into
the corresponding functions, we obtain the same values as in [Table 3.3

6.5.2 Water Level Control

We apply our method on a parametrised version of the water level control case study (cf.
[Subsection 3.5.3]). We denote the probability that we obtain a delay of 3 rather than 2
when filling the tank by x, and the probability that we have a delay of 3 instead of 2
when draining the tank is denoted by y.

In [Figure 6.7, we depict bounds for the reachability probabilities dependent on x and y
for the different time bounds ¥ already used in[Table 3.5l We restrict to a maximal value
of x and y of % As expected, with an increasing time bound or failure probabilities the
probability bounds increase. For this case study, there is a single maximising function
and we did not have to divide the parameter space to take into account valuation-
dependent scheduler decisions.

We ask whether the probability to reach Error can be bounded by p = 0.3. In[Figure 6.8|
we divide the parameter space into regions, where for each of them in the abstraction
the property holds or does not hold. Thus, in the white area the property is guaranteed
to hold, also in the concrete model semantics. In the black boxes, the property does
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Figure 6.7: Bound for reachability probability in water level control dependent on failure
probabilities.

not hold in the abstract model, but it might still hold in the concrete model semantics.
The grey areas are mixed and thus inconclusive. The border between the black and the
white area is a curved form, and thus we cannot cover the entire parameter space by
rectangles. Because of this, we chose a tolerance of 0.03 for the maximal amount of grey
regions.

6.6 Related Work

There exist a number of related works in the area of parametric HAs, which however do
not consider parametrised probability distributions, but rather parameters on the timed
or discrete behaviour. For instance, they allow to specify an invariant (z < b), where
x is a continuous model variable, whereas b is a parameter. The goal is then to find
the parameter valuations in which certain properties are fulfilled, in particular safety.
Different methods exist for timed automata 14-09; |B_TD_Q], a subclass of linear HAs
and for linear and affine HAs ] and have found successful applications,
e.g. ]

Our initial works in this area [Hah-+10; HHZ11a4l; HHleﬂ] was concerned with models
given in a variant of the guarded command language of PRISM ﬂm‘], outside the
area of HAs. The method of [Algorithm 6.1| was originally inspired by a state-elimination
approach by Daws “DaMLOAI], which in turn builds on results in the context of regular lan-
guages. A similar method has also been used to generate counterexamples for properties
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Figure 6.8: Regions for which a reachability probability below 0.3 can or cannot be
guaranteed.

of Markov models |[Abr+10|. For continuous-time Markov chains, a similar method di-
viding the parameter space into regions has been considered by Han [Han09]. We are
the first ones to apply this kind of parameter analysis to parametric PHAs models.

A closely related work is due to Fribourg and André |[FAQ9]: for a given PPA and valua-
tion of the parameters, they compute a scheduler for this instantiation which is optimal
for a certain property. Afterwards, they compute the set of parameter evaluations for
which the scheduler is still optimal. Compared to their work, we do not have a fixed
scheduler a priori, but use different optimising schedulers for different regions in case
this is necessary. Also, they do not consider parametric probabilities, but parametric

reward values (see also [Chapter 7)), and concentrate on reward-based properties.

The related area of parameter estimation targets at finding the parameters of differential
equations or MCs which fit best to a given set of measurements which the system is
required to be consistent with [BBCOS; MW12|.

6.7 Conclusion

We have introduced parametric PHAs, in which probabilities are not constant but de-
pend on a number of model parameters. As the semantic basis, we have introduced
PPAs. We have discussed restrictions to a certain subset of variable evaluations, which
in turn induce nonparametric PAs. Then, we moved on to the high-level model where
we have extended the probabilistic guarded commands with parameters, matched by
the parametric probability distributions of the previous extension of PAs. Next, we
defined abstractions of PPHAs in terms of PPAs. A relevant part of the chapter was
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then involved with developing a method to find optimal schedulers of entire regions of
parameters, and how to synthesise regions of parameters which fulfil certain properties.
For this, we extended the dynamic programming approach previously discussed in the
context of [Algorithm 3.3| to PPHAs. Doing so allowed us to end up with an efficient
means to analyse an entire class of PHAs at once, rather than just a single specific
model, and synthesise the set of concrete models satisfying a given property. We then
discussed the related works, and applied the model on a number of parametric versions
of our case studies, thus to show its practical applicability.

This chapter was mainly involved with algorithmic considerations to analyse the para-
metric abstractions, while the computation of the abstractions was almost the same as
for nonparametric models. Because of this, considerations about the fairness were not
necessary here, as they have already been handled for the nonparametric models.
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In this chapter, we decorate our probabilistic hybrid automata with rewards, which
are costs or bonuses, and discuss how our solution method can be extended to handle
reward-based properties. Doing so allows us to reason about the time until a system
terminates, the long-run cost of its operation, percentage of the time in an operational
state, time until stabilisation, and many other properties of interest.

This chapter is organised as follows: in[Section 7.1l we equip probabilistic automata with
reward structures and discuss the properties we can express this way. In [Section 7.2
we extend probabilistic hybrid automata with rewards, and show how these are mapped
to reward structures of the semantics. [Section 7.3 then discusses how we can extend
our abstraction technique of to obtain guarantees on the values of the ex-
tended properties we have defined. Section 7.4 will discuss how properties can be decided
once the abstraction has been computed. Then in [Section 7.5 we apply the abstraction
method to compute reward-based properties of two of our case studies.
concludes the chapter.

7.1 Rewards for Probabilistic Automata

In this section, we will extend the PAs with rewards and discuss reward-based prop-
erties. As these properties are expected values, we firstly have to define the notion of
expectation.

7.1.1 Stochastic Recap

Consider a measurable space (£2,%). The expectation E, with respect to a probability
measure f: % — [0, 1] for a 3-B(R)-measurable function X : 2 — R is defined as

BAX) [ X ulas),

Given a path probability measure Prag,: X — [0, 1], we abbreviate

def
EM,O’ - EPT’/\,L(7 .
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7.1.2 Reward Structures and Properties

We equip our PAs with reward structures. We remark that rew,., and rewge, of the
same reward structure rew in the following definition are not meant to denote lower
or upper bounds on the specification of rewards. Instead, we will later on use them to
denote pairs of reward and time.

Definition 7.1. A reward structure for a PA M = (5,3, Act,T) is a pair (rewyym, 7eWden)
of two functions
TeWnum, T€Wden : (S X Act x Distr(S)) — Rxo.

If for all s € S and p, ' € Distr(S) we have rewnym(s,a, 1) = r€Wnum (s, a, 1') and
TeWgen (S, @, 1) = T€Waen (s, a, 1), we call this a simple reward structure and interpret as
a pair of functions

TeWnum, T€Wden : (S X Act) — Rxg.

Given a simple reward structure (T€Wpum, reWyen), we say that it is affine, if for all
a € Act there are mul, € Rs¢ and add, € Rsq, where for all s € S with T (s,a) # 0 we
have

TeWnum (S, a) = mulyrewqen (s, a) + add,.

We will use reward structures rew = (T€Wyum, 7€Wqen) to specify two different reward-
based properties of PAs. For the definition of one of them, we will use both the functions
TeWnum and rewqe,, whereas for the other one we will only need rew .

Example 7.2. In we depict a PA along with a reward structure rew o
(reWnum, T€Wqen ). We have

TeW num (81, @, [s1+>1]) &, reWgen (81, a, [s1—1]) = 0,

TeW num (81, @, [Sor>1]) = 4, rewgen(S1, a, [so—1]) = 2,....

Thus, rew s not simple.

Now, consider the PA of [Figure 7.9 The reward structure of this PA is indeed simple.

Also, rew is affine, where for action b we have the factors

muly, = 2 and add, = 1. AN

We can then define properties based on these reward structures.
Definition 7.3. Given a PA M = (5,3, Act,T) together with a reward structure rew =
(T€Wnum, T€Wqen) and a fair scheduler o, the accumulated reward is defined as

n
: My M M
lim E Tewnum (X5, Y, Z27)
n—o0 4 5

7=

def
= EM,J

o
Val./\/l ,rew,lra

The fractional long-run average reward s defined as

n
valf ar [lim i ’”ew“um(XZM,KM,ZZM)}
M, rew,lra — Mo n ;
N0 Zz‘:o Tewden(XzM?YiMazzM)
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Figure 7.1: Reward-extended
PA.

Figure 7.2: Encoded  version

of the PA of

Figure 7.3: PA simulating the Figure 7.4: PA affinely simu-

one of [Figure 7.2] lating the one of
Figure 7.2
in case we have
PrM7U<A) =1,

where A is the set of paths on which the property is well-defined. In the above, we let

d

% <0 and G © for x # 0. For Acteye C Act, we define the Actg-fair extremal

values

+,Actfair o +,Acttair o
Val/\/l,rew,lra - Sll}i Val./\/l,rew,acc and Val/\/t,rew,lra _ Sug ValM,rew,lra’
o€ ;Svcheal/\fl‘tfair e Sched/\jtfair
. —, Actgair —, Actgair +,Actair —, Actgair
and accordingly for val ... and valy o o For val g s (valeew’lra) we only

take the supremum (infimum) over the schedulers o for which Pra,(A) = 1.

We will later on use reward-extended PAs as the semantics of reward-extended PHAs.
When considering accumulated reward properties, we add up all rewards we come across
along a certain path. The value we consider then is the expected value over all paths.
Properties of this kind can for instance be used to reason about the expected time until
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system termination, the number of steps until an error is reached, and so on. Fractional
long-run average values specify a value that is reached in the long-run operation of a
system. The numerator will later on describe the value for which we want to obtain
the average. The denominator will describe the time which has passed in a PHA. It is
necessary to use a variable denominator here rather than to assume that each step takes
one unit of time, because in the semantics of PHAs not all steps take the same amount
of time. For instance, executing a guarded command is instantaneous, so that for these
transitions no time passes at all.

We remark that the fractional long-run average reward might not be well-defined on all
paths of a given model, which is the reason why we require the paths on which it is
well-defined to have measure one. Jobstmann et al. |Blo-£09; [EJ11; [EJ12] solve this

problem in a different way by using

e (XM, Y M, ZM
Eyio | im liminf Zzz%rew (XYM ZY) .
7 In—oo m—oo 1+ Z 7’(3’LUden()(Z/Vl7 Y;./\/l7 ZiM)

i=n

This way, the value on each path always exists. In case the expected fractional long-run
average value of exists, it agrees with the one defined in [Equation 7.1}
However, we cannot use this modified definition. Later on, in [Lemma 7.6l we have
to apply a certain model transformation the validity of which is not valid under the
definition by Jobstmann et al.

As for reachability properties, we need to consider fairness conditions here. The reason
we have to do this is similar to the basic setting: if a scheduler were allowed to let time
stop, it could for instance let the time stop at a moment in which a very high or very low
value has been reached. In this case, this value would then form the long-run average
value. It would be unrealistic to consider this the extremal average over time, as indeed
the time flow has stopped. This phenomenon could occur for both minimal and maximal
values, and thus we consider fair schedulers in all cases.

Example 7.4. Reconsider the PA of [Figure 7.1 In this model, the accumulated reward
would be infinite, so that we only consider the fractional long-run average reward. We

have for Actgy = {b} that

12

A tair 77A tair
valfAcka: — Z2 — 9 4 gnd val <

M, rew,lra 5 M,rew,Ira ~ ~ 23337

[GVERN|

which are for instance obtained by the simple schedulers o and o~ with

ot (s0) = (b, [s0—0.25,51—0.75]), 07 (s1) = (a, [s1—1]),
o (50) = (b, [s1—1]), 07 (s1) = (a, [s1—1]). A

We now consider variants of PAs where we postpone the rewards of certain actions, in
such a way that they are then collected along with the rewards of later actions. For
this, we set the rewards resulting from a subset of actions to zero, and instead remember
these rewards by encoding them into the state space. Later on, we can collect these
values when executing one of the remaining actions.
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Definition 7.5. Consider a PA M = (5,5, Act,T) with the reward structure rew =
(TeWnum, T€Wqen) and a subset Acten. C Act of the actions. The Actenc-encoded PA and

reward structure
def

enc(M, rew, Actene) = (Menc, TeWenc)

def — def
are defined as Mene = (Senc, Senc, Act, Tenc), T€Wene = (T€Wenc nums T€Wenc den) Where
def
o S.c = S xR?
def

° genc - (§7070)7

® for Senc = (S, Unum, Vden) and a € Acley. we have
ﬁnc(sencu CL) d:d {[(8/17 07 O)lev ey (8;1, 07 O)Hpn] ‘ [8,1'_>p17 ey S;Hpn] € T<S7 a’)}a
o for Senc = (S, Vnum, Vden) and a € Act \ Actene we have

773110(8‘31107 (1,) d:ef {[(8/17 U;lumv Uéen)’_)pla R/ (8;17 U;mmv Uéen)’_)pn] |
[$h—=p1, ..., s =] € T(s,a)

!/ !/
A VUhum = Vnum + rewnum(sa a, N) A Uden = Uden + Tewden(sa a, M)}a
o for Senc = (S, Vnum, Vden ), @ € Actene and i € Tenc(Senc, @) we have

ef
Tewenc,num<5enca a, ,u) - rewnum(& a, M) + Unum and

Tewenc,den(sencu a, ,u) :f rewden(su a, ,u) + Uden)

® for Senc = (S, Unum, Vden ), @ € Act \ Actene and p1 € Tene(s, a) we have

def def
Tewenc,num(senca a, ,u) = 0 and Tewenc,den(senca a, ,u) = 0.

Thus, the rewards are stored in the continuous dimensions v,,, and v4e, of the state
space. Each time we come across a € Acteye, we collect the original reward from this
command plus the values of v,,m and vgen, and reset these variables to zero. When
executing a command a ¢ Acte,., we collect a reward of 0, but increase vy, and vVgen
accordingly. In [Section 7.2 we will use this definition to postpone rewards of timed
actions, to overcome the loss of timing information in the computed abstractions.

We can show that this construction maintains reward values, under the condition that
Actene = Actgye 18 the set of fair actions.

Lemma 7.6. Let M = (5,3, Act,T) be a PA with reward structure rew and consider
the Actgic-encoded model and reward structure (Mene, T€Wenc) = enc(M, rew, Actg.) for
Actgr € Act. Then we have

+7A0tfair — +7A0tfair +7Athair _ +7A0tfair
ValM,r@w,acc - Val/\/lenc,rewenc,acc and Val./\/l,rew,lra - Val./\/lenc,rewenc,lra7

and accordingly for the minimal values.
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Proof. We only consider the case of maximal fractional rewards, because the other cases
are similar (but simpler for the accumulated rewards). For this, we have to show that
for each o € Schedfjtfa“ we have oo € Schedszfj:r with

o _ Oenc
ValM ;rew,lra — ValMenc ,FéWenc,lra’

. . . Acte.:
and vice versa when starting with ... € Sched Ajfj

For 3 € Path®} w Path’}{, denote by enc(f) the corresponding path in Pathif\l,fem, in
which we have encoded the rewards of a € Act \ Actg; into the state space, as in
the definition of 7g,. in [Definition 7.5l Assume rew = (rewpum, 7eWden) and reWene =
(T€Wenc nums T€Wenc,den). We then define the measurable functions f,, f: Pathif\l,f — R>o

and fenen, fenc: Pathif,fe“c — Ryg for n € N as

aot Do MW (X, Y, ZM)
Z?:O Tewden(Xi/Vla }/iMa Zz/Vl)

n M M M
and f, def D i TeWene,num (X, Y7o, Z77e)
enc,n ;
ST TeWenc,den (X7 V1eme, Y ene | ZMene)

Jn

f ' Jim frn and fone < Jim fenen-
n—o0 n—o0

For ¢ € Schedfjtfa“, we define og,c € Schedfjifff where for all g € Pathiﬂ we let
Tenc(enc(f)) be defined so that it corresponds to the decision of o(/3), in that it chooses
the same actions and the corresponding distributions for each path. For A € ¥, and

Aene = {enc(B) | B € A}, we have

Prago(A) = Praj.ou (Aene) and Prgq(Pathe) = Pry... (Path;‘jiiir) — 1.

Tenc Tenc

Because of this, and by the definition of the expectation as an integral, to show that

o . Oenc : Athair
Valll rewira = VAL owone i 16 sullices to show that for each 5 € Path), ™" we have

f(B) = fenc(enc(p)).
Consider thus an arbitrary g € Pathfj“’“‘“. We define

Actpin(B) = {i € N | Bli] € Actanr},

that is the set of the positions in a path which contain actions of the fairness set Actys,.
By the definition of a fair path (cf. [Definition 3.9)), this set is infinitely large. Then, by
definition of the encoding, for all n € Act.;(8) we have

fa(B) = fenen(enc(B)),

and thus also

f(B) = fenc(enc(B)).

For the other direction, we start with g, € Schedfjif)’“‘“, construct o € Schedfjtf‘“r and

c

show equality in the same way. O

As seen from the proof, [Lemma. 7.6 indeed requires to restrict to Actg,, schedulers.
Otherwise, we could have a situation where in the original model we obtain some reward
which we do not obtain in the encoded model, because we just encode this reward in
the state space but never actually collect it later.
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Example 7.7. The PA of[Figure 7.9 is the Actgi-encoded PA of the one in[Figure 7.1,

for Actgyy = {b}. Because of this, the maximal and minimal fair average values of

% = 2.4 and % ~ 2.333 are the same in both models. A

To prove the validity of abstractions of PHA for reward-based properties, we extend
the definition of a simulation relation from [Definition 3.15| to take into account reward
structures. We only consider simple reward structures, because we will only need this
restricted form for the analysis of PHAs.

Definition 7.8. Consider two PAs M = (5,35, Act, T) and Mgm = (Ssim, Ssim, Act, Tsim)
related by a simulation relation R and for which we are given simple reward structures
rew = (TeWnym, "€Wden) aNd T€Wsim = (T€Wsim num, "€Wsim,den)- We say that R is upper-
bound compatible, if in case we have (s, Ssm) € R then for all a € Act we have

Tewnum(sa a) S Tewsim,num(ssima a’) and rewden(sa a’) Z Tewsim,den(ssima a’)'

If there exists such a relation, we write

(M7 rew) 1—1—3 (Msima Tewsim)-

We define lower-bound compatible simulations R accordingly by swapping < and >
above and write

<M7 7”6'11)) }—2 (Msimu Tewsim)-

With simulations, we can establish upper and lower bounds on the reward properties of
simulated models by considering the corresponding property in the simulating model.

Lemma 7.9. For PAs M and Mgy, with corresponding simple reward structures rew
up
and rewgm, if (M, rew) = (Mgim, T€Wsim) then

+7A6tfair +7A6tfair +7A6tfair +7A0tfair
Val./\/l,rew,acc S Val./\/lsim,rewsim,acc and Val/\/l,rew,lra S Val/\/lsim,rewsim,lra'

lo
Likewise, if (M, rew) < (Mgim, reWsim) then

77A6tfair 77A6tfair 77A6tfair 77A0tfair
Val/\/l,rew,acc Z Val/\/lsim,rewsim,acc and Val/\/l,rew,lra Z Val/\/lsim,rewsim,lra'

Proof. We restrict to the proof of

Act ir 714 Lair
val [ ctar < ] toActa

M, rew,Ira — Mim,reWsim,lra’

the other three cases follow along the lines.

For M = (5,3, Act,T) and (rewpuym, 7¢Wqgen) = rew, we define the PA and reward
structure

Sx M = (55,8 % Act, S x T) and § x rew = (S X reWnum, S X reWaen),

where

147



CHAPTER 7. REWARDS

e for s € S and a € Act we have (S x T)(s,(s,a)) ot T(s,a)and (S x T)(-) ]

else,

o for s € S and a € Act we have (S X rewnum)(s, (5,a)) = rewnum(s, a), accordingly

for S X rewgen.
Then, for Mgm = (Ssims Ssims Act, Tam) and (7eWsim num, 7€Wsim,den) = T€Wsim, We define
the PA and reward structure

def — def
SXMsim = (Ssirm Ssim) SXACt; Sxﬁim) and SX reWsim = (SX Tewsim,numu SX 7ﬁewsim,den%

where
def

o for sgm € Ssim, s € S and a € Act, we have (S X Tgim)(Ssim; (S, @) = Tsim (Ssim, @),

o for sum € Sem, s € S and a € Act, we specify (S X 7€Wsim num) (Ssim; (8, @)) e

TeWsim num ( Ssim, @), and accordingly for S X rewgim den-
Consider arbitrary schedulers o € Schedys and o0gy, € Schedaq,, . We can construct
corresponding schedulers S x o € Schedgyp and S X ogym € Sched gy, With

o . Sxo Osim _ SX0gim -
ValM,rew,lra - ValSXM,SX rew,lra and Val,/\/lsim,rewsim,lra - ValSXMsim,SX TeWgim ,lra’ 7.3

and vice versa when starting with schedulers S x ¢ € Schedsynp and S X ogm €
Schedsxm,,. We have (we remark that (rewpum, reWqen) is a reward structure in M
and not in S x M)

n SxM
valSxe _F lim > ico "eWium (Y )
SXM,Sxrew,lra — HSXM,Sxo .

n—oo Z?:O Te'wden(YSXM> '

1

and accordingly for S x Mg,,. This means, that the average reward can be derived in
this extended model by only looking at the sequence of actions, rather than requiring to
consider also states and distributions. It can be shown that S x Mg, simulates S x M
by using a simulation relation between M and My, which we already know to exist.
Because of this, from S x ¢ we can construct a scheduler S x o, for which measures on
traces agree , Proposition 7.7.1]. From and by the definition of the

reward structures, we have

. {hm S rewnumWM)]
SXM,SXO’ nesoo Z;LZO Tewden(}/iSXM)

S W (VM)
= Esx Mm,Sxogm | 1M .
sim sim | T Z?:O T oy (}/iSXMSIm)

Z?:O TeWsim,num (XZSXMsim ’ }/inMsim) ]

< ESx Myim,Sxomm | 1IN
— sim sim n SXMSim SXMsim
_n~>oo Zi:O Tewsim,den(Xi ) Y; )

By [Equation 7.3| and [Equation 7.5 for each ¢ € Schedy; we can construct og, €
Sched p,,, with

o Osim
Val./\/l ,rew,lra < val

Mim,TeWgim,lra’

which implies ]
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Thus, the principal idea of this simulation is that the simulating automaton can mimic
the behaviour of the simulated one, while overapproximating or underapproximating
respectively rew,,m and rewgey.

Example 7.10. In[Figure 7.3 we give a PA with corresponding reward structures which
simulates the one of [Figure 7.3 by an upper-bound compatible simulation relation. The
mazimal fractional long-run average reward of the latter is indeed much higher than the
former, namely, 7 rather than % = 2.4. To obtain a lower-bound compatible simulation
relation, we would replace the rewards (7,1) by (3,3), thus obtaining a reward of 1 which
15 considerably lower than the minimal reward % ~ 2.333 of the original model. A

In the case of affine reward structures, we can define a simulation relation with which
we can obtain more precise results.

Definition 7.11. Consider two PAs M = (5,35, Act, T) and Mgm = (Ssims Ssims Act, Teim)
which are related by a simulation relation R. Further, consider three affine reward struc-
tures

rew = (TeWyum, T€Wden ),
TeWsimup = (Tewsim,up,numa rewsim,up,den)a
T€Wsim,lo = (rewsim,lo,nunm rewsim,lo,den)-

We require that rew, reWgim vp and rewsim 1o are affine with the same factors mul,, add,
(cf. [Definition 7.1) for each action a, that is for s € S and z € A we have

TeW num (S, @)
rewsim,up,num <Z7 a)

Tewsim,lo,num (Z7 a)

ulyreWwgen (8, a) + add,,

m
muzarewsim,up,den<zu CL) + addau
m

uly TeWsim 1o,den (Z, @) + add,.
Then, we define R as being affine compatible if for all (s, s4m) € R and a € Act we have

Tewsim,lqnum(ssima a’) S Tewnum(sa a’) S Tewsim,up,num(ssima a)'

If there exists such a relation, we write

aff
(Ma 7"6’(0) j (Msima Tewsim,upa rewsim,lo)-

As before, affine simulations maintain reward properties.

Lemma 7.12. Consider the PAs M = (S,3, Act, T) with the reward structure rew
and Mgim = (Ssim, Ssims Act, Tam) with reward structures reWsimwp and reWsm 1o With

aff
(M, rew) = (Meim, r€Wsim up, TeWsim10). We define

/ def — ! / /
tim = (Ssim, Ssim, Act x {lo,up}, T.) and rewl, = (rew

sim,num

/
Tewsim,den)?

where
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= s&n(s (a’aup)) = 7;im(87a’)7

o for s € Sgm and a € Act we have T, (s, (a,lo0)) ,
o for s € Sgm and a € Act we have rew. (s, (a,lo)) S TeWsim lonum (S, @), and
( )

sim,num
/ !/

accordingly fOT’ Tewsim,num(‘S? (CL, up))7 rewgirmden S, (@, lo ) and rewsimden(‘g? (a’7 U_p))

Then we have

Va1+7Athair < Va1+7Athair

— / !
M,rew,acc Msim 7Tewsim7

a/nd Va1+7Athair < Val+7Athair

acc M, rew lra — M. rew’

)
sim’ sim71ra

and accordingly for the minimising cases.
Proof. Firstly, we remark that we also have

7ﬁewsim,lo,den<Ssima CL) S Tewden(& CL) S Tewsim,up,den<ssim7 CL)

which follows from the definition of affine simulations. We define S x M and S X M, as
in the proof of[Lemma 7.9 As there, for o € Sched rq we can construct Sxo € Sched gy am
and from this S X ogm € Schedgya,, so that measures on the traces agree. We also

consider a corresponding model S x M., = (Sym, Fsim, S X Act x {lo,up}, S x TZ).

sim
From S X o4, we construct a scheduler S x o, € Schedgy m, as follows. For § €
Pathgr;Méim kW Pa_thgli/vtgim let B € Patth;Msim be so that for all 8[i] = (a,lo) or 5[i] =

(a,up) we have B[i] = a. For s € S, Sgm € Ssim and a € Act, let pup s s.as Plossuma €
[0, 1] be so that
® Dup,s,sema T Plos,sema = 1 and
® 7CWnum (5, @) = Pup,s,syim,a T€Wsim,up,num (Ssims @) + Plos syim,a T€Wsim,lo,num (Ssims @),
e (which by the definition of affine rewards in [Definition 7.11] also implies that
TeWden () @) = Pup,s,s5ima"eWsim,up.den (Ssims @) F Plo,s,s4im,a TeWsim lo,den (Ssim, @) )-
For 3 € Pathgan;im, s€ S, a€ Act and p € Distr(Ssim), we let

(S x 05,)(B)((s,a,up), 1) = pUP,s,last(B),a(S X Usim)(ﬁ)((saa)vﬂ) and
(S X Uéim)(ﬁ)((sv a, 10),#) = plo,s,last(ﬁ),a(s X Usim)(B)((sa a)v M)'

With w
i X .

def Z:’ZO ,rewnum(}/iSXMslm) ) det Z?ZO Tewnum(y;‘ sun)

a n SX Msim and fn - n Sx M. 3

Eizo Tewden (3/; ) Zi:o Tewden(Y; sun)

we have for € Pathgr;Msim with || > n that

P x M. xo!. !
= Y L) s P,

PTSXMSim7SX0'sim (6)

Jn

/€ Pathfin
plePath gl m

sim

=8

Further, for A C Pathl),\, —and A" = {3’ € Pathi¥ ., | B € A} we have

PrSXMsimySXO'sim <A> = PTSXMéim7SXO'_;im (A/>
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Heat cnco=(T>9—T'=T Nt'=0)
crn=(true—9<T'<10At'=0) T—9

Ini
T<10 |¢
cncn=(t>2—T'=TAt'=0) At<3 ccon=(T<6—T'=TAt'=0)
A
Check 0.95:T"=TNt'=0,
T=-T/2
/\t<0é con=(t>0.25—" 0.05:7'=TAt'=0) CEGo =

(t>0.5—T'=TAt'=0)

Figure 7.5: Thermostat modified for long-run average rewards.

By the definition of the expectation as an integral, from [Equation 7.6| and [Equation 7.7,
we can conclude that

Sxo o Sxol,
ValSXM,SX rew,lra — Val/\/l’

/ ra?
cimsTew’ Ira

which proves the lemma. O

Similarly as for upper-bound and lower-bound compatible simulations, the affinely simu-
lating automaton M, can mimic the behaviours of the simulated one. In M,  we also
mimic the behaviours of the original model, but we use randomised choices over (a,up)
and (a,lo) to obtain exactly the same reward as when choosing a in the original model.
The reason is that we will obtain results which are more precise, that is for both rew,um
and rewge, we either minimise or maximise, whereas for nonaffine reward structures we

had to minimise and optimise in the opposite directions.

Example 7.13. In[Figure 7.j] we give a PA which affinely simulates the one of[Figure 7.3

Maximal and minimal fractional long-run averages are 3 and % ~ 2.333, which is more

precise than the values obtained from [Figure 7.3 as discussed in[Example 7.10, A

7.2 Rewards for Probabilistic Hybrid Automata

We can now define reward structures of PHAs.

Definition 7.14. A reward structure for a PHA H = (M, k,m, (Posty,)menr, Cmds) is
a tuple

rew = (rewgis, T€Wets)

of two functions, the discrete reward function rewgs: ((M x R¥) x Cmds) — Rsq and
the continuous reward function rewey: ((M x R¥) x Rsg) — Rsg. We require that for
each m € M and v € R* we have

o 1ewes((m, v),-) monotonically increasing,

o rewcs((m, v),t) = rewes((m, v),t1) + rewes((m, v),ta) for t,ty,ta > 0 with t =
t, +to.
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A discrete reward function is called affine if rewqs(+, ¢) is constant for all ¢ € Cmds.
In this case, we can write it as rewgs: Cmds — Rsg. A continuous reward function is
called affine if for all m € M there is mul,, € Rsq where for all v € R* and t € Rx
we have rewes((m, v),t) = mul,,t. In this case, we also write it as rewes: M — Rso,
where rewes(m) = mul,,. If both the discrete and the continuous part are affine, we call
rew affine.

Example 7.15. Consider the thermostat of [Figure 3.3 in which it is not possible to
leave the Error mode. As we do not consider time-bounded properties, we assume that
the global clock ¢ is no longer part of the model. We define a reward structure rew,e =

(rewacc,dis 3 Tewacc,cts) thh

def def {O Zf c E {CE7 CIH}7

TeWaccots (1) = 0 and rewace,ais(s, ¢) = 1 else

We thus obtain a reward for executing a command except the one of Error or the one to
initialise the system. Thus, using the minimal accumulated reward we can reason about
the minimal expected number of commands executed until an error happens.

Now consider the modified thermostat of [Figure 7.5 We have extended the Error mode
so that the system can recover from an error after a certain time. We define another
reward structure rewy, = (T€Wiradis, T€Wira,cts) Where

. « )1 if m = Error,
Tewlra,dis('7 ) d:f 0 and Tewlra,cts((m7t7 T)7t> d:f { me oo

0 else.

Thus, we obtain a reward of 1 per time unit when being in mode Error. By considering the
maximal fractional long-run average reward, we can reason about the maximal percentage
of time the system can spend in the Error mode. A

In the definition of the semantics of a PHA, it is possible to choose any nonnegative
time duration to wait. However, depending on the corresponding post operator, the
actual time for which the model will wait might be lower. Indeed, by |[Requirement 3| of
[Definition 2.12 there is always a fixed upper bound for the maximal time to wait. Also,
depending on which state the automaton actually moves to, the timed transition might
stop earlier or later. To specify time-dependent rewards correctly, we must thus have
some means to find out how long the PHA has actually waited, if we intended to wait
for a certain amount of time and reach a certain state.

Definition 7.16. Consider a k-dimensional post operator Post. For v € R¥, t € Rsg

def

and v" € Post(v,t) we define durp,g(v,t,v") =
sup ({0} U {t1 +ta | t1 +t2 <t AF" € Post(v,t1). v" # v ANv' € Post(v”,t5)}) .

We shortly write dur,,(v,t, v") for durp,s,, (v,t, v’), where Post,, is the post operator of
a given mode m in a PHA.
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€ Post(v,t1)

€ Post(v”,t2)
<t +t2

Figure 7.6: Illustration of dur.

Thus, dur,,(v,t, v) is the latest time in which variable configuration v’ is reached from
v in mode m if we intend to wait for t. This means that if we have dur,,(v,t,v") S t,
we have a time lock in v'.

Example 7.17. Consider again the model of[Figure 7.5 For (t',T") € Postcyea((t,T'),t)
we have
0 ift>05,

t —t else.

durCheCk((t, T), t, (t/, T/)) = {

The definition for the other modes is similar. A

We use the somewhat complicated [Definition 7.16l to take into account cases in which
we start in a certain v, wait for t and might reach v’ at two different points of time
t' < t” <t, as illustrated in [Figure 7.6l As we intended to wait for t, we would want dur
to return t” rather than t'. If we had defined dur just to take the minimal time at which
v" is visited, we would have obtained t; instead. On the other hand, we also cannot
define dur using the maximum time, because in case of a time lock this value would be
equal to t, although the given value might have been reached long before t.

Example 7.18. We illustrate the issues by a simple example. Consider a post operator
Post: (R x Rsg) — 2R where for 0 <t <1 we have

Post(t,t) = {min{t',1} | t' € [t +t,t + 2t]}.
Then we have
Post(0,0.5) = [0.5,1], Post(0.5,0.5) = {1}, Post(0,1) = {1}, and Post(0,2) = {1}.
Because of this, we have dur((0),2,(1)) = 1 rather than 0.5 or 2. A

With these preparations, we can define the semantics of PHAs reward structures.

Definition 7.19. Given a« PHA H = (M, k,m, (Posty)men, Cmds) with semantics
[H] = (5,5, Act, T) and a corresponding reward structure rew = (rewgis, r*eWets), the se-
mantics of the reward structures is the PA reward structure [rew] = ([rew]aum, [rew]den)-
Forse S, ce Cmds and p € T (s, ¢) we have

[rew]num(s, ¢, 1) = rewgis(¢) and [rew]gen(s, ¢, 1) <.
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For s =(m,v) € S, t € Rsg and p = [(m, v )—1] € T(s,t) we define
[rew]mum(s,t, 1) = rewes(s, dury, (v, t,v)) and [rew]gen(s, t, 1) = dury,(v,t,v').

Example 7.20. Reconsider the reward structure rewy, = (TeWia dis, TeWira cts) JIVEN in

[Ezample 7.15 For a state s = (Error, t,T') of the mode Error and o = [(Error, ¢, T")—1],

we have
[[Tewlra]] (87 t7 ,u) - durError((ta T)7 ta (tla T,))a

which means that we cannot obtain a reward of more than 0.5. If we had not taken
durgor tnto account, and simply defined

[rewya] (s, t, 1) = t,

the maximal fractional long-run average reward in the semantics with this reward struc-
ture would be limy_, oo r%rt =1 for some constant r, because the reward would be the same
as if we could stay in Error for an arbitrarily long time. A

We can then define the values of reward properties using the semantics of PHAs and
their reward structures.

Definition 7.21. Given a« PHA H = (M, k,m, (Posty)menr, Cmds) with semantics
[H] = (S, Act,T) and a corresponding reward structure rew, we define the maximal

accumulated reward as
def 1+,C’mds
= va [H],[rew],acc’

and define the minimal accumulated reward accordingly. We define the maximal time-
average reward as

Jr
Val?-l ,rew,acc

def l—i—,C’mds
H,rew,lra — va [H],[rew],lra’

and accordingly the minimal time-average reward.

As for reachability properties, it does not matter whether or not we apply a time restric-
tion. Because we use abstractions which actually abstract the time-restricted semantics
as in we need the following lemma.

Lemma 7.22. For a PHA H given time restriction T we have

+ o +,Cmds
Val?—[,rew,acc - Val[[H,T]],[[rew]],acc’

+ _ +,Cmds
Val’H,r@w,lra - Val[[H,Tﬂ,[[rew]],lra’

and accordingly for the minimal values.

The proof follows along the lines of [Lemma. 3.26l

As already prepared for a similar form for the semantical model in [Definition 7.5, we
now define a transformation to PHAs, in which we postpone the rewards obtained by
timed transitions. This way, we collect the rewards only at the execution of commands.
This will turn out to be advantageous in the later abstraction in which we lose the
information about the duration of timed transitions.
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Definition 7.23. Given a PHA H = (M, k,m, (Post,)men, Cmds) with the reward

structure rew = (rewgis, rewes ), the reward-encoded PHA and reward structures
enc(H, rew) = (Henc, reWenc, TeWwy),

thh Henc g (M7 k + 27 m7 <P03tenc,m>m€M7 Cmdsenc); T€Wene = (Tewenc,di& Tewenc,cts) and

rewy = (rewy dgis, T€Wycts), are defined so that

e for each s = (M, v, Unum, Vden) With m € M, v € R¥, vy, Vgen € R, and t € R,
we have (v, V) s Vien) € P0Stenc.m((V, Unum, Vden ), t) if and only if

— v € Post,,(v,1),
— U = Unum T T€Wets(m, v, dur, (v, t, v')),
— Vlen = Uden + dur,, (v, t,v’),

o for each ¢ = (9 — p1 : wp + ...+ py : w,), we have exactly one corresponding
Cenc = (genc — pP1: uenc,l +... +pn : uenc,n) and f07" a” S € M X Rk; Unum s Uden S R;
we have

~ Genc = g X RQ;
— for all i with 1 <1i <n we have Uenci(S, Vnum, Vaen) = w(s) x {(0,0)},
o we have Tewencets(+ ) = rewees(-,) = 0,
o for each s = (M, V, Vyum, Uden) aNd Cone € Cmdsene we have
Tewenc,dis(sa C) d:flf Tewdis(sa C) + Unum and Tewt,dis(sa C) d:ef Uden -
In this definition, rewe,. describes the rewards we obtain by executing a command plus
the reward stored in the state space by timed transitions since the current mode was
entered. This way, it can be used to substitute [rew],um of Definition 7191 The reward
structure rew, describes the time since a mode was entered, implying it can replace the
denominator reward [rew]qen-

As this transformation corresponds to a transformation of the PA semantics, it does not
change the values of reward properties.

Lemma 7.24. Consider a PHA H = (M, k,m, (Posty)men, Cmds) with a reward
structure rew and the reward-encoded variants enc(H, rew) = (Henc, TeWene, rewy) as
well as a time restriction T. For [rewen] = ([reWenc]num, [T€Wenc]aen) and [rew.] =
([rew] num, [rew:]qen) we have

+ _ +70mdsenc

ValH,T‘E’lU,aCC o ValIIHenc7TH7([T€wetxcﬂnum7[T€wtﬂnum)7acc and
+ . +7cmd5enc

Val%yrewylra - VallIHenc7T]]7(Hrewencﬂnumyﬂ7‘ewtﬂnum)7lra’

and accordingly for the minimal values.

Proof. 1f in the semantical models we equate commands of Cmds with corresponding
ones of CmdSen, we have

([Hene, T], ([rewenc]num, [rewt]wum)) = enc([H, T, [rew], Cmds),
and thus the statement follows from [Lemma 7.22] and [Lemma 7.6l O
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Example 7.25. The PHA of [Figure 7.5 already contains the necessary variable t to
encode the reward rewgpor. As we obtain a reward of 1 per time unit, it can be used to
represent both time and rewards. We thus obtain the encoded model by defining

o | 1 = Error, .
= { im TN nd rewy qis((m, t,T), ¢) = t. A

reWenc,dis((M, 1, T), ¢) = 0 else

7.3 Abstraction

We can now equip our abstractions of PHAs with corresponding rewards structures.

Definition 7.26. Let H be a PHA with rewards rew, and consider its encoded PHA
with reward structures (Henc, (r€Wenc dis, T€Wenc,cts), (T€Wt dis, T€Wrets)) and an abstraction

M = (A, z,Cmds W {7}, T) € Abs(Hene; A, T) of Hene. The abstract upper-bound

. def
reward structure is defined as rabsy,(H, M, rew) = (reWnum, r€Waen) where

o forallz € A we have rewnu,(2,7) = rewen(z,7) = 0,

o forallze A andc=(9g—p1:w+...+py:u,) € Cmds we have

TeW num (2, ) < sup TeWene.dis(S, ¢) and rewqen(z, ) & gelg rewy gis(s, ¢).
SEZ

The abstract lower-bound reward structure rabs), is defined accordingly by swapping sup
and inf.

We can use these reward structures to safely bound the reward values of PHAs semantics.

Theorem 7.27. Consider a PHA H with reward structure rew and an abstraction M =
(A,Z, Cmds W {1}, T) € Abs(Hene, A, T) of its encoded PHA Heye, with the abstract

upper-bound reward structure rew,; = rabs,, (H, M, rew). Then

+ +,Cmds + +,Cmds
Val’}-l,rew,acc S Val./\/l,rewup,acc and Val’H,rew,lra S Val/\/l,rewup,lra7

and accordingly for abstract lower-bound reward structures by changing < to >.

. + + . .
Proof. We only consider the case valy, .., 1,0 < Vali 0. 11a @s the other cases are similar.

Using [Lemma. 7.24] we assume that # is already reward encoded, and by [Lemma 7.22]

it suffices to show that
+,Cmds +,Cmds
ValﬂH,Tﬂ,[[rewﬂ,lra < Val/\/l,rewup,lra'

For this, we can use the same simulation relation R as in the proofs of [I’lheorem 3.31]and
[Theorem 3.32) with corresponding intermediate models. The additional requirements
on the simulation concerning the reward values by [Definition 7.8 are fulfilled (timed self
loops get assigned rewards of 0), and so the result follows by [Lemma 7.9l O
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’ 0 Ijit ‘ Z1 Cool

cEco:(0.5,0.5)
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cm:(0,0) cHCo:(0,0) or:(0,0.5) 0.05 Error
\ 0.95 ccn:(0,0.25)
Z3 Heat Z4  Check
CHChI(O7 2)

Figure 7.7: PHA abstraction for rewards.

Example 7.28. In[Figure 7.7 we sketch an abstraction of [Figure 7.5 with an abstract
upper-bound reward structure for the PHA reward structure rewgmor of [Example 7.25

Thus, we have a reward of 1 per time in Error and 0 otherwise. In the abstract states,
we left out constraints to restrict to states which are actually reachable. Consider the
abstract state z4. As the mode of this state is Check, we obtain a reward of 0 when
executing ccyn. According to the guard of this command, we have to wait at least until
t > 0.25 to execute it. Now consider zo. We can leave this state at point t = 0.25, and
we thus obtain a reward and time of 0.25. A

In case we are given affine reward structures, we can use more precise reward structures
in the abstraction.

Definition 7.29. Consider a PHA H with commands Cmds and an affine reward
structure rew = (rewgis, TeWes) and an abstraction M = (A,z, Cmds W {7},T) €

Abs(H,A,T) of enc(H, rew). We define the affine abstraction
Maff dZEf (A,Z, C(”ndsnum W Cmdsden W {Tnuma 7_den}a 7;3)7

where we have a one-to-one correspondence between actions a and Gnym as well as agen,
def def

and define Tag as Tag (S, Gnum) = Tag(S,aqen) = T(s,a). Then, the abstract affine

reward structure is defined as rew,g = (TeWpum, T€Wqen) where

e for allz € A we have

rewnum(z77—num) d:d 7ﬁewnum(zfrden) (g 7ﬁewden(zfrnum) (g 7ﬁewden(zfrden) d:ﬁ 07

o forallz € A with mode m and ¢ = (g = p1:w + ...+ py: u,) € Cmds we have

Tewnum(za Cnum) d:ef Tewdis(c) + Tewcts(m)tsup and Tewden(za Cnum) d:d tsupa

Tewnum(za Cden) dZEf Tewdis(c) + Tewcts(m)tinf and Tewden(za Cden) dZEf tinf7

with

tsup (g SUP{Uden | (m7 U, Unum, vden) S Z} and tinf d:d inf{Uden ‘ (m7 U, Unum, vden) S Z}-
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We then define rabsag(H, M, rew) = (Mag, rewag).

Theorem 7.30. Consider a PHA H with reward structure rew and an abstraction
M= (A,z, Cmds W {1}, T) € Abs(Henc, A, T) of its encoded PHA Hene, with the affine

abstraction and reward structure rabs,g(H, M, rew) = (Mg, rew,gs). Then

l+,Cmds

Cmds +
and val Mg, rew,g,lra)

aff s TEW o ff ,ACC H,rew,Ira — va

val, < Valj(/’(

H,rew,acc

Cmds

l—,Cmds
aff s TEW aff ,Ira”

Mg, rew g ,acc and val

val H,rewIra

H,rew,acc Z va

> val

Proof. The reward structure rew,, is affine, as is the reward structure in the seman-
tics of Hene. The proof then follows along the lines of the one of [Theorem 7.27 using
Definition 7.11l and [Lemma 7.12 O

Example 7.31. If using an affine abstraction, we replace the actions of [Figure 7.7 by

CIH,UI(O, O), CIH712<O, 0), CCoH,u:(Oa 2), CCoH,l:(Ou 05), CECO’UI(O.E), 05), CECOJI(O.E), 05),
CHCo,u:(O, 3), CHCOJZ(O, 0), CCh,ui(O, 05), CCh,lZ(O, 025) A

7.3.1 Computing Abstractions

We have already discussed in [Subsection 3.3.1how we can obtain abstractions of PHAs.
What remains is the computation of the reward-encoded PHAs and the one of the reward
structures of the abstraction.

Obtaining the reward-encoded PHAs is simple: we just have to add two new variables
in the PHA, one for the continuous reward function and one for the time component,
according to [Definition 7.23l We then use the specification language of the hybrid solver
used to specify the behaviour of these additional variables. That is, we have to reset
them to zero on mode changes and take care that they increase their value during
timed transitions, for instance by using differential equations. We can then compute the
abstraction from the induced HA as before.

It is a bit more complicated to obtain the abstract reward structures. In case we only
have rewards which depend on the commands and which are constant for each state, the
reward values can be obtained directly from the abstraction of the induced HA. Other-
wise, we have to take a deeper look at the abstract states. According to [Definition 7.26
and [Definition 7.29) we have to find suprema and infima of the variables for rewards and
time. How this can be done depends on the hybrid solver used. We consider the case of
PHAVER which we use throughout the thesis. This solver uses polyhedra to represent
abstract states, which can be represented as sets of linear inequations. Because of this,
we can use a linear programming tool to find the minimal and maximal values of reward
and time variables.

If we do not have timed rewards and only a constant reward value for each command
and want to consider the expected accumulated reward, we do not need to consider
the encoded PHA, as we need not keep track of continuous rewards or time. Also, for
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affine abstractions, we only need a variable to remember the time since a mode change,
because we can compute the rewards from these values; in [Definition 7.29| the values
Upum @re not used.

7.4 Algorithmic Consideration

After we have obtained finite abstractions and have computed the according reward
structure using linear programming, it remains to compute expected accumulated or
long-run average rewards in the abstraction. As in [Section 3.4 we briefly state how
such values can be obtained.

We firstly restate some results for accumulated rewards ; ] (given for the
slightly different model of Markov decision processes). In addition to the induced MCs
we have used in [Section 3.4] here we will also need to consider induced reward structures
on these MCs.

Definition 7.32. Let M = (5,5, Act, T) be a PA and consider a reward structure rew =
(TeWnum, T€Wden) With TeWyym, reWden : (S X Act x Distr(S)) — Rso and a simple scheduler
o: S — (Act x Distr(S)). The MC reward structure rew, = (7eWy num, r€Ws den) With
T€W g num, TWs den : O — R induced by o in M is defined so that for s € S we have

def def

TeWonum(S) = T€Wnum (8, 0(8)) and rew, gen(S) = rewden(s, o(s)).

Given an MC and a reward structure for this MC, we can specify their accumulated
reward.

Definition 7.33. Given an MC M = (S,5,T) and an MC reward structure rew =
(TeWnum, TeWqen ), we define
vals v rew,ace: S — R

as the smallest nonnegative solution of the equation system where for all s € S we have

v(8) = rewnpum(s) + Z T(s)(s")v(s").

s'eS

Then, we can use [Algorithm 7.1/ to compute minimal expected accumulated rewards on
finite PAs. As in [Section 3.4 valsy ., .cc(5) is the value in case s were the initial state.
The basic principle of the algorithm is very similar to[Algorithm 3.3} an initial scheduler
is chosen by MINACCINIT, which is then improved until no further improvements are
possible. As in [Algorithm 3.3 we have to perform a graph-based search to find states
for which the expected accumulated reward is 0 when starting there. If we want to
compute the minimal values instead, we have to take care about the initial scheduler,
similarly to what has been done in the algorithm for reachability. As [Algorithm 3.3]
that algorithm does not take fairness into account, but we can still apply it for the same
reasons as discussed in [Section 3.4l Other algorithms based on value iterations or linear
programming also exist.

In case we want to compute long-run average values, there are also algorithms using
i

linear programming [ ] or policy iteration ]
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input : finite PA M = (5,3, Act, T) with reward structure
rew = (reWnym, TeWden )-

output: (Valsy ., acc, @) With o € Schedy™* and ValS i row ace = VS rew ace:
o' := MINACCINIT(M)
repeat
o:=0
vi= ValSMo—,Tewmacc
forall the s € S do

A(s) 1= argmin @, reWnum(s, a, ) + Y eq p(s)v(s")

KET (s,a)
if o(s) € A(s) then o'(s) := o(s) else choose o'(s) from A(s)
g until o’ = o
9 return (v,0)

(= L U VN

N1

Algorithm 7.1: MINACC(M, rew).

constraint time until error commands until error

length PHAVER (s)  states constr. (s) ana. (s) result constr. (s) ana. (s) result

- 0 7 0 0 0.0000 0 0 42.0000
1 1 102 0 0 45.3347 0 0 42.0000
0.5 0 288 0 0 53.4934 0 1 42.0000
0.1 18 5909 1 8 61.3732 1 14 50.7820
0.05 151 24593 6 65 62.0170 1 103 48.8410
0.04 296 37511 10 154 62.0633 1 189 48.8410
0.03 2566 93979 25 584 62.7227 2 722 50.7820
0.02 6628 156864 44 1509 62.6245 5 1867 50.7820

Table 7.1: Accumulated rewards in thermostat.

7.5 Case Studies

We implemented the analysis methods to compute expected accumulated and long-run
average rewards in our tool PROHVER, and have applied them on two of the case studies.
As before, experiments were run on an Intel(R) Core(TM)2 Duo CPU with 2.67 GHz
and 4 GB RAM.

7.5.1 Thermostat

The first properties we consider for our running thermostat example are the minimal
expected time and the expected number of commands (except the one from Init to Heat)
it takes until the Error mode is reached. For this, we consider the original thermostat
model of with the difference that we no longer need the global time c. Instead,
we add reward structures, where the one for the expected number of commands agrees

with the one of [Example 7.15] To improve the quality of the overapproximation, we
apply the PHAVER-specific constraint on the variable T modelling the temperature.
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Results are given in [Table 7.1l We provide the constraint lengths, the time PHAVER
needed to construct the model and the number of states. Because we use the same
abstraction of the PHA to compute both accumulated and long-run average rewards,
these values are the same for both properties. The runtime of PROHVER is no longer
negligible. We give the time this tool needed to compute the reward by using linear
programming on the polyhedra built up by PHAVER, and the time needed to compute
the result value once the model with its reward structure is available. We also state the
final result rounded to four decimal digits.

PHAVER computes more abstract states than for the larger time bounds of [Table 3.3,
though, because of the differences in the property type, the number of continuous vari-
ables and analysis settings, those results are hard to compare. The time needed in terms
of the runtime of PHAVER and linear programming is relatively low, taking into account
the large number of abstract states.

Initially, we performed these experiments with constraints on the local time t. Doing so,
we obtained much worse reward bounds, indeed always 42 for the expected number of
commands until Error. Manual analysis showed that this refinement only excluded the
first direct transition from Heat to Check without a previous visit to Cool. The resulting
lower bound on the expected number of commands therefore is

1

TeWnum (CHCo) + TeWnum (Ccon) + (T€Wnum (Cren) + rewnum(CChH))m

=14+1+(1+1) !
N 0.05
— 42,

[Table 7.1 shows that this is not the ultimate answer to the minimal expected number
of executed commands, which means that also at later points of time a direct transition
from Heat to Check without visiting Cool in between is not always possible.

The time needed to construct the reward structures for the expected number of com-
mands is much lower than the one for the expected time, because in the first case the
reward is constant, and we thus can avoid solving a large number of linear programming
problems. The time for the analysis is higher, though.

The analysis of the abstract model needed considerably more time than the one for
reachability in [Subsection 3.5.1l In the abstract models which we obtain, there are
often large chains of states connected only by timed transitions. Techniques building on
bisimulation-like methods could in the future speed up the analysis by taking this fact
into account. This might be necessary for larger case studies.

Next, we consider the maximal expected time spent in the Error mode of the modified
thermostat model in [Figure 7.5l We also provide results when using the more precise
method taking advantage of the fact that the reward structure is affine by using a reward
structure as in[Example 7.31] Results are given in[Table 7.2 As seen, using affine reward
structures does not improve the result: this was expected by comparing [Eixample 7.28

and Some of the actions of have the same values as actions
in (e.g. ccomy @ (0,0.5) corresponds to ccon @ (0,0.5)), while the remaining

161



CHAPTER 7. REWARDS

constraint time in error time in error (lin)
length PHAVER (s)  states constr. (s) ana. (s) result constr. (s) ana. (s) result
1 0 126 0 0 0.0131 0 0 0.0131
0.5 1 382 0 0 0.0111 1 0 0.0111
0.1 28 7072 4 9 0.0094 6 14 0.0094
0.05 185 29367 8 124 0.0093 25 313 0.0093

Table 7.2: Long-run average rewards in thermostat.

constraint time until error commands until error

length PHAVER (s)  states constr. (s) ana. (s) result constr. (s) ana. (s) result

— 1 10 0 0 0.0000 0 0 40.0000
1 0 53 0 0 137.0320 0 0 40.0000
0.5 0 95 0 0 150.1600 0 0 40.0000
0.1 3 411 0 0  163.0980 0 1 40.0000
0.05 5 814 1 1 164.8010 0 2 40.0000
0.02 15 2151 0 11 165.7080 0 11 40.0000
0.01 31 4294 1 42 166.0560 0 46 40.0000
0.005 74 8580 1 167 166.2350 0 186 40.0000

Table 7.3: Accumulated rewards in water level control.

ones are suboptimal choices for a maximising scheduler (e.g. ccomy : (0,2)). Thus, a
scheduler in the affine abstraction basically takes the same choices as in the previous
abstraction.

By the definition of affine simulation, it is necessary to solve twice as many linear
optimisation problems to obtain an abstraction as when using an abstract upper-bound
reward structure, so that the time needed by PROHVER is greater.

7.5.2 Water Level Control

Similarly to the thermostat case, for our water level control model (cf. Subsection 3.5.3])
we considered the minimal expected time and number of command executions until the
Error mode is reached. As this model features only affine continuous dynamics, we
successfully obtained results using constraints on the local timers ¢. Results are given
in [Table 7.3

For the second property, we remove the error mode and assume that the operational
bounds of the system are safe. We are interested in the average energy consumption of
the system. We assume that no energy is spent in the modes where the pump is switched
off. While the pump is running, 2 units of energy are consumed per time unit, starting
the pump takes 10 units of energy and switching it off again takes 6 units. The reward
structure thus features both rewards obtained from timed transitions as well as those
obtained from command executions. Results are given in[Table 7.4l As seen, using affine
reward structures improves the result more than in the thermostat case. This happens
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constraint average energy average energy (lin
length PHAVER (s)  states constr. (s) ana. (s) result constr. (s) ana. (s)( )result
1 0 51 0 0 1.9854 0 0 1.8145
0.5 0 93 0 0 1.7995 0 0 1.7069
0.1 2 409 0 0 1.6564 0 0 1.6397
0.05 4 812 0 0 1.6395 0 0 1.6314
0.02 11 2149 0 0 1.6303 1 0 1.6268
0.01 24 4292 0 1 1.6268 2 1 1.6250
0.005 58 8578 2 4 1.6250 2 7 1.6242

Table 7.4: Long-run average rewards in water level control.

because in a larger percentage of the time a nonzero reward in the numerator is obtained.
In the thermostat case study, this was only possible in mode Error. As the time spent in
Error in the thermostat is also rather small, the difference between the lower and upper
values with the two kinds of reward abstractions was rather small.

7.6 Related Work

Reward-based properties for (nonstochastic) timed automata have been considered by

Bouyer et al. J_ﬂ umji)_ﬂ] Jurdzinski et al. Mﬂd Bm consider a problem
of controller synthesis for average-reward properties in classical HAs. The discrete-time
stochastic hybrid automata by Abate et al. (cf. also [Section 4.5)) can be used for the
analysis of reward-based properties as sketched e.g. in M] Methods which approxi-
mate continuous-time stochastic hybrid automata by Markov chains m; m also
allow for an extension to reward-based properties. Another related work is by Frénzle
et al. ], which considers approximations of the step-bounded expected accu-
mulated reward. To the best of our knowledge, this thesis is the first work to address
reward-based properties of PHAs involving nondeterminism, continuous-time as well as
stochastic behaviour by building upon well-understood and effective abstraction methods
for classical hybrid automata.

For the underlying PAs, solution methods for various reward-based properties exist, see

e.g. ] for an overview. Fractional lon era e properties have been discussed
by de Alfaro [-] and Jobstmann et al.

7.7 Conclusion

We have extended our abstraction framework to handle properties of PHAs based on
rewards, thus considerably enlarging the class of properties we are able to analyse. For
this, we firstly had to consider the semantical model of PAs. We defined reward struc-
tures, costs or bonuses associated with taking a transition in a PA. We then defined
properties, reasoning over the expected total or long-run average reward with a given
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reward structure. We also extended probabilistic simulation relations, thus maintaining
the correctness of reward-based properties rather than just probabilistic reachability.
Then, we have decorated PHAs with reward structures, have discussed how these struc-
tures carry over to the semantical model and how properties of PHAs are defined. To
allow for the automatic analysis of reward-based properties, we extended our framework
accordingly. In case we have rewards depending on the time, as for instance the average
time the system is operational, it was necessary to take a closer look at the form of the
abstract states, to find out about minimal or maximal reward values. We compared
our conceptual approach to similar ones from the literature. The effectiveness of our
approach was demonstrated by using it to compute reward-based values on two of our
case studies.
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Orthogonal Combinations

In this chapter, we discuss orthogonal combinations of the models and techniques devel-
oped in the preceding four chapters. This way, we can handle very general models and
properties. In the following, we will consider each pair of two different extensions and
describe what has to be done to integrate them. The integration of more than two of
the extensions is then straightforward.

8.1 Continuous Distributions and Partial Control

If we combine continuous distributions with partial control, the semantic model of an
SHA H is still an NLMP

M = (S’ ES,E, Act, 2A0t7 T)7

as is [Definition 4.14lon [page 83] However, we interpret it as a two-player game with con-
tinuous distributions. In this setting, we can define strategies similarly to [Definition 5.1]
on [page 104 However, we have to take care to apply restrictions to enforce that the
joint scheduler of [Definition 5.1lis a measurable function, as required in [Definition 4.5l on
[page 73 For this, we can define the set of measurable player-con strategies Strat(yl c.s
as functions of the form

Ocon Pathiﬂ — A(Act),

for which for all g € Pathiﬂ we have

eon(B)({a € Act | By € A(S). (a, 1) € T (last())}) = 0,

which are additionally required to be Xp,a:-H(A(Act))-measurable. The measurable

player-env strategies Stratyy, .., are then defined as the set of functions

Teny: (Pathly x Act) — A(A(S)),

where for all 8 € Path%} and a € Act for which there is p € A(S) with (a,p) €
T (last(B)) we have

Oenv(B,a)({p € A(S) | Pa € Act. (a,p) € T(last(B))}) =0,
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and which are (Xp,,n ® H(Act))-H(A(A(S)))-measurable.

We can then define the joint scheduler join(ocon, Oeny) € Schedpy of oeon € Strat
and e, € Stratty’ where for 8 € Pathly and A C Act x A(S) we have

M, meas>

con
M, meas

(00, Tens) (9)(A) & /A o (1.0)(A) T () ().

We further change the definition of the maximal value Valj(/’[Reach which a controller can
enforce against any malevolent environment in [Definition 5.3 of [page 104] to

,— def . g, ;0env
Val.—/\’—/l,Reach - sup lnfem, Val./\ilo,l}%e;lc‘h .
oconEStrat.(/:\?lr:meas Ue“"eStTa’tM,meas

The definition of the case Valj\,’lf}’zf;fff“ in which the controller minimises is similar, but
we still have the requirement that o.,, is only chosen from strategies where for all

Oenv € SIratiyyc.s the joint scheduler is Act-fair.

Analogously to [Definition 4.5 we define finitely probabilistic player-con strategies oeon
by requiring that for each g € Pathiﬁ there is a finite number of actions a4, ..., a, € Act
with

Oeon(B){ar,...,a,}) = 1.

For finitely probabilistic player-env strategies oo, we require that for each g € Pathiﬂ
and a € Act there is a finite number of distributions py, ..., i, € A(S) with

Ocon(ﬁa a)({M, s 7Mn}) =1

Semi finitely probabilistic strategies are defined in the same manner. After we abstract
the measurable continuous guarded commands as in[Definition 4.20/on [page 8§ by a fam-
ily of command abstractions F, we implicitly have three types of nondeterminism: the
nondeterminism of the controller in the original hybrid system, the one of the environ-
ment, and the one resulting from the abstraction of continuous distributions. However,
in the current method of abstraction, the latter two types of nondeterminism are indis-
tinguishable and are thus automatically combined. Because of this, we end up with a
two-player game in which the controller player plays against the environment and the
abstraction. Thus, the abstraction is in favour of the environment player. Similarly to
[Theorem 4.22 on [page 89] the environment player can simulate the continuous distribu-
tions, and thus for each strategy of the original model it can construct an equivalent
strategy of the abstract model. It might be able to choose a more powerful one, which
was not possible in the original model. The controller has the same choices as before.
In turn, the abstraction is advantageous for the environment, and thus for an unsafe or
desirable mode mpeeer, of H we have

+,— +,— -+ -+
’ ’ ’ < ’
ValemReach Z Valabs('H,F),mReach and Valemlech - Valabs(’HvF)vaeach.

Similar to [Lemma 4.10/at [page 7§ one can show that the environment player can obtain
its optimal value by only using finitely probabilistic strategies. Because of this, the result
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also holds if we restrict to this class of strategies, which are the ones also valid in the
interpretation of finitely probabilistic NLMPs as PAs.

If we then apply the abstraction of [Section 5.3l on [page 107] the abstraction is again in
favour of the environment player. Because of this, if we establish a certain bound in the
abstraction of such a system, the controller is guaranteed to achieve at least this bound
in the original semantics.

8.2 Continuous Distributions and Parametric Models

We can consider PHAs which are parametric and also feature continuous distributions.
What we have to do is to extend the definition of post operators, measurable finitely-
probabilistic guarded commands, and measurable continuous guarded commands in
[Definition 4.18 on [page 87 In this extension, moments of the continuous distributions,
for instance their mean or variation, can also be given as parameters rather than con-
stants. If we do so, we can define a parametric SHA (PSHA) as a model of the form

H = (M, k,m, (Posty)men, Cmdsg,, Cmdseys, V),

where the parameters V' are as in [Definition 6.8 on [page 126 The commands Cmdsgy,
are as the commands Cmds of [Definition 6.8 Continuous commands ¢ € Cmdsg are of
the form g — M where ¢ is as for finite commands, and M: S — (Evals(V) — A(S5))
is a function mapping states to parametric probability distributions. We define the
set of valid evaluations Fwvals(H) as in [Definition 6.8 The post operators are required
to fulfil the measurability restrictions of [Definition 4.11 on [page 80 and for each valid
evaluation v € Fvals(H) and command ¢ € Cmdsg, W Cmds.s we must have that the
induced nonparametric guarded command fulfils [Definition 4.11l

As in [Definition 6.9 on [page 126 the set of nonparametric models a parametric SHA
represents, are the models obtained by inserting the parameter values in both finitely-
probabilistic as well as continuous guarded commands.

To analyse such a model, we have to use an adapted version of the methods described
in [Section 4.3 on [page 87 Afterwards, we have a PPHA which overapproximates the
original PSHA, and can thus continue with the abstraction scheme on [Section 6.3 on
the validity of which we have already shown before. The part we have to adapt
is [Definition 4.18 on [page 87 Here, we overapproximated a continuous command ¢ by a
finitely-probabilistic guarded command abs(c,f) = (¢ — p1 : vy +...+py : u,). Being in
state s, we divided the possible successor states of the commands into a number of sets
u;(s). The finitely-probabilistic guarded command was then defined in such a way that
each of the set is chosen by its probability p;, but the successor within the set was selected
nondeterministically. For the parametric setting, we abstract parametric continuous
commands to parametric finitely-probabilistic commands. For the correctness to hold,
we thus have to make sure that for each v € Evals(H) the probabilities p; are chosen to
guarantee that the finitely-probabilistic command induced by v overapproximates the
continuous command induced by v.
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Figure 8.1: Bounds for probability of crashing as a function of probability of movement
authority loss p and standard deviation o of distance measurement. A time
bound of 100s and Abstraction A was used.

As an example of this combination, reconsider the moving-block train controller case
study from [Subsection 4.4.3 on [page 96| The graph in displays the expected
positive correlation between measurement error (standard deviation) and risk, but also
the effectiveness of the fault-tolerance mechanism handling communication loss. We see
that crashes due to communication losses are effectively avoided, rooted in the principle
of maintaining the last received movement authority whenever no fresh authority is at
hand. In fact, risk correlates negatively with the likelihood of communication loss: if
no new movement authority is received, the follower train cannot proceed further to the
next block, and will thus avoid crashing into the leader train.

The model we analysed here is thus a parametric SHA with two parameters, the loss
probability p and the standard deviation o. To obtain the graph, we applied (a straight-
forward extensions of) the abstraction mechanism of to obtain a parametric
PHA from the original parametric SHA. The function correlating risk to measurement
error and probability of communication loss has been computed using the methods of
This way, we were able to save a lot of time. Without using the parametric
method here, we would have had to perform a separate PHAVER run for each of the
357 points used to draw the graph, each of which already takes several minutes, as can

be seen from [Table 4.3 on [page 98|

8.3 Continuous Distributions and Rewards

If we want to consider reward-based properties of an SHA

H = (M, k,m, (Posty,)men, Cmdsg,, Cmdses),
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at first we have to ensure that the value of interest is measurable in the NLMP semantics
M - (Sa 25757 ACt) ZAct) T)

We discuss the case of long-run average rewards, the other one is similar but simpler.
Given a scheduler o and a reward structure (rewpum, rewqge,) of M, for the fractional

long-run average reward of [Definition 7.3 on [page 142 we have

o def

n M M M
“ By lim Zz‘:(] Tewnum (X771, Y71, Z1)
M,rew,lra s n M M M ’
n—o0 Zz‘:o Tewden(Xz‘ ) Yz ) Zi )

val

If the reward functions rewnym, rewgen: (S X Act X A(S)) = Rsg are (s®@3 a4 QA(Xg))-
B(R>p)-measurable, we can derive the measurability of

Zm rewnum(Xi/M’}/;M’ZZ./M)

niho msae 14 Dot TeWden (XM, Y M, ZM)

As in the discussion of [Definition 7.3l on [page 142 we then assume o is chosen so that

[ Do rew yum (XM, YM, ZM)
n—o0 E?:o Tewden(‘Xsz Y;Mv Zz/Vl>

exists for a set of paths with probability 1. This value agrees with the one of
which means that val}, ., ., exists. We remark that, in case of PAs, we would in prin-
ciple also have to take into account measurability considerations. However, we only had
to show that the reward functions are (2% @ 24 @ 2P5t(5))_B(R()-measurable, which
is trivially the case.

To ensure the measurability of the semantics, we have to show that the reward structures
of H as in[Definition 7.14Jon [page T51]are measurable. Because we can encode continuous
reward functions in discrete reward functions (cf. [Definition 7.23 on [page I55]), we only
consider the latter form. Let Cmds = Cmdsg, & Cmdsqs. To guarantee the measurabil-
ity of rewum and rewge,, we have to make sure that rewgqis: (M x R¥) x Cmds) — Rxg
is (Xg ® 29m4)-B(R>¢)-measurable where Y5 = 2 @ B(R*). Because there are only
finitely many modes and commands, this is equivalent to showing that for each m € M
and ¢ € Cmds we have that rewgs(m, -, ¢): R¥ — Ry is B(R¥)-B(Rx¢)-measurable.
Similarly to the discussion after [Definition 4.11lon [page 80 we can argue that this mea-
surability requirement is fulfilled when formulating the rewards in common mathematical
theories, for instance o-minimal ones.

To perform the analysis, one can perform the same abstraction as in [Section 4.3 on
to obtain a PHA. With this PHA and the same reward structure as for the
original SHA, we can then use the solution methods for PHAs of [Section 7.3l on [page T56]
to obtain valid bounds, the correctness of which we have already shown before. To show
that the abstraction from SHAs to PHASs is correct, we have to extend [Lemma 4.10] on

page 78 This lemma states that finitely probabilistic schedulers, which are the ones
valid in PAs, suffice to obtain optimal reachability probabilities, even under fairness.
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input : finite PPA M = (5,3, Act, T, V), state set Reach C S, region r.
Output elther 7 or (Vals_/\/l Reach’ Ucon7 Uenv) Wlth Ucon e StT’ tCOl’l Sll’I’lple a,nd

Oenv € Strat'yy” simple and for all v € Fvals(M) Nr and s € S we have

VaIS T peac (8) (V) = valsloy ireen 7= (s) (v)
Ocon 70—(,env

=inf, . Stratsey vals Vi ey (8)(v) = sup,, Stratsen vals Aﬁ{"}zgjzfj(s) (v).

con

1 ¢ := centre(r)

2 if ¢ ¢ Fvals(M) then return ?

3 (_,0cons Oenv) := MAXMINVALSCHED(M,, Reach) /* cf. [AIgorithm 5.1] */
4 v := REACHPARAM(M join(scon,0em ) F€ACH) /* cf. [AIgorithm 6.1] */

5 valid := true

6 forall the s € S\ Reach,a € Act with T (s,a) # () do

P | Venp(8) = e Genn (5, ) ()0 ()

8 valid := valid N CHECK(v(s) > Vemp(s),r)  /* cf. Definition 6.23] */
9 forall the s € S\ Reach,p € T(s,0con(s)) do

0 | Cempl®) = Sges #5005

11 valid := valid N CHECK(v(s) < Vemp(s),r)  /* cf. Definition 6.23] */
12 if wvalid then return (v, ocon, Teny)

else return ?
Algorithm 8.1: MAXMINREACHPARAMREGION(M, Reach, ).

[y
w

To adapt the proof, we basically have to replace the reachability probabilities within
the inequations connecting semantics and abstractions by the expected reward values.
[Theorem 4.22) on [page 89 does not need to be modified much. Its proof shows that we
can simulate any stochastic behaviour of the original model by the abstract model, which
also includes reward-based properties.

8.4 Partial Control and Parametric Models

The definition of a parametric PHA H with partial control is the same as in [Definition 6.§]
on [page 126] because the definition of nonparametric PHAs with partial control is the
same as the one for PHAs without control in [Definition 3.201 on [page 46] A parametric
game abstraction M can then be defined similarly to the nonparametric game-based ab-
straction in [Definition 5.8 on [page 107} The main difference is, that we use parametric
probability distributions in the same way as in [Definition 6.13 on [page 127 Given an
evaluation v € Evals(H), the nonparametric automaton induced by v on H is then ab-
stracted by the induced abstraction of M by v. The correctness for these nonparametric

models follows by [Iheorem 5.16| on [page T13]

To compute functions which bound the mutually optimal values in the abstraction, we
have to adapt [Algorithm 6.2 on [page 133] This algorithm computes a function which
depends on the model parameters and represents the optimal value for an entire pa-
rameter region. Using techniques from [Algorithm 5.1] on [page 118 we have to adapt

170



8.5. PARTIAL CONTROL AND REWARDS

[Algorithm 6.2/ to compute the mutually optimal values rather than the minimal one.
We give a sketch of the modified algorithm in [Algorithm 8.1} As[Algorithm 6.3] the al-
gorithm operates on regions of parameter evaluations. In the first two lines it computes
the centre evaluation v of the region. Then, in[Line 3| it uses [Algorithm 5.1 to compute
the player-con and player-env strategies geon, Oeny Which are mutually optimal for v, in
contrast to [Algorithm 6.2 which uses [Algorithm 3.3| on [page 63 In [Line 4], it computes
the reachability values obtained if the two players play according to ocon, Oeny. In lines
to [§ the algorithm verifies that these strategies are mutually optimal for the entire
parameter region. As in[Algorithm 6.3] we might find out that we cannot find mutually
optimal strategies for the entire region, and thus the algorithm might return 7, which
means that when returning to [Algorithm 6.3| the region will be split further.

8.5 Partial Control and Rewards

It is possible to analyse PHAs with partial control for reward-based properties. To do so,
we have to adapt the definition of mutually optimal values in PAs with a given reward
structure in [Definition 5.3] on [page 104] to the reward-based value of [Definition 7.3 on
The definition of player-con and player-env strategies, fairness and so on
can stay the same. If we want to synthesise a controller which maximises the long-run
average rewards, the objective becomes

_ def .
vall: = sup inf  valfy™o  where va

lo'con ;0env d_ef lein(Ucon 7Uenv)
M, rew,Ira M, rew,Ira
’ ’ Ocon eStT(ltSeln O—enVeStrati\r/llv ’ ’

M,rew,lra M, rew,lra ’

with

n

valg “p lim 2iizo rewnum(XiM,YiM, ZZM)
M,rew,lra — Mo n ’

N0 E@':o Tewden<Xz‘MinM7 ZzM>

as in[Definition 7.3 The definitions for a minimising controller and accumulated rewards
are similar.

The definition of reward structures (cf. [Definition 7.14] on [page I51)) of PHAs can stay
the same, as can the definition of their semantics in terms of reward structures of PAs.
To define long-run average values in PHAs, we can combine [Definition 7.21] on [page 154
with [Definition 5.6] on [page 106} Both definitions only map the definition of values to

the PA semantics.

For the abstraction, one firstly has to consider the reward-encoded PHA of[Definition 7.23
on [page 155 in which a part of the reward is encoded in the state space and certain
rewards are obtained later than in the original model. The mutually optimal values stay
the same in the reward-encoded PHA, because for each pair of player-con and player-env
strategies eon, Teny the value functions using the joint scheduler join(ocon, Teny) stays the
same, as we have already shown this for general schedulers in [Lemma 7.24 on [page 155|
In the proof, we only considered maximal and minimal values, but the result holds in-
deed for all fair schedulers, as it relies on [Lemma 7.6l on [page 145 in the proof of which
we considered values of all fair schedulers.
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input : finite PA M = (5,3, Act, T), reward structure rew = (rewnum, r€Wden)-
output: (V&lSM rew,acc? Jcon; Uenv) with oo € Stmtcon simple and

aenv € Strat’yy” stmple o d
l 1 JOln(oconyoenv)
va. SM rew,acc va SM rew acc
UCOH7UenV . Conyo'env
= inf Olny EStrathy’ Vals./\/l rew,acc Supoéonéstmtcon Va“ls,/\/l rew,acc”
1 (Ocon, Oeny) := MAXMINACCINIT(M)
2 V= ValSMJom(acon Cony) s TEW,ACC
3 repeat
4 vi=w
5 forall the s € S do
6 A(s) == AIGIAX aedct, T€Wrum (S, @y Oeny (5, 0)) + D e Tenv(s, a)(s")v(s")
7 if oeon(s) € A(s) then choose ooy (s) from A(s)
8 (V, Oeny) = MINACC(M,,,, , TEW) /* cf. [EIgorithm 7.1] */

9 until v = v/
10 return (v, Ocon, Teny)
Algorithm 8.2: MAXMINACC(M, rew).

In Definition 5.8/ on [page 107 we have defined a game-based abstraction for reachability
probabilities, and in [Definition 7.26 on [page 156] and [Definition 7.29 on [page 157 we
have defined two different abstractions of rewards on abstractions of PHAs without
synthesis, as in [Definition 3.30 on [page 52} The difference between | and
[Definition 3.30 is basically that in [Definition 5.8 we have a few addltlonal transitions,
which are used to model the fact that the controller cannot execute each command in
each situation. For transitions already existing in the abstraction of [Definition 3.30 we
assign a reward as it was given in [Definition 7.26/or [Definition 7.29) and assign a reward
which is bad for player con to the additional transitions. This way, the abstraction
is guaranteed to disadvantage player con, which is necessary to obtain bounds on the
values the controller can obtain. To show the correctness of this abstraction, one has
to adapt [Theorem 5.16] on [page TT13] which uses a chain of (in)equations obtained by
showing a number of lemmas. The basic argumentation when using reward-based value
functions stays the same for each of these lemmas.

To analyse properties of accumulated rewards in the abstractions, we can use an ex-
isting algorithm M], which we sketch in [Algorithm 8.2 It combines the ideas of
[Algorithm 5.1| on [page T18 and methods of [Algorithm 7.1} on [page 160]

An algorithm to solve fractional long-run average games was described by Bloem et al.
|. Tts basic idea is to reduce such games to the case of long-run average rewards
in which each step takes one unit of time.
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input : finite PMC M = (5,3, T,V), reward structure rew = (rewnuym, 7eWden)-
output: vals rew acc Where for all v € Evals(M) and all s € S we have

ValSM,rew,acc(S) <U> = Vals./\/lv,rew,acc(s)-

1 for s € S with T(s)(s) # 1 do

2 for s’ € pre, (s) with ' # s do

3 ‘ TeWnum (8") = TeWnum (") + 13‘329()8()8) TeW um (5)

4 for (s1,s2) € prey,(s) x post,(s) with s; # s A sg # s do
s || T2 = Tls0)(52) + T(50)(8) s T(5)(52)

6 for s’ € pre,(s) with s # s do T(s')(s) :=0

7 for s’ € post ,(s) with s’ # s do T (s)(s') = %

8 TeWnum (8) = mmwnum(s)

9 T(s)(s) =0

10 for s € S do v(s) 1= rewyum(s)
11 return v
Algorithm 8.3: ACCPARAM(M, Reach).

8.6 Parametric Models and Rewards

If we consider reward-based properties of parametric PHA, the adaption of notations is
rather straightforward. As the semantical model, we can use the PAs of [Definition 6.4]
on We can take over the definition of the reward structures on transitions of
these models from [Definition 7.1] on [page 142] The definitions for the high-level PHA
model is also simple. We use [Definition 6.8/ on [page 126] and can take over the definition
of rewards from [Definition 7.14l on [page 151]

The definition of reward-encoded PAs, etc. is as in the nonparametric case. We can use
[Definition 6.13 on [page 127 to abstract the parametric PHAs, and use [Definition 7.26]
on [page 156] or [Definition 7.29 on [page 157 as abstractions for the rewards. We have to
make sure that rewards in abstractions are always higher (or lower, respectively) than
certain rewards in the semantics. In the nonparametric reward-based analysis, we used
linear programming for this issue. In case the reward structures stay nonparametric, the
abstraction can be done as before. In the case of reward structures which depend on the
model parameters, we have to adapt the method accordingly to ensure that for all valid
parameter evaluations the requirements on the reward structures of the induced PHA

are fulfilled.

To compute the values in the abstract model, we have to adapt the algorithm which
computes values in Markov chains in [Algorithm 6.1|on [page 129 as well as the algorithm
to verify optimality of a given value function in[Algorithm 6.2 on [page 133} We consider
the case of expected accumulated rewards here. The main algorithm [Algorithm 6.3 on
responsible for dividing regions can remain basically as it is. As an adaption
of [Algorithm 6.1], we use a method already described in a previous publication m;
HHZ114|. The values in induced PMCs are solved by a variant of [Algorithm 6.1] where
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input : finite PPA M = (S,s, Act, T, V), reward structure
rew = (TeWyum, T€Wden ), Teion .

output: either ? or (Valsy ., acc; @) With o € Sched5y™ and for all
v € Fvals(M) Nr and s € S we have

Vals.x/l,rew,acc(s) <U> = ValS.X/lv,rew,acc(S) = Vals?\/lU,Reach,acc(S)'

1 ¢ := centre(r)

2 if ¢ ¢ Fvals(M) then return ?

3 (_,0):=MINACC(M,, Reach) /* cf. [AIgorithm 7.1] */

4 v := ACCPARAM(M,, Reach) /* cf. [AIgorithm 8.3| */

5 valid := true

6 forall the s € S,a € Act,pn € T(s,a) do

7| Vemp(8) 1= TeWnum (s, a5 1) + 3 e g (80 (s)

8 valid := valid N CHECK(v(s) < Vemp(s),r)  /* cf. Definition 6.23] */
9 if valid then return (v, o)

else return ?
Algorithm 8.4: MINACCPARAMREGION(M, Reach, ).

[y
(=}

processing one state maintains the accumulated reward value instead of the reachability
probability. To prove the optimality we apply an algorithm of a previous publication
]. The algorithm there works in a similar way as in [Algorithm 6.3 by proving
that a certain scheduler is optimal for an entire region.

Bloem et al. M] describe an algorithm to solve fractional long-run average games
in the nonparametric case. Its basic idea is to reduce such games to the case of long-run
average rewards in which each step takes one unit of time. Because this algorithm is an
iteration based on policy iteration, it can also be adapted to the parametric case.

As an example for this combination we consider the parametric water level control of
[Subsection 6.5.2 on [page T36] and consider the minimal expected number of commands
executed until termination as in [Subsection 7.5.2 on [page 162] It turns out that there
is a single optimal scheduler for all variable evaluations and the expected reward is at
least as large as

20 — 4
ry—r—y

In we give a plot for this function on the left. On the right, we check whether
the minimal expected number of commands executed until termination is at least as
large as 15. As in [Subsection 6.5.2] the white regions are the ones guaranteed to fulfil
the bound. The expected number of commands executed decreases with increasing
failure probability, because a higher failure probability increases the chance of an earlier
termination of a system, which means that fewer commands can be executed.
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expected number of commands

expected number of commands

L
10

=

+
ValM,Reach

Figure 8.2: Results for reward-based properties in parametric water level control.

8.7 Conclusion

We have shown how we can combine the results of the previous chapters to handle more
general models and properties. To show how such a combination can take place, we
consider all pairs of different extensions, and discuss the necessary steps to combine
them. Combinations of more than two of them are then straightforward. We also
exemplified two of the orthogonal combinations by sketching corresponding extensions
of our case studies.
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Summary and Future Work

The analysis of hybrid systems is intricate, as reflected by the undecidability results
for most models, except restricted subclasses of such systems. Integrating stochastic
behaviours further complicates the situation; in addition to the discrete-continuous dy-
namics on the infinite state space, abstractions have to take probabilistic behaviours
into account. Although previous works have provided significant results for many im-
portant classes of such models, including exact solution methods, prior to our work it
was not clear how to develop a generic analysis framework for the automatic analysis of
the generic class of stochastic hybrid systems we operate on.

9.1 Summary of Contributions

In this thesis, we have developed an efficient analysis framework for a generic class
of stochastic hybrid systems, based on solution methods for classical nonprobabilistic
hybrid automata. After having developed the basic method, we have expanded it into
a number of different directions, thus increasing the expressivity of the models and
properties we can analyse.

Probabilistic Reachability

We have developed the foundation of our framework in terms of a flexible method to
analyse two kinds of reachability properties of probabilistic hybrid automata. To do
so, we combined methods for the abstraction of classical hybrid automata with results
from the analysis of Markov models, both to show the correctness results—for which
we used probabilistic simulation—as well as to compute value bounds in the abstract
models—by using policy iteration and related methods. Doing so, we were able to
conservatively overapproximate reachability probabilities in abstract versions of models
under considerations, and thus develop the first automatic and generic framework for
this generic class of stochastic hybrid systems.
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Continuous Distributions

To extend the set of models we can analyse, we extended the class of probability dis-
tributions which can appear in a stochastic hybrid system to continuous distributions.
We solved not only theoretical issues concerning the well-definedness of such models,
but also extended our existing analysis framework in order to handle this more general
model class.

Partial Control

For cases in which the nondeterminism of a system is under our partial control, we have
developed an extension of our method to synthesise controllers which resolve this nonde-
terminism. When used to steer an actual system, they are then guaranteed to maintain
the validity of reachability properties by the bounds computed in the abstraction. The
proof of correctness turned out to be more complicated than for the case without con-
trol, because we could no longer use probabilistic simulation as a means of relating two
system models.

Parametric Probability Distributions

We have considered systems in which probabilities are not fixed, but given by a set
of parameters. Combining our results on stochastic hybrid systems with our previous
works in parametric probabilistic model checking, we were able to provide an extension
of our framework which can handle this kinds of models. Instead of ending up with a
single number describing a bound on the reachability probability, we are now able to
compute parameter instantiations which fulfil a given property, and to obtain functions
describing reachability probabilities. These functions are subject to further analysis,
for instance to find optimal parameter values for a given property using for instance
nonlinear optimisation tools or computer algebra systems.

Rewards

Extending the previous analysis of reachability probabilities, we have assigned rewards
to timed and discrete transitions of our hybrid automata. In turn, we were able to reason
about expected accumulated reward values, or expected long-run reward values. Doing
so allowed us to reason about properties which are related to resource consumption or
are more on the economical side, like for instance the energy consumption or cost of a
system until termination, or the long-run cost of running a given system.
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9.2 Conclusions

By the orthogonal combination of concepts from the area of classical hybrid automata
with those from the area of Markov models, we arrive at an analysis framework that can
handle a significant class of stochastic hybrid systems, involving nondeterminism, general
probability distributions, continuous time and complex properties. Our framework is
implemented in a way which allows for a completely automatic analysis without the
need of manual intervention. This admits to automatically verify stochastic hybrid
systems far beyond the reach of any previous method.

9.3 Future Works

The work we have presented in this thesis gives path to several ideas of future works.

State-dependent probabilities. In this thesis, all probabilities of the models consid-
ered were indeed fixed or parametric in a set of model variables, but they could not
depend on the current system state. For instance, we could not analyse a model which
involves a probabilistic guarded command g — x : u; + (1—x) : up where x is not a model
parameter in the sense of but a continuous variable of the model. However, we
have developed a solution method for systems in the area of probabilistic discrete-time,
discrete-state systems [Fio+19]. Here, similarly to the methods of [Chapter 7} we have to
find certain minima and maxima over the abstract states, like x in the example above.
Having done so, we use an extension of abstract (or interval) Markov chains M]
as the abstract model. This method can be extended to probabilistic hybrid automata.
In particular, if we are using polyhedra-based representations of abstract states, we can
again use linear programming to reason about these extrema, which is indeed simpler
than the optimisation problem we had to solve in the previous publication.

Richer properties. We already considered an extension from reachability to reward-
based properties. In the future, it might be of interest to consider other classes, such as
for instance specifications in logics such as PCTL M] or properties based on words,
e.g. given as Biichi automata ] A similar method has proven successful in the
area of discrete-time stochastic hybrid systems ] Depending on the property
under consideration, as in for the extensions discussed above, we might have to take a
closer look at the abstract states.

Improving time-bounded reachability. In the case studies we considered so far, we
have handled time-bounded reachability by using an additional variable, which increases
the complexity of the model and thus the cost of the analysis. If we instead use a timer
which is reset in each mode, as in [Chapter 7] we can find out about the minimal and
maximal times for staying in each abstract state. Using an approach related to a method
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by Andova et al. ], we could use an abstraction of the latter model to handle
time-bounded properties, by building a new model consisting of several copies of the
abstract state space in a chain. This has the advantage that the computational cost
within the hybrid solver is independent of the time bound, though results obtained this
way might become less precise for larger time bounds.

Stochastic differential equations. In the hybrid automata we were considering, we
have used differential (in)equations, but have thus far not included stochastic differential
equations. Althoff et al. | use zonotopes to compute overapproximations of the
states in which the system will remain with a guaranteed probability. The systems they
consider do so far not contain nondeterminism, but, differently from our method, they
do contain stochastic differential equations. It would be interesting to combine with
their methods thus to handle systems which contain both features.

State-space refinement. In our approach so far, we relied on solvers computing the
abstraction of the stochastic hybrid automaton. In many cases, this method turned out
to work very well, but in other cases, it did not. For instance, we also tried to use the tool
HSOLVER M] instead of PROHVER to compute an overapproximation. This failed,
because HSOLVER always tries to prove the complete safety of the system. As in our
models there are indeed some paths leading to unsafe states, HSOLVER never stopped
trying to disprove these paths in favour of trying to disprove paths which indeed are
only present in the abstract model. Because HSOLVER has indeed been successful in
showing the safety of completely safe systems, this indicates that it might be worthwhile
to adapt existing methods to our needs, rather than relying on an existing solver to
compute the abstraction. Doing so decreases the generality of the method, as new
abstraction methods have to be adapted to our probabilistic setting. It has however the
potential to provide more precise results and reduce the cost of analyses, as we might
be able to work with a fewer number of abstract states.

Refined continuous distributions. In we handle continuous probability
distributions by dividing the possible successor states into several sets, already on the
high-level description of the automaton. The approach does not take into account auto-
matically that certain parts of the possible successor state set might be more important
than others, and furthermore relies on a good guess for the splitting. Along with the
state-space refinement of the previous paragraph, one could implement a method to split
the distributions in a more target-oriented way. It might also be worthwhile to consider
whether an extension of interval Markov chains we discussed previously could be used
as an alternative to the splitting of distributions. Intervals would then overapproximate
the possible probabilities over all concrete states of a given abstract state to move to a
certain successor abstract state.
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